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Washington, DC 20219
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Auention: Docket NO. 04-13

Regulation Cormments
Cliief Counsel’s Office
Office of Thrift Supcrvision
1700 G Strcct, NW
Washington, DC 20552
202-906-6518

Attention: NO. 2004-26

Re: Doeket No. R-1199; Docket NO. 04-13; RIN # 3064-AC77; NO. 2004-26

Dear Sir or Madam:

The Wisconsin Bankers Association (WBA) is the largest financial institution trade
association i Wisconsin, representingover 300 state and reticral ly chartered banks,
savings and loans associations, and savings banks located in communities throughout

the State.

The WRBA appreciates the apportunity to comment 0N the proposed rule issued by the
Office ofthe Comprtroller of the Cuxrency (OCC), the Board of Governors of the
Federal Reserve System (FRB), the Federal Deposit Insuraucs Corpuiation (FDIC), and
(he Office of Tiuill Supeivision (OTS) (hereinafter, the Agencies), concerning the
irmplementation o section 216 of the Fair and Accurate Credit Transaction Act 0f2003

......
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(FACT Act), which amends the Fair Qrait Reporting Act (FCRA) by creating a new
section 628. The proposed rule would require fnancial iustitutious to develop,
tplement, and maintain appropriate measures to properly dispose of “consumer
nformation.” The FACT Act mandates that the Agencies’ regulations be consistent
with the Gramm-Leach-Bliley Act (CLB Act), as wcll as other federal laws.

The WBA recognizes the importance of creating and implementing reasonable
measures to protect consumers in general, as well as customers, from the unauthorized
access and use ofpersonal private financial. information. ’I‘hez:efore to this end, the

Standards fir Safeguarding Cnstomer Intormation (( ﬂndehne@) ‘I'he "‘WHA,

nevertheless, would like to directthe Agencies’ attentionto the following issues created
by the Guidelines as currently written.

The Definition Of “Consumer Informativn” Is Exceedingly Broad Aud The
Agencies Should Further Clarify The Interpretation Of The Statutory Phrase
“Derived From Consumer Reports.”

Sexmnﬂ, the WRA helieves that the cnrrent attempt to distinguish hetween “customer”™
and “consumer” information does not espouse the interests o f consistency and clarity.
The WBA appreciatesthe Agencies’ attemptto explainthe difference between these
two terms; however. the Agencies noted thal (he definitions “will sometitucs vvorlap,
but will uot always voincide.” Operationally this has the potential to become confusing
aud problewatic for the employees ofthe affected institutions, as they are the
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herein as Appendix A, centers around ‘personally identifiable information.” The
definition for “consumer information” should also have this very important phrase.
Using this phase in the definition would promole clarily aud vousisteucy, and would
build upon the practical and legal knowledge institutions have alicady acquiced with
tospocl o “personally idsutifiable information.”

Thixd, the actual language of the proposed rule does not define “ derived from a
consumer report.” The supplementary information, however, doec provide a very useful
descxiption of the scope and meaning ofthe statutory phrase. The WBA. believes the
Agencies were heading in the right direction in anticipating this issue and in specifically
requesting comments about this statutory phrase. The Agencies should incorporate
examples or substantive language suitable tor the Ghridelines’ current format. ‘The WBA
believes that the use of Regulation P’s “‘nonpublic personal information” Nthe
definition of ““consumerinformation” would bring into sharper focus the scope of the
statutary phrase in question.

The Proposed Rule’s CurrentLanguage May Impose More Requirements In
Wisconsin Than Under Currcnt State L aw.

Absent explicitlanguage aboutpersonally identifiable information, the WBA believes
that the proposed rule would impose stricter requirements than the current requirements
of Wisconsin law. Our State law i s very specitie, whereas the langnage of the proposed
rule is more general In substance. Sectinn 895.505 of the Wisconsin Statutes, in relevant
part, incorporated herein as Appendix B, enumerates four different procedures financial
institutions must follow in order to dispose of records containing personal information.
These requirements more ur less follow the requirsiucuts of the Guidelines. The only
point ofcontention results rom vur statule defwiug “personal information™ and the
proposed rule not imiting the scope of the information to records containing scusitive
information. As the WBA pomted out above, the scope of theproposedrule, as drafted,
would reach records that do not contain sensitive information. Sines the proposed rule,
without modification, will likely impose unnecessary additional obligationsnot required
under Wisconsin law,the WBA urges the Agencies to amend the detinition of
“consumer intormaatiom’™ tn melde perdonally identifiable information. Tf that were
done, the. definition of “consimer information” would be consistent with the definition
of “customer information” and Wisconsin State law.

The Proaosed Rule Should State That “Dispuse” Or “Dispusal” Excludes The Sale
O r Transfer Of Recurds For Value.

Current Wisconsin law, Wis. Stat. § 895.505, defines “diepose” as “not includ[ing] a
salc of record or the transfer Of o xecord fox value.” The Federal Trade Commission’s
(FTC) version of the proposed rules addresses this point by defining “dispose” and
“disposal.” The FTC was urgedto clarify that “dispose” or “dispasal” does not mehnde
the sale, donation, or transfer for value Of consumer information. Ahsent that
clarification, current information sharing arrangementswould be disrupted.
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The Agencies’ version does not addressthis point. The WBA, therefore, cncourages (he
Agencies to define the word “dispuse™ aud “dispousal” (o exclude the sale or transfer for
value of records Or media containing persoually identifiable information. The current
versivn of the Iuteragency Guidelines Establishing Standards for Safeguarding
Customer Information does not explicitly definc thiS term. Without clarification, it
would bc possible to argue that “disposal” ox “dispose” includes the eale, donation, or
transfer o f consumer information pursuant to sharing arrangements. The WBA ie
concerned that such an interpretationmay disrupt current information sharing
arrangements.

Finally, interagency coordinatinm. shouild result in assuring that any financial institution
suhject ta examinationunder the Guidelines by one of the Agencies is not mandated to
comply with the obligations under the FTC’s disposal rule even if there is joint
jurisdiction.

Conclusion

The WBA dircets the Agencics’ attention to anumber of issues. First, the proposed
“consumer information” definition, without referring to personally identifiable
information, ie exceedingly broad. Second,the Agencies’ attemptto distinguish
between “consumer” and “customer’” information is confusing and prablematic ‘'he
definition of “consumer intormation,” jnst as in the definition o f “‘customer
information,” should refer to personally identifiable information. These changes, if
made by the Agencies, would facilitate the operations o f Wiscousin financial
institutions because the Guidelineswould be consistent with our State law. Third, the
Guidelines should include lunguage vr sxawples that slaborate on the “derived from
consumer 1eport’” statutory phrass. The use ol personally identifiable infornmation i the
language or examples would bring the scope 0fthe phrasc into sharper focus. Firally,
the Agencics should define the word “disposal” to exclude the transfer for value or sale
of records or media containing such records. The WBA. appreciatesthe opportunityto
comment on the proposed rule issued by the Agencies and generally supports the
proposed amendmentsto the Guidelines, subject to the noted changes

Sincerely,

0

j¢ . Dauer
Exccutivc Vice President/CEO
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Regulation P § 2163

: . . Appendix A L
; | '
1 -
|
6-2259
(n).(1) Nonpublic personal infarmation
IOEAD G
(i) personally 1dentnf1able financial infor-
- -‘mation; and : f og

(;u) auy. list, description, or othor group-
ing of consumers (and publicly available
informaation. pertaining to themn) that is
derived .using any personally identitiable
- financial information thal: is not pubuclv
avaifable. ‘ L
(2) - Nonpublic :per;wnul in fornuztzo;z docs
uot include—
(1) pubhcly avaﬂable mformanon, exeept
ag included on a list described in -para-
graph (M)(1)(i) of this section; or
(i) any: list, description, or other group-
- ing of consumers (and publicly available
iuformation - pertaining - to them) that is
derived without using .any .personally
" identifiable financial .Jnformation that is
. not publicly availahle. -
(j) Examples of lists. S
-« . () Nompublic pesuual, mforma.tmn n-
cludes” any list of individuals’ namecs
. and strect. nddresses. that ig derived in
" whole or in-patt using:personally iden-
rifiable financial mformation thar is not
- publicly- avaﬂable. such as account
- pumbers.
(i) MNonpublic" pcrsxmal mformutmn -does
‘not includc any Jist of individuale’ names
l and addresses-that contains only -prblicly
" . ‘available information, -is not.derived in
‘whole-or in part using personally identifi-
" -able financial information that is not pub-
licly available, and.is not disclosed in a
maonner that indicates. that- any of the in-
dividuals on the list 4is -a consumer of a
. financial institufion.« ' '

FRRS Transmittal 234
Page 6 - 1147 . (8/00)

6-2260

62260

(o) (1) Psrsonally identifiable ﬁnancral infar-

mation means any information—

(i) 2 consumer provides to you to obtain
a financial product or service from you;.
() aboul 4 cousumer sesulling from any
transaction involving a financial product
or service between you and a consumer;

0T

(iti) you otherwise obtamm about a con-
sumer in connecton with providing a fi-
uvaucial. product or service to that
. Onsumer.

" (2) Examplos.

() Information included, Persnml]y iden-

n‘nable financial information includes—
{A) information a comsvmer provides
(1o you pu an application o vbtaio a
loan, credit card, or othcr finapcial
product or sexvice; .
(B) account-balance mformaucm, pay-
_ment . history, overdrait history, and
credit .or . debit card  purchase
information;
(C) the fact that am mdwxdual is or has
been one of your customers or has ob-
tained a_financial product or service
from ;you;

© (D) agy. mformauon abour vour con-
somer- i it is . disclosed -in a2 .oanner
_ st indicates  that .¢he individnal is or

. .has been your consumer; 3

 {E) any ipformation that a consnmf*r
provideg to you .or that yon .or your

-, agent otherwise;. obrain in connection

with collecting v a 1oan u1-sLvicing a
- Jloan; - L
(F) any.. mformatxon you collect

. .through .an Internet ‘“cookie’” (an

informatinpn-collecting devxce from a
web server); and
(G) information from . a consuluer
lcpCILT_
. G Itgfomzazwn not maluded. Personally
identifiable financial information does not
mnlnde——‘ '
(A): 2 hst of names and 2ddresses of
customers of an entty (hal is not a
[nancial lnstitation; and .
(B)- information that docs not identify
. a consumer, such as aggregate infor-
mation or blind data that dors not con-
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i
f 62260 Regulation P § 216.3
ql .

] tain persopal identifiers such as ac-
count pumbers, names, or addresses.
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‘business under state or Tedera) laws reladng to financial institu-

. the following: 4 e e e e e C oy

895,50 MISCELLANEDUS : 01 02 Wie. Stats.” 5614

(0) “iakes actions that it reasonably believes will ensure that no
. vnanthorized person Will have aceess to the personal information
A diz B .o cusstained in tie secusd for the period between the record's dispos-

PpPed o o * al and the record’s destruction.

: T o {3) CIvIL LIABILITY, DISPOBAL AND U3E. (2) A financinl inatitu-
tion, medical business or Lax preparation business is ljale o a per-
con whose personal information ig disposed of in viclation of suh.
(2) fur Ui amwount of duniugess resulting from the viclation.

(b) Any person who, for any purpose, nseg peesonal informa.
tion contained in a record that was disposcd of by a financial dnsti-
tuton, medical business or tax. preparation business jsliable to an
895.505 Disposal of rucurds conlalning personal in-  individual who ic the eubject of the information and to the finan-
formation. (1) DEFINITIONS. In this section: clal institution, medical business vr tax prepatation business that

(s) “Cuedil cead” bas the meaning given in 5. 421,301 (15). * diaposed of the recerd fur the amount of Jameges e

[ I : 3 & QrInAl pa!ﬁgtﬂ
s (:;;x:)m?:fgr;: -v’:i‘x::.“m inchide a sale of a record or the trans- 10 3 person who uses person Tt L:onnauon' witl: thes 4}1!1101;:.4!:10:1

() “Finenrial insrinrion® means any hark, savings bank. sav- or consent of the fodividnal whn is rhe. suhject of the information.
: S P 5 4) PENALTIES; DISPOSAL AND USE. (8) A financisl insdlution,
ings and Joan associetion or credit union that is anthorized to do mm!ﬁr)‘ﬁ] husiness or tax preparation husiness thar violates sub, (2)
way be required to forfeit not more than £1,000, Acts ariting out
N of the same incident or occugrence shall be a single violadon.

1 gécgmqlﬂ‘;ff)mm compay” has the MeAning gven i s (b) Any person who poascsses a record that was disposed of

(d)wd'l\'flahulé)uuuwa tuxcmn.s auy urgaiization of enterprise {:‘3" ﬁiggﬁza‘i,;mﬂ:g?;nﬁﬁwfi}r 23.;1?;5;’0 o{:‘ tla:é rfgﬁgﬁ:?;?
opera or profit or not for profit, including a sole propyieror- iy A N ~
s!ll)xp. partnership, firmo, bucmgcn truet, joint venture,psyndxcate ::'ui?:n _contmnqd in the rccord way be fined not mcrcthun $1,000

prisoned for not more than YU days or both. “L'his paragraph

pcoxospsggzgﬁfomﬁn?ﬁg;{ha;u;g ::%n é‘l‘lrez;:;%:?g:t’mgﬁ)t does 0ot apply 1o a person who possesses a record with the 0 hori-
a pereon’e phyeical or mental health, medtcal history or medical atiou o vunseut of tie md;wdna) whase personal mfom'mncrn -
contained in the record. ki

Ueatmenl. :
. ; . Histary- 10004 ©
(e) ‘Personsl information™ rpeans any of the following: . Dispucing Madieal, Fiosvcial Records. Franklin, Wis.Law. Des. 1999,
1. Personally identifiable data about an individual's medical . :
rondjtion, if the Aata are not ganerally considered to be public, l
knowledge. i
7. Personally idenrifisble data that contain an individual's ac- "

tiang, any issuer of a eredit card or any investment company.

count or customer numbez, ascount balance, balancs owing, credul
balance or credtt mit, if the dawa 1elule W dn individual’s sccoun!
or transaction with a financial institution, - T R T
5. Petsvually ideitifiable data provided by an individual to a | e T T Tt T
Hpancial instttion wpon opepang an account or applving for & |
loan og cradit. 1
4. Personally wdentfiable data.about an mdmdual s federal, |
state or loral tex remms { . o

() “Personally identifiable” means cupuble ul being associat- | : S e e e e
pd with s particnlar individnal throngh one or more identifiers or! o ' : : ‘
other information or circumstancca.

(@ *Record” means sny material op w)mch wrjten, drawn,|
printed, epoken, visual or electromsgnetic information is tecorded
or preserved, tegardless of physical foun o chanactedistics.

(h) “Tax " preparation bueiness” means any o:gamzatnon or en- . - . -
iaptise uperated Lo puofit, lncludiag a sole proprictorship, part: o ’ . A
nership, irm, business trust, joint venture, syndicate, corporation,
limited liabjlity company or association, that for a fes prepares an
individual's federal, state o Tocal tax setuas v couusels an odi-
vidual regarding the individual’s federal. state or local tax returms,

{2) D1sPoSAL OF RECORDS CONTAINING PERORAL INFORMA~
TION, A Tinancial institution, medical busmcss or tax preparadon
business may not dispose of 2 tarorrd eonraining persorial informa-
tou duless Gic fnacial iustmtion, wedical business, tax prepara-
tion business or other person under contract with the financial in-
stitution, medical business or tax preparanion. nsipess does any of

PrTTEILI AN Tiad

(a) Shreds the recard hefora the disposal of the recard. 2 o

(b) Erases the personal Informardon contained i ln the record be-| .
fore: the: disposal of the record. .

(€) ModiBbes e 1ecurd W nike the prsoual wfonation un- . .
readable before the disposal ot the xecord. . ARS8




