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Board of Governors
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Federal Reserve System

To: Board of Governors February 1, 2000
From: Legal Divison (Messrs. Irdand, Alvarez, Subject: Proposed new Regulation P,
Scanlon and Ms. Martin); Division of Privacy of Consumer Financial Information

Consumer and Community Affairs (Mses. Hurt,
Gdl and Mr. Mann)
Action Requested: Approval to publish for comment a proposed new Regulation P, entitled
Privacy of Consumer Financial Information, to implement the privacy provisonsin the Gramm-
Leach-Bliley Act.
Background: The Gramm-Leach-Bliley Act* (“the Act”) establishes rules governing the
protection and disclosure by financial ingtitutions of nonpublic personal information about
consumers. The scope of the Act is broad; it appliesto any financial institution that is engaged in
afinancial activity, including banks, insurance companies, broker-dealers, and finance companies.
There is no requirement that a nonbank financial ingtitution be affiliated with a bank in order to be
covered. The Act appliesto disclosures of information by a financial institution to a nonaffiliated
third party, but not disclosuresto affiliates. The Act applies to nonpublic personal information
about consumers, but not to information about businesses or corporations.

The Act imposes three basic requirements:

I Financia ingtitutions must provide an initial notice to consumers about their

privacy policies, describing the conditions under which they may disclose nonpublic personal

L Pub. L. 106-102, Title V, Subtitle A (15 U.S.C. 6801 et seq.).
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information to nonaffiliated third parties and affiliates. The institutions must provide this notice
before disclosing the information to nonaffiliated third parties.

I Financia ingtitutions must provide annual notices of their privacy policiesto
consumers with whom they establish a customer relationship.

I Financia ingtitutions must provide a method for consumersto “ opt out” of
disclosures to nonaffiliated third parties. That is, the consumers must be given the opportunity to
prevent the information transfer. Under the proposed rule, notice of the consumer’s opt out
rights must be accompanied by a clear and conspicuous notice of the institution’s privacy palicies.

The Act provides exceptions to the opt out requirement. For example, afinancia
institution need not provide consumers with an opportunity to opt out of adisclosurethat is
necessary to effect or enforce atransaction or is otherwise legally required or adisclosurethat is
part of ajoint marketing arrangement.

Discussion: The Act requires the federal regulatory agencies with primary supervisory authority
over financial ingtitutions to adopt regulations to implement the Act’s privacy provisions.> Board
staff has worked with the seven other agencies to draft a proposed rule. The agency staffs have
achieved consensus on all but afew relatively minor points, although the other agencies have not

yet all officially signed off on the staff draft. On the whole, the agency staffs have attempted to

2 Section 504. In addition to the Board, the federal regulatory agencies are the Office of
the Comptroller of the Currency, the Federal Deposit Insurance Corporation, the Office of Thrift
Supervision, the National Credit Union Administration, the Secretary of the Treasury, the
Securities Exchange Commission, and the Federal Trade Commission. The agencies have aso
consulted with the National Association of Insurance Commissioners.
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track the Act as closdly as possible, however the staffs have had to interpret the Act in some areas
based on statutory construction principles and legidative history.?

The attached draft Federal Register notice would request comment on a new
Board Regulation P, entitled Privacy of Consumer Financial Information. The noticeis styled asa
joint document with the expectation that the banking agencies will publish their proposed rules
together, with a common preamble. Staff requests that the Board delegate authority to Governor
Gramlich to approve non-substantive revisions to the attached Federal Register notice so that the
banking agencies can publish a common preamble.

The Board’ s proposed rule would apply to financial institutions over which the
Board has primary supervisory authority, that is, state member banks, bank holding companies
and certain of their nonbank subsidiaries or affiliates, state uninsured branches and agencies of
foreign banks, commercial lending companies owned or controlled by foreign banks, and Edge
and Agreement corporations.

This memorandum highlights the three areas that gave rise to major issuesin the
proposed rule.
1. Protected information

The mogt difficult issue that the agency staffs faced was how to define “nonpublic

personal information,” the information that is protected by the Act. The Act defines “nonpublic

*The Act also requires the federal financial ingtitution regulatory agencies to establish
standards to insure the security and confidentiality of customer records and information, to
protect the security and integrity of customer records and information against anticipated threats
and hazards, and to protect against unauthorized access to customer records and information that
could result in harm or inconvenience to the customer. Staff plans to recommend such proposed
standards to the Board separately.
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personal information” to include “personally identifiable financial information,” which is
undefined, and excludes “publicly available information,” also undefined.

a What is“financia”? Thefirst issueisto determine what information is

“financial” for purposes of the definition of “personally identifiable financial information.” The
breadth of the definition of “personally identifiable financial information” will determine the scope
of information protected under the Act. Theterm “financia” could be read fairly narrowly, to
mean information that isintringcally financial, such as information about account balances or
payments. A broader reading of “financia” would encompass any information about a consumer
obtained by a financial institution in connection with the provision of afinancial product or
service. Thisreading would cover information provided by a consumer on an account or loan
application form, including information that is not intrinscally financial, such as a consumer’s race
or health status.

Staff recommends that the Board seek comment on a definition that reflects the
broader interpretation of “financial.” The proposed definition of “personally identifiable financial
information” would mean information:

(2) provided by a consumer to afinancial institution to obtain a financial product

or service;

(2) resulting from a transaction involving a financial product or service between a

financial ingtitution and a consumer; or

(3) that the financial ingtitution otherwise obtains in connection with providing a

financial product or service to a consumer.
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b. Coverage of customer relationships. A second interpretive issue is whether
“personally identifiable financial information” would include the fact that a consumer hasa
customer relationship with afinancial ingtitution. This appears to be a matter of concern in the
financial servicesindustry. If the existence of a customer relationship is protected information,
then financial ingtitutions will not be able to sell customer lists without providing each customer
the opportunity to opt out of the disclosure. If the definition of “personally identifiable financia
information” covers the existence of a customer relationship, then the agencies choice of a broad
or narrow reading of “financid” may have few practical effects. Either choice will likely engender
negative comments.

Staff believes, however, that the most reasonable interpretation of the Act isto
adopt a definition of “personally identifiable financial information” that covers the existence of a
customer relationship. The Act defines “financial ingtitution” as an ingtitution that engagesin
“financia activities’ and defines “consumer” as an individua that obtains “financial products or
services.” When read in the context of the Act, therefore, “financial information” appears to be
related to “financial products or services,” and “financial information” would reasonably include
the fact that an individual obtains a particular product or service. Examples that accompany the
proposed definition clarify that the fact that an individua is or has been a customer of a financial
ingtitution is* personally identifiable financial information.”

c. Disclosure of publicly available information. A third interpretiveissue isthe

extent to which afinancia ingtitution could disclose information that is otherwise public. Under

the statute, personally identifiable financial information is protected as “nonpublic personal
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information” unlessit is publicly available* Staff proposes that “publicly available information”
be defined to mean information that is lawfully made available to the general public from (1)
federal, state, or local government sources, (2) widely distributed media (such as tel egphone books,
television, radio, and unrestricted web sites), or (3) disclosures to the general public that are
required by federal, state, or local |aw.

Other agency staffs may recommend an alternative version of the definition of
“publicly available information.” Under the aternative proposal, information is publicly available
only if it is obtained from public sources. Under the Board staff proposal, information is publicly
availableif it isavailable from public sources, regardless of whether it was obtained through
nonpublic sources, such as an application. The alternative proposal would prohibit a bank from
disclosing a consumer’ s telephone number if that number had been provided on an application
without giving the consumer an opportunity to opt out of the disclosure. The Board staff
proposal would permit a bank to give out a consumer’s telephone number without providing an
opportunity to opt out, as long as the number was aso available through public sources, even if
the bank obtained the number on an application. Under the Board staff proposal, the disclosure of
the telephone number could not be linked with the fact that the consumer had a relationship with
the bank unless the consumer had the opportunity to opt out. In practice, thereislittle difference
between the interpretations. The Board staff proposal gives meaning to the exclusion for

“publicly available information.”

* Publicly available information would be protected, however, if it is part of alist,
description, or other grouping of consumers that is derived using any personally identifiable
financial information.



2. Consumersand customers

The proposed rule distinguishes between two types of individuals: consumers and
customers. Thisdistinction is necessary because certain notice requirements apply only to
individuals who have established a customer relationship with afinancia ingtitution. The Act and
the proposed rule define “consumer” to mean an individua who obtains, from a financial
ingtitution, financial products or servicesthat are to be used primarily for personal, family, or
household purposes. Under the proposed rule, a“customer” is a consumer who has a continuing

relationship with afinancial ingtitution.

a. Applicants as consumers. The opt out requirementsin the Act apply to
consumers, therefore the definition of “financial products or services’ isimportant in determining
the universe of individuals whose information is protected. Staff proposes that the Board define
“financial product or service’” to mean any product or service that afinancial holding company
could offer by engaging in an activity that isfinancial in nature or incidental thereto under section
4(k) of the Bank Holding Company Act.> The proposed definition of “financial product or
service” would also explicitly include the evaluation of an application or the brokerage or
distribution of information collected on an application. Under the proposed rule, nonpublic
personal information from a consumer’s application would be protected even if the financial
ingtitution rejects the application and no customer relationship isformed. Staff believes that the
proposal is areasonable interpretation of the Act because the evaluation of an application, in
itself, can be considered as a separate service to the consumer. Thisinterpretation, however, is

not necessarily required by the Act.

512 U.S.C. 1843(K).
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b. Issuesrelated to “customers.” As noted above, although afinancial ingtitution
must provide all consumers a notice and an opportunity to opt out if it discloses nonpublic
personal information to nonaffiliated third parties, the financial institution has distinct obligations
to consumers with whom it has established a customer relationship. The Act requires afinancial
institution to provide a notice of its privacy policy and practicesto its customersin writing,
electronically, or in another form permitted by regulation (1) at the time of establishing a
customer relationship and (2) not less than annually thereafter.® Staff recommends that the Board
require afinancial ingtitution to provide theinitial notice at any time prior to the time the
ingtitution establishes a customer relationship with an individual. This provison would allow a
bank to provide the privacy notice at the same time as other required notices, such as Truth in
Lending Act notices, yet would ensure that the individual received the notice before becoming
bound by an agreement with the bank.’

In addition, the proposed rule would define “ customer relationship” asa
continuing relationship between a consumer and afinancial ingtitution. “Customer relationship”

would exclude one-time or isolated transactions, such as withdrawing cash from an ATM or

®Staff notes that proposed Regulation P does not set forth detailed standards as to how
financial ingtitutions must provide e ectronic notices, as did the Board' s recent proposals on
electronic notices under the Truth in Lending Act and other consumer laws. Proposed Regulation
P states only that a financial ingtitution may provide the notices dectronically if the consumer
agrees. Therisksto financial ingtitutions for providing inadequate notices may be smaller under
Regulation P because there are no specific civil liability provisionsin the privacy provisions of the
Gramm-Leach-Bliley Act, asthere arein the Truth in Lending Act and other consumer laws.

"The proposed rule sets out two exceptions to the requirement that a financial institution
provide the notice prior to establishing a customer relationship. The notice may follow within a
reasonabl e time after (1) the ingtitution and the consumer orally agree to enter into a customer
relationship and the consumer agrees to accept the notice at a later time, and (2) the ingtitution
purchases a loan or assumes a deposit liability in the secondary market.
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purchasing a cashier’s check, so long as the consumer has no other ongoing relationship with the
ingtitution. Under this definition, a bank would not have to provide annual privacy noticesto a
non-customer that used its ATMs; the bank would have to provide initial privacy notices to non-
customer ATM usersif it discloses nonpublic personal information about those people to
nonaffiliated third parties®
3. Specificity of information in notices

The information that must be contained in the initial and annual privacy notices, as
specified by the Act, includes categories of nonpublic personal information that the institution
collects, categories of that information that it discloses, and categories of persons to whom the
information isdisclosed. The proposed rule provides examples of how an institution may meet
the notice content requirements. (A separate section of the proposed rule states that the examples
are part of therule, but are not the exclusive means of compliance.) Under the proposal, an
institution should provide information as to the source and content of nonpublic personal
information it discloses and provide illustrative examples of the information and the types of
bus nesses to whom the ingtitution discloses the information. The proposed rule allows a financia

ingtitution the flexibility to describe potential future policiesin itsnotice. A notice may include a

8 This approach isinconsistent with the statements of at least one member of Congress.
Rep. Oxley stated, in a colloguy with Chairwoman Roukema, that “in single-event transactions
such as[the purchase of teller’ s checks, money orders, or remote bill payments], financial
ingtitutions must disclose.. . . their privacy policies and practices at the time the transaction is
entered into [because a] customer relationship is created. . . .” 145 Cong. Rec. H11534-5 (daily
ed. Nov. 4, 1999). Although staff’s recommended approach does not provide for noticesin the
case of al transactions, it does provide for notices when a financial ingtitution discloses nonpublic
personal information to a nonaffiliated third party.
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description of the nonpublic personal information that it reserves the right to disclose or the
categories of partiesto whom it reserves the right to disclose such information.

Staff believes that these examples strike a balance on the levd of specificity
required in the notices. Although in theory greater specificity in the notice may be more helpful to
consumers, in practice consumers may be unlikely to read lengthy and overly detailed notices. In
addition, requiring more specific notices may create a compliance burden and may require
institutions to send revised initial and opt out notices on a more frequent bas's.

Other issues. The attached draft Federal Register notice explains other provisions
of the rule and also discusses issues that may not require explicit regulatory provisions. For
example, the draft Federal Register notice addresses two issues that banking representatives have
raised in informal conversations with staff. First, the notice explains that the proposed rule would
not prohibit affiliated institutions from using a common initial, annual, or opt out notice, so long
asthe noticeis accurate for al recipients and delivered consistent with therule. Similarly, the
notice explains that the proposed rule would not prohibit an ingtitution from establishing different
privacy policies and practices for different customers, so long as customers receive notices that
are accurate with respect to them. Staff does not believe that explicit regulatory provisions would
be required in order for financial institutions to use joint disclosures or different disclosures for

different customers.®

*The Chairman received a letter from Congressman Bruce Vento regarding an earlier
interagency draft of the proposed privacy regulation. Congressman Vento was largely supportive
of the draft, but suggested that any disclosure given to a consumer e ectronically be buttressed by
receipt/reply electronic mail requirements along with requirements that disclosures be delivered in
writing on request. Staff believes that the Congressman’s concern is partly addressed by two
provisionsin the proposed rule: first, in the case of a customer, the proposed rule requires a

(continued...)
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Recommendation: The staff recommends that the Board request comment on a proposed new
Regulation P to implement the privacy provisions of the Gramm-Leach-Bliley Act. Staff requests
that the Board del egate authority to Governor Gramlich to approve non-substantive revisions to

the attached Federal Register notice so that the banking agencies can publish a common preamble.

Attachment

%(....continued)
financia ingtitution to provideitsinitia and annual privacy notices so that they can beretained or
obtained at alater time by the customer; and second, in the case of a consumer who conducts
transactions eectronically, examplesin the proposed rule state that a financial institution
adequatdly provides its privacy notice so that the consumer is required to acknowledge receipt of
the notice as a necessary step to obtaining the product or service. Staff believesthat a
receipt/reply eectronic mail requirement should not be mandated by regulation because it may be
impracticable in various situations.
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ATTACHMENT

BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM
12 CFR Part 216
[Docket No. R-__]
Privacy of Consumer Financial Information

[Insert header information for other agencies|

AGENCIES: Board of Governors of the Federal Reserve System; [insert other agencies|.
ACTION: Joint notice of proposed rulemaking.

SUMMARY: TheBoard of Governors of the Federal Reserve System and [insert other
agencies] (collectively, the Agencies) are requesting comment on proposed privacy rules
published pursuant to section 504 of the Gramm-Leach-Bliley Act (the G-L-B Act or Act).
Section 504 authorizes the Agencies to i ssue regulations as may be necessary to implement notice
requirements and restrictions on a financial ingtitution’s ability to disclose nonpublic personal
information about consumers to nonaffiliated third parties. Pursuant to section 503 of the G-L-B
Act, afinancial institution must provide its customers with a notice of its privacy policies and
practices. Section 502 prohibits afinancial institution from disclosing nonpublic personal
information about a consumer to nonaffiliated third parties unless the ingtitution satisfies various
disclosure and opt-out requirements and the consumer has not e ected to opt out of the
disclosure. These proposed rules implement the requirements outlined above.

DATES: Comments must be received by March 31, 2000.
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ADDRESSES: Comments should be directed to:
Board of Governorsof the Federal Reserve System (Board): Comments, which should refer
to Docket No. R-xxxx, may be mailed to Ms. Jennifer J. Johnson, Secretary, Board of Governors
of the Federal Reserve System, 20th and C Streets, NW, Washington, D.C. 20551 or mailed
electronically to regs.comments@federalreserve.gov. Comments addressed to Ms. Johnson also
may be delivered to the Board's mail room between 8:45 am. and 5:15 p.m. and to the security
control room outside of those hours. Both the mail room and the security control room are
access ble from the courtyard entrance on 20th Street between Constitution Avenue and C Stret,
NW. Comments may be inspected in Room MP-500 between 9:00 am. and 5:00 p.m., pursuant
t0 8§ 261.12, except as provided in 8 261.14, of the Board’s Rules Regarding the Availability of
Information, 12 CFR 261.12 and 261.14.
[Other agenciesto fill in]
FOR FURTHER INFORMATION CONTACT:
Board: Oliver I. Irdand, Associate General Counsd (202/452-3625), Stephanie Martin,
Managing Senior Counsel (202/452-3198), or Thomas Scanlon, Attorney (202-452-3594), Legal
Division, or Adrienne Hurt, Assstant Director (202/452-2412), Jane Gell, Managing Counsd
(202/452-3667) or James Mann, Attorney (202/452-2412), Division of Consumer and
Community Affairs. FFor the hearing impaired only, contact Diane Jenkins, Telecommunications
Device for the Deaf (TDD) (202/452-3544), Board of Governors of the Federal Reserve System,
20th and C Streets, NW, Washington, D.C. 20551.
[Other agenciesto fill in]

SUPPLEMENTARY INFORMATION:
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The contents of this preamble are listed in the following outline:
|. Background
I1. Section-by-section analysis
I1l. FDIC's New Electronic Public Comment Format
V. Regulatory Analysis

A. Paperwork Reduction Act

B. Regulatory Fexibility Act

C. Executive Order 12866

D. Unfunded Mandates Act of 1995
V. Solicitation of comments on use of “plain language”’
|. Background

On November 12, 1999, President Clinton signed the G-L-B Act (Pub. L. No. 106-102)

into law. Subtitle A of Title V of the Act, captioned Disclosure of Nonpublic Personal
Information, limits the instances in which afinancia ingtitution may disclose nonpublic personal
information about a consumer to nonaffiliated third parties, and requires a financia institution to
discloseto all of its customers theinstitution’s privacy policies and practices with respect to
information sharing with both affiliates and nonaffiliated third parties. TitleV aso requiresthe
federal bank regulatory agencies, the National Credit Union Administration, the Securities and
Exchange Commission, and the Federal Trade Commission, after consulting with representatives
of State insurance authorities designated by the National Association of Insurance
Commissioners, to prescribe such regulations as may be necessary to carry out the purposes of the

provisonsin TitleV that govern disclosure of nonpublic personal information.
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The Agencies have prepared proposed rules to implement Subtitle A that are consistent
and comparable to the extent possible, asisrequired by the statute. Except where noted in the
discussion of the proposed definitions of “nonpublic personal information,” * personally
identifiable financia information,” and “publicly available information,” the texts of the Agencies
proposed regulations are substantively identical. The Agencies request comment on all aspects of
the proposed rules as well as comment on the specific provisions and issues highlighted in the
section-by-section analysis below. The Agencies specifically request comment on the examplesin
the proposed rules and on any additional examples that'would be helpful.

[l. Section-by-section analysis

The discussion that follows appliesto each of the Agencies proposed rules. Given that
each agency will assign adifferent part to its privacy rule, the citations are to sections only,
leaving citations to part numbers blank.

§ .1 Purpose and scope.

Proposed paragraph (a) of this section identifies three purposes of therules. First, the
rules require a financial institution to provide notice to consumers about the ingtitution’s privacy
policiesand practices. Second, the rules describe the conditions under which afinancial
ingtitution may disclose nonpublic personal information about a consumer to a nonaffiliated third
party. Third, the rulesprovide a method for a consumer to “opt out” of the disclosure of that
information to nonaffiliated third parties, subject to the exceptionsin proposed 88 .9, .10,
and .11, asdiscussed below.

Proposed paragraph (b) sets out the scope of the banking agencies' rules and tracks the

scope of enforcement set out in section 505(a) of the G-L-B Act. This paragraph notes that the
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rules apply only to information about individuals who obtain a financial product or service from a
financial institution to be used for personal, family, or household purposes.

The G-L-B Act and the proposed rules apply to domestic offices of United States banks
and domestic branches and agencies of foreign banks. The Agencies request comment on whether
the rules should apply to foreign financial ingtitutions that/solicit business in the United States but
that do not have an office in the United States.

8 .2 Ruleof construction.

Proposed § .2 of the rules sets out a rule of construction intended to clarify the effect of
the examples used in therules. Given the wide variety of transactionsthat Title V of the G-L-B
Act covers, the Agencies propose to adopt rules of general applicability and provide examples of
conduct that would, and would not, comply with.the rule. While the general rules are consistent
among the Agencies proposals to the extent passible, the examples used by the Federal banking
agencies differ on occasion from those used by the other agenciesin order to provide guidance
that may be most meaningful to entities within a given agency’ s jurisdiction.

The examples are provided in furtherance of the Federal banking agencies obligation
under section 722 of the G-L-B Act to use “plain language’ in all proposed and final rules
published after January 1, 2000. These examples are not intended to be exhaustive, rather, they
are intended to provide guidance about how the rules would apply in specific situations. The
Agencies invite comment on whether including examplesin theruleis useful and suggestions on
additional or different examplesthat may be helpful in illustrating compliance with the rule.

§ .3 Definitions,
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a. Affiliate. The proposed rules adopt the definition of “affiliate’ that isused in section
509(6) of the G-L-B Act. An affiliation will be found when one company “controls’ (which is
definedin 8 .3(g), below), is controlled by, or is under common control with another company.
The definition includes both financial ingtitutions and entities that are not financial institutions.

b. Clear and conspicuous. TitleV of the G-L-B Act and the proposed rules require that

various notices be “clear and conspicuous.” The proposed rules define this term to mean that the
notice is reasonably understandable and designed to call attention to the nature and significance of
the information contained in the notice.

The proposed rules do not mandate the use of any particular technique for making the
notices clear and conspicuous, but instead allow each financial institution the flexibility to decide
for itsalf how best to comply with thisrequirement. Ways in which a notice may satisfy the clear
and conspi cuous standard would include, for/instance, using a plain-language caption, in atype
Set easly seen, that is designed to call attention to the information contained in the notice. Other
plain language principles are provided in the examples that follow the general rule.

c. Callect. The proposed rules define “collect” to mean obtaining any information that is
organized or retrievable on a personally identifiable basi's, irrespective of the source of the
underlying information. ' Several sections of the proposed rule (see, e.g., 88 .6and _ .7) impose
obligations that arise when a financial institution collects information about a consumer. This
proposed definition clarifies that these obligations arise when the information enables the user to
identify a particular consumer. It also clarifiesthat the obligations arise regardless of whether the

financial ingtitution obtains the information from a consumer or from some other source.
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d. Company. The proposed rules define “company,” which is used in the definition of
“affiliate,” as any corporation, limited liability company, business trust, general or limited
partnership, association, or smilar organization.

e. Consumer. The proposed rules define “consumer” to mean an individual who obtains,
from afinancial ingtitution, financial products or services that are to be used primarily for
personal, family, or household purposes. An individual @so will be deemed to be a consumer for
purposes of afinancia ingtitution if that institution purchases the individual’ s account from some
other ingtitution. The definition aso includes the legal representative of an individual.

The G-L-B Act distinguishes “consumers’ from “customers’ for purposes of the notice
requirements imposed by the Act. As explained more fully in the discussion of proposed § .4,
below, afinancial ingtitution is required to give a“consumer” the notices required under Title V
only if the ingtitution intends to disclose nonpublic persenal information about the consumer to a
nonaffiliated third party for a purpose that is not authorized by one of several exceptions set out in
proposed 88 .10and . 11. By contrast, afinancial institution must give all “customers,” at the
time of establishing a customer relationship and annually thereafter during the continuation of the
customer relationship, anotice of the ingtitution’s privacy policy.

A person isa“consumer” under the proposed rulesif he or she obtains a financial product
or service from afinancia ingtitution. The definition of “financial product or service’ in proposed
8 .2(k), below, includes, among other things, the evaluation by afinancial institution of an
application that a person submitsto obtain a financial product or service. Thus, afinancia
ingtitution that intends to share nonpublic personal information about a consumer with

nonaffiliated third parties outside of the exceptions described in 88 .10 and ___ .11 will have to
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give the requisite notices, even if the consumer does not enter into a customer relationship with
the ingtitution.

The examples that follow the definition of “consumer” clarify when someoneis a
consumer. They include situations where someone applies for aloan or provides information for
the purpose of determining whether he or she prequalifiesfor aloan, a person providing
information in connection with seeking to obtain financial advisory services, and a person who
negotiates a workout of aloan. The examples also clarify the status of someone whose |oan has

been sold.

f. Consumer reporting agency. The proposed rules adopt the definition of “consumer
reporting agency” that isused in section 603(f) of the Fair Credit Reporting Act (15 U.S.C.
1681a(f)). Thistermisused in proposed 88 .11 and .13

g. Contral. The proposed rules define “control” using the tests applied in section 23A of
the Federal Reserve Act (12 U.S.C. 371c). Thisdefinition is used to determine when companies
are affiliated (see discussion of proposed 8 _ .2(a), above), and would result in financial
ingtitutions being considered as affiliates regardless of whether the control is by a company or
individual.

h. Customer. The proposed rules define “customer” as any consumer who has a
“customer relationship” with a particular financia ingtitution. Asisexplained more fully in the
discussion of proposed 8§ .4, below, a consumer becomes a customer of afinancial ingtitution at
the time of entering into a continuing relationship with the ingtitution. Thus, for instance, a
consumer would become a customer at the time the consumer executes the documents needed to

open a deposit account or borrow money from afinancial institution.
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The distinction between consumers and customers determines what notices a financial

ingtitution must provide. If a consumer never becomes a customer, the institution is not required
to provide any notices to the consumer unless the ingtitution intends to disclose nonpublic
personal information about that consumer to nonaffiliated third parties outside of the exceptions
assetout 88 .10and _ .11. By contrast, if a consumer/becomes a customer, the institution
must provide a copy of its privacy policy prior to the timeit establishes the customer relationsnip
and at least annually thereafter during the continuation of the customer relationship.

i. Customer relationship. The proposed rules define “ customer relationship” asa

continuing relationship between a consumer and afinancial institution whereby the institution
provides afinancial product or service thatis to be used by the consumer primarily for personal,
family, or household purposes.! Because the G-L-B Act requires annual notices of the bank's
privacy policies to its customers, the Agencies have interpreted the Act as requiring more than
isolated transactions between a bank and a consumer to establish a customer relationship, unlessit
is reasonable to expect further contact about that transaction between the bank and consumer
afterwards. Thus, the proposed rules define “customer relationship” as onethat generally is of a
continuing nature. As noted in the examples that follow the definition, this would include, for
instance, a deposit, loan, trust, or investment account.

A one-time transaction may be sufficient to establish a customer relationship, depending
on the nature of the transaction. The examples that follow the definition of “customer

relationship” clarify, for instance, that a purchase of an insurance policy would be sufficient to

1 A “customer” may be defined differently for purposes of other regulations. See, e.q., 12
CFR 7.4002.
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establish a customer relationship because of the continuing nature of the product, whereas using
an automated teller machine at a bank at which a consumer transacts no other business,
purchasing traveler’s checks or money orders, or cashing a check would not. Whilea person
engaging in one of these latter types of transactions would be a consumer under the regulation
(thereby requiring the financial institution to provide noticesif the institution intends to disclose
nonpublic personal information about the consumer to nonaffiliated third parties outside of the
exceptions), the consumer would not be a customer. A consumer would not necessarily become a
customer smply by repeatedly engaging in isolated transactions, such aswithdrawing funds at
regular intervals from an ATM owned by an ingtitution with whom the consumer has no account.
The examples also clarify that a consumer will have a customer relationship with a
financial ingtitution that makes a loan to the consumer and then sdllsthe loan but retainsthe
servicing rights. In that case, the person will be a customer of both the institution that sold the
loan and the institution that bought it.

J. Financial ingtitution. The proposed rules adopt the definition of “financia ingtitution”

that is used in the G-L-B Act, namely, any ingtitution the business of which is engaging in
activitiesthat are financial in nature, or incidental to such financial activities, as described in
section 4(k) of the Bank Holding Company Act of 1956 (12 U.S.C. 1843(k)). The exceptionsto
this definition contained in the G-L-B Act also are set out in the proposed rules.

k. Financial product or service. The proposed rules define “financial product or service’

asaproduct or servicethat afinancial institution could offer as an activity that isfinancial in
nature, or incidental to such afinancia activity, under section 4(k) of the Bank Holding Company

Act of 1956, as amended. An activity that is complementary to afinancial activity, as described in
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section 4(k), is not included in the definition of “financial product or service” under this part. The
proposed rules state that the definition includes the financia institution’s evaluation of information
collected in connection with an application by a consumer for afinancial product or-Service even if
the application ultimately isregected or withdrawn. It also includes the distribution of information
about a consumer for the purpose of assisting the consumer to obtain a financial product or
service.

|. Government regulator. The proposed rules adopt the definition of “government

regulator” that includes each of the Agencies participating in this rulemaking and State insurance
authorities under the circumstances identified in the definition. Thisterm is used in the exception
set out in proposed 8§ .11(a)(4) for disclosures to |aw enforcement agencies, “including
government regulators.”

m. Nonaffiliated third party. Paragraph (1) of the proposed definition of “nonaffiliated

third party” provides that the term means any person (which includes natural persons aswell as
corporate entities such as corporations; partnerships, trusts, and so on) except (1) an affiliate of a
financia ingtitution, and (2) a joint employee of afinancial ingtitution and athird party. This
paragraph isintended to be substantively the same as the definition used in section 509(5) of the
G-L-B Act. Paragraph (2) of the proposed definition provides that “nonaffiliated third party”
includes any company that is an affiliate by virtue of the direct or indirect ownership or control of
the company by the financial ingtitution or one of its affiliates in conducting merchant banking or
investment banking activities of the type described in section 4(k)(4)(H) or insurance company

activities of the type described in section 4(k)(4)(1) of the Bank Holding Company Act.
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n. Nonpublic personal information. Section 509(4) of the G-L-B Act defines “nonpublic
personal information” to mean “personally identifiable financia information” (which term is not
defined in the Act) that is provided by a consumer to a financial institution, results from any
transaction with the consumer or any service performed for the consumer, or is otherwise
obtained by the financial ingtitution. Any list, description, or other grouping of consumers--and
“publicly available information” (which also is undefined in the G-L-B Act) pertaining to them--
that is derived using any nonpublic personal information ather than publicly available information
alsoisincluded in the definition of “nonpublic personal<information.”

The proposed rules implement this provision of the G-L-B Act by restating, in paragraph
(1) of proposed 8 __.2(n), the categories of information described above. The example that
follows the general definition clarifiesthat publicly available information and other identifying
information about consumers, including, for instance, addresses and social security numbers,
would be considered nonpublic personal information if the information is part of alist that is
derived from information provided by a consumer in connection with obtaining a financial product
or service or from customer accounts at, or other relationships with, afinancial institution.

The proposed rules present two alternatives concerning the treatment of information that
can be obtained from sources available to the general public. The alternatives are based on
differences in the definitions of “personaly identifiable financial information” and “publicly
avallable information” which, when read together, result in more information being treated as
“nonpublic personal information” under Alternative A than would be the case under Alternative

B.
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Alternative A excludes publicly available information from the scope of “nonpublic
personal information” only in two circumstances. Thefirst iswhen the information is part of a
list, description, or other grouping of consumersthat is derived without using personally
identifiable financial information (such as customer lists). The second is when information, not
provided by a consumer and not resulting from a transaction with the consumer, is otherwise
obtained by a financial institution in connection with providing a financial product or serviceto
the consumer. However, in order for the information to be considered “publicly available’ under
Alternative A, the information must be obtained from government records, widdly distributed
media, or government-mandated disclosures. Thefact that the information is available from those
sourcesisimmateria if the financial ingtitution does not actually obtain the information from one
of them.

Alternative B (which is proposed by the Board) similarly excludes publicly available
information from the scope of “nonpublic personal information” when the information is part of a
list, description, or other grouping of consumers that is derived without using personally
identifiable financial information such as customer lists. However, Alternative B aso excludes
any other publicly available information, unless the information is part of alist, description, or
other grouping of consumersthat is derived usng personally identifiable financial information.
Under Alternative B, information need only be available from a public source for it to be
considered “publicly available.” If theinformation islawfully available to the general public, then
it will be publicly available and excluded from the scope of “nonpublic personal information”
regardless of whether the institution obtainsit from a publicly available source (unless, as

previoudy noted, it is part of alist of consumersthat is derived using personally identifiable
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information). Asaresult of this approach, the fact that information has been given to afinancial
institution by a consumer does not automatically extend to that information the protections
afforded to nonpublic personal information.

The two alternatives are likely to produce the same results in most instances. In fact, the
examples provided in the alternative versions of nonpublic personal information and personally
identifiable information are the same. Under Alternative A, a person’s name, address, and other
information that typically isthought of as publicly availableis treated as nonpublic if that
information is provided by the person to a bank in connection with obtaining a financial product
or service. Thus, a bank would be unable to disclose such information under Alternative A to a
nonaffiliated third party unless the bank complies with the notice and opt out requirements
discussed below. Under Alternative B, the person’s name and address would be publicly
available information. However; even under Alternative B, the bank would have to comply with
the notice and opt out requirements before sharing that information with nonaffiliated third parties
if theinformation was included on a customer list. The two alternatives will produce different
results in the situation where a bank wants to disclose the name, address, or other information
available to the general public about individual customers. In that situation, Alternative A would
require compliance with the notice and opt out requirements. Alternative B would not (because
the information would not be part of alist, description, or other grouping of consumers), aslong
asthe disclosure did not indicate that the individual was a customer of the financial institution.

The Agenciesinvite comment on both alternatives.
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0. Parsonally identifiable financial information. As discussed above, the G-L-B Act

defines “nonpublic personal information” to include, among other things, “personally identifiable
financia information” but does not define the latter term.

As agenera matter, the proposed rules treat any personally identifiable information as
financia if it isobtained by afinancia ingtitution in connection with providing a financial product
or serviceto aconsumer. The Agencies believe that this approach reasonably interprets the word
“financial” and creates a workable and clear standard for distinguishing information that is
financia from other persona information. The Agencies recognize that this interpretation may
result in certain information being covered by therules that may not be considered intrinsically
financial, such as health status, and specifically invite comment on the proposed definition of
“personaly identifiable financial information.”

The proposed rules define “personally identifiable financial information” to include three
categories of information.- Thefirst category is any information that a consumer provides a
financial institution in order to provide a financial product or service to that consumer. As noted
in the examples that follow the definition, this would include information provided on an
application to obtain aloan, credit card, or other financial product or service. If, for instance,
medical information is provided on an application to obtain afinancial product or service (such as
would be the case if aconsumer appliesfor alifeinsurance palicy), that information would be
considered “personally identifiable financial information” for purposes of the proposed rules.

The second category of information covered by the proposed definition of “personally
identifiable financial information” includes any information resulting from any transaction between

the consumer and the financial ingtitution involving afinancial product or service. Thiswould
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include, as noted in the examples following the definition, account balance information, payment
or overdraft history, and credit or debit card purchase information. It also would include the
information that someone is a consumer of afinancial ingtitution’s products or services, unless this
information is derived using publicly available information, such as government real estate records
or bankruptcy records.

The third category includes any financial information about a consumer otherwise obtai ned
by the financial ingtitution in connection with providing afinancial product or service. Thiswould
include, for example, information obtained from a consumer report or from an outside sourceto
verify information a consumer provides on an application to obtain afinancial product or service.
Alternative A would expresdy exclude information that is publicly available from this category
(see “nonpublic personal information,” ‘@bove, for a discussion of the different treatments of
publicly available information in the two alternatives proposed).

The examples clarify that the definition of “personally identifiable information” does not
include a list of names and addresses of people who are customers of an entity that isnot a
financial ingtitution. Thus; the names and addresses of people who subscribe, for instance, to a
particular magazine fall outside the definition. If, however, afinancial ingtitution discloses those
names and addresses as part of alist of the ingtitution’s customers, then the names and addresses
become nonpublic personal information.

The Agencies note that there are other laws that may impose limitations on disclosures of
nonpublic personal information in addition to those imposed by the G-L-B Act and these
proposed rules. For instance, the Fair Credit Reporting Act impaoses conditions on the sharing of

application information between affiliates and nonaffiliated third parties. The recently proposed
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Department of Health and Human Services regulations? that implement the Health Insurance
Portability and Accountability Act of 1996 would, if adopted in final, limit the circumstances
under which medical information may be disclosed. There may be State laws that affect a
financial ingtitution’s ability to disclose information. Thus, financial ingtitutionswill need to
monitor and comply with applicable legidative and regulatory developments that affect the
disclosure of consumer information.

The Agencies seek comment on whether further definition of “personally identifiable’

would be helpful.

p. Publicly available information. The proposed rules contain two versions of the
definition of “publicly available information.” For the most part, the definitions are identical, and
differ only in that Alternative A doesnot treat information as publicly available unlessit is
obtained from one of the public sourceslisted in the proposed rules. Alternative B, by contrast,
treats information as publicly availableif it'could be obtained from one of the public sources listed
in therules, even if it was obtained from a source not listed in the definition. The Agenciesinvite
comments on which alternative is more appropriate.

The remaining parts of the two alternative versions areidentical. Thus, under either
aternative, the definition of “publicly available information” includes information from official
public records, such asreal estate recordations or security interest filings. It aso includes
information from widely distributed media (such as a telephone book, television or radio program,
or newspaper) and information that isrequired to be disclosed to the genera public by federal,

state, or local law (such as securities disclosure documents). The proposed rules state that

2 64 FR 59918 (Nov. 3, 1999).
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information obtained over the Internet will be considered publicly available information if the
information is obtainable from a site available to the general public without requiring a password
or smilar restriction. The Agencies invite comment on what information is appropriately
consdered publicly available, particularly in the context of information available over the Internet.

g- You. For those Agenciesthat use the pronoun “you” to refer to entitieswithin their
primary jurisdiction, the definition of this term will vary with each of the Agencies regulations
based upon the financia ingtitutions under their jurisdictions.

8 .4 Initial noticeto customers and consumers of privacy policiesand practices required.

Initial notice required. The G-L-B Act reguiresafinancial institution to provide an initial
notice of its privacy policies and practices.in two circumstances. For customers, the notice must
be provided at the time of establishinga customer relationship. For consumers who do not
become customers, the notice must be provided prior ta.disclosing nonpublic personal information
about the consumer to a nonaffiliated third party.

Paragraph (a) of proposed 8§ _ .4 states the general rule regarding these notices. Pursuant
to that paragraph, afinancial institution must provide a clear and conspicuous natice (i.e., a notice
that is reasonably understandable and designed to call attention to the nature and significance of
theinformation it provides) that accurately reflects the institution’s privacy policies and practices.
Thus, a financial institution may not fail to maintain the protections that it representsin the notice
that it will provide. The Agencies expect that financia institutions will take appropriate measures
to adhere to their stated privacy policies and practices.

The proposed rules do not prohibit affiliated institutions from using a common initial,

annual, or opt out notice, so long as the notice is delivered in accordance with theruleand is
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accurate for al recipients. Similarly, the rules do not prohibit an ingtitution from establishing
different privacy policies and practices for different categories of consumers, customers, or
products, so long as each particular consumer or customer receives a notice that is accurate with
respect to him or her.

Notice to customers. The proposed rules require that a financial institution provide an

individual a privacy notice prior to the time that it establishes a customer relationship. Thus, the
notices may be provided at the same time a financial ingtitution is required to give other notices,
such as those required by the Board’ s regulations implementing the Truth in Lending Act (12
CFR 226.6). This approach isintended to strike a balance between (a) ensuring that consumers
will receive privacy notices at a meaningful point along the continuum of “establishing a customer
relationship” and (b) minimizing unnecessary burdens on financial ingtitutions that may result if a
financial ingtitution is required to provide a consumer with a series of notices at different timesin
atransaction. Nothing inthe proposed rulesis intended to discourage a financial institution from
providing an individual with a privacy notice at an earlier point in the reationship if the institution
wishes to do so.in order to make it easier for the individual to compare its privacy policies and
practices with those of other institutions in advance of conducting transactions.

Paragraph (c) of proposed 8 .4 identifies the time a customer relationship is established
asthe point at which afinancial institution and a consumer enter into a continuing relationship.
The examples that are provided after the statement of the general rule inform the reader that, for
customer relationships that are contractual in nature (including, for instance, deposit accounts,
loans, or purchases of a nondeposit product), a customer relationship is established upon the

execution by the consumer of the contract that is necessary to conduct the transaction in question.
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In the case of a credit card, the customer relationship is established when the necessary step to
open the credit card account occurs. For transactions that may not involve a contract (including,
for instance, providing investment advisory services), a customer relationship will be established if
the consumer pays or agrees to pay a fee or commission for the service:

Notice to consumers. For consumers who do not establish a customer relationship, the

initial notice may be provided at any point before the financial ingtitution discloses nonpublic
personal information to nonaffiliated third parties. As provided in paragraph (b) of the proposed
rule, if theinstitution does not intend to disclose the information in question or intends to make
only those disclosures that are authorized by one of the exceptionsset out in 88 .10and __ .11
of the proposed rule, it isnot required to provide theinitia notice.

How to provide notice. Paragraph (d) of proposed 8 .4 sets out the rules governing

how financial ingtitutions must provide theinitial notices. The general rule requires that the initial
notice be provided so that @ach recipient can reasonably be expected to receive actual notice. The
Agencies invite comment on who should receive a notice in stuations where there is more than
one party to an account.

The notice may be delivered in writing or, if the consumer agrees, eectronically. Oral
notices alone are insufficient. In the case of customers, the notice must be given in away so that
the customer may either retain it or accessit at alater time. This requirement that the notice be
given in a manner permitting access at a later time does not preclude a financia ingtitution from
changing its privacy policy. See proposed 8 _ .8(c), below. Rather, therules are intended only

to require that a customer be able to access the most recently adopted privacy policy.
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Examples of acceptable ways the notice may be delivered include hand-ddivering a copy
of the notice, mailing a copy to the consumer’ s last known address, or sending it via eectronic
mail to a consumer who obtains afinancial product or service from the institution electronically.

It would not be sufficient to provide only a posted copy of the notice inalobby. Similarly, it
would not be sufficient to provide theinitial notice only on a Web page, unless the consumer is
required to access that page to obtain the product or service in question. Electronic delivery
generally should bein the form of electronic mail so asto ensure that a consumer actually receives
thenotice. In those circumstances where a consumer isin the process of conducting a transaction
over the Internet, eectronic delivery also may include pasting on a Web page as described above.
If afinancial institution and consumer orally agree to enter into a contract for afinancial product
or service over the telephone, the institution may provide the consumer with the option of
recelving theinitial notice after providing the product or service so as not to delay the transaction.
The Agencies invite comment on the regulatory burden of providing theinitial notices and on the
methods financial institutions anticipate using to provide the notices.

The Agencies recognize that in some circumstances a customer does not have a choice as
to the indtitution with which he or she has a customer reationship, such as when an ingtitution
purchases the customer’ sloan in the secondary market. In these situations, it may not be
practicable for the ingtitution to provide a notice prior to establishing the customer relationship.
The proposed rules provide that if afinancial ingtitution purchases aloan or assumes a deposit
liability from another financial ingtitution or in the secondary market and the customer does not

have a choice about the purchase or assumption, the acquiring financial institution may provide
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theinitial notice within a reasonable time thereafter. The Agenciesinvite comment on whether
there are other smilar stuations for which an exception is necessary.

The Agencies also recognize that certain consumers may have requested that a financial
institution not send statements, notices, or other communications to them, such asin certain
private banking relationships. The Agencies request comment on whether and how the rules
should address these situations with respect to the notices required by these rules. The Agencies
also request comment on whether there are other situations where providing notice by mail is
impracticable.

8 .5 Annual noticeto customers of privacy policies and practicesrequired.

Section 503 of the G-L-B Act requires a financial institution to provide notices of its
privacy policies and practices at least-annually toits customers. The proposed rules implement
this requirement by requiring a clear and conspicuous natice that accurately reflects the privacy
policies and practices then in effect to be provided at least once during any period of twelve
consecutive months. . The rules governing how to provide an initial notice also apply to annual
notices.

Section 503(a) of the G-L-B Act requires that the annual notices be provided “during the
continuation” of a customer relationship. To implement this requirement, the proposed rules state
that a financial institution is not required to provide annual notices to a customer with whom it no
longer has a continuing relationship. The examples that follow this general rule provide guidance
on when there no longer is a continuing relationship for purposes of therules. Theseinclude, for
instance, deposit accounts that are treated as dormant by a financial institution, loans that are paid

in full or charged off, or assets sold without retaining servicing rights.
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Therewill be certain customer relationships (such as obtaining investment advice from a
stock broker) that do not present a clear event after which thereisno longer a customer
relationship. The proposed rules contain an example intended to cover these situations, stating
that ardationship will no longer be deemed continuing for purposes of the proposed rulesif the
financial ingtitution has not communicated with a customer, other than providing an annual
privacy policy notice, for a period of twelve consecutive months.

The Agenciesinvite comment generally on whether the examples provided in proposed

8 .5 areadequate and on whether the proposed standard deeming an account relationship to

have terminated after twelve months of no communication is appropriate. The Agencies
specifically request comment on whether, in the example of dormant accounts, the applicable
standard should be the ingtitution’ s palicies or applicable State law. The Agencies also invite
comment on the regulatory burden of providing the annual notices and on the methods financial
ingtitutionsanticipate using to provide the notices.
8 .6 Information to beincluded in initial and annual notices of privacy policies and
practices.

Section 503 of the G-L-B Act identifies theitems of information that must be included in a
financial ingtitution’sinitial and annual notices. Section 503(a) of the G-L-B Act sets out the
general requirement that afinancial ingtitution must provide customers with a notice describing
the institution’ s policies and practices with respect to, among other things, disclosing nonpublic
personal information to affiliates and nonaffiliated third parties. Section 503(b) of the Act

identifies certain dements that must be addressed in that natice.
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The required content is the same for both the initial and annual notices of privacy policies
and practices. While the information contained in the notices must be accurate as of the time the
notices are provided, afinancial institution may prepare its notices based on currentand
anticipated policies and practices.
The information to be included is as follows:

1. Categories of nonpublic personal information that a financial institution may collect.

Section 503(b)(2) requires afinancial ingtitution to inform its customers about the categories of
nonpublic personal information that the institution collects. The proposed rules implement this
requirement in 8 __.6(a)(1) and provide an example of how to comply with this requirement that
focuses the notice on the source of the information collected. Asnoted in the example, afinancial
ingtitution will satisfy this requirementif it categorizes the information according to the sources,
such as application information, transaction information, and credit report information. Financial
institutions may provide more detail about the categories of information collected but are not
required to do so by the proposed rules.

2. Categaries of nonpublic personal information that a financial ingtitution may disclose.

Section 503(a)(1) of the G-L-B Act requires the financia ingtitution’sinitial and annual notice to
provide information about the categories of nonpublic personal information that may be disclosed
ether to affiliates or nonaffiliated third parties.

The proposed rules implement this requirement in proposed 8 _ .6(a)(2). The examples
of how to comply with this rule focus on the content of information to be disclosed. Asstated in
the relevant examples, afinancial ingtitution may satisfy this requirement by categorizing

information according to source and providing illustrative examples of the content of the
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information. These categories might include application information (such as assets and income),
identifying information (such as name, address, and social security number), transaction
information (such as information about account activity, account balances, and purchases), and
information from credit reports (such as credit history).

Financial ingtitutions are free to provide more detailed information in the initial and annual
noticesif they chooseto do so. Conversdly, if afinancia institution does not disclose, and does
not intend to disclose, nonpublic personal information to affiliates or nonaffiliated third parties, its
initial and annual notices may smply state this fact without further elaboration about categories of
information disclosed.

3. Categories of affiliates and nonaffiliated third parties towhom afinancial ingtitution

discloses nonpublic personal information.

As previoudly noted, section 503(a) includes a general requirement that a financial
institution provide a notice to its customers of the institution’s policies and practices with respect
to disclosing nonpublic personal information to affiliates and nonaffiliated third parties. Section
503(b) states that the notice required by section 503(a) shall include certain specified items.
Among those is the requirement, set out in section 503(b)(1), that a financial institution inform its
customers about its policies and practices with respect to disclosing nonpublic personal
information to nonaffiliated third parties. The Agencies believe that, when read together, sections
503(a) and 503(b) of the G-L-B Act require afinancial institution’s notice to address disclosures
of nonpublic personal information to both affiliates and nonaffiliated third parties.

The proposed rulesimplement thisrequirement in 8 __.6(a)(3). The exampleillustrating

how afinancial ingtitution may comply with the rules states that a financial institution will
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adequately categorize the affiliates and nonaffiliated third parties to whom it discloses nonpublic
personal information about consumersif it identifies the types of businesses in which they engage.
Types of businesses may be described by general terms, such asfinancial products or services, if
the financial ingtitution providesillustrative examples of the significant lines of businesses of the
recipient, such asretail banking, mortgage lending, life insurance, or securities brokerage.

The G-L-B Act does not require afinancial institution to list the categories of persons to
whom information may be disclosed pursuant to one of the exceptions set out in proposed
88 .10and _ .11. Theproposed rules state that afinancial institution is required only to inform
customers that it makes disclosures as permitted by law to nonaffiliated third partiesin addition to
those described in the notice. The Agenciesinvite comment on whether such a notice would be
adequate.

If afinancial ingtitution does not disclose, and does not intend to disclose, nonpublic
persona information to affiliates or nonaffiliated third parties, itsinitia and annual notices may
simply state this fact without further elaboration about categories of third parties.

4. Information about former customers. Section 503(a)(2) requires the financial

ingtitution’sinitial and annual privacy notices to include the ingtitution’ s policies and practices
with respect to disclosing nonpublic personal information of persons who have ceased to be
customers of the institution. Section 503(b)(1)(B) requires that this information be provided with
respect to information disclosed to nonaffiliated third parties.

The Agencies have concluded that, when read together, sections 503(a)(2) and
503(b)(1)(B) require afinancial ingtitution to include in the initial and annual notices the

ingtitution’ s policies and practices with respect to sharing information about former customers
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with all affiliates and nonaffiliated third parties. This requirement is set out in the proposed rules
a8 .6(a)(4). Thisrequirement does not require afinancial institution to provide a notice and
opportunity to opt out to aformer customer before sharing nonpublic personal information about
that former customer with an affiliate.

5. Information disclosed to service providers. Section 502(b)(2) of the G-L-B Act permits

afinancial institution to disclose nonpublic personal information about a consumer to a
nonaffiliated third party for the purpose of the third party performing services for the institution,
including marketing financial products or services under a joint agreement between the financial
ingtitution and at least one other financial ingtitution. In this case, a consumer has no right to opt
out, but the financial institution must inform the consumer that it will be disclosing the
information in question unless the service falls within one of the exceptions listed in section 502(e)
of the Act.

The proposed rules implement these provisions, in 8 __.6(a)(5), by requiring that, if a
financial institution discloses nonpublic personal information to a nonaffiliated third party pursuant
to the exception for service providers and joint marketing, then the ingtitution isto include in the
initial and annual notices a separate description of the categories of information that are disclosed
and the categories of third parties providing the services. A financial ingtitution may comply with
these requirements by providing the same level of detail in the notice asis required to satisfy the
requirementsin proposed 88 _ .6(a)(2) and (3).

6. Right to opt out. As previously noted, sections 503(a)(1) and 503(b)(1) of the G-L-B

Act require afinancia ingtitution to provide customers with a notice of its privacy policies and
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practices concerning, among other things, disclosing nonpublic persona information cons stent
with section 502 of the Act.

The proposed rules implement this requirement, in proposed 8 _ .6(a)(6), by requiring
theinitial and annual noticesto explain theright to opt out of disclosures of nenpublic personal
information to nonaffiliated third parties, including the methods avail able to exercise that right.

7. Disclosures made under the FCRA. Section 503(b)(4) of the G-L-B Act requires a

financial ingtitution’sinitial and annual notice to include the disclosures required, if any, under
section 603(d)(2)(A)(iii) of the FCRA.. Section 603(d)(2)(A)(iii) excludes from the definition of
“consumer report” the communication of certain.consumer information among affiliated entities if
the consumer is notified about the disclosure of such information and given an opportunity to opt
out of that information sharing. Theinformationthat can be shared among affiliates under this
provision includes, for instance, information from consumer reports and applications for financia
products or services. In general, thisinformation represents personal information provided
directly by the consumer to the institution, such asincome and social security number, in addition
to information contained within credit bureau reports.

The proposed rules implement section 503(b)(4) of the G-L-B Act by including the
requirement that a financial ingtitution’ sinitial and annual notice include any disclosures a financial
institution makes under section 603(d)(2)(A)(iii) of the FCRA.

8. Confidentiality, security, and integrity. Section 503(a)(3) of the G-L-B Act requiresthe

initial and annual natices to provide information about a financial ingtitution’s policies and
practices with respect to protecting the nonpublic personal information of consumers. Section

503(b)(3) of the Act requires the notices to include the policies that the institution maintains to
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protect the confidentiality and security of nonpublic personal information, in accordance with
section 501 (which requires the Agencies to establish standards governing the administrative,
technical, and physical safeguards of customer information).

The proposed rules implement these provisions by requiring a financial ingtitution to
include in theinitial and annual notices the ingtitution’s palicies and practices with respect to
protecting the confidentiality, security, and integrity of nonpublic personal information. The
relevant example in the proposed rules states that a financia institution may comply with the
requirement as it concerns confidentiality and security if the ingtitution explains matters such as
who has access to the information and the circumstances under which the information may be
accessed. The information about integrity.should focus on the measures the ingtitution takesto
protect against reasonably anticipated threats or hazards. The proposed rules do not require a
financial ingtitution to provide technical or proprietary information about how it safeguards
consumer information.

The Agencies are in the process of preparing the section 501 standards relating to
adminigtrative, technical, and physical safeguards, and anticipate having those standards in place
at the time of the issuance of the final privacy rules. Thiswill enable financial ingtitutions to
develop theinitial and annual noticesin light of those standards.

8 .7 Limitation on disclosure of nonpublic personal information about consumersto
nonaffiliated third parties.

Section 502(a) of the G-L-B Act generaly prohibits a financial institution from sharing
nonpublic personal information about a consumer with a nonaffiliated third party unless the

institution provides the consumer with a notice of the institution’s privacy policies and practices.
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Section 502(b) further requires that the financial institution provide the consumer with a clear and
conspi cuous notice that the consumer’s nonpublic personal information may be disclosed to
nonaffiliated third parties, that the consumer be given an opportunity to opt out of that disclosure,
and that the consumer be informed of how to opt out.

Section __.7 of the proposed rules implements these provisions. - Paragraph (a)(1) of
§ .7 sasout the criteriathat afinancial institution must satisfy before disclosing nonpublic
personal information to nonaffiliated third parties. As stated in the text of the proposed rules,
these criteria apply to direct and indirect disclosures through an affiliate. The Agenciesinvite
comment on how the right to opt out should apply in the case of joint accounts. Should, for
instance, afinancial institution require all parties to an account to opt out before the opt out
becomes effective? If not and only one of the parties opts out, what disclosures should be
covered by the opt out? The Agencies also request comment on how the opt out right should
apply to commingled trust accounts, where a trustee manages a single account on behalf of
multiple beneficiaries.

Paragraph (a)(2) defines “opt out” in away that incorporates the exceptions to the right to
opt out stated in proposed 88 .9, .10, and __ .11, which permit disclosures of nonpublic
personal information to nonaffiliated third parties without first providing the opt out and initial
notices and giving the consumer the right to opt out.

The proposed rules implement the requirement that a consumer be given an opportunity to
opt out before information is disclosed by requiring that the opportunity be reasonable. The
examples that follow the genera rule provide guidance in situations involving notices that are

mailed and notices that are provided in connection with isolated transactions. 1n the former case,



- 42 -
a consumer will have a reasonable opportunity to opt out if the financial ingtitution provides 30
daysin which to opt out. In the latter case, an opportunity will be reasonable if the consumer
must decide as part of the transaction whether to opt out before completing the transaction. The
Agencies invite comment on whether 30 days is a reasonabl e opportunity to opt out in the case of
notices sent by mail, and on whether an example in the context of transactions conducted using an
electronic medium would be helpful.

The requirement that a consumer have a reasonable opportunity to opt out does not mean
that a consumer forfeits that right once the opportunitydapses. The consumer always has the right
to opt out (as discussed further in proposed § .8, below).. However, if an individual does not
exercise that opt out right when first presented with an opportunity; the financial institution would
be permitted to disclose nonpublic personal information to nonaffiliated third parties for some
period of time before the consumer’s subsequent opt out direction can be implemented.

Paragraph (b) of proposed 8§ .7 clarifies that the right to opt out applies regardless of
whether a consumer has established a customer relationship with afinancial ingtitution. As noted
above, all customers are consumers under the proposed rules. Thus, the fact that a consumer
establishes a customer relationship with a financial institution does not change theingtitution’s
obligations to comply with the requirements of proposed 8 _ .7(a) before sharing nonpublic
personal information.about that consumer with nonaffiliated third parties. Thisalso appliesin the
context of a consumer who had a customer relationship with afinancial ingtitution but then
terminated that relationship. Paragraph (b) also clarifies that the consumer protections afforded
by paragraph (@) of proposed 8 .7 apply to al nonpublic personal information collected by a

financial institution, regardless of when collected. Thus, if a consumer eects to opt out of
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information sharing with nonaffiliated third parties, that € ection appliesto all nonpublic personal
information about that consumer in the financial institution's possession, regardless of when the
information is obtained.

Paragraph (c) of proposed 8 .7 states that afinancial institution may, but is not required
to, provide consumers with the option of a partial opt out.in addition to the opt out required by
this section. This could enable a consumer to limit, for instance, the types of information
disclosed to nonaffiliated third parties or the types of recipients of the nonpublic personal
information about that consumer. If the partial opt out-option isprovided, afinancia institution
must state this option in away that clearly informs the consumer about the choices available and
conseguences thereof.

8§ .8 Form and method of providing opt out notice to consumer.

Paragraph (a) of proposed 8 .8 requires that any opt out notice provided by a financial
ingtitution pursuant to proposed 8 .7 be clear and conspicuous and accurately explain the right
to opt out. The notice must inform the consumer that the institution may disclose nonpublic
personal information to nonaffiliated third parties, state that the consumer has a reasonable right
to opt out, and provide the consumer with a reasonable means by which to opt out.

The examplesthat follow the general rule state that a financia institution will adequately
provide notice of theright to opt out if it identifies the categories of information that may be
disclosed and the categories of nonaffiliated third parties to whom the information may be
disclosed and that the consumer may opt out of those disclosures. A financial ingtitution that
plans to disclose only limited types of information or with only a specific type of nonaffiliated

third party may provide a correspondingly narrow notice to consumers. However, to minimize
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the number of opt out notices a financial institution must provide, the institution may wish to base
its notices on current and anticipated information sharing plans. A new opt out noticeis not
required for disclosures to different types of nonaffiliated third parties or of different types of
information, provided that the most recent opt out notice is sufficiently broad to cover the entities
or information in question. Nor isafinancial institution required to provide subsequent opt out
notices when a consumer establishes a new type of customer relationship with that financial
ingtitution, unless the ingtitution’s opt out policies differ depending on the type of customer
relationship.

The examples also suggest several ways in'which afinancial institution may provide
reasonable means to opt out, including check-off boxes, self-addressed stamped reply forms, and
electronic mail addresses. A financial institution does not provide a reasonable means to opt out
by requiring consumers to send their own letters to the institution to exercise their right, although
an ingtitution may honor such aletter if one were to be sent.

Paragraph (b) appliesthe same rules to delivery of the opt out notice that apply to delivery
of theinitial and annual notices. In addition, paragraph (b) clarifies that the opt out notice may be
provided together with, or on the same form as, the initial and annual notices. However, if the
optout notice is provided after theinitial notice, afinancia ingtitution must provide a copy of the
initial notice along with the opt out notice. If afinancial institution and consumer orally agreeto
enter into a customer relationship, the institution may provide the opt out notice within a
reasonable time thereafter if the consumer agrees. The Agencies invite comment on whether a

more specific time by which the notice must be given would be appropriate.
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Paragraph (c) sets out the rules governing a financial ingtitution’s obligations in the event
theingtitution changesits disclosure policies. As tated in that paragraph, afinancial ingtitution
may not disclose nonpublic persona information to a nonaffiliated third party unlessthe institution
first provides a revised notice and new opportunity to opt out.. The institution must wait a
reasonable period of time before disclosing information according to the terms of the revised
notice in order to afford the consumer a reasonable opportunity toopt out. A financial institution
must provide the revised notice of its policies and practices and opt out notice to a consumer
using the means permitted for providing the initial notice and opt out notice to that consumer
under 8 .4(c) and 8 __.8(b), respectively, which require that the notices be given in a manner so
that each consumer can reasonably be expected to receive actual notice in writing or, if the
consumer agrees, in electronic form.

Paragraph (d) states that a consumer has the right to opt out at any time. The Agencies
considered whether to include atime limit by which financia institutions must effectuate a
consumer’s opt out election, but decided that the wide variety of practices of financial institutions
made one limit inappropriate. Instead, the Agencies' rulesrequire that disclosures stop as soon as
reasonably practicable.

Paragraph (e) states that an opt out will continue until a consumer revokesit. Therules
reguire that such revocation bein writing, or, if the consumer has agreed, eectronically.

The Agencies invite comment on the likely burden of complying with the requirement to
provide opt out notices, the methods financial institutions anticipate using to deliver the opt out

notices, and the approximate number of opt out notices they expect to deliver and process.
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8 .9 Exception to opt out requirementsfor service providersand joint marketing.

Section 502(b) of the G-L-B Act creates an exception to the opt out rulesfor the
disclosure of information to a nonaffiliated third party for use by the third party to perform
servicesfor, or functions on behalf of, the financial ingtitution, .including the marketing of the
financial ingtitution’s own products or services or financial products or services offered pursuant
to ajoint agreement between two or more financial ingtitutions. A consumer will not have the
right to opt out of disclosing nonpublic personal information about the consumer to nonaffiliated
third parties under these circumstances, if the financial institution satisfies certain requirements.

Firgt, the institution must, as stated in section 502(b), “fully disclose” to the consumer that
it will provide thisinformation to the nonaffiliated third party before the information is shared.
This disclosure should be provided aspart of theinitia noticethat isrequiredby 8 .4. The
Agencies invite comment on whether the proposed rulesappropriately implement the “fully
disclose” requirement in section 502(b)(2).

Second, the financial institution must enter into a contract with the third party that
requires the third party to maintain the confidentiality of the information. This contract should be
designed to ensure that the third party (a) will maintain the confidentiality of the information at
least to the same extent asisrequired for the financial ingtitution that disclosesit, and (b) will use
the information solely for the purposes for which the information is disclosed or as otherwise
permitted by 88 .10 and __ .11 of the proposed rules. The Agencies invite comment on whether
third party contractors should be permitted to use information received pursuant to the exception

proposed 8 .9 to improve credit scoring models or analyze marketing trends, as long as the
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third parties do not maintain the information in away that would permit identification of a
particular consumer.

The G-L-B Act allows the Agencies to impose requirements on the disclosure of
information pursuant to the exception for service providers beyond those impased in the statute.
The Agencies have not done so in the proposed rules, but invite comment on whether additional
reguirements should be imposed, and, if so, what those regquirements should address. The
Agencies note, for instance, that joint agreements have the potential to create reputation risk and
legal risk for afinancia ingtitution entering into such an agreement. The Agencies seek comment
on whether the rules should require a financial ingtitution to take stepsto assure itsdf that the
product being jointly marketed and the other participants in the joint marketing agreement do not
present undue risks for the institution: ‘These steps might include, for instance, ensuring that the
financial ingtitution’ s sponsorship of the product or service in question is evident from the
marketing.of that productor service. The Agenciesalso invite comments on any other
requirements that would be appropriate to protect a consumer’s financia privacy, and on whether
the rules should provide examples of the types of joint agreements that are covered.

8§ .10 Exceptionsfor processing and servicing transactions.

Section 502(e) of the G-L-B Act creates exceptions to the requirements that apply to the
disclosure of nonpublic personal information to nonaffiliated third parties. Paragraph (1) of that
section sets out certain exceptions for disclosures made, generally speaking, in connection with
the administration, processing, servicing, and sale of a consumer's account.

Paragraph (a) of proposed 8 .10 sets out those exceptions, making only stylistic changes

to the statutory text that are intended to make the exceptions easier to read. Paragraph (b) sets
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out the definition of “necessary to effect, administer, or enforce’ that is contained in section
509(7) of the G-L-B Act, making only stylistic changes intended to clarify the definition.

The exceptions set out in proposed § .10, and the exceptions discussed in proposed
8 .11, below, do not affect afinancial institution's obligation to provideinitial notices of its
privacy policies and practices at the time of establishing a customer relationship and annual
notices thereafter. Those notices must be provided to all customers, regardless of whether the
ingtitution intends to disclose the nonpublic personal information.

§ .11 Other exceptionsto opt out requirements.

As noted above, section 502(e) contains several exceptions to the requirements that
otherwise would apply to the disclosures of nonpublic personal information to nonaffiliated third
parties. Proposed 8 .11 sets out those exceptions that are not made in connection with the
administration, processing, servicing, and sale of a consumer's account, and makes stylistic
changes intended to clarify the exceptions.

One of the exceptions stated in proposed § .11 isfor disclosures made with the consent
or at the direction of the consumer, provided the consumer has not revoked the consent.
Following the list of exceptions isan example of consent in which afinancial ingtitution that has
recaived an application from a consumer for a mortgage loan informs a nonaffiliated insurance
company that the consumer has applied for aloan so that the insurance company can contact the
person about homeowner'sinsurance. Consent in such a situation would enable the financial
ingtitution to make the disclosure to the third party without first providing theinitial notice
required by 8 _ .4 or the opt out notice required by 8 _ .7, but the disclosure must not exceed the

purposes for which consent was given. The example also states that consent may be revoked by a
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consumer at any time by the consumer exercising the right to opt out of future disclosures. The
Agencies invite comment on whether safeguards should be added to the exception for consent in
order to minimize the potential for consumer confusion. Such safeguards might include, for
instance, arequirement that consent be written or that it be indicated on a separatelinein a
relevant document or on a distinct Web page.
§ .12 Limitson redisclosure and reuse of information.

Section .12 of the proposed rules implements the Act’s limitations on redisclosure and
reuse of nonpublic personal information about consumers. Section 502(c) of the Act provides
that a nonaffiliated third party that receives nonpublic personal information from afinancial
ingtitution shall not, directly or indirectly through an affiliate, disclese the information to any
person that is not affiliated with ether the financial ingtitution or the third party, unlessthe
disclosure would be lawful if made directly by the financial institution. Paragraph (a)(1) sets out
the Act’sredisclosure limitation as it appliesto afinancial ingtitution that receives information
from another nonaffiliated financial institution. Paragraph (b)(1) mirrors the provisions of
paragraph (a)(1), but applies the redisclosure limits to any nonaffiliated third party that receives
nonpublic personal information from a financial ingtitution.

The Act appears to place the institution that receives the information into the shoes of the
institution that disclosed the information for purposes of determining whether redisclosures by the
recelving institution are “lawful.” Thus, the Act appears to permit the receiving ingtitution to
redisclose the information only to (1) an entity to whom the original transferring institution could
disclose the information pursuant to one of the exceptionsin8 .9, .10, or _ .11, or (2) an

entity to whom the original transferring institution could have disclosed the information as
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described under its notice of privacy policies and practices, unless the consumer has exercised the
right to opt out of that disclosure. Because a consumer can exercise the right to opt out of a
disclosure at any time, the Act may effectively preclude third parties that receive information to
which the opt out right applies from redisclosing the information, except pursuant to one of the
exceptionsin 88 .9, .10, or _ .11. The Agenciesinvite comment on whether the rules should
require afinancial ingtitution that discloses nonpublic personal information to a nonaffiliated third
party to devel op policies and procedures to ensure that the third party complies with the limits on
redisclosure of that information.

Sections 502(b)(2) and 502(e) (asimplemented by 88 .9, .10, and __.11 of the
proposed rules) describe when afinancial institution may disclose nonpublic personal information
without providing the consumer with-notice andan opportunity to opt out, but those exceptions
apply only when the information/is used for the specificpurposes set out in those sections.
Paragraph (&)(2) of proposed 8 .12 clarifiesthislimitation on reuse asit appliesto financial
ingtitutions. Paragraph (a)(2) provides that a financial institution may use nonpublic personal
information about a consumer that it receives from a nonaffiliated financial ingtitution in
accordance with an exception under 88 .9, .10, or __.11 only for the purpose of that
exception. Paragraph (b)(2) applies the same limits on reuse to any nonaffiliated third party that
recelves nonpublic persona information from a financial ingtitution.

The Agencies invite comments on the meaning of the word “lawful” asthat term is used in
section 502(c). The Agencies specifically solicit comment on whether it would be lawful for a
nonaffiliated third party to disclose information pursuant to the exception provided in proposed

8 .9of therules. Under that exception, afinancial institution must comply with certain
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requirements before disclosing information to a nonaffiliated third party. Given that the statute
and proposed rules impose those requirements on the financial ingtitution making theinitial
disclosure, the Agencies invite comment on whether subsequent disclosures by the third party
could satisfy the requirement that those disclosures be lawful when the financial institution is not
party to the subsequent disclosure.

8§ .13 Limitson sharing of account number information for-marketing purposes.

Section 502(d) of the G-L-B Act prohibits a financial institution from disclosing, other
than to a consumer reporting agency, account numbersior similar form of access number or access
code for a credit card account, deposit account, or transaction account of a consumer to any
nonaffiliated third party for usein telemarketing, direct mail marketing, or other marketing
through eectronic mail to the consumer. Proposed 8§ .13 applies this statutory prohibition to
disclosures made directly or indirectly by afinancial ingitution.

The Agencies notethat there is no exception in Title V to the flat prohibition established
by section 502(d). The Statement of Managers contained in the Conference Report to S. 900
encourages the Agencies to adopt an exception to section 502(d) to permit disclosures of account
numbersin limited instances. It states:

In exercising their authority under section 504(b) [which vests the Agencies with

authority to grant exceptions to section 502(a) - (d) beyond those set out in the

statute], the agencies and authorities described in section 504(a)(1) may consider it

consistent with the purposes of this subtitle to permit the disclosure of customer

account numbers or similar forms of access numbers or access codesin an

encrypted, scrambled, or smilarly coded form, where the disclosure is expresdy
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authorized by the customer and is necessary to service or process a transaction

expressy requested or authorized by the customer.
Managers Statement at 18. The Agencies have not proposed an exception to the prohibition of
section 502(d) because of the risks associated with third parties’ direct accessto a consumer’s
account. The Agencies seek comment on whether an exception to the section 502(d) prohibition
that permits third parties access to account numbers is appropriate; the circumstances under which
an exception would be appropriate, and how such an exception should be formulated to provide
consumers with adequate protection. The Agencies also seek comment on whether a flat
prohibition as set out in section 502(d) might unintentionally disrupt certain routine practices,
such as the disclosure of account numbers to a service provider who handles the preparation and
distribution of monthly checking account statements for a financial institution coupled with a
request by the ingtitution that the service provider includeliterature with the statement about a
product. In addition, the Agencies invite comment on whether a consumer ought to be ableto
consent to the disclosure of hisor her account number, notwithstanding the general prohibition in
section 502(d) and, if so, what standards should apply. The Agencies also seek comment on
whether-section 502(d) prohibits the disclosure by afinancial ingtitution to a marketing firm of
encrypted account numbersif the financial institution does not provide the marketer the key to
decrypt the number.
8§ .14 Protection of Fair Credit Reporting Act.

Section 506 makes several amendments to the FCRA to vest rulemaking authority in
various agencies and to restore the Agencies regular examination authority. Paragraph (c) of

section 506 states that, except for the amendments noted regarding rulemaking authority, nothing
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in Title V isto be construed to modify, limit, or supersede the operation of the FCRA, and no
inferenceis to be drawn on the basis of the provisions of Title V whether information is
transaction or experience information under section 603 of the FCRA.

Proposed § .14 implements section 506(c) of the G-L-B Act by restating the statute,
making only minor stylistic changes intended to make the rule clearer.
§ .15 Relation to state laws.

Section 507 of the G-L-B Act states, in essence, that TitleV does not preempt any State
law that provides greater protections than are provided by TitleVV. Determinations of whether a
State law or Title V provides greater protectionsare to be made by the Federal Trade
Commission (FTC) after consultation with the agency that regulates either the party filing a
complaint or the financial institution about whom the complaint was filed. Determinations of
whether State or Federal law afford greater protections may be initiated by any interested party or
on the FTC’'s own motion:

Proposed § .15 is substantively identical to section 507, noting that the proposed rules
(as opposed to the statute) do not preempt State laws that provide greater protection for
consumers than does the regulation.
8§ .16 Effectivedate; transition rule.

Section 510 of the G-L-B Act statesthat, as a general rule, the relevant provisions of Title
V take effect 6 months after the date on which rules are required to be prescribed. However,
section 510(1) authorizes the Agencies to prescribe a later date in the rules enacted pursuant to

section 504.
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Proposed § .16 dtates, in paragraph (a), an effective date of November 13, 2000. This
assumes that afinal rulewill be adopted within the time frame prescribed by section 504(a)(3).
The Agenciesintend to provide at least sx months following the adoption of a final rule for
financial ingtitutions to bring their policies and procedures into compliance with the requirements
of thefinal rule. The Agenciesinvite comment on whether sx months following adoption of final
rulesis sufficient to enable financial institutions to comply with the'rules.

Paragraph (b) of proposed § .16 provides atrangition rule for consumers who were
customers as of the effective date of the rules. Since those customer relationships already will
have been established as of the rules' effective date (thereby making it inappropriate to require a
financial institution to provide those customers with a copy of theinstitution’sinitial notice at the
time of establishing a customer relationship), therules require instead that the initial notice be
provided within 30 days of the effective date. The Agencies invite comment on whether 30 days
is enough time to permit afinancial institution to deliver the required notices, bearing in mind that
the G-L-B Act contemplates at least a six-month delayed effective date from the date the rules are
adopted.

If afinancia ingtitution intends to disclose nonpublic personal information about someone
who was a consumer before the effective date, the institution must provide the notices required by
88 .4 and__ .7 andprovide areasonable opportunity to opt out before the effective date. If, in
thisinstance, the institution already is disclosing information about such a consumer, it may
continue to do so without interruption until the consumer opts out, in which case the ingtitution
must stop disclosing nonpublic personal information about that consumer to nonaffiliated third

parties as soon as reasonably practicable.
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[Il. FDIC's New Electronic Public Comment Format

[To befilled in]

V. Regulatory Analysis

A. Paperwork Reduction Act

The Agencies invite comment on:

(1) Whether the collections of information contained in theregulation are necessary for
the proper performance of each Agency's functions, including whether the information has
practical utility;

(2) The accuracy of each Agency's estimate of the burden of the information collections;

(3) Ways to enhance the quality, utility, and clarity of the information to be collected;

(4) Ways to minimize the burden of the information collections on respondents, including
the use of automated collection techniques or other forms of information technol ogy; and

(5) Estimates of capital or start-up costs and costs of operation, maintenance, and
purchase of services to provide information.

The agencies may not conduct or sponsor, and an organization is not required to respond
to, this collection of information unlessit displays a currently valid Office of Management and
Budget (OMB) control number. The agencies are currently requesting their respective control
numbers for this information collection from OMB.

This proposed regulation contains four disclosure requirements. The respondents must
prepare and provide the initial notice to all current customers and all new customers upon the
commencement of a customer relationship (_.4(a)). Subsequently, an annual notice must also be

provided to all customers at least once during a twelve-month period (_.5(a)). If there are any
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changes to the terms of the privacy policy or practices the respondent must provide the customer
with a notice of changein terms (_.8(c)). This notice includes providing the consumer with a
revised notice of the policies and practices and a new opt out notice. The opt out notice and
partial opt out notice (_.7(a)(2)(iii)) (if the respondent elects to allow partial opt outs) must be
provided at the start of the customer relationship and whenever a notice of changein termsis
provided to the customer.

This proposed regulation contains reporting requirements imposed on consumers. In
order for consumers to invoke their right to opt out they must respond to the institution’s opt out
notice (_.7(8)(2), (3)(i), and (c)). At any time during their continued relationship with the
ingtitution the consumer has the right to change or update their opt-out status with the institution
(_.8(d) and (e)).

Board: In accordance with section 3506 of the Paperwork Reduction Act of 1995 (44
U.S.C. Ch.35; 5 CFR 1320, appendix A.1), the Board reviewed the regulation under the
authority delegated to the Board by the OMB. Comments on the collections of information
should be sent to Mary M. West, Chief, Financial Reports Section, Division of Research and
Statistics, Mail Stop 97, Board of Governors of the Federal Reserve System, Washington, DC
20551, with a copy to the Office of Management and Budget, Paperwork Reduction Project
(7100-to be assigned), Washington, DC 20503.

The likely respondents are state member banks, bank holding companies, affiliates and
certain non-bank subsidiaries of bank holding companies, uninsured state agencies and branches of
foreign banks, commercial lending companies owned or controlled by foreign banks, and Edge

and agreement corporations.
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Estimated number of respondents. 9,500.

Estimated average annual burden hours per respondent: 45 hours.

Estimated total annual reporting and disclosure burden: 427,500.

B. Initial Regulatory Flexibility Analysis

Board: The Regulatory Flexibility Act (5 U.S.C. 603) requires an agency to publish an
initial regulatory flexibility analysis with any notice of proposed rulemaking. A description of the
reasons why action by the agency is being considered and a statement of the objectives of, and
legal basisfor, the proposed rule, are contained in the supplementary material above. The
proposed rule does not overlap with other federal rules, and the relationship between the rule and
the provisions of the Fair Credit Reporting’/Act are explained in 8 216.14. The Board'sruleis
substantially similar to the rules proposed by other federal regulatory agencies for the financial
institutions over which they have primary supervisory authority.

The proposed rule contains new compliance requirements for all covered institutions, most
of which arerequired by the G-L-B Act. The institutionswill be required to prepare notices of
their privacy policies and practices and provide those notices to consumers as specified in therule.
Institutions that disclose nonpublic personal information about consumers to nonaffiliated third
parties will be required to provide opt out notices to consumers as well as a reasonable
opportunity to opt out of certain disclosures. Theseingtitutions will have to develop systems for
keeping track of consumers opt out directions. Some ingtitutions, particularly those that disclose
nonpublic information about consumers to nonaffiliated third parties, will likely need the advice of
legal counsdl to ensure that they comply with the rule, and may also require computer

programming changes.
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The proposed rule will apply to the following institutions (numbers approximate):

Type of ingtitution Approx. No.
State member banks 1,000
Bank holding companies 5,500

Bank holding company subsidiaries 1,600
U.S. branches and agencies

of foreign banks 300
Edge/Agreement corporations,

commercial lending companies 100

Total 9,500

The Board estimates that over 4,500 of the respondents could be considered small
ingtitutions with assets less than $150 million.

The Board believes the requirements of the Act and this rulewill create additional burden
for covered ingtitutions, particularly those that disclose nonpublic personal information about
consumers to nonaffiliated third parties. Therule appliesto al covered ingtitutions, regardless of
size. The Act does not provide the Board with the authority to exempt a small institution from
the requirement to provide a notice of its privacy policies and practices to a consumer with whom
it establishes a customer relationship. Although the Board could exempt small institutions from
providing a notice and opportunity for consumersto opt out of certain information disclosures,
the Board does not believe that such an exemption would be appropriate, given the purpose of the
Act to protect the confidentiality and security of nonpublic personal information about consumers.
The Board believes that the burden isrelatively small for institutions that do not disclose
nonpublic personal information about consumers to nonaffiliated third parties. These ingtitutions

may provide reatively smpleinitial and annual notices to consumers with whom they establish

customer relationships.
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The Board recognizes that the Congressional Conferees on the Act wished to ensure that
smaller financia institutions are not placed at a competitive disadvantage by a statutory regime
that permits certain information to be shared fredy within an affiliate structure whilelimiting the
ability to share that same information with nonaffiliated third parties. The Conferees stated that,
in prescribing regulations, the federal regulatory agencies should take into consideration any
adverse competitive effects upon small commercial banks, thrifts, and credit unions.® At thistime,
itisnot clear the extent to which small ingtitutions will be placed at a disadvantage by
information-sharing among affiliatesin large ingtitutional families. The Board believes that further
experience under the regulation would be appropriate before considering any exemptionsin this
areafor small ingtitutions.

The Board requests comment-on the burdens associated with the proposed rule and
whether any exceptions for small/institutions would be appropriate.
[Other agencies to befilled in]

C. Executive Order 12866

[To befilled in by other agencies)

D. Unfunded Mandates Act of 1995

[To befilled in by other agencies)

V. Solicitation of comments on use of “plain language’

Section 722 of the G-L-B Act requires the federal banking agenciesto use “plain
language’ in al proposed and final rules published after January 1, 2000. We invite your

comments on how to make this proposed rule easier to understand. For example:

*H. R. Conf. Rep. No. 106-434, at 173 (1999).
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C Have we organized the material to suit your needs? If not, how could the material be

better organized?

C Aretherequirementsin therule clearly stated? If not, how could the rule be more clearly
stated?
C Doesthe rule contain technical language or jargonthat isn't clear? If not, which language

requires clarification? For example, isthe phrase “opt out” confusing to the average
reader? Should the Agencies require financia ingtitutions to use a different phrase in their
notices, such as “choose not to have information snared”?

C Would a different format (grouping and order of sections, use of headings, paragraphing)
make the rule easier to understand? If so, what changesto the format would make the
rule easier to understand?

C Would more (but shorter) sections be better? If so, which sections should be changed?

C What else could we do to make the rule easier to understand?

C The Agencies solicit comment on whether the inclusion of examplesin theregulation is
appropriate. Elevating the fact patterns to safe harbors in the rule may generate certain
problems over time. For example, changesin technology or practices may ultimately
impact the fact patterns contained in the examples and require changes to the regulation.
Arethere alternative methods to offer illustrative guidance of the concepts portrayed by
the examples?

Board of Governorsof the Federal Reserve System:

List of Subjects
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Banks, banking, Consumer protection, Federal Reserve System, Foreign banking, Holding
companies, Information, Privacy.
For the reasons set out in the preamble, Title 12, Chapter Il of the Code of Federal
Regulations is proposed to be amended by adding a new part 216 to read asfollows:
PART 216-PRIVACY OF CONSUMER FINANCIAL INFORMATION
(REGULATION P)
Sec.
216.1 Purpose and scope.
216.2 Rule of construction.
216.3 Definitions.
216.4 Initial notice to consumers of privacy policies and practices required.
216.5 Annual notice to customers required.
216.6 Information to be included in initial'and annual notices of privacy policies and practices.
216.7 Limitation on disclosure of nonpublic personal information about consumersto
nonaffiliated third parties.
216.8 Form and method of providing opt out notice to consumers.
216.9 Exception to opt out requirements for service providers and joint marketing.
216.10 Exceptions to notice and opt out requirements for processing and servicing transactions.
216.11 Other exceptions to notice and opt out requirements.
216.12 Limits on redisclosure and reuse of information.
216.13 Limits on sharing of account number information for marketing purposes.

216.14 Protection of Fair Credit Reporting Act.
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216.15 Relation to State laws.
216.16 Effective date; transition rule.
Authority: 15 U.S.C. 6801 et seq.
§216.1 Purpose and scope.

(a) Purpose. This part governs the treatment of nonpublic personal information about
consumers by the financial ingtitutions listed in paragraph (b) of thissection. This part:

(1) Requires afinancial ingtitution to provide notice to consumers about its privacy policies
and practices;

(2) Describes the conditions under which afinancial institution may disclose nonpublic
personal information about consumers to nonaffiliated third parties; and

(3) Provides a method for consumers to prevent a financial institution from disclosing that
information to most nonaffiliated third parties by “opting out” of that disclosure, subject to the
exceptionsin 88 216.9, 216.10, and 216.11.

(b) Scope. The rules established by this part apply only to nonpublic personal information
about individuals who obtain financial products or services for personal, family or household
purposes from the ingtitutions listed below. This part does not apply to information about
companies or about individuals who obtain financial products or services for business purposes.
This part applies to entities for which the Board has primary supervisory authority. They are
referred toin thispart as“you.” Theseare: State member banks, bank holding companies and
certain of their nonbank subsidiaries or affiliates, State uninsured branches and agencies of foreign
banks, commercia lending companies owned or controlled by foreign banks, and Edge and

Agreement corporations.
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§ 216.2 Rule of construction.

The examplesin this part are not exclusve. Compliance with an example, to the extent
applicable, congtitutes compliance with this part.
§ 216.3 Definitions.

Asused in this part, unless the context requires otherwise:

(a) Affiliate means any company that controls, is controlled by; or is under common control
with another company.

(b) (1) Clear and conspicuous means that a notice is reasonably understandable and designed

to call attention to the nature and significance of the information contained in the notice.

(2) Examples. (i) You make your notice reasonably understandable if, to the extent applicable,
you:

(A) Present the information contained inthe notice in clear, concise sentences, paragraphs and
sections,

(B) Use short explanatory sentences and bullet lists, whenever possible;

(C) Use definite, concrete, everyday words and active voice, whenever possible;

(D). Avoid multiple negatives;

(E) Avoid legal and highly technical business terminology; and

(F) Avoid boilerplate explanations that are imprecise and readily subject to different
interpretations.

(i) You design your noticeto call attention to the nature and significance of the information
contained in it if, to the extent applicable, you:

(A) Use a plain-language heading to call attention to the notice;
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(B) Use atypeface and type size that are easy to read; and

(C) Provide wide margins and ample line spacing.

(iii) If you provide a notice on the same form as another notice or other document, you design
your notice to call attention to the nature and significance of the information contained in the
noticeif you use:

(A) Larger type size(s), boldface or italicsin the text;

(B) Wider margins and line spacing in the notice; or

(C) Shading or sidebars to highlight the notice, whenever passible.

(c) Callect means to obtain information that is organized or retrievable on a personally
identifiable basis, irrespective of the source of the underlying information.

(d) Company means any corporation, limitedliability company, business trust, general or
limited partnership, association or Smilar organi zation.

(e) (1).Consumer means an individual who obtains or has obtained a financial product or
service from you that is to be used primarily for personal, family or household purposes, and that
individua’s legal representative.

(2) Examples. (i) An individual who appliesto you for credit for personal, family or household
purposesis a consumer of a financial service, regardless of whether the credit is extended.

(11) An individual'who provides nonpublic personal information to you in order to obtain a
determination about whether he or she may qualify for aloan to be used primarily for personal,
family or household purposes is a consumer of afinancial service, regardless of whether the loan

is extended by you or another financial institution.



- 65 -

(i11) An individual who provides nonpublic personal information to you in connection with
obtaining or seeking to obtain financial, investment or economic advisory servicesis a consumer
regardless of whether you establish an ongoing advisory relationship.

(iv) An individual who negotiates a workout with you for aloan that you ewn is a consumer
regardless of whether you originally extended the loan to the individual.

(v) Anindividual who has aloan from you is your consumer even if you:

(A) Hire an agent to collect on the loan;

(B) Sdl therights to service the loan; or

(C) Bought the loan from the financial ingtitution that originated the loan.

(vi) Anindividual is not your consumer solely because you process information about the
individual on behalf of afinancial ingtitution that extended the |oan to the individual.

(f) Consumer reporting agency has the same meaning as in section 603(f) of the Fair Credit

Reporting Act (15 U.S.C.1681a(f)).

(g) Control of a company means.

(1) Ownership, control, or power to vote 25 percent or more of the outstanding shares of any
class of voting security of the company, directly or indirectly, or acting through one or more other
persons;

(2) Contral in any manner over the election of a majority of the directors, trustees or general
partners (or individuals exercisng smilar functions) of the company; or

(3) The power to exercise, directly or indirectly, a controlling influence over the management
or policies of the company, as determined by the Board.

(h) Customer means a consumer who has a customer relationship with you.
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(1) (1) Customer relationship means a continuing relationship between a consumer and you
under which you provide one or more financia products or services to the consumer that are to
be used primarily for personal, family or household purposes.

(2) Examples. (i) A consumer has a continuing relationship with you if the consumer:

(A) Has adeposit, credit, trust or investment account with you;

(B) Purchases an insurance product from you;

(C) Holds an investment product through you;

(D) Entersinto an agreement or understanding with you whereby you undertake to arrange or
broker a home mortgage loan for the consumer;

(E) Has aloan that you service where you own the servicing rights,

(F) Entersinto alease of personal property with you; or

(G) Obhtains financial, investment or economic advisory services from you for afee.

(if) A consumer does not, however, have a continuing relationship with you if:

(A) The consumer only obtains afinancial product or servicein an isolated transaction, such
as withdrawing.cash from your ATM or purchasing a cashier’s check or money order;

(B) You sdll the consumer’sloan and do not retain the rights to service that |oan; or

(C) You sl the consumer airline tickets, travel insurance or traveler’s checksin an isolated
transaction.

() (1) Enancal ingitution means any ingtitution the business of which isengaging in activities

that arefinancial in nature or incidental to such financial activities as described in section 4(k) of
the Bank Holding Company Act of 1956 (12 U.S.C. 1843(k)).

(2) Binancid indtitution does not include:
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(1) Any person or entity with respect to any financial activity that is subject to the jurisdiction
of the Commodity Futures Trading Commission under the Commodity Exchange Act (7 U.S.C. 1
et seq.);

(i1) The Federal Agricultural Mortgage Corporation or any entity chartered and operating
under the Farm Credit Act of 1971 (12 U.S.C. 2001 et seg.); or

(iii) Ingtitutions chartered by Congress specifically to engage in securitizations, secondary
market sales (including sales of servicing rights) or smilar transactions related to a transaction of
aconsumer, aslong as such institutions do not sell or transfer nonpublic personal information to a
nonaffiliated third party.

(k) (1) Einancial product or service means any product or service that a financial holding

company could offer by engaging in an‘activity that isfinancia in nature or incidental to such a
financial activity under section 4(k) of the Bank Holding Company Act of 1956
(12 U.S.C.1843(k)).

(2) Binancial service includes your evaluation, brokerage or distribution of information that

you collect in connection with a request or an application from a consumer for afinancial product

or service.

(I) Government regulator means:

(1) The Board of Governors of the Federal Reserve System;

(2) The Office of the Comptroller of the Currency;

(3) The Board of Directors of the Federal Deposit Insurance Corporation;
(4) The Director of the Office of Thrift Supervision;

(5) The National Credit Union Administration Board,;
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(6) The Securities and Exchange Commission;

(7) The Secretary of the Treasury, with respect to 31 U.S.C. Chapter 53, Subchapter 11
(Records and Reports on Monetary Instruments and Transactions) and 12 U.S.C. Chapter 21
(Financial Recordkeeping);

(8) A State insurance authority, with respect to any person domiciled in that insurance
authority’ s State that is engaged in providing insurance; and

(9) The Federal Trade Commission.

(m) (1) Nonaffiliated third party means any person except:

() Your effiliate; or
(i1) A person employed jointly by you and any company that isnot your affiliate (but

nonaffiliated third party includes the other company that jointly employs the person).

(2) Nonaffiliated third party includes any company that is an affiliate by virtue of the direct or

indirect ownership or control of the company by the financial institution or any affiliate of the
financial ingtitution in conducting merchant banking or investment banking activities of the type
described in section 4(k)(4(H) or insurance company investment activities of the type described in

section 4(K)(4)(1) of the Bank Holding Company Act (12 U.S.C. 1843(k)(4)(H) and (1)).

(n) (1) Nonpublic personal information means.

(1) Personally identifiable financial information; and

(i1) Any list, description or other grouping of consumers (and publicly available information
pertaining to them) that is derived using any personally identifiable financial information.

(2) Nonpublic personal information does not include:

(1) Publicly available information, except as provided in paragraph (n)(21)(ii) of this section; or
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(i1) Any ligt, description, or other grouping of consumers (and publicly available information
pertaining to them) that is derived without using any personally identifiable financia information.
(3) Example. Nonpublic personal information includes any list of individuals street addresses
and telephone numbersthat is derived using personally identifiable financial information, such as
account numbers.

(0) (1) Personally identifiable financia information means any information:

(i) Provided by a consumer to you to obtain a financial product or service from you;

(i1) About a consumer resulting from any transaction involving afinancial product or service
between you and a consumer; or

(111) Y ou otherwise obtain about a consumer in connection with-providing a financial product
or service to that consumer.

(2) Examples. (i) Personally identifiable financial information includes:

(A) Information a consumer provides to you on an application to obtain aloan, credit card,
insurance or other financial product or service, including, among other things, medical
information;

(B) Account balance information, payment history, overdraft history, and credit or debit card
purchase information;

(C) Thefact that an individual isor has been one of your customers or has obtained a financial
product or service from you, unless that fact is derived using only publicly available information,
such as government real estate records or bankruptcy records,

(D) Other information about your consumer if it isdisclosed in a manner that indicates the

individual is or has been your consumer;
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(E) Any information provided by a consumer or otherwise obtained by you or your agent in
connection with collecting on aloan or servicing aloan; and

(F) Information from a consumer report.

(i) Personally identifiable financial information does not include a list of names and addresses
of customers of an entity that is not a financial ingtitution.

(p) (1) Publicly available information means any infarmation that 1s lawfully made available to

the general public from:

(i) Federal, State or local government records,

(i) Widdy distributed media; or

(iii) Disclosuresto the general public that are required to be made by Federal, State or local
law.

(2) Examples. (i) Government records. Publicly available information contained in

government records includes information contained in government real estate records and security
interest filings.

(i) Widdy distributed media. Publicly available information from widdy distributed media

includesinformation from a telephone book, atelevision or radio program, a newspaper or an
Internet Site that is available to the general public without requiring a password or smilar
restriction.

(0) You means:

(1) A State member bank, as defined in 12 CFR 208.3(g) and its subsidiaries,

(2) A bank holding company, as defined in 12 CFR 225.2(c);
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(3) A subsidiary (as defined in 12 CFR 225.2(0)) or affiliate of a bank holding company,
except for a

(1) National bank or a State bank that is not a member of the Federal Reserve System,

(i) Broker, asdefined in 15 U.S.C. 78¢c(q)(4);

(iii) Dealer, as defined in 15 U.S.C. 78¢c(a)(5);

(iv) Person, to the extent that person is engaged in the business of insurance in a State as
principal or agent and required to be licensed by the appropriate State insurance authority;,

(V) Investment company, as defined in 15 U.S.C. 80a-3(a)(1); or

(vi) Investment adviser, as defined in 15 U.S.C. 80b-2(a)(20);

(4) A State agency or State branch of aforeign bank, asthose terms are defined in
12 U.S.C. 3101(b)(11) and (12), the deposits of which agency or branch are not insured by the
Federal Deposit Insurance Corporation;

(5) A commercial lending company, asdefined in 12 C.F.R. 211.21(f), that is owned or
controlled by a foreign bank, as defined in 12 C.F.R. 211.21(m); or

(6) A corporation organized under section 25A of the Federal Reserve Act (12 U.S.C. 611-
631) or.acorporation having an agreement or undertaking with the Board under section 25 of the
Federal Reserve Act (12 U.S.C. 601-6044).
8 216.4 Initial noticeto consumers of privacy policies and practicesrequired.

(2) When initial noticeisrequired. You must provide a clear and conspicuous notice that

accurately reflects your privacy policies and practices to:
(2) An individual who becomes your customer, prior to the time that you establish a customer

relationship, except as provided in paragraph (d)(2) of this section; and
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(2) A consumer, prior to the time that you disclose any nonpublic personal information about
the consumer to any nonaffiliated third party, if you make such a disclosure other than as
authorized by 88 216.10 and 216.11.

(b) When initial notice to a consumer isnot required. Y ou are not required to provide an

initial notice to a consumer under paragraph (a)(1) of thissection if:

(1) You do not disclose any nonpublic personal information about the consumer to any
nonaffiliated third party, other than as authorized by 88 216.10 and 216.11; and

(2) You do not have a customer relationship with the consumer.

(c) When you establish a customer relationship. (1) Genera rule. You establish a customer

relationship at the time you and the consumer enter into a continuing relationship.

(2) Examples. You establish a customer relationship when the consumer:

(i) Opens acredit card account with you;

(i1) Executes the contract to open a deposit account with you, obtains credit from you, or
purchases insurance from you,

(iii) Agreesto obtain financial, economic or investment advisory services from you for afeg;

(iv)..Becomes your client for the purpose of your providing credit counseling or tax
preparation services.

(d) How to provide notice. (1) General rule. You must provide the privacy notice required by

paragraph (&) of this section so that each consumer can reasonably be expected to receive actua

notice in writing or, if the consumer agrees, in eectronic form.



-73-

(2) Exceptions to allow subsequent delivery of notice. You may provide theinitial notice
required by paragraph (a)(1) of this section within a reasonable time after you establish a
customer relationship if:

(1) You purchase aloan or assume a deposit liability from another financial institution and the
customer of that loan or deposit account does not have a choice about your purchase or
assumption; or

(ii) You and the consumer orally agree to enter into a customer. relationship and the consumer

agrees to recelve the notice thereafter.

(3) Oral description of noticeinsufficient. Y.ou may not provide theinitial notice required by
paragraph (a) of this section solely by orally explaining, either in person or over the telephone,
your privacy policies and practices.

(4) Retention or accessibility of initial notice for customers. For customers only, you must

provide theinitial notice required by paragraph (a)(1) of this section so that it can be retained or
obtained at a later time by the customer, in awritten form or, if the customer agrees, in eectronic
form.

(5) Examples. (i) You may reasonably expect that a consumer will receive actual notice of
your privacy policies and practicesif you:

(A) Hand-ddliver-aprinted copy of the notice to the consumer;

(B) Mail a printed copy of the notice to the last known address of the consumer;

(C) For the consumer who conducts transactions e ectronically, post the notice on the
electronic site and require the consumer to acknowledge receipt of the notice as a necessary step

to obtaining a particular financial product or service;
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(D) For an isolated transaction with the consumer, such asan ATM transaction, post the
notice on the ATM screen and require the consumer to acknowledge receipt of the notice asa
necessary step to obtaining the particular financial product or service.

(i) You may not, however, reasonably expect that a consumer will recelve actual notice of
your privacy policies and practicesif you:

(A) Only post asign in your branch or office or generally publish adverti sements of your
privacy policies and practices,

(B) Send the notice via eectronic mail to a consumer who obtains afinancial product or
service with you in person or through the mail and who does not agree to receive the notice
electronically.

(iii) You provide theinitial privaey notice tothe customer so that it can be retained or
obtained at a later timeif you:

(A) Hand-ddliver a printed copy of the notice to the customer;

(B) Mail a printed copy of the notice to the last known address of the customer upon request
of the customer;

(C) Maintain the notice on aweb site (or alink to another web site) for the customer who
obtains afinancial product or service electronically and who agrees to receive the notice
electronically.

8 216.5 Annual noticeto customersrequired.
() Genera rule. You must provide a clear and conspicuous notice to customers that

accurately reflects your privacy policies and practices not less than annually during the
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continuation of the customer relationship. Annualy means at least once in any period of twelve
consecutive months during which that relationship exists.

(b) How to provide notice. You must provide the annual notice required by paragraph (a) of

this section to a customer using a means permitted for providing the initial notice to that customer
under § 216.4(d).

() (1) Termination of customer relationship. You are not required to provide an annual

notice to a customer with whom you no longer have a continuing rel ationship.

(2) Examples. You no longer have a continuing relationship with anindividual if:

() In the case of a deposit account, the account is dormant under the bank’ s policies;

(i) In the case of a closed-end loan, the consumer pays the loaniin full, you charge off the
loan, or you sdll the loan without retaining servicing rights,

(ii1) In the case of a credit card relationship or other-open-end credit relationship, you no
longer provide any statements or notices to the consumer concerning that relationship or you sdll
the credit card receivables without retaining servicing rights; or

(iv) For other types of relationships, you have not communicated with the consumer about the
relationship for a period of twelve consecutive months, other than to provide annual notices of
privacy policies and practices.

8 216.6 Information to beincluded in initial and annual notices of privacy policies and
practices.

() Genera rule. Theinitial and annual notices that you provide about your privacy policies
and practices under 88 216.4 and 216.5 must include each of the following items of information:

(1) The categories of nonpublic personal information about your consumers that you collect;
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(2) The categories of nonpublic personal information about your consumers that you disclose;

(3) The categories of affiliates and nonaffiliated third parties to whom you disclose nonpublic
personal information about your consumers, other than those parties to whom you disclose
information under 88 216.10 and 216.11,

(4) The categories of nonpublic personal information about your former customers that you
disclose and the categories of affiliates and nonaffiliated third parties to whom you disclose
nonpublic personal information about your former customers, other than those parties to whom
you disclose information under 88 216.10 and 216.11;

(5) If you disclose nonpublic personal information to a nonaffiliated third party under § 216.9
(and no other exception applies to that disclosure), a separate description of the categories of
information you disclose and the categories of third parties with whom you have contracted;

(6) An explanation of the right under § 216.8(a) of the consumer to opt out of the disclosure
of nonpublic personal information to nonaffiliated third parties, including the methods by which
the consumer may exercise that right;

(7) Any disclosures that you make under section 603(d)(2)(A)(iii) of the Fair Credit Reporting
Act (15U.S.C. 1681a(d)(2)(A)(iii)) (that is, notices regarding the ability to opt out of disclosures
of information among affiliates); and

(8) Your policiesand practices with respect to protecting the confidentiality, security and
integrity of nonpublic personal information.

(b) Description of nonaffiliated third parties subject to exceptions. If you disclose nonpublic

personal information about a consumer to third parties as authorized under 88 216.10 and 216.11,

you are not required to list those exceptionsin theinitial or annual privacy notices required by
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88 216.4 and 216.5. When describing the categories with respect to those parties, you are only
required to state that you make disclosures to other nonaffiliated third parties as permitted by law.

(c) Future disclosures. Y our notice may include:

(1) Categories of nonpublic personal information that you reserve theright to disclosein the
future, but do not currently disclose; and

(2) Categories of affiliates or nonaffiliated third parties to whom you reserve theright in the
future to disclose, but to whom you do not currently disclose, nonpublic personal information.

(d) Examples. (1) Categories of nonpublic personalinformation that you collect. Y ou

adequately categorize the nonpublic personal infermation you collect if you categorize it
according to the source of the information, such as application information, information about
transactions (such as information regarding your deposit, loan, or credit card account), and
consumer reports.

(2) Categories of nonpublic personal information you disclose. You adequately categorize

nonpublic personal information you disclose if you categorize it according to source, and provide
afew illustrative examples of the content of the information. These might include application
information, such as assets and income; identifying information, such as name, address, and social
security number; and transaction information, such as information about account balance, payment
history, partiesto the transaction, and credit card usage; and information from consumer reports,
such as a consumer’ s creditworthiness and credit history. Y ou do not adequately categorize the
information that you disclose if you use only general terms, such as transaction information about

the consumer.
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(3) Categories of affiliates and nonaffiliated third parties to whom you disclose. You
adequately categorize the affiliates and nonaffiliated third parties to whom you disclose nonpublic
personal information about consumers if you identify the types of businesses that they engage in.
Types of businesses may be described by general terms only if you use afew illustrative examples
of significant lines of business. For example, you may usethe term financial products or services
if you include appropriate examples of significant lines of businesses, such as consumer banking,
mortgage lending, life insurance or securities brokerage. 'Y ou also may categorize the affiliates
and nonaffiliated third parties to whom you disclose nonpublic personal information about
consumers using more detailed categories.

(4) Smplified notices. 1f you do not disclose, and do not intend to disclose, nonpublic

personal information to affiliates or nonaffiliated third parties, you may smply state that fact, in
addition to the information you must provide under paragraphs (a)(1), (8)(8), and (b) of this
section.

(5) Confidentiality, security and integrity. Y ou describe your policies and practices with

respect to protecting the confidentiality and security of nonpublic persona information if you
explain.who has access to the information and the circumstances under which the information may
be accessed. Y ou describe your policies and practices with respect to protecting the integrity of
nonpublic personal information if you explain measures you take to protect against reasonably
anticipated threats or hazards. You are not required to describe technical information about the
safeguards you use.

§216.7 Limitation on disclosure of nonpublic personal information about consumersto

nonaffiliated third parties.
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(a) (1) Conditions for disclosure. Except as otherwise authorized in this part, you may not,
directly or through any affiliate, disclose any nonpublic personal information about a consumer to
anonaffiliated third party unless:

(1) You have provided to the consumer an initial notice as required under 8 216.4;

(if) You have provided to the consumer an opt out notice as required in 8 216.8;

(i) You have given the consumer a reasonabl e opportunity, before the time that you disclose
the information to the nonaffiliated third party, to opt out of the disclosure; and

(iv) The consumer does not opt out.

(2) Opt out definition. Opt out means a direction by the consumer that you not disclose
nonpublic personal information about that consumer to a nonaffiliated third party, other than as
permitted by 88 216.9, 216.10 and 216.11.

(3) Examples of reasonable opportunity to opt out. (i) By mail. You provide a consumer with

whom you have a customer relationship with a reasonable opportunity to opt out if you mail the
notices required in paragraph (a)(1) of this section to the consumer and allow the consumer a
reasonabl e period of time, such as 30 days, to opt out.

(i) lsolated transaction with consumer. For an isolated transaction, such as the purchase of a

cashier’ s check by a consumer, you provide a reasonable opportunity to opt out if you provide the
consumer with the required notices at the time of the transaction and request that the consumer
decide, as a necessary part of the transaction, whether to opt out before completing the

transaction.
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(b) Application of opt out to al consumers and all nonpublic personal information. (1) You
must comply with this section, regardless of whether you and the consumer have established a
customer relationship.

(2) Unlessyou comply with this section, you may not, directly or throughany affiliate,
disclose any nonpublic persona information about a consumer that you have collected, regardless
of whether you collected it before or after receiving the direction to opt out from the consumer.

(c) Partial opt out. You may allow a consumer to select certain nonpublic personal
information or certain nonaffiliated third parties with respect to which the consumer wishes to opt
out.

§216.8 Form and method of providing.opt out notice to consumers.

(a) (1) Form of opt out notice. You must provide a clear and conspi cuous notice to each of

your consumers that accurately explains theright to optout under § 216.7(a)(1). The notice must
date:

() That you disclose or reserve the right to disclose nonpublic personal information about
your consumer to a nonaffiliated third party;

(i) That the consumer has the right to opt out of that disclosure; and

(111) A reasonable means by which the consumer may exercise the opt out right.

(2) Examples. (i)Y ou provide adequate notice that the consumer can opt out of the
disclosure of nonpublic personal information to a nonaffiliated third party if you identify all of the
categories of nonpublic personal information that you disclose or reserve theright to discloseto
nonaffiliated third parties as described in § 216.6 and state that the consumer can opt out of the

disclosure of that information.
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(if) You provide a reasonable means to exercise an opt out right if you:

(A) Designate check-off boxes in a prominent position on the relevant forms with the opt out
notice;

(B) Include a detachable, pre-addressed form or self-addressed, stamped reply form together
with the opt out notice; or

(C) Provide an dectronic means to opt out, such as aform that can be sent via electronic mail
or aprocess at your web site, if the consumer agrees to the éectronic delivery of information.

(b) How to provide opt out notice. (1) Delivery of notice. 'Y ou must provide the opt out

notice required by paragraph (&) of this section in‘a manner so that each consumer can reasonably
be expected to receive actual notice in writing or, if the consumer agrees, in ectronic form. If
you and the consumer orally agree toenter into a customer relationship, you may provide the opt
out notice required by paragraph (&) of this section within a reasonable time thereafter if the
consumer agrees.

(2) Oral description of opt out right insufficient. Y ou may not provide the opt out notice

soldly by orally explaining, either in person or over the telephone, the right of the consumer to opt

out.

(3) Same form asinitial notice permitted. Y ou may provide the opt out notice together with
or on the same written or electronic form astheinitia notice you provide in accordance
with § 216.4.

(4) Initial notice required when opt out notice delivered subsequent to initial notice. If you

provide the opt out notice at alater time than required for theinitial notice in accordance
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with 8§ 216.4, you must also include a copy of theinitial notice in writing or, if the consumer
agrees, in an eectronic form with the opt out notice.

(c) Notice of changein terms. (1) General rule. Except as otherwise authorized in this part,

you must not, directly or through any affiliate, disclose any nonpublic personal information about
a consumer to a nonaffiliated third party other than as described in the initial notice that you
provided to the consumer under § 216.4, unless:

(1) You have provided to the consumer arevised notice that accurately describes your policies
and practices;

(if) You have provided to the consumer a new opt out notice;

(i) You have given the consumer a reasonabl e opportunity, before the time that you disclose
the information to the nonaffiliated third party, to opt out of the disclosure; and

(iv) The consumer does not opt out.

(2) How to provide notice of change in terms. Y ou must provide the revised notice of your

policies and practices and opt out notice to a consumer using the means permitted for providing
theinitial notice and opt out notice to that consumer under § 216.4(d) and 8 216.8(b),
respectively.

(3) Examples. (i) Except as otherwise permitted by 88 216.9, 216.10 and 216.11, a change-
in-terms noticeisrequired if you:

(A) Disclose a new category of nonpublic personal information to any nonaffiliated third
party; or

(B) Disclose nonpublic personal information to a new category of nonaffiliated third party.
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(i) A change-in-terms notice is not required if you disclose nonpublic personal information to
anew nonaffiliated third party that is adequately described by your prior notice.

(d) Continuing right to opt out. A consumer may exercise the right to opt out at any time,

and you must comply with the consumer’ s direction as soon as reasonably practicable.

(e) Duration of consumer’s opt out direction. A consumer’s direction to opt out under this

section is effective until revoked by the consumer in writing, or if the consumer agrees, in
electronic form.
§216.9 Exception to opt out requirementsfor service providersand joint marketing.

(a) Genera rule. The opt out requirements in 88 216.7 and 216.8 do not apply when you
provide nonpublic personal information about a consumer to a nonaffiliated third party to perform
services for you or functions on your behalf, if you:

(2) Providetheinitia notice in accordance with § 216.4; and

(2) Enter into a contractual agreement with the third party that:

(1) Requires the third party to maintain the confidentiality of the information to at least the
same extent that you must maintain that confidentiality under this part; and

(i1) Limits the third party’s use of information you disclose solély to the purposes for which
theinformation is disclosed or as otherwise permitted by 88 216.10 and 216.11 of this part.

(b) Service may include joint marketing. The services performed for you by a nonaffiliated

third party under paragraph (a) of this section may include marketing of your own products or
services or marketing of financial products or services offered pursuant to joint agreements

between you and one or more financial institutions.
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(c) Definition of joint agreement. For purposes of this section, joint agreement means a
written contract pursuant to which you and one or more financial ingtitutions jointly offer,
endorse, or sponsor afinancial product or service.

§216.10 Exceptionsto notice and opt out requirementsfor processing and servicing
transactions.

(a) Exceptions for processing transactions at consumer’s request. The requirements for initial

noticein 8§ 216.4(a)(2), the opt out in 88 216.7 and 216.8 and service providers and joint
marketing in 8 216.9 do not apply if you disclose nonpublic personal information:

(1) Asnecessary to effect, administer, or enforce a transaction requested or authorized by the
consumer;

(2) To service or process a financial productor service requested or authorized by the
consumer;

(3) Tomaintain or service the consumer's account with you, or with another entity as part of a
private |abel credit card program or other extension of credit on behalf of such entity; or

(4) In connection with a proposed or actual securitization, secondary market sale (including

sales of servicing rights) or similar transaction related to a transaction of the consumer.

(b) Necessary to effect, administer, or enforce a transaction meansthat the disclosure is:

(1) Required, or is one of the lawful or appropriate methods, to enforce your rights or the
rights of other persons engaged in carrying out the financial transaction or providing the product
or service; or

(2) Required, or isausual, appropriate or acceptable method:
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(i) To carry out the transaction or the product or service business of which the transaction isa
part, and record, service or maintain the consumer's account in the ordinary course of providing
thefinancial service or financia product;

(i) To administer or service benefits or claims relating to the transaction or the product or
service business of which it isa part;

(iii) To provide a confirmation, statement or other record of the transaction, or information on
the status or value of the financial service or financial product to the consumer or the consumer’s
agent or broker;

(iv) To accrue or recognize incentives or bonuses associated with the transaction that are
provided by you or any other party;

(V) To underwrite insurance at the consumer's request or for reinsurance purposes, or for any
of the following purposes as they relate to a consumer'sinsurance: account administration,
reporting, investigating, or preventing fraud or material misrepresentation, processing premium
payments, processing.insurance claims,; administering insurance benefits (including utilization
review activities), participating in research projects, or as otherwise required or specifically
permitted by Federal or State law;

(vi) In connection with settling a transaction, including:

(A) The authorization, billing, processing, clearing, transferring, reconciling or collection of
amounts charged, debited, or otherwise paid using a debit, credit or other payment card, check or
account number, or by other payment means,

(B) Thetransfer of receivables, accounts or interests therein; or

(C) The audit of debit, credit or other payment information.
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§216.11 Other exceptionsto notice and opt out requirements.

(a) Exceptions to opt out requirements. The requirements for initial notice to consumersin

8 216.4(a)(2), the opt out in 88 216.7 and 216.8, and service providers and joint marketing in
§ 216.9 do not apply when you disclose nonpublic personal information:

(1) With the consent or at the direction of the consumer, provided that the consumer has not
revoked the consent or direction;

(2) (i) To protect the confidentiality or security of your records pertaining to the consumer,
service, product or transaction;

(i) To protect against or prevent actual or potential fraud, unauthorized transactions, claims
or other liahility;

(i11) For required ingtitutional risk control or for resolving consumer disputes or inquiries,

(iv) To persons holding alegal or beneficial interestrelating to the consumer; or

(v) Topersons acting.in afiduciary or representative capacity on behalf of the consumer;

(3) To provide information to insurance rate advisory organizations, guaranty funds or
agencies, agenciesthat arerating you, persons that are assessing your compliance with industry
standards, and your attorneys, accountants and auditors;

(4) To the extent specifically permitted or required under other provisons of law and in
accordance with the Right to Financial Privacy Act of 1978 (12 U.S.C. 3401 et seg.), to law
enforcement agencies (including government regulators), self-regulatory organizations, or for an
investigation on a matter related to public safety;

(5) (i) To aconsumer reporting agency in accordance with the Fair Credit Reporting Act

(15U.S.C. 1681 et s=q.), or
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(it) From a consumer report reported by a consumer reporting agency;

(6) In connection with a proposed or actual sale, merger, transfer, or exchange of all or a
portion of a business or operating unit if the disclosure of nonpublic personal information
concerns solely consumers of such business or unit; or

(7) (i) To comply with Federal, State or local laws, rules and other applicable legal
requirements;

(i) To comply with a properly authorized civil, criminal or regulatory investigation, or
subpoena or summons by Federal, State or local authorities; or

(iii) Torespond to judicia process or government regulatory authorities having jurisdiction
over you for examination, compliance or other purpases as authorized by law.

(b) Examples of consent and revocation of consent. (1) A consumer may specifically consent

to your disclosure to a nonaffiliated insurance company.of the fact that the consumer has applied
to you for amortgage so that the insurance company can offer homeowner’ sinsurance to the
consumer.

(2) A consumer may revoke consent by subsequently exercising the right to opt out of future
disclosures of nonpublic personal information as permitted under § 216.8(d).
§216.12 Limitson redisclosure and reuse of information.

(a8 Limitson your redisclosure and reuse. (1) Except as otherwise provided in this part, if

you receive nonpublic personal information about a consumer from a nonaffiliated financial
ingtitution, you must not, directly or through an affiliate, disclose the information to any other
person that is not affiliated with either the financial institution or you, unless the disclosure would

be lawful if the financial ingtitution made it directly to such other person.
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(2) You may use nonpublic personal information about a consumer that you receive from a
nonaffiliated financial institution in accordance with an exception under 88 216.9, 216.10 or
216.11 only for the purpose of that exception.

(b) Limits on redisclosure and the reuse by other persons. (1) Except as otherwise provided

in this part, if you disclose nonpublic personal information about a consumer to a nonaffiliated
third party, that party must not, directly or through an affiliate, disclose the information to any
other person that is a nonaffiliated third party of both you and that party, unless the disclosure
would be lawful if you made it directly to such other person.

(2) A nonaffiliated third party may use nonpublic personal information about a consumer that
it receives from you in accordance with anexception under 88 216.9, 216.10 or 216.11 only for
the purpose of that exception.

§216.13 Limitson sharing of account number information for marketing purposes.

Y ou must not, directly or through an affiliate, disclose, other than to a consumer reporting
agency, an account number or ssimilar form of access number or access code for a credit card
account, deposit-account or. transaction account of a consumer to any nonaffiliated third party for
usein telemarketing, direct mail marketing or other marketing through eectronic mail to the
consumer.

8 216.14 Protectionof Fair Credit Reporting Act.

Nothing in this part shall be construed to modify, limit, or supersede the operation of the Fair
Credit Reporting Act (15 U.S.C. 1681 et seq.), and no inference shall be drawn on the basis of the
provisions of this part regarding whether information is transaction or experience information

under section 603 of that Act.
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§216.15 Relation to State laws.

(a) In general. This part shall not be construed as superseding, altering, or affecting any
statute, regulation, order or interpretation in effect in any State, except to the extent that such
State statute, regulation, order or interpretation isinconsistent with the provisions of this part,
and then only to the extent of the incons stency.

(b) Greater protection under State law. For purposes of this section, a State statute,

regulation, order or interpretation is not inconsistent with the provisions of this part if the
protection such statute, regulation, order or interpretation affords any consumer is greater than
the protection provided under this part, as determined by the Federal Trade Commission, after
consultation with the Board, on the Federal Trade Commission’s own motion or upon the petition
of any interested party.
§ 216.16 Effective date; transition rule.

(a) Effective date. This part is effective November 13, 2000.

(b) Notice requirement for consumers who were your customers on the effective date. No

later than thirty days after the effective date of this part, you must provide an initial notice, as
required by 8§ 216.4, to consumers who were your customers on the effective date of this part.

By order of the Board of Governors of the Federal Reserve System, February --, 2000.

Jennifer J. Johnson,
Secretary of the Board.
BILLING CODE 6210-01-P



