
UNITED STATES OF AMERICA 
BEFORE THE 

BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM 
WASHINGTON, D.C. 

Wrinen Agreemenr by and among 

HSBC BAEU‘K USA 
Buffalo, New York 

FEDERAL RESERVE BANK OF NEW YORK 
New York, New York 

: 

and 

N E W  YORK STATE BANKINODEPARTMENT : 
New York, New York 

Docker No. 03-012-WA/RE-SM 

WHEREAS, HSBC Bank USA, Buffalo, New York (rhe “Bank”), a mare chartered bank 

[hat is a member of the Federal Reserve Sysrem, is  uking steps to enhance its compliance with 

all applicable federal and stare laws, rules, and regulations relaring to anri-money laundering 

policies and procedures, including (1) rhe Currency and Foreign Transecrions Reporting ACT, 3 1 

U.S.C. 53 I 1  

rhereunder by rhe U.S. Depamnent of the Treasury (31 C.F.R.  par^ 103); (2) h e  suspicious 

acrivity reponing and BSA compliance requiremcnrs of Regularion H of rhe Board of Governors 

of rhe Federal Reserve Sysrem (rhe “Board of Governors”) (12 C.F.R. 208.62 and 208.63); and 

(3) Pan 300 of the Official Compilation of Codes, Rules and Regularions of the Srare of New 

York, 3 N.Y.C.R.R. Part 300; 

XXJ. ( h e  Bank Secrecy ACI (rhe “BSA”)) and the rules and regularions issued 

WHEREAS, ir is rhe common god of rhe Bank, rhe Federal Reserve Bank of  New York 

(rhe “Reserve Bank”), and rhe New Yo& Stare Banking Dzpanmem ( b e  “Depamnenr”) IO 



ensure rhar the Bank fully addresses all deficiencies in rhe Bank’s anri-money laundering policies 

and procedures, cusromer due diligence pracrices, and internal control environmcnr: and 

WHEREAS, on April 24,2003, rhe board of direcron of the Bank, a[ a duly consrirured 

meeting, adopted a resolution authorizing and direcring Youssef Nasr, President and Chief 

Execurive Officer, 10 enrer inro his Wrinsn Agreement (the “Agreemenr”) on behalf of the Bank 

and consenting to compliance by rhe Bank and its instirurion-affiliated parties, a3 defined in 

section 3(u) of the Federal Deposir Insurance ACT, as amended, (12 U.S.C. 1813(u)) wirh each 

and every provision of this Writren Agreemenr. 

NOW, THEREFORE, me Bank, the Reserve Bank, and rhe Depamnent hereby agree as 

follows: 

Anti-Money Laundering Compliance 

1. Within 60 days ofrhis Agreemenr, the Bank shall submir ro The Reserve Bank and 

the D e p m e n t  an acceptable written program designed 10 upgrade and improve the Bank’s 

sysrem of inremal controls ro ensure compliance wirh all applicable provisions of the BSA and 

the rules and regulations issued Thereunder, as required by section 208.63 of  Regularion H of the 

Board of Governors (12 C.F.R. 208.63) and 3 N.Y.C.R.R. Pan 300. The program shall include 

provisions for updares on an ongoing basis a3 necessary to incorporare amendments to rhe BSA 

and the rules and regulations thereunder. 

(a) The program shall, at a minimum, upgrade and improve the Bank’s sysrem 

of inrsrnal controls TO ensure compliance wirh the BSA and the rules and regularions rhereunder, 

including bur not limited TO: 
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effective moniroring of incoming and ourgoing funds rransfers by 

both accoun~ holders and non-account holders for suspicious or 

unusual acriviries; 

effective monitoring ofpurchases of monerary insrmmenrs by both 

accounr holders and non-account holders for suspicious of unusual 

activities; 

an effective system rhar is designed to ensure compliance wih the 

recordkeeping and reponing requirements for currency uansactions 

uvcr 610,000 (31 C.F.R. 103.22) and that is capable of aggregating 

mulriple cash transacuons for any one business day, or orher 

appropriate business period, from all branches by account number, 

by name@) of the accounr holder(s), and by uansactor(s), and 

identlfying any cash transactions that may have been structured to 

avoid currency uansacrion reponing requiremenrs; and 

idenrification and verificarion of idendry of accoun~ holders and 

transaciors as required for recordkeeping and reporring of currency 

transactions over $10,000 (31 C.F.R. 103.28). 

(b) The program shall provide for an independent review of compliance wirh 

rhe BSA and rhe rules and regdarions thereunder, the and-money laundering provisions of 

Regulation H of the Board of Governors, and 3 N.Y.C.R.R. Pan 300. The review of compliance 

shall cover all substanrive requirements and compliance processes, including, bur nor limired TO, 

reponing lines for following up on compliance findings and procedures 10 ensure rhar 

compliance issues are addressed. 
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Suspicious Activiry Reporting and Customer Due Diligence 

_. 3 Wirhin 60 days of rhs Ageemenr, the Bank shall submlt to the Reserve Bank and 

the Depanmenr an accsprable wrincn cusomer due diligence progam designsd ro reasombly 

ensure the idenrification and timely, accurare, and complete reporting of dl k n o w  or suspecred 

violarions o f  law againm or involving the Bank to law enforcemenr and supcmisory aurhorities as 

required by the suspicious activity reporting provisions of Regulation H of rhe Board of 

Governors (I2 C.F.R. 208.62) and 3 N.Y.C.R.R Pan 300. At aminimum, the program shall 

include: 

(a) ~n effective system TO ensure thar all known or suspecred violations of 

law are properly identified and reported; 

(b) a risk focused assessment of the Bank's customer base to: 

(i) identify rhe categories of customers whose nansacrions and 

banking activities are routine and usual; and 

(ii) 'derermine the appropriare level of enhanced due diligence 

necessary for those categories of customers thar the Bank has reason ro believe pose a heighfened 

risk of illicir activities at or rhrough rhe Bank; and 

(c) for those cusromers whose rransactions require enhanced due diligence, 

additional procedures KO: 

(i) 

identity and business activities of the customer; 

(ii) 

determine the appropriate documenmion necessary to confirm the 

undersrand rhe normal and expected transactions ofrhe cuxomer; 

and 



(iii) repon suspicious acrivities in compliance with rhe reponing 

requirements ser fonh in Regulation H of the Boad of Governors (12 C.F.R. 208.62) and 

3 N.Y.C.R.R. Pan 300. 

3. The program required by paragraph 2 hereof shall be subjecr to comprehensive 

independenr tening (a) b e e  monrhs a fm the approval of the program and its adoprion by the 

Bank pursuant 10 the provisions of &is Agreement (the “Initial Tesdng”); and (b) 15 monas 

after the Initial Testing. Prior 10 the implementation of h e  independent resting, the Bank shall 

submit 10 the Reserve Bank and chr Department its audir scope and merhodology for review and 

appruval. The Bank shall make all work papers, work product, drafts and interim reports 

available as requened by the Reserve Bank and rhe Deparunenr. 

Transaction Review 

4. Tke Bank shall conduct a multi-stage review (he “Review”) of cash transactions, 

sales of moneTiiIy insmunents, and fkds fransfer activity in the rerail operations of h e  Bank. 

The Review shall be designed tn derenine whether suspicious acrivity involving accounts or 

aansacuons ar, by, or rhrough the Bank was properly identified and reporred by the Bank in 

accordance wih applicable suspicious acriviry reponing regulations, and to evaluate compliance 

with rhe currency msacrion reporting requirements of the BSA and the rules and regulations 

hereunder. 

(a) Within 10 days of rhis Agreemenr, rhe Bank shall submit to h e  Reserve 

B& and rhe Deparrment an acceptable wnnen plan for the firs srage of rhe Review, which shall 

cover all nansacrions during the period May 1,2002 rhrough the date of This Agreemmr. The 

plan sha.11 set fonh rhe proposed methodology for the first srage of the Review; rhe types of 

accounrs, uansscrions, and banking acrivities to be reviewed; rhe proposed resources to be 



dedicared ro rhe first stage of the Review; rhe scope of the written report covering rhe first stage 

of 56e Review; and the expecred dare of completion of rhe first srage of rhe Review, nor to 

exceed 120 days from rhr date of rhis Agreement. 

(b) Within 30 days after completion of each snge of the Review, h e  Bank 

shall submir to rhe Reserve Bank and the Department: 

(i) 

recommendations of rhat stage of rhe Review; 

a wriaen repon sening forth the findings, conclusions, and 

(ii) an acceptable wrinen plan sening fonh the actions the Bank will 

rake ro respond to the findings, conclusions, and recommendations; and 

(iii) an acceptable witten plan for rhe next stage of rhe Review, setring 

forth the rime period 10 be covered (to include time periods since May 2000), rhe merhodology 

and the rypes of accounrs, uansacrions, and banking activities to be reviewed; the proposed 

resources to be dedicared; rhe scope of the w h e n  report; and the expecred date of complerion. 

Upon cornplerion of each sragr of rhe Review, the Bank shall ensure that (c) 

all transactions previously required to be reported have been reporred in accordance with 

applicable regulations and guidelines. 

(d) The Bank shall make all work papers, work producr, drafts and inrerim 

reports relaring to rhe Review available to rhe Reserve Bank and rhe Department upon request 

Approval and Progresr Reports 

5. The programs, plans, and audit scope and merhodology required by paragraphs 

2 ,3 ,  and 4 of rhis Agreement shall be submined 10 the Reserve Bank and rhe Deparrmenr for 

review and approval. Acceptable programs, plans, and an acceprable audit scope and 

merhodology shall be submitted 10 the Reserve Bank and the Depanmenr wirhrn he time periods 
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set forrh in this Agreement. The Bank shall adopt the approved progms,  plans, and audlr scope 

and merhodology wirhin 10 days of approval by the Reserve Bank and rhe Depamnenr and then 

shall fully comply wirh hem. During the term of rhis Agreement, rhe approved programs, plans, 

and audit scope and merhodology shall nor be amended or rescinded wirhour the prior wriaen 

approval of the Reserve Bank and rhe Depamnent. 

6.  Wirhin 10 days after the end of each month following rhe date of this Agreement, 

rhe Bank shall submit to the Reserve Bank and rhe Department written progress reports derailing 

rhe form and manner of all acrions raken 10 secure compliance With the provisions of rhis 

Agreement, and the results thcreof. Management's responses TO the audit reporrs on BSA 

prepared by internal and exremal auditors shall be included with rhe progress report. The 

Reserve Bank and rhe Deparrmenr may, in writing, dirconrinue the requiremenr for progress 

reporrs or modiq the reporting schedule. 

Notices 

7. All cornmunicarions regarding a i r  Agreernenr shall be sent to: 

(a) Ms. Sarah Dahlgren 
Senior Vice Presidenr 
Federal Reserve Bank of New York 
33 Liberty Street 
New York, NY 10045 

(b) Mr. P. Viacenr Conlon 
Deputy Superinrendenr of Banks 
New York Sme Banking Depamnenr 
One Stare Street 
New York, NY 1000$ 

(c) blr. Philip S .  Toohey 
Senior Executive Vice President and General Counsel 
HSBC Bank USA 
One HSBC Center 
27' Floor 
Buffalo, NY 14203 



I\liscellaneous 

8. The provisions of rhis Agreement shall be binding on the Bank, and each of irs 

insrirution-affliarzd panies in heir capacities as such, and their successors and assigns. 

9. Each provision of his  Agreement shall remain effective and enforceable until 

stayed, modified. terminated or suspended in writing by the Reserve Bank and the Deparunent. 

10. Notwithstanding any provision of this Agreemenr, rhe Reserve Bank and the 

Departmenr may, in their sole discretion, granr winen exrensions of time to the Bank to comply 

wirh any provision of this Agreemsnr. 

1 1. The provisions of this Agreement shall nor bar, esrop or orherwise prevent rhe 

Board of Governors, rhe Reserve Bank, the Deparrmenr or any federal or state agency from 

raking any furrher or orher action affecring the Bank, or any of irs cment or former institurion- 

affiliated parries or rheir S U C C ~ S S O ~ S  or assigns. 
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12. This Agreement is a ‘‘written agresmenr” for rhe purposes of, and is enforceable 

by rhe Board of Governors as order issued under, secrion 8 of rhe Federal Deposit Insurance ~ c r  

and pursuant TO Section 39 of The New York Srare Banking Law. 

IN WITNESS WHEREOF, the parties hereto have caused rhis Agreemenr to be 

executed as of this =+& of April, 2003. 

HSBC BANK USA FEDERAL RESERVE BANK OF NEW YORK 

NEW YOFX STATE BANKING DEPARTMENT 

By: IGud 
/ BarbaraKenr 

Acring Superintendenr of Banks 
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