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Bank Secrecy Act Manual
Supplement 1—September 1997

The following is a summary of the revisionsof monetary instruments. The examination pro
and/or additions that have been made to theedures have been revised to reflect the change
Federal Reserve’'s Bank Secrecy Act Exam-

ination Manual since its initial distribution in
January, 1995. You may replace the entire co

tents according to Tabs. "Office of Foreign Assets Control

The Treasury’s Office of Foreign Assets Contro

(“OFAC”") administers laws that impose eco-

TAB 100—WORKPROGRAM nomic sanctions against, including the restric
tion of transactions with, certain foreign coun-

. . tries, their nationals, or “specifically designated
Anti-Money Laundering Procedures pationals.” The Workprogram includes exami-
nation procedures to determine whether insti

The examination workprogram has been reviseglitions are complying with the OFAC
and is now entitled the “Financial Recordkeeprequirements.

ing and Reporting Regulations Anti-Money

Laundering Examination Workprogram.” The

changes were made as a result of the Money

Laundering Suppression Act of 1994 thafTAB 200—BANK SECRECY ACT
requires the examination procedures of bank

regulators to be enhanced to determine wheth .
money laundering schemes are being utilized j%egulatlon

the financial institutions being examined. Spe-

cific examination procedures lead the examinefhe manual reflects the changes and/or amen
to determine whether the institution maintaing"ents made to the Bank Secrecy Act througl
adequate policies and procedures to identify anffugust 31, 1997.

where appropriate, to report suspicious trans-

actions related to possible money laundering

activities. TAB 400—REPORTING FORMS

Exemptions .
P Currency Transaction Report

The Treasury’s interim exemption rules and

associated examination procedures are detailg‘dﬂe r"evised Currency Transaction Repor
in the Workprogram. (“CTR”), effective October, 1995, has been

included to replace the rescinded CTR.

Funds Transfer Rules . .
Report of International Transportation
The Workprogram incorporates the examinatio®f Currency or Monetary Instruments
procedures regarding the recordkeeping rules
issued jointly by the Federal Reserve and th&he revised Report of International Transpor:
Treasury effective May 28, 1996. Procedures fotation of Currency or Monetary Instruments
examining the Treasury’s travel rule, effective(*CMIR”) effective September, 1997, has been
May 28, 1996, are also included. included to replace the rescinded CMIR.

Monetary Instruments
Suspicious Activity Report
Effective October 17, 1994, the Treasury no
longer requires the maintenance of a “monetaryrhe new Suspicious Activity Report (“SAR”),
instrument log” for certain cash sales/purchasesffective April, 1996, is included in the Manual.
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TAB 500—EXEMPTIONS TAB 1300—PRIVATE BANKING

A new section detailing sound practices in

Interim Exemption Requirements private banking has been added to this manual.

The Treasury’s “interim exemption rule,” effec-
tive May, 1996, but not yet finalized, is included.

TAB 1400—SUPERVISORY

TAB 900—DATABASES DIRECTIVES

Currency and Banking Reports Private Banking
System o _ _ o
A new directive regarding private banking issues
Changes made effecting the Internal Revenu2@S been added.
Service’s Currency and Banking Reports Sys-
tem are included.

Suspicious Activity Report System ITI\AI\FBOEI\C/)I?AagllHAEI?ARE AS

Information pertaining to the access by regula-
tory staff of the Suspicious Activity Report Financial Action Task Force

System is included. Recommendations

Effective November, 1996, the Financial Action
TAB 1000—SUSPICIOUS Task Force (“FATF”) revised the 40 recommen-
ACTIVITIES dations. The revised document is included.

Suspicious Activity Reporting
Currency Transaction Report

The rules regarding the reporting of suspiciou®uestions and Answers
activity or fraud related matters using the

rescinded Criminal Referral Form have beerr,qo Treasury's document utilized to answer
replaced by the new Suspicious Activity Reporertain questions related to the revised CTR
rules, effective April, 1996. form, effective October, 1995, is included.

TAB 1100—PAYABLE THROUGH

ACCOUNTS Funds Transfer Rules Questions and

. I Answers
Information and examination procedures previ-

ously unavailable at the January, 1995 printin

of the Manual is now included in this version. %he Federal Reserve s/Treasury’s document uti-

lized to answer certain questions related to the
new funds transfer recordkeeping and travel

TAB 1200—FOREIGN ACCOUNTS rules, effective May, 1996, is included.

U.S. Overseas Offices _ _

Office of Foreign Assets Control
Examination procedures for reviewing the
operations of U.S. overseas offices for antitnformation regarding the Office of Foreign
money laundering compliance are included. Asset Control is included.
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Interim Exemption Rule Questions
and Answers

The Treasury’'s comments regarding the interim
exemption rule are included.
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Introduction
Section 001

Federal Reserve System personnel prepared thenual will be updated to reflect changes ir
Bank Secrecy Act Examination Manual. Thesupervisory policies and procedures. Accord
manual contains Federal Reserve policies andgly, we solicit the input and contributions of
procedures designed to assist Federal Reserak supervisory staff and others in refining and
Bank examiners in the review of financial rec-modifying its contents. Please address all corre
ordkeeping practices and procedures of statpondence to: Director, Division of Banking
member banks and foreign financial institutionsSSupervision and Regulation, Board of Gover-
operating within the United States. nors of the Federal Reserve System, Washing
The manual reflects amendments to the Banton, D.C. 20551.
Secrecy Act through 1997. Periodically, the
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Workprogram for Financial Recordkeeping and Reporting of
Currency and Foreign Transactions Examinations  Section 1(

Financial Institution

Location

Date of Examination

Bank Secrecy Act Examiner

Assisting Examiner(s)

Examination Opened

Examination Closed

Bank Secrecy Act Examiner

Signature Date
Examiner-In-Charge

Signature Date
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Financial Recordkeeping and Reporting of Currency
and Foreign Transactions Examination

Summary of Findings Section 102.0

Work Program
Procedure Number Findings Institution Response

Findings Discussed With: Date:

Examiner Present:

September 1997

Bank Secrecy Act Manual
Page 1



Financial Recordkeeping and Reporting Regulations Anti-Mon
Laundering Examination Workprogram Section 103

Introduction review; therefore, the procedures must be fol
lowed numerically. Many procedures in the
The Workprogram serves as a guide for th&Vorkprogram need to be performed only if an
examination of compliance with the Bankexaminer discovers problems or internal contro
Secrecy Act (31 USC 5311, et seq. and 31 CFReaknesses. Consequently, if the Workprograr
Part 103, et. seq. (“BSA")); Regulation H, procedures are not completed in numerical orde
Section 208.14; and other related rules andan examiner may perform more work than is
regulations. In addition to ensuring that thenecessary to adequately assess an institutior
institution is in compliance with applicable laws,overall compliance.
rules, and regulations, an examiner should be Several procedures inthe Workprogram requir
cognizant of any unusual or suspicious activisampling, which is either completed by an
ties. Activities of this nature, such as illegal actexaminer or by an institution at the direction of
or transactions conducted by employees or cushe examiner. Because the Workprogram wa
tomers, may be an indication of general nondeveloped for use in examinations of various
compliance in the institution. sizes and types of banking organizations unde
The Money Laundering Suppression Act ofFederal Reserve supervision, the time-frame c
1994 requires regulatory authorities to develoghe sampling period varies depending on factor
examination procedures to determine whetheguch as the type and size of the institution
money laundering schemes are being conductgle number of transactions the institution typi-
at the financial institutions being examined. Thesally performs in the normal course of business
Workprogram serves as a tool to determingyhether there have been previous complianc
whether financial institutions not only are inproblems or problems are suspected, the streng
compliance with the technical reporting andof internal controls and the audit function, and
recordkeeping requirements of the BSA, but thajhether the institution or its branches are lo:
the institutions have developed policies an@ated in an area known for money laundering
procedures to detect, deter and report unusual ggtivities. The sample should be large enoug
suspicious activities related to money laundetnginat the examiner can adequately answer th
_Whlle the y\{orkprogram is d(_a5|gned to maXxi-workprogram procedure. For example, in
mize the efficiency of the review process (bYjarge institution that handles a considerabl
using a sampling or by requiring the institution,mper of transactions, a short sample time
to perform an analysis), it is not designed 10 bgra e that includes numerous transactions ma
all inclusive; therefore, specific situations Oty g fficient to answer the Workprogram proce
problems |dent|f|_ed Wh'l.e. conducting examina- ure. Likewise, in a small community bank, a
tlonsldmay rﬁquw_e agd't'oné‘.' Erocedures thafynger sample period may be necessary to find
would not otherwise be required. sufficient number of transactions to sample. Th

The Workprogram includes examination PrOexaminer should document in the workpaper:

cedures applicable to most situations that examy. N .
iners encounter during a BSA and Regulation anhe sampling time-frame along with support on

Section 208.14 compliance review. Itis designe&‘OW it was determined.

to lead an examiner through the compIianc%v(ljr:kg]r%gig;mgrgci(;gear‘i‘?/ztst‘a}‘?g figf“ﬁ];tthe

applicable” response. Some instances may re

1. On March 31, 1997, the Board published in Fezleral qUIr.e.that you ass.lgn a“not r.eVIeW.ed response
Registera notice of proposed rulemaking relating to Regula-Addmonal space is also available in the co_lumr
tion H (see 62 FR 15272, 15280). In the proposal, the existin0 provide comments. Comments are typically
numbering of 208.14 is to be renumbered to 208.63. As theequired to provide additional information about
proposal is not final, 208.14 will be used throughout thisthe deficiency when a “no” response is given
manual. [ PR . ;
2. The Department of Treasury's Financial Crimes EnforcePToviding a “no” answer in the column does not
ment Network (“FinCEN”), is providing to regulatory necessarily signify that a violation must be
authorities and the financial community alike, periodic circu-cited. However, numerous “no” responses may
lars regarding patterns and trends involving moneylaunderinge indicative of internal control weaknesses o
schemes. The FInCEN advisories are available via the Internet h I h . I
at the following address: other problems that may evidence noncompli

http://www.ustreas.gov/treasury/bureaus/fincen/advis.htmiance with the BSA and/or Regulation H, Sectior

Bank Secrecy Act Manual September 1997
Page 1



Financial Recordkeeping and Reporting Regulations Anti-Money Laundering Examination Workprogram 103.0

208.14. Numerous “no” responses should be In situations where the institution has failed to
discussed with the examiner in charge to detetake corrective action for deficiencies cited in
mine an appropriate course of action. previous examinations, formal supervisory action
Regulation H, Section 208.14 requires alimay also be warranted. All instances of “repeat”
banks to develop a written compliance prograndeficiencies or noncompliance with Regula-
that must be formally approved by an institu-tion H, Section 208.14 compliance procedures
tion’s board of directors. The compliance pro-should be discussed with an appropriate Officer
gram must (1) establish a system of internaat the Federal Reserve Bank after consultation
controls to ensure compliance with the BSAwith the examiner in charge.
(2) provide for independent compliance testing; The first section of the Workprogram involves
(3) identify individual(s) responsible for coordi- off-site planning. The remaining sections of the
nating and monitoring day-to-day complianceWworkprogram involve on-site examination
and (4) provide training for appropriate personprocedures.
nel. Numerous “no” answers in the Workpro-
gram may indicate noncompliance with one or
more of the Regulation H, Section 208.14
requirements. For example, if numerous larg©ff-Site Examination Planning
currency transactions are discovered that were
not reported as required, it may indicate that th&@he purpose of the Examination Planning Sec-
institution does not have effective internal contion is to determine if the subject institution
trols, an effective compliance testing programexhibits a risk profile suggestive of: 1) noncom-
or an adequate training program. Violations opliance with the BSA; 2) ineffective internal
Regulation H, Section 208.14, in most instancessompliance procedures (Regulation H, Sec-
will necessitate that formal supervisory actiortion 208.14); or, 3) engaging in possible money
including Cease and Desist Orders and civilaundering activities. Identifying institutions with
money penalties, be initiated against the institusuch profiles should enable the examiner to use
tion as required by 12 U.S.C., Section 1818(s)resources more effectively.

Y N Comments

1. Do the findings in the previous examination repqgrt
indicate a general compliance with the BSA ar
Regulation H, Section 208.147 If not, briefly iden-
tify the deficiencies.

2. If violations or serious deficiencies were noted,
does correspondence indicate that corrective actjon
was taken? If, because of previously noted deficign-
cies, the institution was required to perform analy-
ses of: (a) currency flows and the reporting of large
cash transactions; (b) exemption limits; (c) sales
of monetary instruments; (d) funds transfers; or
(e) suspicious activities, were such analyses
adequately performed and documented? Be sure to
review documentation.

3. Do the findings in the previous examination report
in areas other than BSA compliance, indical
adequate internal controls and audit procedures?
not, this may be indicative of deficiencies in th
BSA compliance program).

T~
=
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103.0  Financial Recordkeeping and Reporting Regulations Anti-Money Laundering Examination Workprog

Y N Comments

4. Does a check of the Suspicious Activity Repor
database reveal that there is suspicious or alleged
illegal activity surrounding this institution? If not,
determine whether such information should alte
the scope of the BSA examination. (ReferBSA
Manual—Databases).

—

=

5. Does a listing of Currency Transaction Reports
(CTRs) obtained from the Internal Revenue Service
(IRS) database indicate that the institution or any
branch had a significant change in the total volume
of CTR filings compared to the previous
examination? (Refer tBSA Manual-Databases).

6. If cash services are provided to the institution by the
Reserve Bank, are Cash Flow Reports and/or Intel-
ligence Analysis available? If so, do the reporis
reveal unusual trends in volume and/or compositipn
of cash shipments to and from the Federal Resefve
Bank? (Refer t8SA Manual-Databases).

Bank Secrecy Act Manual September 1997
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Financial Recordkeeping and Reporting Regulations Anti-Money Laundering Examination Workprogram 103.0

Internal Compliance Programs and the institution’s internal compliance program
Procedures should be gauged by the type of activities
engaged in by the institution and the quantity of
Regulation H, Section 208.14, requires thatransactions subject to the BSA and related rules
financial institutions establish and maintainand regulations. As an example, a “wholesale”
adequate internal procedures to assure and moimstitution that conducts no cash transactions
tor compliance with the BSA (Refer tBSA needs only to have an internal compliance
Manual—Regulation H). program that ensures that should a covered
transaction be presented to the institution, the

. institution’s employees will have sufficient edu-
Advisory #1 cation to understand that the transaction may be

subject to Bank Secrecy Act requirements and

You should be aware that, even if an institutio he emplovee has the means to obtain additional
maintains in books and documents what appe;}ﬁstructri)onﬁ from manuals or employees at other
to be a viable internal compliance program, th ranches of the institution. As an alternative, an

internal compllar_lce_pr_ogram IS, _pos_5|bly_, N0 stitution that conducts a retail operation needs
followed by the institution. Specific violations to have specific and comprehensive internal
of the BSA, as may be discovered during the P P

course of s complance eview, may svdercéTEISTCE PoCeKles i your responsilty
a lack, or the complete omission, of adequat pprop

: . ompliance program based on the institution’s
internal compliance procedures. activities. Keep in mind that all institutions,
throughout the organization, should maintain a
Advisory #2 program to detect, and where necessary, report

unusual or suspicious activities possibly related
The sophistication and comprehensiveness ¢ money laundering.

Y N Comments

7. As of the previous examination, had the institutign
established adequate internal compliance programs
and procedures as required by Regulation H, Sec-
tion 208.14? If not, list the violations cited o
deficiencies noted.

8. Has the institution developed a written complian¢e
program as required by Regulation H—Sectig
208.14?

>

9. If applicable, does the written BSA compliance
program, as required by Regulation H, provide for
the following:

a. A system of internal controls to ensure ongoing
compliance (Section 208.14(c)(1)).

b. Independent testing for compliance to be cop-
ducted by either bank personnel or an outsige
party. List person(s) designated to condug
independent testing (Section 208.14(c)(2)).

September 1997 Bank Secrecy Act Manual
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103.0  Financial Recordkeeping and Reporting Regulations Anti-Money Laundering Examination Workprog

Y N Comments

c. Designation of a qualified individual(s
responsible for coordinating and monitoring
day-to-day compliance. List individual(s
responsible for compliance and the appropriate-
ness of qualifications (i.e. training, experience
(Section 208.14(c)(3)).

=]

d. Training for appropriate personnel (Sectio
208.14(c)(4)).

10. Was the compliance program approved by the
institution’s board of directors and approval note
in the minutes? If a foreign institution, was the
compliance program approved at the highest level
of United States management as well as by the
home office board of directors?

o

=

11. Does the institution’s written compliance progra
include procedural guidelines for the detection
prevention and reporting of suspicious transactions
related to money laundering activities?

12. Does the institution’s compliance program include
written procedural guidelines for meeting the
reporting and recordkeeping requirements of the
BSA regulations and provide for the following, as
applicable?

a. The filing of a report of each deposit, witht
drawal, exchange of currency or other payment
or transfer, by, through or to the financial
institution, which involves a transaction in
currency of more than $10,000 (CTR, IR
Form 4789) (31 CFR 103.22(a)(1)).

A2

b. The maintenance of a centralized list containing
each exemption granted, with the supporting
information prescribed in 31 CFR 103.22(f).
Each exemption granted after October 27, 1986,
shall be accompanied by the required statement
and attendant language in 31 CFR 103.22(d)
(31 CFR 103.22(b)(2)). (Refer to Advisory #
for further information regarding exemptions.

Bank Secrecy Act Manual September 1997
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Financial Recordkeeping and Reporting Regulations Anti-Money Laundering Examination Workprogram

C.

Y

N

Comments

The filing of a report (U.S. Customs Form 479(
of each shipment of currency or other moneta
instrument(s) in excess of $10,000 out of th
United States or into the United States on beh
of the institution (not its customers), excep
via common carrier, by, or to the institution
(31 CFR 103.23(a)). In most cases, this refers
the institution’s cash shipments. (ReferB&A
Manual—Administrative Ruling 88-2).

The filing of an annual report, Report of Foreig

Bank Financial Accounts, (Treasury Form 9Q-

22.1) by the institution, where the institution
has a financial interest in, or signature authori
over, bank, securities or other financial accour
in a foreign country prior to April 8, 1987.
(Settlement between branches and affiliates

Due To/Due From (“Nostro”) accounts are

exempt from filing 90-22.1) (Section 103.24).

(Refer toBSA Manual-Foreign Activities.)

The maintenance of required records for ed
monetary instrument purchase/sale for curren
in amounts between $3,000 and $10,000 incl
sive, with the supporting information prescribe
in 31 CFR 103.29 (31 CFR 103.29(a)).

to

=}

Ly
ts

a

cy
u_

13. Do the procedural guidelines include provisions fi
the retention of either the original, microfilm, cop
or other reproduction of the items listed below, ar

is each item retained for a period of at least fiy
years:
a. Each Currency Transaction Report (CTR, IR

Form 4789).

Documentation to support each exemption al
a requirement to retain such documentation f
a period of five years from the date it wa
discontinued (31 CFR 103.22(d)).

Each extension of credit in an amount ovg
$10,000, except when the extension is secu
by an interest in real property (31 CFH
103.33(a)).

D Qo
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103.0  Financial Recordkeeping and Reporting Regulations Anti-Money Laundering Examination Workprog

Y N Comments

d. Each advice, request, or instruction received
regarding a transaction which results in the
transfer of funds, currency, checks, investment
securities, other monetary instruments or credit,
of more than $10,000, to a person, account pr
place outside the United States (31 CFR
103.33(b)).

e. Each advice, request, or instruction given to
another financial institution or other persop
located within or outside the United States,
regarding a transaction intended to result in|a
transfer of funds, currency, checks, investment
securities, other monetary instruments or credit,
of more than $10,000, to a person, account or
place outside the United States (31 CFR
103.33(c)).

f. Each payment order that a financial institution
accepts as an originator’s, intermediary, or ben-
eficiary’s bank with respect to a funds transfer
in the amount of $3,000 or more (31 CFR
103.33(e)).

g. A list of each individual, including the name
address and account number, who holds| a
deposit account for which the bank has been
unable to secure a taxpayer identification num-
ber from that person after making a reasonable
effort to obtain the number (31 CFR
103.34(a)(1)(ii))-

h. Each document granting signature authority
over each depositaccount (31 CFR 103.34(b)(1))).

i. Each statement, ledger card or other record |of
each deposit account showing each transactjon
involving the account, excepting those items
listed in 31 CFR 103.34(b)(3) (31 CFR
103.34(b)(2), (3) and (4)).

j- Each document relating to a transaction of mofe
than $10,000 remitted or transferred to a persan,
account or place outside the United States (31
CFR 103.34(b)(5) and (6)).

k. Each check or draft in an amount in excess pf
$10,000 drawn on or issued by a foreign bank
which the domestic bank has paid or presentged
to a nonbank drawee for payment (31 CFR
103.34 (b)(7)).

Bank Secrecy Act Manual September 1997
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Financial Recordkeeping and Reporting Regulations Anti-Money Laundering Examination Workprogram

. Records prepared or received by a bank in t

N

Comments

Each item relating to any transaction of morn
than $10,000 received on any one occasi
directly and not through a domestic financia
institution, from a bank, broker or dealer i
foreign exchange outside the United Stat
(31 CFR 103.34(b)(8) and (9)).

ordinary course of business which would b
needed to reconstruct a demand deposit acco
and to trace a check in excess of $100 deposit
in such demand deposit account (31 CH
103.34(b)(10)).

A record containing the name, address a
taxpayer identification number, if available, o
any person presenting a certificate of deposit fi
payment, as well as a description of the instr
ment and the date of the transactio
(31 CFR 103.34(b)(12).

Each deposit slip or credit ticket reflecting
transaction in excess of $100 or the equivale
record for direct deposit or other wire transfe
deposit transactions. The slip or ticket sha
record the amount of any currency involve
(31 CFR 103.34(b)(13)).

unt
ed

September 1997
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103.0  Financial Recordkeeping and Reporting Regulations Anti-Money Laundering Examination Workprog

Internal Audit/Independent Review testing for BSA compliance to be conducted by
bank personnel or an outside party (Refer t

Regulation H, Section 208.14, requires thaBSA ManuaRegulation H).
financial institutions provide for independent

Y N Comments

14. Review the institution’s written internal audit|
independent review procedures and determine that
the internal audit function provides for review for
compliance with the BSA and related anti-money
laundering laws and regulations. If the institution
does not have an internal audit function, determine
that a program of management reviews or self
audits has been established which include the
requirements of the BSA. Do the audit proceduregs/
independent reviews:

a. confirm the integrity and accuracy of the systems
for the reporting of large currency transactions?

b. include a review of tellers’ work and Forms
4789 and 47907?

c. confirm the integrity and accuracy of the inst
tution’s recordkeeping activities, as detailed i
Workprogram procedure 12?

=]

d. encompass a test of adherence to the in-house
record retention schedule, as detailed in Work-
program procedure 13?

e. include steps necessary to ascertain that the
institution is maintaining documentation o

exempt customers as required by the regulations?

]

f. provide a test of the reasonableness of the
exemptions granted? (non-interim)

g. include steps necessary to ascertain that the
institution is conducting an ongoing training
program?

h. require the auditor to ascertain that the instit
tion has filed a Report of Foreign Bank Finarj
cial Accounts, (Treasury Form 90-22.1) decla
ing interests in foreign financial accounts?

T =
[
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Financial Recordkeeping and Reporting Regulations Anti-Money Laundering Examination Workprogram 103.0

Y N Comments

i. include steps necessary to ascertain that the
institution has procedures in place for obtaining
and maintaining required information for the
sale/purchase of monetary instruments for cash
in amounts between $3,000 and $10,000 inclu-
sive, and that appropriate customer identifica-
tion measures are in place?

15. If there were any violations or deficiencies note
from the previous examination, has your revie
determined that the violations or deficiencies ha
been corrected?

3o

Advisory #3 your BSA examination (i.e. use a larger sam-
pling of transactions).

Evidence of violations of, or noncompliance

with, specific provisions of the BSA may be Eqycation

indicative of a systemic failure of the internal

audit program. As you complete the followingRegulation H, Section 208.14 requires that finan-
examination procedures, you must determineial institutions provide BSA training for appro-
whether apparent violations were caused bpriate personnel, including, but not limited to,
misinterpretations, oversight, or technical mattellers, customer service representatives, lending
ters rather than by an inadequate compliancefficers, private and personal banking officers
program. If you feel the institution’s complianceand all other customer contact personnel (Refer
program is inadequate, you may want to enhande BSA ManuaRegulation H).

Y N Comments

16. Review the institution’s program for educating
appropriate employees regarding the BSA to deter-
mine if the established program includes the
following:

a. Reporting of large currency transactions.

b. Exemptions from large currency transactig
reporting.

>

c. ldentifying and reporting of suspicious activity
or alleged criminal conduct.

d. Record retention requirements.
e. Sale/purchase of monetary instruments.

f. Review of internal policies/procedures.

September 1997 Bank Secrecy Act Manual
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Y N Comments

g. Examples of money laundering cases and the
methods in which activities can be detecteg/
resolved/reported.

h. Overview of the different forms that money
laundering can take (deposit accounts, wife
transfer loans, etc.).

i.  Wire (fund) transfer activity.

j- “Know Your Customer” procedures.

17. Review the scope and frequency of training meet-
ings to determine what importance management
places in ongoing education and training. In reviey
ing the institution’s policies and procedures, detgr
mine the:

a. Appropriateness of the scope and frequency

b. Level of compliance.

18. Question the BSA compliance individual(s) arn
other operations personnel (i.e., tellers, platfor
officers, branch managers) to determine wheth
they are sufficiently knowledgeable concerning t{{e

032

r

BSA and operating procedures to assure compliance.
Does this training address money laundering
schemes?

19. Interview personnel from other areas of the institu-
tion which deal in currency such as trust, loan and
international departments, private banking units,
discount brokerage units, cash control centers dnd
specialized foreign exchange units to determine that
they are knowledgeable regarding the BSA
requirements, possible money laundering schemes,
and the identification of suspicious or unusual
activities. List in the “Comments” section of this
page the personnel interviewed in both Workpro-
gram procedures number 18 and 19, and documgnt
their level of knowledge of BSA-related issues and
how they acquired this knowledge.

20. If there were any violations or deficiencies regard-
ing education noted during the previous examinga-
tion, has your review determined that the violations
or deficiencies have been corrected?

Bank Secrecy Act Manual September 1997
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Anti-Money Laundering Program

Advisory #4

institution. In the review of the BSA compliance

program, the examiner should determine whether

written policies and procedures have been imple-
mented covering the detection and prevention of

A financial institution’s compliance with the money laundering activities. If no such policies
BSA should include a thorough understandingnd procedures exist, make reference to this in
of money laundering and its implication on thethe report of examination.

Comments

21. If applicable, do the anti-money laundering policies
address the following:

a.

22. If applicable, do the anti-money laundering polici¢
extend to the following institution operations:

a
b.

C.

m. section 20 operations.

define money laundering in its different forms
(e.g. placement, layering, integration).

provide compliance with BSA and related ant
money laundering laws and regulations.

establish a “Know Your Customer” program.

identify high risk activities, businesses and

foreign countries (those commonly associated

with money laundering).

retail operations.
trust department.
loan department.

private banking operation. (Refer tBSA
Manual—Private Banking.)

sale of monetary instruments.
wire transfer room.

teller and currency operations.
safe deposit box activity.
international department.
correspondent banking area.
discount brokerage department.

subsidiary activities (i.e. money transmitter/
check cashier).

S

September 1997
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23.

Determine whether management has implemented a
high level of internal controls to minimize the risk
of money laundering. These controls should include,
but not be limited to, the following:

a. money laundering detection procedures

b. identification and monitoring of non-bank finan-
cial ingtitutions that are depositors of the insti-
tution and that engage in a high volume of cash
activity (i.e. money transmittors and check cash-
ing businesses).

¢. periodic account activity monitoring.

d. interna investigations, monitoring and report-
ing of suspicious transactions.

Y

N

Comments

Exemptions
Advisory #5

As of July 1, 2000, new Treasury exemption
procedures alowing financial institutions to

exempt transactions of certain businesses from

the requirement to report transactions in cur-

rency in excess of $10,000 (Currency Transac-

tion Report (CTR)) became fully effective. After

July 1, 2000, only exemptions granted pursuant
to the new exemption procedures will be valid.

Comments

24.

25.

26.

27.

Has the ingtitution designated any ‘‘exempt per-
sons”’ as defined in the regulations?

If no, the examiner should waive the following steps
and proceed to the next section of the Work Pro-
gram. If yes, answer the following questions:

Does the bank have sufficient procedures related to
exemptions?

Does the bank have adequate and knowledgeable
personnel  sufficient to maintain the exemption
process?

Does the bank maintain appropriate and sufficient
documentation to support each exemption?

Bank Secrecy Act Manual
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Answer the following questions with respect to each
exempt person. If the bank has more than 50 exempt
persons, a reasonable sample should be selected.

28. Does the bank take appropriate steps to adequately
determine and verify the eligibility of exemptions?

29. Do dl Phase | exemptions meet the established
criteria?

a Bank
b. Government Agency
c. Listed Business

d. Subsidiary of a Listed Business

30. Do dl Phase Il “non-listed business’ exemptions
meet the established criteria?

a. Maintained a transaction account with the bank
for at least 12 months?

b. Frequently engaged in currency transactions in
excess of $10,000?

c. Isincorporated or organized under US or State
law or isregistered and is eligible to do business
within the US or a State?

31. Do al Phase Il “payroll customer” exemptions
meet the established criteria?

a. Maintained a transaction account with the bank
for at least 12 months?

b. Operates a firm that regularly withdraws more
than $10,000 in order to pay its US employees
in currency?

c. Isincorporated or organized under US or State
law or isregistered and is eligible to do business
within the US or a State?

32. For each exempt person, has the bank filed a
““Designation of Exempt Person” form completely
and within 30 days of thefirst reportable transaction
that was exempted?

Y

N

Comments

July 2000
Page 14

Bank Secrecy Act Manual



103.0

Financial Recordkeeping and Reporting Regulations Anti-Money Laundering Examination Workprogram

33.

35.

36.

37.

38.

39.

For Phase Il exemptions, has the bank filed a
“Designation of Exempt Person” biennialy by
March 15 beginning the second caendar year
following the origina designation?

. Does the bank review and verify each exemption at

least annually?

Are the volumes, amounts and frequency of the
large currency transactions for each exempt person
consistent with what is normal and expected and
commensurate with lawful activity?

Does the bank have a system to monitor the
currency transactions of exempt persons for suspi-
cious activity?

Is the monitoring system adequate to identify sus-
picious activity?

Has the bank’s internal audit department reviewed
the exemption process?

Have there been any outstanding issues involving
exemptions and if so, have they been resolved?

Y

N

Comments

Bank Secrecy Act Manual
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Advisory #6

If the answers to Workprogram procedures 24
through 39 are substantially unsatisfactory, you
(or you may direct the ingtitution to do so)
should perform Workprogram procedures 40 to
42. As an dternative, you may wish to perform

a sampling of the Workprogram procedures 40
to 42 and then instruct the institution to com-
plete the remainder of the review for these
two Workprogram procedures. |f answers to 24
through 39 are generally satisfactory, you may
proceed to the Know Your Customer section.

40. Review of Statements of Accounts

a. Obtain customer statements of account for a
sixty day period for all exempted customers.

b. Review customer statements of account to deter-
mine whether any daily deposit or withdrawal
amounts (either individual amounts or aggre-
gated amounts) exceed $10,000. (The amounts
on the statements of account may include cash

and/or checks).

Comments

September 1997
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Advisory #7 status. (Note that the $10,000 limitation refers tc

i ) ) cash only. The information may not be readily
If @ customer's cash deposit or withdrawalyyajlaple when reviewing the statement of
amounts on the statements of account do “%chount). Discuss the customer's status witl
exceed $10,000 on a regular and frequent basfsstitution management. Workprogram proce:
(refer to BSA Manuai-Exemption Handbook yres 41 and 42 regarding Review of Deposit

for meaning of “regular and frequent”) the 5nq \withdrawals is not required for these ineli-
customer does not qualify for an exemptioryiple customers.

Y N Comments

41. Review of Deposits

a. Obtain a hard copy of deposit tickets for cu
tomer accounts to be tested. Actual depo
tickets may be available if the institution doe
not mail the deposit tickets back to the cus
tomer. If actual deposit tickets are not availabl
request that the institution print a hard copy ¢
deposit tickets from microfilm or microfiche.

R R AT
=

=

b. Determine whether the cash portion of the
deposits is sufficient to qualify the customer fgr
an exemption based upon the Internal Revenue
Service’s “regular and frequent” requirement
for a deposit exemption.

c. Determine whether established dollar limits afe
reasonable by reviewing the customer’s cash
deposit activity. Discuss any unreasonable dol-
lar limits with institution management.

Bank Secrecy Act Manual September 1997
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Advisory #8 in order to pay its employees in currency. The

exemption is limited to withdrawals by employ-
Exemption procedures permit unilateral exempers that actually pay employees with the cur-
tion withdrawals for payroll purposes from anrency withdrawn. The exemption is not avail-
existing account by an established depositaable to employers who pay employees by check
who is a United States resident and operatesand then offer a check cashing service to the
firm that regularly withdraws more than $10,000employees.

Y N Comments

42. a. Determine the method used by exempt custgm-
ers to withdraw currency in excess of $10,000.

« If checks payable to “cash” are used, reviey
canceled checks cleared during the curre
statement cycle and identify those items a
amounts.

<
oz

e If counter currency withdrawal tickets of
counter checks are used, review tickets or
checks and identify those items and amounts.

b. Determine whether the cash portion of the
withdrawals is sufficient to qualify the customer
for an exemption based upon Treasury’s “regu-
lar and frequent” requirement for a withdrawal
exemption.

c. Determine whether established dollar limits afe
reasonable by reviewing the customer’s cash
withdrawal activity. Discuss any unreasonable
dollar limits with institution management.

September 1997 Bank Secrecy Act Manual
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Advisory #9 Know Your Customer Policy

Department of the Treasury Administrative Rul-Advisory #10

ing 88-3 states that banks may not exempt “cash

back” transactions (transactions involving the\yhijle “know Your Customer” policies and
deposit of checks where a portion of the deposi§;ocedures are not currently required by reguls
is remitted in cash) from the CTR reportingjion institutions should strongly be encouragec
requirements. Therefore, cash received by thg develop and maintain such policies and pro

customer on “cash-back” transactions shoulg.eqyres (Refer tBSA Manua—Know Your
not be included in the exemption limit review. c,stomer Policy Standards).

(Refer toBSA ManualAdministrative Rulings).

Y N Comments

43. Does the bank have policies and procedures which
require that “reasonable efforts” be made to ascer-
tain the true identity of individual customers and/ar
the stated business purpose of each commercial
enterprise with whom the bank conducts busingss
(Refer to BSA Manual-Know Your Customer
Policy Standards)?

44, Does the institution’s “Know Your Customer”
policy include the following, when opening ar
account:

Personal Accounts

a. Procurement of proper identification (e.g., dri
er's license with photograph, U.S. passpo
etc.)?

—

b. Consideration of customer’s residence or place
of business?

c. Consideration of source of funds/wealth used|to
open the account?

d. Check with service bureau, if applicable, fd
undesirable situations involving customer (kit
ing, NSF, etc.)?

=

Business Accounts

e. \Verification of legal status of business (i.e., sole
proprietorship, partnership, etc.)?

f. Verification of name of business, if applicable,
with a reporting agency?

g. Verification that business exists and is conduct-
ing the stated business?

Bank Secrecy Act Manual September 1997
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45.

46.

47.

48.

Y

N

Comments

h. For foreign business accounts, is there prgof
that the business is registered in the country |of

origin (e.g. articles of incorporation, etc.)?

i. Procurement of the following information for
large commercial accounts:

* Financial statement?
» Description of customer’s principal line of
business?

» Description of business operations, i.e., retai

vs. wholesale?

Does the bank’s employee education training p
gram provide detailed instruction in the identifica

tion and reporting of “suspicious” transactions? A

no answer may indicate a training deficiency al
should be so noted in question #16 (RefeBBA
Manual—Suspicious Activities).

Does the bank have adequate ongoing monitor
systemsin place to identify “suspicious” transactior
(structuring, concentration accounts, transactio

ng
S
ns

inconsistent with the nature of a customer’s stated
business purpose, unusual wire transfer activities)?

Does the bank have adequate testing of its systé
to identify suspicious transactions?

ms

If the institution uses fictitious names for custome

on the general ledger or other institution docu-

ments, does the institution maintain files containi
the customers’ real names and other identifyir
information and does the institution have know
edge of these customers’ activities (The use
fictitious names is customarily found in private g
foreign banking)?

IS

g
g
of
r
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Currency Flows and Reporting of Large Cash Transactions

Y N Comments

49. Review the cash totals shipped to and received from
the Federal Reserve Bank, correspondent banks| or
between branch offices for a reasonable period|of
time (generally no less than three months). You
should determine, through discussion with manage-
ment, the cause of any unusual activity noted (ile.
material variance in totals of currency shipped or
received or large denomination currency exchanged).
You should also determine if the volume of CTR
filings during the period is consistent with an
changes in the patterns of cash activity. (Refer [to
BSA Manual-Databases).

Advisory #11 with the institution’s internal control proce-

dures. If the institution has an automated syster
The sample size of CTRs you should reviewor identifying large currency transactions,
will depend upon several factors such as thgou should proceed to Workprogram pro-
size and location of the institution, the detailcedure 50. If not, proceed to Workprogram
and accuracy of reports, and your comfort leveprocedure 51.

Y N Comments

50. Ascertain whether the bank has an automated sys-
tem in place to capture cash transactions (individual
and/or multiple transactions) in excess of $10,000
on the same business day by or on behalf of the
same individual, or by account. Determine whether
the internal audit/independent review has ade-
quately tested the accuracy and validity of the
automated large transaction identification system
and that the system is comprehensive with regard to
all points of cash entry and exit. Determine whether
the discount brokerage, private banking, trust, pr
any other departments within the bank engage |in
currency transactions subject to the regulations, and
if so, that aggregation systems cover such activities.
If the system has not been verified, proceed [to
ADVISORY #13. You should also perform the
procedures contained in Workprogram procedures
52 and 53.

Bank Secrecy Act Manual September 1997
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51.

52.

53.

Y

N

Comments

If the bank does not make use of an automated large

transaction identification or aggregation system,

does the internal audit program or other indepen-

dent review include a sample test check of tellers

cash proof sheets or tapes to determine if large cash
transactions are being reported? If not, proceed|to

ADVISORY #13. You should also perform the

procedures contained in Workprogram procedures

52 and 53.

Review a sample of completed CTRs, whether hard

copy or from computer generated filings, to deter
mine that:

a. CTRs are properly completed in accordance

with Internal Revenue Service instructions.

b. Transaction amounts are consistent with the
type and nature of business or occupation of the

customer.

c. CTRs are filed for large cash transactions iden-

tified by tellers’ proof sheets, automated large
currency transaction system, or other type of

aggregation system, unless an exemption exists

for the customer. However, CTRs must be filed
for customers who exceed their exemptign
limits.

d. CTRs are filed within 15 calendar days after th
date of the transaction (25 days if magnetically
filed).

@

Review any correspondence received from the

Internal Revenue Service relating to incorrect or

incomplete CTRs and determine whether the insti-

tution has taken appropriate corrective action.

September 1997
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Advisory #12 * The examiner in charge may instruct the

bank to perform a self-assessment of it
If the review of the bank’s handling of currency compliance with the reporting requirements
flows and large cash transactions is satisfactory, of BSA. Specifically, the bank must conduct
proceed to the funds transfer section of the a review of its cash activities since the pre-
Workprogram. If the review was not satisfac- Vvious examination “sufficient in scope” to
tory, or deficient in any respect, proceed to satisfy the examiner that no other violations

ADVISORY #13. of the BSA have occurred. The scope of sucl
a review should include a detailed test checl
Advisory #13 of each teller's cash proof sheets since th

previous BSA examination. The bank must
provide a report to the examiner detailing the
scope of the review (i.e. number of days of
teller's work reviewed and the number of
tellers reviewed) and the findings that resul
from the review. (The report from the insti-
tution should, at a minimum, include any
previously unreported large currency
transactions.)

If the bank’s internal audit/independent review
has not sufficiently tested the validity of the
automated or manual systems to identify large
currency transactions (i.e. performed a test check
of tellers’ proof sheets for large cash transac-
tions), the bank may be in violation of Regula-
tion H, Section 208.14. The examiner in charge
should be notified that the integrity of the
reporting system for large currency transactions Where you suspect willful nonreporting of
cannot be verified. Depending upon the circum- violations and an attempt to cover up suck
stances, the examiner in charge must choose ondransactions, then you should perform Work-
of the following options: program procedures 54 through 58.

Y N Comments

54. Review tellers’ cash proof sheets for suspected
nonreporting of large currency transactions for
periods of time of suspected violations.

55. If the bank has an automated system in place|to
capture individual or multiple cash transactions of
less than $10,000, review an appropriate sample| of
transactions to ascertain the following information.

a. Evidence of structured transactions.

b. Evidence of “concentration accounts” (accounts
which have frequent cash deposits aggregating
less than $10,000 on any business day, and
relatively few transfers of large amounts out of
the accounts, by check or wire).

c. Customers with frequent cash transactions |of
less than $10,000 who have not provided tax
identification numbers.

d. Customers with frequent cash transactions that
have provided either a foreign address or past
office box as an address or have requested that
the bank hold monthly statements.

e. Other suspicious or unusual activities.

Bank Secrecy Act Manual September 1997
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a. Suspected Kiting Reports—These reports ide

Y

N

Comments

56. If available, obtain copies of the following intert
nally generated reports for review:

tify excessive activity in accounts and should b
reviewed for cash activity. (The account profil
of an account used for money laundering can

similar to that of an account used for chec
kiting, i.e. high volume of activity, matching
deposits and withdrawals, low average balang
in relation to activity.)

Demand Deposit Activity Reports—Thes
reports cover all customer and employe
accounts. They generally show daily balanc
and accumulate deposits and withdrawals ove
30-day period. Careful review will show account
that have changed, either in average balance
in numbers of transactions.

Large Transaction or Cash-In and Cash-O
Reports—Most institutions prepare reports
deposits and withdrawals, either in cash or I
check that exceed a certain amount that is Ig
than the over $10,000 reporting requiremer
Such reports can help identify customers wh
may be structuring transactions to avoid CT
reporting or who have unusual or suspicioy
activity in their accounts.

. Incoming and Outgoing Wire Transfer Logs—
These logs can identify transfers of funds out

the country or to remote banks, transfers fund
by cashier’'s checks and/or money orders

amounts under the CTR filing threshold (ove
$10,000) and other suspicious patterns for no
customers as well as accountholders. Additio
ally, review incoming and outgoing facsimileg
logs for payment instructions related to fund
transfers.

Loans Listed by Collateral—Review for “sig-
nificant” loans collateralized by cash (certifi
cates of deposit, bank accounts). Review situ
tions in which collateral was received by fund
transfer and the collateral, such as certificates
deposits, are from offshore institutions. Inquiri
as to the purpose and terms of loans secu
largely with cash and whether payments g
such loans are often received in cash, if at a
Look for loans from which the proceeds ar
immediately used to purchase CD'’s.

September 1997
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Y N Comments

57. Obtain copies of the bank statement for the instifu-
tion’s major correspondent bank for a period of at
least two months, together with reconcilement shegets
and general ledger sheets covering the same per|od.
Review large transactions reflected on either the
institution’s or the correspondent’s records to deter-
mine its nature, as indicated by copies of credit pr
debit advices, or general ledger tickets. Note the
following items and determine the reason(s) for
such transactions:

a. Advice of credit from a correspondent bank that
cash has been transmitted to the correspondent
for credit to the account of the customer initi-
ating the cash shipment on the books of the
institution under examination.

b. Cashier checks, money orders or similar instru-
ments drawn on other institutions in amounts
under $10,000, more than one of which have
been deposited into the same deposit account,
or into accounts controlled by the same persgn,
at the institution under examination, and possi-
bly transferred elsewhere in bulk amounts.
Traces of such transactions may be found [in
correspondent account statements, customer
account records or in telex records. Note whether
the instruments under $10,000 are sequentiglly
numbered.

58. Review incoming mail of the institution to deter
mine if the institution is receiving currency deposit
via mail, courier services or internal deliveries.
Does the institution have procedures to ensure that
CTRs are filed and proper records are maintaingd?

[
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Funds Transfers (Refer 8SA Manual-
Wire Transfer Operations)

Advisory #14 corporations, refer to 31 CFR 103.33 (e) and (f)

for the applicable requirements. Also, a copy of
If this Workprogram is being used for institu- the new wire transfer rules is located in the BSA
tions other than commercial banks, foreigrRegulations 31 CFR 103.11 and 103.33.
branches, Edge Act corporations and agreement

Y N Comments

59. Is there adequate separation of duties or compgn-
sating controls to ensure proper authorization fpr
sending and receipt of transfers, correct posting|to
accounts and an audit trail of activities?

60. Does the institution accept cash for funds transfers
and, if so, does the institution require identification,
maintain documentation, and file CTRs, if
applicable?

61. Does the institution send or receive fund transfers
to/from financial institutions in other countries
especially countries with strict privacy and secrecy
laws, and, if so, are amounts, frequency, and coun
tries of origin/destination consistent with the nature
of the business or occupation of the customer?

62. Does the institution have procedures to monitor for
accounts with frequent cash deposits and subse-
quent wire transfers of funds to a larger institution
or out of the country?

September 1997 Bank Secrecy Act Manual
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Responsibilities for Originating Banks

Y N Comments

63. For funds transfer originations of $3,000 or mor|
does the institution retain the following record
(this information may be with the payment order ¢
in the institution’s files if the originator has a
established relationship with the institutipn(31
CFR 103.33(e)(1)(i))

=0 o

a. The name and address of the originator;
b. The amount of the funds transfer;
c. The date of the funds transfer;

d. Any payment instructions received from the
originator with the payment order;

e. The identity of the beneficiary’s bank; and

f. As many of the following items as are received
with the payment ordet:

(1) The name and address of the beneficiary;
(2) The account number of the beneficiary; and

(3) Any other specific identifier of the
beneficiary.

64. For funds transfers of $3,000 or more for origina-
tors that do not have an established relationship
with the institution? in addition to the requirementg
in question 63:

a. Ifthe payment order is made in person, does the
institution verify the required noncustomer ider
tification® and retain a record of this verifieg
information? [31 CFR 103.33(e)(2)(i)]

1. A customer has an established relationship with a financial institution if the customer has a loan, de
or other asset account, or is a person with respect to which the institution has on file the person’s nam
address, as well as taxpayer ID number, or, if none, alien identification number or passport number and c
of issuance, and to which the institution provides financial services relying on that information.

2. For funds transfers effected through the Federal Reserve’s Fedwire funds transfer system, only one
items is required to be retained, if received with the payment order, until such time as the bank that senc
order to the Federal Reserve Bank completes its conversion to the expanded Fedwire message format.

3. Information required from noncustomers includes the name and address; the type of identific
reviewed; and the number of the identification documengy.(driver’s license); as well as a record of the
person’s taxpayer identification numberd.,social security or employer identification number) or, if none, alie
identification number or passport number and country of issuance; or a notation in the record of the lack the
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Y N Comments

b. If the institution has knowledge that the persg
placing the payment order is not the originato
does the institution obtain and retain a record p
the originator’s taxpayer identification numbe
(e.g., social security or employer identificatio
number) or, if none, alien identification numbe
or passport number and country of issuang
if known by the person placing the order, o
a notation in the record of the lack thereof]
(31 CFR 103.33(e)(2)(i)) Does the institution
verify the identity of the person placing the
order on behalf of a third party?

=3

N D o 2

c. Ifthe payment order is not made in person, does
the institution obtain and retain a record qf
name and address of the person placing the
payment order, as well as the person’s taxpayer
identification number (e.g., social security @
employer identification number) or, if none
alien identification number or passport numbe
and country of issuance, or a notation in th
record of the lack thereof, and a copy or reco
of the method of payment (e.g., check or cred
card transaction) for the funds transfer? (3
CFR 103.33(e)(2)(ii))

w =

=]

65. Is the information that the institution must retain fq
originators retrievable by reference to the name [of
the originator? If the originator is an established
customer of the institution and has an account uged
for funds transfers, is the information also retrie
able by account numbet?31 CFR 103.33(e)(4))

=

66. For transmittals of funds of $3,000 or more, does
the institution include in the transmittal ordeB1
CFR 103.33(9)(1)):

o

a. The name and, if the payment is orderé
from an account, the account number of th
transmittor?

@

b. The address of the transmittor, except for trars-
mittal orders through Fedwire until such time &
the bank that sends the order to the Federal
Reserve Bank completes its conversion to the
expanded Fedwire format;

n

4. Account number being the actual account used in the funds transfer transaction at the time of the transfer.
If the institution has merged with another financial institution, the transfer must be retrievable by the old account
number.

5. See 31 CFR Part 103, Section 103.11 for definitions of terms.
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Responsibilities for Intermediary Banks

Y N Comments

c. The amount of the transmittal order;
d. The date of the transmittal order;

e. The identity of the recipient’s financial institu
tion;

f. As many of the following items as are received
with the transmittal orde?:
(1) The name and address of the recipient;
(2) The account number of the recipient; ang

(3) Any other specific identifier of the recipi-
ent; and either the name and address |or
numeric identifier of the transmittor’s finan
cial institution.

67. For funds transfers of $3,000 or more, if the
institution is acting as an intermediary bank, does
the institution retain either the original or a micrg
film, other copy, or electronic record of the paymen
order? (31 CFR 103.33(e)(1)(ii))

=

68. For transmittals of funds of $3,000 or more, does
the institution include in the transmittal order to th
next receiving financial institution the following, if
received from the sende(31 CFR 103.33(g)(2)):

D

a. the name and account number of the transmittor;

%]
1

The address of the transmittor, except for tran
mittal orders through Fedwire until such time as
the bank that sends the order to the Federal
Reserve Bank completes its conversion to the
expanded Fedwire format.

c. The amount of the transmittal order;
d. The date of the transmittal order;

e. The identity of the recipient's financia
institution;

2. For funds transfers effected through the Federal Reserve’s Fedwire funds transfer system, only one
items is required to be retained, if received with the payment order, until such time as the bank that senc
order to the Federal Reserve Bank completes its conversion to the expanded Fedwire message format.

4. Account number being the actual account used in the funds transfer transaction at the time of the tre
If the institution has merged with another financial institution, the transfer must be retrievable by the old acc
number.
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f. As many of the following items as are received
with the transmittal ordez:

(1) The name and address of the recipient;
(2) The account number of the recipient; ang

(3) Any other specific identifier of the recipi-
ent; and either the name and address |or
numeric identifier of the transmittor’s finan
cial institution.

69. For each payment order of $3,000 or more that [an
institution accepts as a beneficiary’s bank, does the
institution retain either the original or a microfilm
other copy, or electronic record of the paymen
order? (31 CFR 103.33(e)(1)(iii))

-

70. In addition to the requirements in question 68, for
payment orders of $3,000 or more received for|a
beneficiary that does not have an established rela-
tionship with the institutiort:

a. |If the proceeds are delivered in person to the
beneficiary or its representative or agent, does
the beneficiary’s bank verify the identity of the
person receiving the proceeds and obtain and
retain a record of that informatioh?31 CFR
103.33(e)(3)(i))

1. A customer has an established relationship with a financial institution if the customer has a loan, deposit,
or other asset account, or is a person with respect to which the institution has on file the person’s name and
address, as well as taxpayer ID number, or, if none, alien identification number or passport number and country
of issuance, and to which the institution provides financial services relying on that information.

2. For funds transfers effected through the Federal Reserve’s Fedwire funds transfer system, only one of the
items is required to be retained, if received with the payment order, until such time as the bank that sends the
order to the Federal Reserve Bank completes its conversion to the expanded Fedwire message format.

3. Information required from noncustomers includes the name and address; the type of identification
reviewed; and the number of the identification documeng.(driver’'s license); as well as a record of the
person’s taxpayer identification numberd.,social security or employer identification number) or, if none, alien
identification number or passport number and country of issuance; or a notation in the record of the lack thereof).

September 1997 Bank Secrecy Act Manual
Page 30



103.0  Financial Recordkeeping and Reporting Regulations Anti-Money Laundering Examination Workprog

Y N Comments

=

b. If the institution has knowledge that the persg
receiving the proceeds is not the beneficiary,
does the institution obtain and retain a record pf
the beneficiary’s name and address, as well jas
the beneficiary’s taxpayer identification numbe
(e.g., social security or employer identificatio
number) or, if none, alien identification numbe
or passport number and country of issuance,
known by the person receiving the proceeds, or
a notation in the record of the lack thereof? (3
CFR 103.33(e)(3)(i)) Does the institution verify
the identity of the individual receiving the funds
on behalf of a third party?

—_ S =
= -

=Y

c. If the proceeds are delivered other than )n
person, does the institution retain a copy of the
check or other instrument used to effect pay-
ment, or the information contained thereon, as
well as the name and address of the person|to
which it was sent? (31 CFR 103.33(e)(3)(ii))

71. Is the information that the institution must retain for
beneficiaries retrievable by reference to the name of
the beneficiary? If the beneficiary is an established
customer of the institution and has an account uged
for funds transfers, is the information also retrie
able by account number? (31 CFR 103.33(e)(4)
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Purchases/Sales of Monetary $10,000 inclusive, and where the institution
Instruments requires deposit-holders to buy monetary instru-

ments only through the use of their deposit

Section 103.29 of the BSA requires that finanaccounts (e.g. debit memo, check, etc.), the
cial institutions maintain certain information institution is not required to separately maintain
regarding sales in currency of bank checks dihe information pursuant to Section 103.29.
drafts, cashier's checks, money orders or trayfowever, the institution must have adequate
eler's checks for $3,000 to $10,000, inclusivecontrols and proper training in place to ensure
(Effective October 17, 1994, financial institu-that if a transaction is completed that inadvert-
tions are no longer required to maintain theently does not comply with the stated policy (i.e.
necessary information on a “monetary instru.te”er mistakenly sells $5,000 in traveler’s checks
ment log.”) to nondeposit-account-holder for cash), the
required information will be properly recorded

on whatever records or systems that the bank

; . chooses (e.g. on the copy of the instrument
Advisory #15: purchased). If the institution’s policies are

adequate and therefore the institution does not

If the institution’s stated policy is not to sell ="
monetary instruments for cash to nondeposi 0;82?'212 log, you may proceed to ADVI

account-holders in amounts between $3,000 an

Y N Comments

72. Do the financial institution’s records include the
following required information for purchasers who
have deposit accounts (as defined in Section 103.1L1)
with the institution:

a. The name of the purchaser.
b. Date of purchase.
c. The type(s) of instrument(s) purchased.

d. The serial number(s) of each of the instru-
ment(s) purchased.

e. The dollar amount(s) of each of the instry
ment(s) purchased in currency.

f. Method of verification of identity (either at time
of purchase or when deposit account opened).

[}

73. Do the financial institution’s records include th
following required information for purchasers who
do not have deposit accounts with the institution

a. The name and address of the purchaser.

b. The social security or alien identification num
ber of the purchaser.

c. The date of birth of the purchaser.
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Y N Comments

d. The date of purchase.

e. The type(s) of instrument(s) purchased.

f. The serial number(s) of each of the instru
ment(s) purchased.

g. The dollar amount(s) of each of the instrd
ment(s) purchased.

h. Method of verifying identity of purchaser and
specific identifying information (e.g. State of
issuance and number of driver’s license).

74. Are the financial institution’s records retrievable,
upon request from the Treasury, within a reasonable
period of time.

75. Does the institution have a system for capturing
multiple sales of monetary instruments in one day,
in amounts totalling $3,000 or more?

76. Does the institution use manual or automated sys-
tems for identifying cash sales of monetary instru-
ments? Note type of system used.
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Advisory #16 that might be associated to money laundering,
perform Workprogram procedures 77 through

If the review of the records of the purchases?9. If not, proceed to Workprogram proce-

sales of monetary instruments shows unusual oure 80.

suspicious patterns of purchases/sales activity

Y N Comments

77. If the institution uses manual systems, proceed|to
Workprogram procedure 79. If the institution uses
automated systems, proceed to Workprogram pfo-
cedure 78.

78. If the institution relies upon automated systems for
identifying such transactions, does the internal
audit/independent review adequately test the accu-
racy and validity of the cash purchases/sales iden-
tification system and is the system comprehensive
with regard to all points of purchase/sale? If the
internal audit/independent review has verified th
integrity of the system, then stop. If the integrity of
the automated system has not been verified, proceed
to Workprogram ADVISORY #17.

@

79. If the institution relies upon manual systems for
identifying such transactions, do the institution’s
records provide an audit trail sufficiently detailed to
identify the method of payment for all purchases
sales of monetary instruments?

a. Does the internal audit/independent review
include a test check of teller’'s proof sheets to
the original record of purchases/sales to deter-
mine that required information is properly obt
tained and retained?

b. If the integrity of the manual system is verified
by internal audit/independent review and en-
sures that all purchases/sales have been prop-
erly documented, then stop. If the integrity gf
the manual system has not been verified, pro-
ceed to Workprogram ADVISORY #17.
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Advisory #17 Office of Foreign Assets Control

Advisory #18
If the institution’s internal audit/independent
review has not sufficiently tested the validity ofThe U.S. Department of Treasury’s Office of
the automated or manual systems for identificaForeign Assets Control (“OFAC”) administers
tion of cash sales, the examiner in charge shouldws that impose economic sanctions again:
be notified that internal audit or control may beforeign countries to further U.S. foreign policy
inadequate and the institution may be in violaand national security objectives. OFAC is alsc
tion of Regulation H, Section 208.14. Dependresponsible for making regulations that restric
ing upon the circumstances, the examiner iransactions by U.S. persons or entities
charge may request that the institution conduct @ncluding banks), located in the U.S. or abroad
review of all sales of monetary instrumentsyith certain foreign countries, their nationals or
since the previous examination and indicate in &specially designated nationals.” OFAC regu-
report to the examiner the source of payment foarly provides to banks, or banks may subscrib
each purchase/sale between $3,000 and $10,088.certain databases or other informational pro
A plan for implementation of adequate internalviders (including theFederal Register current
safeguards to assure proper record retentidistings of foreign countries and designatec
should also be presented. nationals that are prohibited from conducting

business with any U.S. entity or individual (refer

to Section 1505 of th®SA Manual.

Y N Comments
80. Does the institution have policies and procedures
in place for complying with OFAC laws and
regulations?
81. Does the U.S. bank maintain a current listing pf
prohibited countries, entities and individuals?
82. Is the OFAC information disseminated to foreign
country offices?
83. Are new accounts compared to the OFAC listings
prior to opening?
84. Are established accounts regularly compared |to
current OFAC listings?
Payable Through Accounts
Advisory #19
If the institution being examined engages in
payable through account activities, refer to the
section of theBSA Manualdealing with such
accounts.
Bank Secrecy Act Manual September 1997
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Section 201.0

TITLE 31—Money and Finance:
Treasury

SUBTITLE B—Regulations Relating
to Money and Finance

CHAPTER |I—Monetary Offices,
Department of the Treasury

PART 103—Financial Recordkeeping
and Reporting of Currency and
Foreign Transactions

SUBPART A—Definitions
31 CFR 103.11

(©

§103.11 Meaning of terms.

[PUBLISHER’S NOTE: Paragraphs (n)(7)(i), (z) and (nn)
were revised, and paragraphs (rr), (ss), and (tt) were added at
61 FR 7054, 7055, Feb. 23, 1996, effective Aug. 1, 1996.]

When used in this part and in forms prescribed
under this part, where not otherwise distinctly
expressed or manifestly incompatible with the
intent thereof, terms shall have the meanings
ascribed in this section.

(@) Accept A receiving financial institution,
other than the recipient’s financial insti-
tution, accepts a transmittal order by
executing the transmittal order. A recipi-
ent’s financial institution accepts a trans-
mittal order by paying the recipient, by
notifying the recipient of the receipt of
the order or by otherwise becoming obli-
gated to carry out the order.

(b) At one time For purposes of §103.23 of
this part, a person who transports, malils,
ships or receives; is about to or attempts
to transport, mail or ship; or causes the(d)
transportation, mailing, shipment or receipt
of monetary instruments, is deemed to d(le)
so “at one time” if:

(1) That person either alone, in conjunc-
tion with or on behalf of others;

(2) Transports, mails, ships or receives
in any manner; is about to transport,
mail or ship in any manner; or causes
the transportation, mailing, shipment(f)
or receipt in any manner of;

(3) Monetary instruments;

(4) Into the United States or out of the
United States;

(5) Totaling more than $10,000;

(6) (i) On one calendar day or (ii) if for
the purpose of evading the report-
ing requirements of §103.23, on
one or more days.

Bank Each agent, agency, branch or

office within the United States of any

person doing business in one or more o0

the capacities listed below:

(1) A commerical bank or trust company
organized under the laws of any State
or of the United States;

(2) A private bank;

(3) A savings and loan association or &
building and loan association orga-
nized under the laws of any State or
of the United States;

(4) An insured institution as defined in
section 401 of the National Housing
Act;

(5) A savings bank, industrial bank or
other thrift institution;

(6) A credit union organized under the
law of any State or of the United
States;

(7) Any other organization chartered
under the banking laws of any State
and subject to the supervision of the
bank supervisory authorities of a
State;

(8) A bank organized under foreign law;

(9) Any national banking association or
corporation acting under the provi-
sions of section 25(aa) of the Act of
Dec. 23, 1913, as added by the Act of
Dec. 24, 1919, ch. 18, 41 Stat. 378, ac
amended (12 U.S.C. 611-32).

Beneficiary The person to be paid by the
beneficiary’s bank.
Beneficiary’'s bankThe bank or foreign
bank identified in a payment order in
which an account of the beneficiary is to
be credited pursuant to the order or whick
otherwise is to make payment to the
beneficiary if the order does not provide
for payment to an account.

Broker or dealer in securitiesA broker

or dealer in securities, registered or

required to be registered with the Securi-
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()

(h)

0

(k)

o

(m)

ties and Exchange Commission under the
Securities Exchange Act of 1934.
Common carrier Any person engaged in
the business of transporting individuals
or goods for a fee who holds himself out
as ready to engage in such transportation
for hire and who undertakes to do so
indiscriminately for all persons who are
prepared to pay the fee for the particular
service offered. (n)
Currency The coin and paper money of
the United States or of any other country
that is designated as legal tender and that
circulates and is customarily used and
accepted as a medium of exchange in the
country of issuance. Currency includes
U.S. silver certificates, U.S. notes and
Federal Reserve notes. Currency also
includes official foreign bank notes that
are customarily used and accepted as a
medium of exchange in a foreign country.
Currency dealer or exchangeA person
who engages as a business in dealing in
or exchanging currency, except for banks
which offer such services as an adjunct to
their regular services.

Deposit accountDeposit accounts include
transaction accounts described in para-
graph (q) of this section, savings accounts,
and other time deposits.

Domestic When used herein, refers to the
doing of business within the United States,
and limits the applicability of the provi-
sion where it appears to the performance
by such institutions or agencies of func-
tions within the United States.
Established customeA person with an
account with the financial institution,
including a loan account or deposit or
other asset account, or a person with
respect to which the financial institution
has obtained and maintains on file the
person’'s name and address, as well as
taxpayer identification number (e.g., social
security or employer identification num-
ber) or, if none, alien identification num-
ber or passport number and country of
issuance, and to which the financial insti-
tution provides financial services relying
on that information.

Execution date The day on which the
receiving financial institution may prop-
erly issue a transmittal order in execution
of the sender’s order. The execution date
may be determined by instruction of the

sender but cannot be earlier than the day
the order is received, and, unless other-
wise determined, is the day the order is
received. If the sender’s instruction states
a payment date, the execution date is the
payment date or an earlier date on which
execution is reasonably necessary to allow
payment to the recipient on the payment
date.
Financial institution Each agent, agency,
branch, or office within the United States
of any person doing business, whether or
not on a regular basis or as an organized
business concern, in one or more of the
capacities listed below:

(1) A bank (except bank credit card
systems);

(2) A broker or dealer in securities;

(3) A currrency dealer or exchanger,
including a person engaged in the
business of a check casher;

(4) Anissuer, seller, or redeemer of trav-
eler’'s checks or money orders, except
as a selling agent exclusively who
does not sell more than $150,000 of
such instruments within any given
30-day period;

(5) A licensed transmitter of funds, or
other person engaged in the business
of transmitting funds;

(6) A telegraph company;

(7) (i) [Effective Aug. 1, 1996.] Casino.

A casino or gambling casino that:
Is duly licensed or authorized to
do business as such in the United
States, whether under the laws of
a State or of a Territory or Insu-
lar Possession of the United
States, or under the Indian Gam-
ing Regulatory Act or other
federal, state, or tribal law or
arrangement affecting Indian
lands (including, without limi-
tation, a casino operating on the
assumption or under the view
that no such authorization is
required for casino operation on
Indian lands); and has gross
annual gaming revenue in excess
of $1 million. The term includes
the principal headquarters and
every domestic branch or place
of business of the casino.

(ii) For purposes of this paragraph
@i)(7), “gross annual gaming reve-
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(0)

(P)

(@

nue” means the gross gaming
revenue received by a casino,
during either the previous busi-
ness year or the current business
year of the casino. A casino or

gambling casino which is a 0

casino for purposes of this part
solely because its gross annual
gaming revenue  exceeds
$1,000,000 during its current
business year, shall not be con-
sidered a casino for purposes of
this part prior to the time in its
current business year that its
gross annual gaming revenue
exceeds $1,000,000.

(8) A person subject to supervision by
any state or federal bank supervisory
authority;.

(9) The United States Postal Service with
respect to the sale of money orders.

Foreign bank A bank organized under

foreign law, or an agency, branch or

office located outside the United States of

a bank. The term does not include an

agent, agency, branch or office within the

United States of a bank organized under

foreign law.

Foreign financial agencyA person act-

ing outside the United States for a person

(except for a country, a monetary or

financial authority acting as a monetary

or financial authority, or an international
financial institution of which the United

States Government is a member) as a

financial institution, bailee, depository s)

trustee, or agent, or acting in a similar
way related to money, credit, securities,
gold, or a transaction in money, credit,
securities, or gold.

Funds transfer The series of transac-
tions, beginning with the originator’s pay-

ment order, made for the purpose of(t)

making payment to the beneficiary of the
order. The term includes any payment
order issued by the originator's bank or
an intermediary bank intended to carry
out the originator's payment order. A
funds transfer is completed by acceptance
by the beneficiary’s bank of a payment
order for the benefit of the beneficiary of
the originator’'s payment order. Funds
transfers governed by the Electronic Fund
Transfer Act of 1978 (Title XX, Pub. L.
95-630, 92 Stat. 3728, 15 U.S.C. 1693, et

seq.), as well as any other funds transfer
that are made through an automated clea
inghouse, an automated teller machine, o
a point-of-sale system, are excluded fron
this definition.

Transaction

(1) Except as provided in paragraph
(ii)(2) of this section, transaction
means a purchase, sale, loan, pledge
gift, transfer, delivery or other dispo-
sition, and with respect to a financial
institution includes a deposit, with-
drawal, transfer between accounts
exchange of currency, loan, exten-
sion of credit, purchase or sale of any
stock, bond, certificate of deposit, or
other investment security or mone-
tary instrument, or any other pay-
ment, transfer, or delivery by, through,
or to a financial institution, by what-
ever means effected.

(2) For purposes of §103.22, and othel
provisions of this part relating solely
to the report required by that section,
the term “transaction in currency”
shall mean a transaction involving
the physical transfer of currency from
one person to another. A transactior
which is a transfer of funds by means
of bank check, bank draft, wire trans-
fer, or other written order, and which
does not include the physical transfer
of currency, is not a transaction in
currency for this purpose.

Intermediary financial institution A
receiving financial institution, other than
the transmittor’'s financial institution or
the recipient’s financial institution. The
term intermediary financial institution
includes an intermediary bank.

Investment security\n instrument which:
(1) Isissued in bearer or registered form:

(2) Is of a type commonly dealt in upon
securities exchanges or markets o
commonly recognized in any area in
which it is issued or dealt in as a
medium for investment;

(3) Is either one of a class or series or by
its terms is divisible into a class or
series of instruments; and

(4) Evidences a share, participation ol
other interest in property or in an
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(u)

V)
(W)

)

)

enterprise or evidences an obligation
of the issuer.

Monetary instruments

(1) Monetary instruments include:

(i) Currrency; (2)
(ii) Traveler's checks in any form;
(iii) All negotiable instruments

(including personal checks, busi-
ness checks, official bank checks,
cashier’'s checks, third-party
checks, promissory notes (as that
term is defined in the Uniform
Commercial Code), and money

orders) that are either in bearer(aa)

form, endorsed without restric-
tion, made out to a fictitious

payee (for the purposes of (bb)

§103.23), or otherwise in such
form that title thereto passes
upon delivery;

(iv) Incomplete instruments (includ-

ing personal checks, businesgcc)

checks, official bank checks,
cashier's checks, third-party
checks, promissory notes (as that
term is defined in the Uniform

Commercial Code), and money (dd)

orders) signed but with the
payee’s name omitted; and
(V) Securities or stock in bearer form
or otherwise in such form
that title thereto passes upon
delivery.
(2) Monetary instruments do not include
warehouse receipts or bills of lading.
Originator. The sender of the first pay-
ment order in a funds transfer.
Originator’s bank The receiving bank to

which the payment order of the originator(ee)

is issued if the originator is not a bank or
foreign bank, or the originator if the
originator is a bank or foreign bank.
Payment date The day on which the (ff)
amount of the transmittal order is payable

to the recipient by the recipient’s finan-(gg)

cial institution. The payment date may be
determined by instruction of the sender,
but cannot be earlier than the day the
order is received by the recipient’s finan-
cial institution and, unless otherwise pre-
scribed by instruction, is the date the
order is received by the recipient’s finan-
cial institution.

Payment orderAn instruction of a sender
to a receiving bank, transmitted orally,

electronically, or in writing, to pay, or to
cause another bank or foreign bank to
pay, a fixed or determinable amount of
money to a beneficiary if:

[Effective Aug. 1, 1996.]Person An
individual, a corporation, a partnership, a
trust or estate, a joint stock company, an
association, a syndicate, joint venture, or
other unincorporated organization or
group, an Indian Tribe (as that term is
defined in the Indian Gaming Regulatory
Act), and all entities cognizable as legal
personalities.

Receiving bank The bank or foreign
bank to which the sender’s instruction is
addressed.

Receiving financial institutiarThe finan-
cial institution or foreign financial agency
to which the sender’s instruction is
addressed. The term receiving financial
institution includes a receiving bank.
Recipient The person to be paid by the
recipient’s financial institution. The term
recipient includes a beneficiary, except
where the recipient’s financial institution
is a financial institution other than a bank.
Recipient’s financial institutiarT he finan-
cial institution or foreign financial agency
identified in a transmittal order in which
an account of the recipient is to be
credited pursuant to the transmittal order
or which otherwise is to make payment
to the recipient if the order does not
provide for payment to an account. The
term recipient's financial institution
includes a beneficiary’s bank, except
where the beneficiary is a recipient's
financial institution.

Secretary The Secretary of the Treasury
or any person duly authorized by the
Secretary to perform the function
mentioned.

SenderThe person giving the instruction
to the receiving financial institution.
Structure (structuring) For purposes of
section 103.53, a person structures a trans-
action if that person, acting alone, or in
conjunction with, or on behalf of, other
persons, conducts or attempts to conduct
one or more transactions in currency, in
any amount, at one or more financial
institutions, on one or more days, in any
manner, for the purpose of evading the
reporting requirements under section
103.22 of this Part. ‘In any manner’
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includes, but is not limited to, the break- cause another financial institution or for-
ing down of a single sum of currency eign financial agency to pay, a fixed or
exceeding $10,000 into smaller sums, determinable amount of money to a
including sums at or below $10,000, or recipient if:
the conduct of a transaction, or series ofll)  Transmittor The sender of the first trans-
currency transactions, including transac- mittal order in a transmittal of funds. The
tions at or below $10,000. The transac- term transmittor includes an originator,
tion or transactions need not exceed the except where the transmittor’s financial
$10,000 reporting threshold at any single institution is a financial institution or
financial institution on any single day in foreign financial agency other than a
order to constitute structuring within the bank or foreign bank.
meaning of this definition. (mm) Transmittor's financial institution The

(hh) Transaction accounfransaction accounts receiving financial institution to which
include those accounts described in the transmittal order of the transmittor is
12 U.S.C. 461(b)(1)(C), money market issued if the transmittor is not a financial
accounts and similar accounts that take institution or foreign financial agency, or
deposits and are subject to withdrawal by the transmittor if the transmittor is a
check or other negotiable financial institution or foreign financial

(i)  Transaction in currency A transaction agency. The term transmittor’'s financial

()

(kk)

involving the physical transfer of cur-
rency from one person to another. A
transaction which is a transfer of funds by
means of bank check, bank draft, wire
transfer, or other written order, and which(nn)
does not include the physical transfer of
currency is not a transaction in currency
within the meaning of this part.

Transmittal of fundsA series of transac-
tions beginning with the transmittor’s
transmittal order, made for the purpose o{00)
making payment to the recipient of the
order. The term includes any transmittal
order issued by the transmittor’ s finan-
cial institution or an intermediary finan-

cial institution intended to carry out the
transmittor’'s transmittal order. The term(pp)
transmittal of funds includes a funds
transfer. A transmittal of funds is com- (qq)
pleted by acceptance by the recipient’s
financial institution of a transmittal order

for the benefit of the recipient of the
transmittor's transmittal order. Funds
transfers governed by the Electronic Fundrr)
Transfer Act of 1978 (Title XX, Pub. L.
95-630, 92 Stat. 3728, 15 U.S.C. 1693, et
seq.), as well as any other funds transfers
that are made through an automated clea(ss)
inghouse, an automated teller machine, or

a point-of-sale system, are excluded from
this definition.

Transmittal order The term transmittal (tt)
order includes a payment order and is an
instruction of a sender to a receiving
financial institution, transmitted orally,
electronically, or in writing, to pay, or

institution includes an originator’s bank,
except where the originator is a transmit-
tor’'s financial institution other than a
bank or foreign bank.

[Effective Aug. 1, 1996.United States
The States of the United States, the Dis:
trict of Columbia, the Indian lands (as
that term is defined in the Indian Gaming
Regulatory Act), and the Territories and
Insular Possessions of the United States
Business dayBusiness day, as used in
this part with respect to banks, means tha
day, as normally communicated to its
depository customers, on which a bank
routinely posts a particular transaction to
its customer’s account.

Postal ServiceThe United States Postal
Service

FINCEN. FinCEN means the Financial
Crimes Enforcement Network, an office
within the Office of the Under Secretary
(Enforcement) of the Department of the
Treasury.

[Effective Aug. 1, 1996.]ndian Gaming
Regulatory ActThe Indian Gaming Regu-
latory Act of 1988, codified at 25 U.S.C.
2701-2721 and 18 U.S.C. 1166-68.
[Effective Aug. 1, 1996 $tate The States
of the United States and, wherever nec
essary to carry out the provisions of this
part, the District of Columbia.

[Effective Aug. 1, 1996.]Territories and
Insular Possessionhe Commonwealth
of Puerto Rico, the United States Virgin
Islands, Guam, the Commonwealth of the
Northern Mariana Islands, and all other
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territories and possessions of the UnitediISTORY:

States other than the Indian lands and th 7 FR 6912, Apr. 5, 1972, as redesignated at 61 FR 4326,
o - 331, Feb. 5 1996]

District of Columbia.

AUTHORITY:
HISTORY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
[52 FR 11441, Apr. 8, 1987; 52 FR 12641, Apr. 17, 1987, adl2 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.
amended at 53 FR 777, Jan. 13, 1988; 53 FR 4138, Feb. 12,
1988; 54 FR 3027, Jan. 23, 1989; 54 FR 28418, July 6, 198NOTES:
55 FR 20143, May 15, 1990; 58 FR 13546, Mar. 12, 1993; 5§EFFECTIVE DATE NOTE: 61 FR 4326, 4331, Feb. 5 1996,
FR 45263, Aug. 27, 1993; 59 FR 9088, Feb. 25, 1994; 60 FRvhich redesignated this section, is effective April 1, 1996.]
228, Jan. 3, 1995; 60 FR 44144, Aug. 24, 1995; 61 FR 4326CROSS REFERENCE: This section was formerly §103.21.]
4331, Feb. 5, 1996, as corrected at 61 FR 14248, 14249/OTES APPLICABLE TO ENTIRE TITLE:
April 1, 1996; 61 FR 7054, 7055, Feb. 23, 1996; 61 FR 7054EDITORIAL NOTE: Other regulations issued by Department
7055, Feb. 23, 1996; 61 FR 14383, 14385, Apr. 1, 1996] of the Treasury appear in Title 12, Chapter [; Title 19, Chap-
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
AUTHORITY: ters I, 1V, V, VI, and VII, and Title 48, Chapter 10.
AUTHORITY NOTE APPLICABLE TO ENTIRE PART: CROSS REFERENCE: General Accounting Office: See 4
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.  C.F.R. Chapter I.

NOTES: NOTES APPLICABLE TO ENTIRE CHAPTER:
[EFFECTIVE DATE NOTE: 60 FR 228, Jan. 3, 1995, which ABBREVIATION: The following abbreviation is used in this
amended this section, became effective Jan. 1, 1996; 60 Féhapter: C.P.D. = Commissioner of the Public Debt.
44144, Aug. 24, 1995, delayed the effective date of the

amendment at 60 FR 228, Jan. 3, 1995, from Jan. 1, 1996 t4OTES APPLICABLE TO ENTIRE PART:

Apr. 1, 1996; 61 FR 14382, April 1, 1996, delayed theEDITORIAL NOTE: Nomenclature changes for part 103
effective date of the amendment at 60 FR 228, Jan. 3, 1995ppear at 52 FR 11442, Apr. 8, 1987.

from April 1, 1996, to May 28, 1996; 61 FR 4326, 4331,

Feb. 5, 1996, which revised paragraph (r) and added para-

graph (qq), became effective April 1, 1996; 61 FR 7054, 7055,

Feb. 23, 1996, which revised paragraphs (n)(7)(i), (z) and )

(nn), and added paragraphs (1r), (ss) and (i), is efeciv&UBPART B—Reports RGQUIFEd to
Aug. 1, 1996; 61 FR 14383, 14385, April 1, 1996, WhiCh(pe Made

revised paragraphs (e), (w), (y), (aa), (bb), (dd), (kk), (Il), an

(mm), became effective May 28 1996.]

NOTES APPLICABLE TO ENTIRE TITLE: 31 CFR 10321

EDITORIAL NOTE: Other regulations issued by Department

of the Treasury appear in Title 12, Chapter I; Title 19,8103.21 Reports by banks of
Chapter [; Title 26, Chapter I; Title 27, Chapter |; Title 31, i~ H

Chapters 11, 1V, V, VI, and VII, and Title 48, Chapter 10. SUSpICIOUS transactions.

CROSS REFERENCE: General Accounting Office: See 4

C.F.R. Chapter |. (a) General

NOTES APPLICABLE TO ENTIRE CHAPTER: (1) Every bank shall file with the Treasury

ABBREVIATION: The following abbreviation is used in this Department, to the extent and in the
chapter: C.P.D. = Commissioner of the Public Debt. manner required by this section, a report

NOTES APPLICABLE TO ENTIRE PART: of any suspicious transaction relevant to

EDITORIAL NOTE: Nomenclature chanées for part 103 a possible VlOIatlor! of la.‘W or regulation.

appear at 52 FR 11442, Apr. 8, 1987. A bank may also file with the Treasury
Department by using the Suspicious
Activity Report specified in paragraph
(b)(1) of this section or otherwise, a

SUBPART B—Reports Required to report of any suspicious transaction that
be Made it believes is relevant to the possible
violation of any law or regulation but
31 C.F.R. 103.20 whose reporting is not required by this
o section.
§103.20 Determination by the (2) A transaction requires reporting under
Secretary. the terms of this section if it is con-
ducted or attempted by, at, or through
The Secretary hereby determines that the reports the bank, it involves or aggregates at
required by this subpart have a high degree of least $5,000 in funds or other assets, and
usefulness in criminal, tax, or regulatory inves- the bank knows, suspects, or has reason
tigations or proceedings. to suspect that:
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(i) The transaction involves funds
derived from illegal activities or is
intended or conducted in order to
hide or disguise funds or assets
derived from illegal activities
(including, without limitation, the
ownership, nature, source, loca-(c)
tion, or control of such funds or
assets) as part of a plan to violate
or evade any federal law or regu-
lation or to avoid any transaction
reporting requirement under fed-
eral law or regulation;

(i) The transaction is designed to evade
any requirements of this part or of (d)
any other regulations promulgated
under the Bank Secrecy Act,
Pub. L. 91-508, as amended, codi-
fied at 12 U.S.C. 1829b, 12 U.S.C.
1951-1959, and 31 U.S.C. 5311-
5330; or

(iif) The transaction has no business or
apparent lawful purpose or is not
the sort in which the particular
customer would normally be
expected to engage, and the bank
knows of no reasonable explana-(e)
tion for the transaction after exam-
ining the available facts, including
the background and possible pur-
pose of the transaction.

(b) Filing procedures—
(1) What to file A suspicious transaction

shall be reported by completing a Sus-
picious Activity Report (“SAR"), and
collecting and maintaining supporting
documentation as required by para-
graph (d) of this section.

(2) Where to file The SAR shall be filed

with FinCEN in a central location, to be
determined by FinCEN, as indicated in
the instructions to the SAR.

(3) When to file A bank is required to file

a SAR no later than 30 calendar days
after the date of initial detection by the
bank of facts that may constitute a basis
for filing a SAR. If no suspect was
identified on the date of the detection of
the incident requiring the filing, a bank
may delay filing a SAR for an additional
30 calendar days to identify a suspect.
In no case shall reporting be delayed
more than 60 calendar days after the
date of initial detection of a reportable (f)
transaction. In situations involving vio-

lations that require immediate attention,
such as, for example, ongoing money
laundering schemes, the bank shal
immediately notify, by telephone, an
appropriate law enforcement authority
in addition to filing timely a SAR.
Exceptions A bank is not required to file a
SAR for a robbery or burglary committed or
attempted that is reported to appropriate lav
enforcement authorities, or for lost, missing,
counterfeit, or stolen securities with respec
to which the bank files a report pursuant
to the reporting requirements of 17 C.F.R.
240.17f-1.
Retention of recordsA bank shall maintain
a copy of any SAR filed and the original or
business record equivalent of any support
ing documentation for a period of five years
from the date of filing the SAR. Supporting
documentation shall be identified, and main:
tained by the bank as such, and shall b
deemed to have been filed with the SAR. A
bank shall make all supporting documenta:
tion available to FinCEN and any appropri-
ate law enforcement agencies or bank supe
visory agencies upon request.
Confidentiality of reports; limitation of lia-
bility. No bank or other financial institution,
and no director, officer, employee, or agen
of any bank or other financial institution,
who reports a suspicious transaction unde
this part, may notify any person involved in
the transaction that the transaction has bee
reported. Thus, any person subpoenaed
otherwise requested to disclose a SAR o
the information contained in a SAR, except
where such disclosure is requested b
FINCEN or an appropriate law enforcement
or bank supervisory agency, shall decline tc
produce the SAR or to provide any informa-
tion that would disclose that a SAR has beel
prepared or filed, citing this paragraph (e)
and 31 U.S.C. 5318(g)(2), and shall notify
FInCEN of any such request and its respons
thereto. A bank, and any director, officer,
employee, or agent of such bank, that make
a report pursuant to this section (whethe
such report is required by this section or is
made voluntarily) shall be protected from
liability for any disclosure contained in, or
for failure to disclose the fact of such report,
or both, to the full extent provided by
31 U.S.C. 5318(9)(3).
Compliance Compliance with this section
shall be audited by the Department of the
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Treasury, through FINCEN or its delegees
under the terms of the Bank Secrecy Act.
Failure to satisfy the requirements of this
section may be a violation of the reporting
rules of the Bank Secrecy Act and of this
part. Such failure may also violate provi-
sions of Title 12 of the Code of Federal
Regulations.

HISTORY:

[61 FR 4326, 4331, Feb. 5, 1996, as corrected at 61 FR 14248,

14249, April 1, 1996, and 61 FR 18250, April 25, 1996]

AUTHORITY:
AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

NOTES:

[EFFECTIVE DATE NOTE: 61 FR 4326, 4331, Feb. 5, 1996,
which added this section, became effective April 1, 1996.]
NOTES APPLICABLE TO ENTIRE TITLE:

EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
ter |; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
ters II, IV, V, VI, and VII, and Title 48, Chapter 10.

CROSS REFERENCE: General Accounting Office: See
4 C.F.R. Chapter I.

NOTES APPLICABLE TO ENTIRE CHAPTER:
ABBREVIATION: The following abbreviation is used in this
chapter: C.P.D. = Commissioner of the Public Debt.

NOTES APPLICABLE TO ENTIRE PART:
EDITORIAL NOTE: Nomenclature changes for part 103
appear at 52 FR 11442, Apr. 8, 1987.

TITLE 31—Money and Finance:
Treasury

SUBTITLE B—Regulations Relating
to Money and Finance

CHAPTER |—Monetary Offices,
Department of the Treasury

PART 103—Financial Recordkeeping
and Reporting of Currency and
Foreign Transactions

SUBPART A—Definitions
31 C.F.R. 103.11

8103.22 Reports of currency
transactions.

(@) (1) Each financial institution other than a
casino or the Postal Service shall file a
report of each deposit, withdrawal,

)

exchange of currency or other payment
or transfer, by, through, or to such
financial institution which involves a
transaction in currency of more than
$10,000. Transactions in currency by
exempt persons with banks occurring
after April 30, 1996, are not subject to
this requirement to the extent provided
in paragraph (h) of this section. Mul-
tiple currency transactions shall be
treated as a single transaction if the
financial institution has knowledge that
they are by or on behalf of any person
and result in either cash in or cash out
totalling more than $10,000 during any
one business day. Deposits made at
night or over a weekend or holiday shall
be treated as if received on the next
business day following the deposit.

Each casino shall file a report of each
transaction in currency, involving either
cash in or cash out, of more than
$10,000.
(i) Transactions in currency involving
cash in include, but are not limited
to:

(A)

(B)
©
(D)

Purchases of chips, tokens, and

plaques;

Front money deposits;

Safekeeping deposits;

Payments on any form of

credit, including markers and

counter checks;

Bets of currency;

Currency received by a casino

for transmittal of funds through

wire transfer for a customer;

Purchases of a casino’s check;

and

Exchanges of currency for cur-

rency, including foreign cur-

rency.

(ii) Transactions in currency involving
cash out include, but are not lim-
ited to:

(A) Redemptions of chips, tokens,
and plaques;

Front money withdrawals;

Safekeeping withdrawals;

Advances on any form of

credit, including markers and

counter checks;

(E)
(F)
(©)
(H)

(B)
©
(D)

September 1997
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(E) Payments on bets, including
slot jackpots;

(F) Payments by a casino to a
customer based on receipt of
funds through wire transfer for
credit to a customer;

(G) Cashing of checks or other
negotiable instruments;

(H) Exchanges of currency for cur-
rency, including foreign cur-
rency; and

(I) Reimbursements for custom-
ers’ travel and entertainment
expenses by the casino.

(iii) Multiple currency transactions shall

be treated as a single transaction if
the casino has knowledge that they
are by or on behalf of any person
and result in either cash in or cash
out totalling more than $10,000

documents and information,
which the casino maintains
pursuant to any law or regu-
lation or within the normal

course of its business, contain
information that such multiple

currency transactions have
occurred.

(3) The Postal Service shall file a report of
each cash purchase of postal mone:
orders in excess of $10,000. Multiple
cash purchases totaling more thar
$10,000 shall be treated as a single
transaction if the Postal Service has
knowledge that they are by or on behalf
of any person during any one day.

(4) A financial institution includes all of
its domestic branch offices for the
purpose of this paragraph’s reporting
requirements.

during any gaming day. For pur- ) Except as otherwise directed in writing by

poses of this paragraph (a)(2), a

casino shall be deemed to have the

knowledge described in the preced-
ing sentence, if: any sole propri-
etor, partner, officer, director, or

employee of the casino, acting
within the scope of his or her

employment, has knowledge that
such multiple currency transac-
tions have occurred, including

knowledge from examining the

books, records, logs, information
retained on magnetic disk, tape or
other machine-readable media, or
in any manual system, and similar
documents and information, which
the casino maintains pursuant to
any law or regulation or within the

ordinary course of its business, and
which contain information that such
multiple currency transactions have
occurred.

(A) Any sole proprietor, partner,
officer, director, or employee
of the casino, acting within
the scope of his or her employ-
ment has knowledge that such
multiple currency transactions
have occurred, or

(B) The books, records, logs, infor-
mation retained on magnetic
disk, tape or other machine-
readable media, or in any
manual system, and similar

the Assistant Secretary (Enforcement) or the

Commissioner of Internal Revenue:

(1) This section shall not require reports:

(i) Of transactions with Federal
Reserve Banks or Federal Home
Loan banks;

(i) Of transactions between domestic
banks; or

(iii) By nonbank financial institutions
of transactions with commercial
banks (however, commercial banks
must report such transactions with
nonbank financial institutions).

(2) A bank may exempt from the reporting
requirement of paragraph (aa) of this
section the following:

(i) Deposits or withdrawals of cur-
rency from an existing account by
an established depositor who is a
United States resident and operate:
a retail type of business in the
United States. For the purpose of
this subsection, a retail type of
business is a business primarily
engaged in providing goods to
ultimate consumers and for which
the business is paid in substantial
portions by currency, except that
dealerships which buy or sell motor
vehicles, vessels, or aircraft are not
included and their transactions may
not be exempted from the reporting
requirements of this section.
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(i) Deposits or withdrawals of cur-
rency from an existing account by
an established depositor who is a
United States resident and operates
a sports arena, race track, amuse-
ment park, bar, restaurant, hotel,
check cashing service licensed by
state or local governments, vend-
ing machine company, theater, reg-
ularly scheduled passenger carrier
or any public utility.

(iii) Deposits or withdrawals, exchanges
of currency or other payments and
transfers by local or state govern-
ments, or the United States or any
of its agencies or instrumentalities.

(iv) Withdrawals for payroll purposes
from an existing account by an
established depositor who is a
United States resident and operates
a firm that regularly withdraws
more than $10,000 in order to pay
its employees in currency.

(c) In each instance the transactions exempted

«

~

under paragraph (b) of this section must be
in amounts which the bank may reasonably
conclude do not exceed amounts commen-
surate with the customary conduct of the
lawful, domestic business of that customer,
or in the case of transactions with a local
or state govenment or the United States or
any of its agencies or instrumentalities, in
amounts which are customary and commen-
surate with the authorized activities of the(e)
agency or instrumentality. This section does
not permit a bank to exempt its transactions
with nonbank financial institutions (except
for check cashing services licensed by state
or local governments and the United States
Postal Service) nor will additional exemp-
tion authority be granted for such transac-
tion (except transactions by other check
cashers).

After October 27, 1986, a bank may not
place any customer on its exempt list with-
out first preparing a written statement, signed
by the customer, describing the customary
conduct of the lawful domestic business of
that customer and a detailed statement of
reasons why such person is qualified for arf)
exemption. The statement shall include the
name, address, nature of business, taxpayer
identification number, and account number
of the customer being exempted. The signa-
ture, including the title and position of the

person signing, will attest to the accuracy

of the information concerning the name,

address, nature of business, and tax identi-
fication number of the customer. Immedi-

ately above the signature line, the following

statement shall appear:

“The information contained above is true
and correct to the best of my knowledge
and belief. | understand that this informa-
tion will be read and relied upon by the
Government.”

The bank shall indicate in this statement
whether the exemption covers withdrawals,
deposits, or both, as well as the dollar limit
of the exemption for both deposits and
withdrawals. The bank also shall indicate
whether the exemption is limited to certain
types of deposits and withdrawals (e.g.,
withdrawals for payroll purposes). In each
instance, the exempted transactions must be
in amounts that the bank may reasonably
conclude do not exceed amounts commen-
surate with the customary conduct of the
lawful domestic business of that customer.
The bank is responsible for independently
verifying the activity of the account and
determining applicable dollar limits for
exempted deposits or withdrawals. The bank
must retain each statement that it prepares
pursuant to this subparagraph as long as the
customer is on the exempt list, and for a
period of five years following removal of
the customer from the bank’s exempt list.

A bank may apply to the Commissioner of
Internal Revenue for additional authority to
grant an exemption to the reporting require-
ment, not otherwise permitted under para-
graph (b) of this section, if the bank believes
that circumstances warrent such an exemp-
tion. Such requests shall be addressed to:
Chief, Currency and Banking Reports
Branch, Compliance Review Group, IRS
Data Center, Post Office Box 32063, Detroit,
Michigan 48232, and must be accompanied
by a statement of the circumstances that
warrant special exemption treatment and a
copy of the statement signed by the cus-
tomer required by paragraph (d) of this
section.

A record of each exemption granted under
this section and the reason therefor must be
kept in a centralized list. The record shall
include the names and addresses of all banks
referred to in paragraph (b)(1)(ii) of this
section, as well as the name, address, busi-
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ness, taxpayer identification number and

account number of each depositor that has
engaged in currency transactions which have
not been reported because of the exemption
provided in paragraph (b)(2) of this section.

The record concerning the group of deposi-

tors exempted under the provisions of

paragraph (b)(2) of this section shall also

indicate whether the exemption covers with-

drawals, deposits, or both, as well as the
dollar limit of the exemption.

(g) Upon the request of the Assistant Secretary

(h

=

(Enforcement) or the Commissioner of
Internal Revenue, a bank shall provide a
report containing the list of the bank’s
customers whose transactions have been
exempted under this section and such related
information as the Assistant Secretary or
Commissioner shall require, including cop-
ies of the statements required in paragraph
(d) of this section. The report must be
provided within 15 days of the request. Any
exemption may be rescinded at the discre-
tion of the requesting official, who may
require the bank to file reports required by
paragraph (aa) of this section with respect to
future transactions of any customer whose
transactions previously were exempted.

No filing required by banks for transactions

by exempt persons occurring after April 30,

1996.

(1) Currency transactions of exempt per-

sons with banks occurring after

April 30, 1996. Notwithstanding the

provisions of paragraph (a)(1) of this

section, no bank is required to file a

report otherwise required by paragraph

(8)(1) of this section, with respect to

any transaction in currency between an

exempt person and a bank that is con-

ducted after April 30, 1996.

Exempt person. For purposes of this

section, an exempt person is:

(i) Abank, to the extent of such bank’s
domestic operations;

(i) A department or agency of the
United States, of any state, or of
any political subdivision of any
state;

(iif) Any entity established under the
laws of the United States, of any
state, or of any political subdivi-
sion of any state, or under an
interstate compact between two or

@)

mental authority on behalf of the

United States or any such state or

political subdivision;

(iv) Any corporation whose common

stock is listed on the New York

Stock Exchange or the American
Stock Exchange (except stock listed
on the Emerging Company Mar-
ketplace of the American Stock
Exchange) or whose common stock
has been designated as a Nasda
National Market Security listed on

the Nasdaqg Stock Market (except
stock listed under the separate
“Nasdag Small-Cap Issues” head-
ing); and

Any subsidiary of any corporation

described in paragraph (h)(2)(iv) of
this section whose federal income
tax return is filed as part of a

consolidated federal income tax
return with such corporation, pur-

suant to section 1501 of the Inter-
nal Revenue Code and the regula
tions promulgated thereunder, for
the calendar year 1995 or for its
last fiscal year ending before
April 15, 1996.

(3) Designation of exempt persons.

(i) Abank must designate each exemp
person with whom it engages
in transactions in currency, on or
before the later of August 15,
19961 and the date 30 days follow-
ing the first transaction in currency
between such bank and such exemp
person that occurs after April 30,
1996.

(i) Designation of an exempt person
shall be made by a single filing of
Internal Revenue Service Form
4789, in which line 36 is marked
“Designation of Exempt Person”
and items 2-14 (Part I, Section A)
and items 37-49 (Part Ill) are com-
pleted. The designation must be
made separately by each bank tha
treats the person in question as ar
exempt person. (For availability,
see 26 C.F.R. 601.602.)

This designation requirement
applies whether or not the particu-

v)

(iii)

more states, that exercises govern- 1. Rescinded.
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lar exempt person to be designated
has previously been treated as
exempt from the reporting require-
ments of paragraph (a) of this sec-
tion under the rules contained in
paragraph (b) or (e) of this section.

(4) Operating rules for designating exempt
persons.

(i) Subject to the specific rules of this

paragraph (h), a bank must take
such steps to assure itself that a
person is an exempt person (within
the meaning of applicable provi-
sions of paragraph (h)(2) of this
section) that a reasonable and pru-
dent bank would take to protect
itself from loan or other fraud or
loss based on misidentification of a
person’s status.

(i) A bank may treat a person as a

governmental department, agency,
or entity if the name of such person
reasonably indicates that it is
described in paragraph (h)(2)(ii) or
(h)(2)(iii) of this section, or if such
person is known generally in the
community to be a State, the Dis-
trict of Columbia, a tribal govern-
ment, a Territory or Insular Posses-
sion of the United States, or a
political subdivision or a wholly-
owned agency or instrumentality
of any of the foregoing. An entity
generally exercises governmental
authority on behalf of the United
States, a State, or a political subdi-
vision, for purposes of paragraph
(h)(2)(iii) of this section, only if
its authorities include one or more
of the powers to tax, to exercise
the authority of eminent domain,
or to exercise police powers with
respect to matters within its
jurisdiction.

(iii) In determining whether a person is

described in paragraph (h)(2)(iv)
of this section, a bank may rely on
any New York Stock Exchange,
American Stock Exchange, or
Nasdag Stock Market listing pub-
lished in a newspaper of general
circulation and on any commonly
accepted or published stock sym-
bol guide.

(iv)

In determining whether a person is
described in paragraph (h)(2)(v) of
this section, a bank may rely upon
any reasonably authenticated cor-
porate officer's certificate or any
reasonably authenticated photo-
copy of Internal Revenue Service
Form 851 (Affiliation Schedule) or
the equivalent thereof for the
appropriate tax year.

(5) Limitation on exemption. A transaction
carried out by an exempt person as an
agent for another person who is the
beneficial owner of the funds that are
the subject of a transaction in currency
is not subject to the exemption from
reporting contained in paragraph (h)(1)
of this section.

(6) Effect of exemption; limitation on
liability.
(i) FINCEN may in the future deter-

(ii)

(iii)

(iv)

mine by amendment to this part
that the exemption contained in
this paragraph (h) shall be the only
basis for exempting persons
described in paragraph (h)(2) of
this section from the reporting re-
quirements of paragraph (a) of this
section.
No bank shall be subject to penalty
under this part for failure to file a
report required by paragraph (a) of
this section with respect to a cur-
rency transaction by an exempt
person with respect to which the
requirements of this paragraph (h)
have been satisfied, unless the bank:
(A) Knowingly files false or
incomplete information with
respect to the transaction or
the customer engaging in the
transaction; or
(B) Has reason to believe at the
time the exemption is granted
that the customer does not
meet the criteria established
by this paragraph (h) for treat-
ment of the transactor as an
exempt person or that the
transaction is not a transaction
of the exempt person.
A bank that files a report with
respect to a currency transaction by
an exempt person rather than treat-
ing such person as exempt shall
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®)

remain subject with respect to each return of a person described in para-

such report to the rules for filing graph (h)(2)(iv) of this section.

reports, and the penalties for filing

false or incomplete reports, that are(Approved by the Office of Management and Budget unde

applicable to reporting of transac- ¢ontrol number 1505-0063)

tions in currency by persons othery story:

than exempt persons. A bank thafs2 FR 11442, Apr. 8, 1987, as amended at 53 FR 777, Jai

continues for the period permitted 13, 1988; 53 FR 4138, Feb. 12, 1988; 58 FR 13547, Mar. 12
; ; _1993; 58 FR 45263, Aug. 27, 1993; 59 FR 9088, Feb. 25

by paragraph (h)(6)(i) of this sec 1994; 59 FR 61662, Dec. 1, 1994; 61 FR 18204, 18209

tion to treat a person described iNayi 24, 1996]

paragraph (h)(2) of this section as

exempt from the reporting require- AUTHORITY:
ments of paragraph (aa) of thisAUTHORITY NOTE APPLICABLE TO ENTIRE PART:

. X 12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.
section on a basis other than as

provided in this paragraph (h) shallnOTES:
remain subject in full to the rules [EFFECTIVE DATE NOTE: 61 FR 18204, 18209, April 24,
goveming an exemption on Sucth%, which added a new sentence immediately following the

g . first sentence in paragraph (aa)(1), and added a new paragra
other basis and to the penalties fory, pecame eﬁeﬁtivegng(l fég)a_] parag

failing to comply with the rules NOTES APPLICABLE TO ENTIRE TITLE:

goveming such other exemption. EDITORIAL NOTE: Other regulations issued by Department

. . . L. . .. of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
Obllgatlon to f”e_ SU_SpICI(_)US aC“V'ty ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
reports, etc. Nothing in this paragraphters Ii, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS
(h) relieves a bank of the obligation, or REFERENCE: General Accounting Office: See 4 C.F.R.
alters in any way such bank’s obliga-“"ap®er !
tion, to file a report required by § 103.21 yoTES APPLICABLE TO ENTIRE CHAPTER:
with respect to any transaction, includ-ABBREVIATION: The following abbreviation is used in this
ing, without limitation, any transaction chapter: C.P.D. = Commissioner of the Public Debt.

in currency, or relieves a bank of anyNOTES APPLICABLE TO ENTIRE PART:

c_>ther_ reporting or repordkeeping obliga-EpiTORIAL NOTE: Nomenclature changes for part 103
tion imposed by this part (except theappear at 52 FR 11442, Apr. 8, 1987.

obligation to report transactions in cur-
rency pursuant to paragraph (a) of this
section to the extent provided in this

paragraph (h)). SUBPART B—Reports Required to
Revocation. The status of any person abe Made

an exempt person under this paragrap

(h) may be revoked by FIinCEN by gl C.F.R. 103.23

written notice, which may be provided g 153 23 Reports of transportation of

by publication in the Federal Register in .
appropriate situations, on such terms agurrency or monetary instruments.

are specified in such notice. In addition, Each h hvsically t "
and without any action on the part ofthe(a) a.ﬁ pershc_)n who physically rar:lspor”s
Treasury Department: mails, or ships, or causes to be physicall
. . transported, mailed, or shipped, or attempt
(i) The status of a corporation as an o physically transport, mail or ship, or
exempt person pursuant to para-  attempts to cause to be physically trans
graph (h)(2)(iv) of this section  ported, mailed or shipped, currency or othe
ceases once such corporation ceases  monetary instruments in an aggregate amou

to be listed on the applicable stock  exceeding $10,000 at one time from the
exchange; and United States to any place outside the Unite

(i) The status of a subsidiary as an  States, or into the United States from an)
exempt person under paragraph place outside the United States, shall make
(h)(2)(v) of this section ceases once  report thereof. A person is deemed to have
such subsidiary ceasesto beincluded caused such transportation, mailing or ship

in a consolidated federal incometax  ping when he aids, abets, counsels, con
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(b)

(©

mands, procures, or requests it to be done by
a financial institution or any other person.
Each person who receives in the U.S. cur-
rency or other monetary instruments in an
aggregate amount exceeding $10,000 at
one time which have been transported,
mailed, or shipped to such person from any
place outside the United States with respect
to which a report has not been filed under
paragraph (a) of this section, whether or
not required to be filed thereunder, shall
make a report thereof, stating the amount,
the date of receipt, the form of monetary

(8) By a person with respect to a restric-
tively endorsed traveler's check that is
in the collection and reconciliation pro-
cess after the traveler’s check has been
negotiated,

(9) Nor by a person engaged as a business
in the transportation of currency, mone-
tary instruments and other commercial
papers with respect to the transportation
of currency or other monetary instru-
ments overland between established
offices of banks or brokers or dealers in
securities and foreign persons.

instruments, and the person from whon(d) A transfer of funds through normal banking

received.

This section shall not require reports by:
(1) A Federal Reserve;

(2) A bank, a foreign bank, or a broker or
dealer in securities, in respect to cur-
rency or other monetary instruments
mailed or shipped through the postal
service or by common carrier;

A commercial bank or trust company
organized under the laws of any State or
of the United States with respect to
overland shipments of currency or mone-
tary instruments shipped to or received
from an established customer maintain-
ing a deposit relationship with the bank,

©)

procedures which does not involve the physi-
cal transportation of currency or monetary
instruments is not required to be reported by
this section. This section does not require
that more than one report be filed covering
a particular transportation, mailing or ship-
ping of currency or other monetary instru-
ments with respect to which a complete and
truthful report has been filed by a person.
However, no person required by paragraph
(a) or (b) of this section to file a report shall
be excused from liability for failure to do so
if, in fact, a complete and truthful report has
not been filed.

in amounts which the bank may reason{Approved by the Office of Management and Budget under
ably conclude do not exceed amount§°no! number 1505-0063)

commensurate with the customary con-

duct of the business, industry or profesHISTORY:

sion of the customer concerned,;

4

dent of the United States in respect

[37 FR 26517, Dec. 13, 1972, as amended at 50 FR 18479,
X o _ May 1, 1985; 50 FR 42693, Oct. 22, 1985; 53 FR 4138,
A person who is not a citizen or resi- Feb. 12, 1988; 54 FR 28418, July 6, 1989]

to currency or other monetary instru- o rporiTy:
ments mailed or shipped from abroad toAUTHORITY NOTE APPLICABLE TO ENTIRE PART:
a bank or broker or dealer in securitiesl2 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

through the postal service or by com-
mon carrier;

®)

respect to currency or other monetar))g

NOTES:

A common carrier of passengers inNOTES APPLICABLE TO ENTIRE TITLE:
DITORIAL NOTE: Other regulations issued by Department

f the Treasury appear in Title 12, Chapter I; Title 19, Chap-

instruments in the possession of itser |: Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-

passengers;
(6) A cor
to shipments of currency or monetary
instruments not declared to be such by
the shipper;
Y] _
respect to the transportation of travel-
ers’ checks prior to their delivery to

ters II, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS

A common carrier of goods in respeCtREFERENCE: General Accounting Office: See 4 C.F.R.
Chapter 1.

NOTES APPLICABLE TO ENTIRE CHAPTER:

s . . . ABBREVIATION: The following abbreviation is used in this
A travelers’ check issuer or its agent inghapter: C.P.D. = Commissioner of the Public Debt.

NOTES APPLICABLE TO ENTIRE PART:

Se”ing agents for eventual sale to theEDITORIAL NOTE: Nomenclature changes for part 103

public;

appear at 52 FR 11442, Apr. 8, 1987.
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TITLE 31—Money and Finance:
Treasury

SUBTITLE B—Regulations Relating
to Money and Finance

CHAPTER |I—Monetary Offices,
Department of the Treasury

NOTES APPLICABLE TO ENTIRE PART:
EDITORIAL NOTE: Nomenclature changes for part 103
appear at 52 FR 11442, Apr. 8, 1987.

SUBPART B—Reports Required
to be Made

PART 103—Financial Recordkeeping 31 C.FR. 103.25

and Reporting of Currency and
Foreign Transactions

SUBPART B—Reports Required
to be Made

31 C.F.R. 103.24

§103.24 Reports of foreign financial
accounts.

@)

(a) Each person subject to the jurisdiction of the
United States (except a foreign subsidiary of
a U.S. person) having a financial interest in,
or signature or other authority over, a bank,
securities or other financial account in a
foreign country shall report such relation-
ship to the Commissioner of the Internal
Revenue for each year in which such rela-
tionship exists, and shall provide such infor-
mation as shall be specified in a reporting
form prescribed by the Secretary to be filed
by such persons. Persons having a financial
interest in 25 or more foreign financial
accounts need only note that fact on the
form. Such persons will be required to
provide detailed information concerning each
account when so requested by the Secretary
or his delegate.

~

(b
HISTORY:
[42 FR 63774, Dec. 20, 1977, as amended at 52 FR 11443,
Apr. 8, 1987; 52 FR 12641, Apr. 17, 1987]

AUTHORITY:
AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

NOTES:

NOTES APPLICABLE TO ENTIRE TITLE:

EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
ters II, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS
REFERENCE: General Accounting Office: See 4 C.F.R.
Chapter 1.

NOTES APPLICABLE TO ENTIRE CHAPTER:
ABBREVIATION: The following abbreviation is used in this
chapter: C.P.D. = Commissioner of the Public Debt.

§103.25 Reports of transactions with
foreign financial agencies.

Promulgation of reporting requirementghe

Secretary, when he deems appropriate, me

promulgate regulations requiring specifiec

financial institutions to file reports of certain
transactions with designated foreign finan-:
cial agencies. If any such regulation is
issued as a final rule without notice and

opportunity for public comment, then a

finding of good cause for dispensing with

notice and comment in accordance with

5 U.S.C. 553(b) will be included in the

regulation. If any such regulation is not

published in the Federal Register, then an
financial institution subject to the regulation
will be named and personally served or
otherwise given actual notice in accordanc
with 5 U.S.C. 553(b). If a financial institu-

tion is given notice of a reporting require-
ment under this section by means other tha
publication in the FEDERAL REGISTER,

the Secretary may prohibit disclosure of the
existence or provisions of that reporting
requirement to the designated foreign finan
cial agency or agencies and to any othe
party.

Information subject to reporting require-

ments.A regulation promulgated pursuant

to paragraph (a) of this section shall desig:
nate one or more of the following categories
of information to be reported:

(1) Checks or drafts, including traveler's
checks, received by respondent finan
cial institution for collection or credit
to the account of a foreign financial
agency, sent by respondent financia
institution to a foreign country for col-
lection or payment, drawn by respon-
dent financial institution on a foreign
financial agency, drawn by a foreign
financial agency on respondent financia
institution—including the following
information.

Bank Secrecy Act Manual
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(i) Name of maker or drawer;
(i) Name of drawee or drawee finan-
cial institution;
(iii) Name of payee;
(iv) Date and amount of instrument;
(iv) Names of all endorsers.

(2) Transmittal orders received by a respon-
dent financial institution from a foreign
financial agency or sent by respondent
financial institution to a foreign finan-
cial agency, including all information
maintained by that institution pursuant
to §103.33.

(3) Loans made by respondent financial
institution to or through a foreign finan-

(vii) Amount of transaction;
(viii) Name of registered holder.

(7) Certificates of deposit received or shipped
by respondent financial institution—
including the following information:

(i) Name and address of issuer;
(i) Date issued;
(iii) Dollar amount;
(iv) Name of registered holder;
(v) Due date;
(vi) Rate of interest;
(vii) Certificate number;
(viii) Name and address of issuing
agent.

cial agency—including the following () Scope of reportsin issuing regulations as

information:
(i) Name of borrower;
(i) Name of person acting for bor-
rower,;
(iif) Date and amount of loan;
(iv) Terms of repayment;
(v) Name of guarantor;
(vi) Rate of interest;
(vii) Method of disbursing proceeds;
(viii) Collateral for loan.

(4) Commercial paper received or shipped
by the respondent financial institution—
including the following information:

(i) Name of maker;
(i) Date and amount of paper;
(i) Due date;
(iv) Certificate number;
(v) Amount of transaction.

(5) Stocks received or shipped by respon-
dent financial institution—including the
following information:

(i) Name of corporation;

(i) Type of stock;

(iii) Certificate number;

(iv) Number of shares;

(v) Date of certificate;

(vi) Name of registered holder;
(vii) Amount of transaction.

provided in paragraph (&) of this section, the

Secretary will prescribe:

(1) A reasonable classification of financial
institutions subject to or exempt from a
reporting requirement;

(2) A foreign country to which a reporting
requirement applies if the Secretary
decides that applying the requirement to
all foreign countries is unnecessary or
undesirable;

(3) The magnitude of transactions subject
to a reporting requirement; and

(4) The kind of transaction subject to or
exempt from a reporting requirement.

(d) Form of reports.Regulations issued pursu-

ant to paragraph (a) of this section may
prescribe the manner in which the informa-
tion is to be reported. However, the Secre-
tary may authorize a designated financial
institution to report in a different manner if
the institution demonstrates to the Secretary
that the form of the required report is
unnecessarily burdensome on the institution
as prescribed; that a report in a different
form will provide all the information the
Secretary deems necessary; and that submis-
sion of the information in a different manner
will not unduly hinder the effective admin-
istration of this part.

(6) Bonds received or shipped by responye) Limitations.

dent financial institution—including the
following information:

(i) Name of issuer;

(i) Bond number;

(iif) Type of bond series;

(iv) Date issued;

(v) Due date;

(vi) Rate of interest;

(1) In issuing regulations under paragraph
(a) of this section, the Secretary shall
consider the need to avoid impeding or
controlling the export or import of mone-
tary instruments and the need to avoid
burdening unreasonably a person mak-
ing a transaction with a foreign financial
agency.

September 1997
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(2) The Secretary shall not issue a reqguaSUBPART B—Reports Required
tion under paragraph (a) of this sectiong he Made
for the purpose of obtaining individu-
ally identifiable account information 31 C.F.R. 103.26

i fi . :
concerning a customer, as defined bys‘ 103.26 Reports of certain domestic

the Right to Financial Privacy Act (12

U.S.C. 3401 et seq.), where that cus€0iN and currency transactions.

tomer is already the subject of an ongo-
ing investigation for possible violation @)
of the Currency and Foreign Transac-
tions Reporting Act, or is known by the
Secretary to be the subject of an inves-
tigation for possible violation of any
other Federal law.
(3) The Secretary may issue a regulation
pursuant to paragraph (a) of this section
requiring a financial institution to report
transactions completed prior to the
date it received notice of the reporting
requirement. However, with respect to
completed transactions, a financial insti-
tution may be required to provide infor-
mation only from records required to be
maintained pursuant to Subpart C of this
part, or any other provision of state or
Federal law, or otherwise maintained in
the regular course of business.

(Approved by the Office of Management and Budget under
control number 1505-0063)

HISTORY:

[50 FR 27824, July 8, 1985, as amended at 53 FR 10073,
March 29, 1988; 60 FR 229, Jan. 3, 1995; 60 FR 44144(b)
Aug. 24, 1995; 61 FR 14382, April 1, 1996]

AUTHORITY:
AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

NOTES:

NOTES APPLICABLE TO ENTIRE TITLE:

EDITORIAL NOTE: Other regulations issued by Department

of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
ters Il, 1V, V, VI, and VII, and Title 48, Chapter 10. CROSS
REFERENCE: General Accounting Office: See 4 C.F.R.
Chapter |. (c)

NOTES APPLICABLE TO ENTIRE CHAPTER:
ABBREVIATION: The following abbreviation is used in this
chapter: C.P.D. = Commissioner of the Public Debt.

NOTES APPLICABLE TO ENTIRE PART:
EDITORIAL NOTE: Nomenclature changes for part 103
appear at 52 FR 11442, Apr. 8, 1987.

If the Secretary of the Treasury finds, upor
the Secretary’s own initiative or at the
request of an appropriate Federal or Stat
law enforcement official, that reasonable
grounds exist for concluding that additional
recordkeeping and/or reporting require-
ments are necessary to carry out the pur
poses of this part and to prevent person
from evading the reporting/recordkeeping
requirements of this part, the Secretary ma
issue an order requiring any domestic finan
cial institution or group of domestic finan-
cial institutions in a geographic area and an
other person participating in the type of
transaction to file a report in the manner anc
to the extent specified in such order. The
order shall contain such information as the
Secretary may describe concerning an
transaction in which such financial institu-
tion is involved for the payment, receipt, or
transfer of United States coins or currency
(or such other monetary instruments as th
Secretary may describe in such order) the
total amounts or denominations of which are
equal to or greater than an amount which th
Secretary may prescribe.

An order issued under paragraph (a) of thi
section shall be directed to the Chief Execu
tive Officer of the financial institution and

shall designate one or more of the following
categories of information to be reported:
Each deposit, withdrawal, exchange of
currency or other payment or transfer, by.
through or to such financial institution speci-
fied in the order, which involves all or any
class of transactions in currency and/ol
monetary instruments equal to or exceedin
an amount to be specified in the order.

In issuing an order under paragraph (a) o
this section, the Secretary will prescribe:

(1) The dollar amount of transactions sub-
ject to the reporting requirement in the
order;

(2) The type of transaction or transactions
subject to or exempt from a reporting
requirement in the order;

Bank Secrecy Act Manual
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(3) The appropriate form for reporting theNgTEgi c o
; ; ; ; NOTES APPLICABLE TO ENTIRE TITLE:
transactions reqUIr_Ed in the order,. . EDITORIAL NOTE: Other regulations issued by Department
(4) The address to which reports required irf the Treasury appear in Title 12, Chapter I; Title 19, Chap-
the order are to be sent or from whichter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
they will be picked up; ters I, 1V, V, VI, and VII, and Title 48, Chapter 10. CROSS

. ) . REFERENCE: General Accounting Office: See 4 C.F.R.
(5) The starting and ending dates by whictchapter I.

such transactions specified in the order

. NOTES APPLICABLE TO ENTIRE CHAPTER:
are to be reported; - ABBREVIATION: The following abbreviation is used in this
(6) The name of a Treasury official to bechapter: C.P.D. = Commissioner of the Public Debt.

contacted for any additional information
NOTES APPLICABLE TO ENTIRE PART:

or questions; . EDITORIAL NOTE: Nomenclature changes for part 103
The amount of time the reports andappear at 52 FR 11442, Apr. 8, 1987.

records of reports generated in response

to the order will have to be retained by

the financial institution; and )

Any other information deemed neces-1ITLE 31—Money and Finance:
sary to carry out the purposes of thelreasury

order. SUBTITLE B—Regulations Relating
No order issued pursuant to paragrapk[’b Money and Finance

(@) of this section shall prescribe a

reporting period of more than 60 daysCHAPTER |—Monetary Offices,
unless renewed pursuant to the requirebepartment of the Treasury

ments of paragraph (a). ] ] ]
Any revisions to an order issued undeART 103—Financial Recordkeeping
this section will not be effective unti @nd Reporting of Currency and

made in writing by the Secretary. Foreign Transactions

Unless otherwise specified in the orderSUBPART B—Reports to be Made
a bank receiving an order under this

section may continue to use the exemp31 C.F.R. 103.27

tions granted under §103.22 of this part .

prior to the receipt of the order, but may8103.27 Filing of reports.
not grant additional exemptions.

(4) For purposes of this section, the ter
“geographic area” means any area in
one or more States of the United States,
the District of Columbia, the Common-
wealth of Puerto Rico, the United States
Virgin Islands, Guam, the Common-
wealth of the Northern Mariana Islands,
American Samoa, the Trust Territory of

)

®

d @

@

~

3

~

nf@) (1) Areportrequired by §103.22(a) shall be
filed by the financial institution within
15 days following the day on which the
reportable transaction occurred.

A report required by §103.22(g) shall
be filed by the bank within 15 days after
receiving a request for the report.

A copy of each report filed pursuant to

)

®)

the Pacific Islands, the territories and
possessions of the United States, and/or
political subdivision or subdivisions
thereof, as specified in an order issued
pursuant to paragraph (a) of this section.

(Approved by the Office of Management and Budget under
control number 1505-0063)

(4)

(b) (1)

HISTORY:
[54 FR 33679, Aug. 16, 1989]

AUTHORITY:
AUTHORITY NOTE APPLICABLE TO ENTIRE PART:

12 US.C.

1829b and 1951-1959; 31 U.S.C. 5311-5330.

§103.22 shall be retained by the finan-
cial institution for a period of five years
from the date of the report.

All reports required to be filed by
§103.22 shall be filed with the Com-
missioner of Internal Revenue, unless
otherwise specified.

Areport required by §103.23(a) shall be
filed at the time of entry into the United
States or at the time of departure, mail-
ing or shipping from the United States,
unless otherwise specified by the Com-
missioner of Customs.

September 1997

Page 18

Bank Secrecy Act Manual



201.0 Bank Secrecy Act

(2) A report required by §103.23(b) shallNOTES APPLICABLE TO ENTIRE CHAPTER: o
be filed within 15 days after receipt ABBREVIATION: The following abbreviation is used in this

chapter: C.P.D. = Commissioner of the Public Debt.
of the currency or other monetary
instruments. NOTES APPLICABLE TO ENTIRE PART:
(3) All reports required by §103.23 shall beEDITORIAL NOTE: Nomenclature changes for part 103
filed with the Customs officer in charge 2PPear at 52 FR 11442, Apr. 8, 1987.
at any port of entry or departure, or as
otherwise specified by the Commis-
sioner of Customs. Reports required bySUBPART B—Reports Required
§103.23(a) for currency or other mone-to be Made
tary instruments not physically accom-
panying a person entering or departing31 C.F.R. 103.28
from the United States, may be filed . . .
by mail on or before the e of eniry, 8 103.28 Identification required.

departure, mailing or shipping. All

; efore concluding any transaction with respec
PO eaured b S108 200 may 3 which a rport s requred under 510325,
shall be addressed to the Commissionefllnanc'al institution shall vgrlfy gnd record th.e
of Customs, Attention: Currency Trans-name and address of the individual presentin
portation éeports Washington pc@ transaction, as well as record the identity
20229 ' ' account number, and the social security o

() Reports required to be filed by §103.24tr=1xpayer identification number, if any, of any

shall be filed with the Commissioner of PErson or entity on whose behalf such trans

ction is to be effected. Verification of the
Internal Revenue on or before June 30. 0f:jentity of an individual who indicates that he
each calendar year with respect to foreig

financial acccounts exceeding $10,00 rniigg ésta?gsar:;igt%eliwggfe%res;csj(sanf)rct)fatllki]:
maintained during the previous calendat e y passport,
year identification card, or other official document

(d) Reports required by §103.22, §103.23 0evidencing nationality or residence (e.g., a Pro

: ; incial driver’'s license with indication of
§103.24 shall be filed on forms prescribe - . oo
by the Secretary. Al information called for ome address). Verification of identity in any

in such forms shall be furnished. other case shall be made by examination ©

= b di Ki h a document, other than a bank signature car
(€) Forms to be used in making the reportyat is normally acceptable within the banking

required by 88103.22 and 103.24 may b('?:ommunity as a means of identification wher

obtained from the Internal Revenue Serv'cecashing checks for nondepositors (e.g., a drivel

Forms to be used in making the reportSicanse or credit card). Where a o
. . . person is :
required by §103.23 may be obtained from,,, ejident alien, the casino shall also recor

the U.S. Customs Service. the person’s passport number or a descriptio
(Approved by the Office of Management and Budget undepf sor_‘ne (_)th_er g_overnment dQCument use
control number 1505-0063) to verify his identity. A bank signature card
may be relied upon only if it was issued after

HISTORY: iahi i H
[52 FR 11443, Apr. 8, 1987; 52 FR 12641, Apr. 17, 1987, asdocuments ESIabIIShIng the Identlty of the

amended at 53 FR 4138, Feb. 12, 1988. Redesignated at 54 adividual were examined and notation of the
33678, Aug. 16, 1989] specific information was made on the signa

ture card. In each instance, the specific identi
AUTHORITY:

AUTHORITY NOTE APPLICABLE TO ENTIRE pART:  ¥iNg information (i.e., the account number of
12 US.C. 1829b and 1951-1959; 31 US.C. 5311-5330, the credit card, the driver's license number

etc.) used in verifying the identity of the cus-
NOTES: tomer shall be recorded on the report, an

NOTES APPLICABLE TO ENTIRE TITLE: ; « M
EDITORIAL NOTE: Other regulations issued by DepartmentEhe mere notation of “known customer” or

of the Treasury appear in Title 12, Chapter I; Title 19, Chap- ban_k Ssignature card on file” on the report is
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap- pVOhlbltEd.

ters II, 1V, V, VI, and VII, and Title 48, Chapter 10. CROSS

REFERENCE: General Accounting Office: See 4 C.F.R(Approved by the Office of Management and Budget unde
Chapter 1. control number 1505-0063)
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NOTES:
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ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
ters 11, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS
REFERENCE: General Accounting Office: See 4 C.F.R.
Chapter I.

NOTES APPLICABLE TO ENTIRE CHAPTER:
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SUBPART B—Reports to be Made
31 C.F.R. 103.29

8103.29 Purchases of bank checks
and drafts, cashier’s checks, money
orders and traveler's checks.

(@) No financial institution may issue or sell a
bank check or draft, cashier’'s check, money
order or traveler’s check for $3,000 or more
in currency unless it maintains records of
the following information, which must be
obtained for each issuance or sale of one or
more of these instruments to any individual
purchaser which involves currency in
amounts of $3,000-$10,000 inclusive:

(1) If the purchaser has a deposit account
with the financial institution:
(i) (A) The name of the purchaser;

(B) The date of purchase;

(C) The type(s) of instrument(s)
purchased;

(D) The serial number(s) of each of
the instrument(s) purchased;
and

(E) The amount in dollars of each
of the instrument(s) purchased.

(ii) In addition, the financial institution

must verify that the individual is a

deposit accountholder or must verify

the individual's identity. Verifica-
tion may be either through a signa-

ture card or other file or record at
the financial institution provided the
deposit accountholder's name and
address were verified previously and
that information was recorded on
the signature card or other file or
record; or by examination of a docu-
ment which is normally acceptable
within the banking community as a
means of identification when cash-
ing checks for nondepositors and
which contains the name and
address of the purchaser. If the
deposit accountholder’s identity has
not been verified previously, the
financial institution shall verify the
deposit accountholder’s identity by
examination of a document which
is normally acceptable within the
banking community as a means of
identification when cashing checks
for nondepositors and which con-
tains the name and address of the
purchaser, and shall record the spe-
cific identifying information (e.g.,
State of issuance and number of
driver’s license).

(2) If the purchaser does not have a deposit
account with the financial institution:
(i) (A) The name and address of the

purchaser;

(B) The social security number of
the purchaser, or if the pur-
chaser is an alien and does not
have a social security number,
the alien identification number;

(C) The date of hirth of the pur-
chaser;

(D) The date of purchase;

(E) The type(s) of instrument(s)
purchased;

(F) The serial number(s) of the
instrument(s) purchased; and

(G) The amount in dollars of each
of the instrument(s) purchased.

(ii) In addition, the financial institution

shall verify the purchaser’'s name
and address by examination of a
document which is normally accept-
able within the banking community

as a means of identification when
cashing checks for nondepositors
and which contains the name and
address of the purchaser, and shall
record the specific identifying infor-
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(Approved by the Office of Management and Budget under
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of the Treasury appear in Title 12, Chapter I; Title 19, Chap-(e) Banks.Each agent, agency, branch, or office

ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
ters II, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS
REFERENCE: General Accounting Office: See 4 C.F.R.

Chapter .NOTES APPLICABLE TO ENTIRE CHAPTER:
ABBREVIATION: The following abbreviation is used in this
chapter: C.P.D. = Commissioner of the Public Debt.

NOTES APPLICABLE TO ENTIRE PART:
EDITORIAL NOTE: Nomenclature changes for part 103
appear at 52 FR 11442, Apr. 8, 1987.

SUBPART C—Records Required
to be Maintained

31 C.F.R. 103.33

§103.33 Records to be made and
retained by financial institutions.

Each financial institution shall retain either the
original or a microfilm or other copy or repro-
duction of each of the following:

(@) A record of each extension of credit in an
amount in excess of $10,000, except an
extension of credit secured by an interest in
real property, which record shall contain the
name and address of the person to whom the
extension of credit is made, the amount
thereof, the nature or purpose thereof, and
the date thereof;

A record of each advice, request, or instruc-
tion received or given regarding any trans-
action resulting (or intended to result and
later cancelled if such a record is normally
made) in the transfer of currency or other
monetary instruments, funds, checks, invest-
ment securities, or credit, of more than
$10,000 to or from any person, account, or
place outside the United States.

A record of each advice, request, or instruc-
tion given to another financial institution
or other person located within or without
the United States, regarding a transaction
intended to result in the transfer of funds, or
of currency, other monetary instruments,
checks, investment securities, or credit, of
more than $10,000 to a person, account
place outside the United States.

(b)

(©

(d)
of time as the Secretary may require in a
order issued under §103.26(a), not to exce
five years.

located within the United States of a bank
is subject to the requirements of this para-
graph (e) with respect to a funds transfer in
the amount of $3,000 or more:

(1) Recordkeeping requirements.

(i) For each payment order that it
accepts as an originator's bank, a
bank shall obtain and retain either
the original or a microfilm, other
copy, or electronic record of the
following information relating to
the payment order:

(A) The name and address of the

originator;

(B) The amount of the payment
order,;

(C) The execution date of the pay-
ment order;

(D) Any payment instructions

received from the originator

with the payment order;

The identity of the beneficia-

ry’s bank; and

As many of the following

items as are received with the

payment ordef:

(1) The name and address of
the beneficiary;

(2) The account number of
the beneficiary; and

(3) Any other specific identi-
fier of the beneficiary.

(i) For each payment order that it
accepts as an intermediary bank, a
bank shall retain either the original
or a microfilm, other copy, or elec-
tronic record of the payment order.

(i) For each payment order that it
accepts as a beneficiary’s bank, a
bank shall retain either the original
or a microfilm, other copy, or elec-
tronic record of the payment order.

(2) Originators other than established cus-
tomers.In the case of a payment order
from an originator that is not an estab-

(E)
(F)

2. For funds transfers effected through the Federal Reserve’s
A record of such information for such periodFedwire funds transfer system, only one of the items is
r{equired to be retained, if received with the payment order,
until such time as the bank that sends the order to the Federal

serve Bank completes its conversion to the expanded
Fedwire message format.
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lished customer, in addition to obtaining taxpayer identification number (e.g.,
and retaining the information required social security or employer identi-
in paragraph (e)(1)(i) of this section: fication number) or, if none, alien

(i) If the payment order is made in identification number or passport

person, prior to acceptance the
originator’s bank shall verify the
identity of the person placing the
payment order. If it accepts the
payment order, the originator's
bank shall obtain and retain a
record of the name and address, the
type of identification reviewed, the
number of the identification docu-
ment (e.g., driver’s license), as well
as arecord of the person’s taxpayer
identification number (e.g., social
security or employer identification
number) or, if none, alien identifi-
cation number or passport number
and country of issuance, or a nota-
tion in the record of the lack
thereof. If the originator’s bank has
knowledge that the person placing
the payment order is not the origi-
nator, the originator’'s bank shall
obtain and retain a record of the
originator’s taxpayer identification
number (e.g., social security or
employer identification number) or,
if none, alien identification number
or passport number and country of
issuance, if known by the person
placing the order, or a notation in
the record of the lack thereof.

(i) If the payment order accepted by

the originator’s bank is not made in
person, the originator’s bank shall
obtain and retain a record of name
and address of the person placing
the payment order, as well as the
person’s taxpayer identification
number (e.g., social security or
employer identification number) or,
if none, alien identification number
or passport number and country of
issuance, or a notation in the record
of the lack thereof, and a copy or
record of the method of payment
(e.g., check or credit card transac-
tion) for the funds transfer. If the
originator's bank has knowledge
that the person placing the pay-
ment order is not the originator, the
originator's bank shall obtain and
retain a record of the originator’s

number and country of issuance, if
known by the person placing the
order, or a notation in the record of
the lack thereof.

(3) Beneficiaries other than established cus
tomers.For each payment order that it
accepts as a beneficiary’s bank for e
beneficiary that is not an establishec
customer, in addition to obtaining and
retaining the information required in
paragraph (e)(1)(iii) of this section:

(i) if the proceeds are delivered in
person to the beneficiary or its
representative or agent, the ben-
eficiary’s bank shall verify the iden-
tity of the person receiving the pro-
ceeds and shall obtain and retain &
record of the name and address, the
type of identification reviewed, and
the number of the identification
document (e.g., driver’s license), as
well as a record of the person’s
taxpayer identification number (e.g.,
social security or employer identi-
ficati on number) or, if none, alien
identification number or passport
number and country of issuance, or
a notation in the record of the lack
thereof. If the beneficiary’s bank
has knowledge that the person re-
ceiving the proceeds is not the bene-
ficiary, the beneficiary’s bank shall
obtain and retain a record of the
beneficiary’s name and address, a
well as the beneficiary’s taxpayer
identification number (e.g., social
security or employer identification
number) or, if none, alien identifi-
cation number or passport number
and country of issuance, if known
by the person receiving the pro-
ceeds, or a notation in the record of
the lack thereof.

(i) if the proceeds are delivered other
than in person, the beneficiary’s
bank shall retain a copy of the
check or other instrument used to
effect payment, or the information
contained thereon, as well as the
name and address of the person tc
which it was sent.
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(4) Retrievability. The information that an

(5

6

~

~

originator’s bank must retain under para-
graphs (e)(1)(i) and (e)(2) of this section
shall be retrievable by the originator's
bank by reference to the name of the
originator. If the originator is an estab-
lished customer of the originator’s bank
and has an account used for funds trans-
fers, then the information also shall be
retrievable by account number. The
information that a beneficiary’s bank
must retain under paragraphs (e)(1)(iii)
and (e)(3) of this section shall be retriev-
able by the beneficiary’s bank by refer-
ence to the name of the beneficiary. If
the beneficiary is an established cus-
tomer of the beneficiary’s bank and has
an account used for funds transfers, then

the information also shall be retrievable(f)

by account number. This information
need not be retained in any particular
manner, so long as the bank is able to
retrieve the information required by this
paragraph, either by accessing funds
transfer records directly or through ref-
erence to some other record maintained
by the bank.

Verification. Where verification is
required under paragraphs (e)(2) and
(e)(3) of this section, a bank shall verify
a person’s identity by examination of
a document (other than a bank signa-
ture card), preferably one that contains
the person’s name, address, and photo-
graph, that is normally acceptable by
financial institutions as a means of
identification when cashing checks
for persons other than established
customers. Verification of the identity
of an individual who indicates that he
or she is an alien or is not a resident
of the United States may be made
by passport, alien identification card,
or other official document evidencing
nationality or residence (e.g., a foreign
driver’s license with indication of home
address).

ExceptionsThe following funds trans-

(B) A wholly-owned domestic sub-
sidiary of a bank chartered in
the United States;

(C) A broker or dealer in securi-
ties;

(D) A wholly-owned domestic sub-
sidiary of a broker or dealer in
securities;

(E) The United States;

(F) A state or local government; or

(G) A federal, state or local gov-
ernment agency or instrumen-
tality; and

(i) Funds transfers where both the origi-
nator and the beneficiary are the
same person and the originator's
bank and the beneficiary’s bank are
the same bank.

Nonbank financial institutiondEach agent,
agency, branch, or office located within the
United States of a financial institution other
than a bank is subject to the requirements of
this paragraph (f) with respect to a transmit-
tal of funds in the amount of $3,000 or
more:

(1) Recordkeeping requirements.

(i) For each transmittal order that it
accepts as a transmittor’s financial
institution, a financial institution
shall obtain and retain either the
original or a microfilm, other copy,
or electronic record of the follow-
ing information relating to the
transmittal order:

(A) The name and address of the
transmittor;

(B) The amount of the transmittal
order;

(C) The execution date of the trans-
mittal order;

(D) Any payment instructions
received from the transmittor
with the transmittal order;

(E) The identity of the recipient’s
financial institution;

(F) As many of the following items
as are received with the trans-
mittal order3

fers are not subject to the requirements———

of this section:

3. For transmittals of funds effected through the Federal

. o Reserve’s Fedwire funds transfer system by a domestic broker
(i) Funds transfers where the origina-or dealers in securities, only one of the items is required to be
tor and beneficiary are any of theretained, if received with the transmittal order, until such time

following' as the bank that sends the order to the Federal Reserve Bank
’ completes its conversion to the expanded Fedwire message
(A) A bank; format.
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(ii)

(iii)

(1) The name and address of
the recipient;
(2) The account number of the
recipient; and
(3) Any other specific identi-
fier of the recipient; and
(G) Any form relating to the trans-
mittal of funds that is com-
pleted or signed by the person
placing the transmittal order.
For each transmittal order that it
accepts as an intermediary finan-
cial institution, a financial institu-
tion shall retain either the original
or a microfilm, other copy, or elec-
tronic record of the transmittal
order.
for each transmittal order that it
accepts as a recipient's financial
institution, a financial institution
shall retain either the original or a
microfilm, other copy, or electronic
record of the transmittal order.

(2) Transmittors other than established cus-

tomers.n the case of a transmittal order
from a transmittor that is not an estab-

lished customer, in addition to obtaining

and retaining the information required

in paragraph (f)(1)(i) of this section:

(i)

If the transmittal order is made in
person, prior to acceptance the trans-
mittor’s financial institution shall
verify the identity of the person
placing the transmittal order. If it
accepts the transmittal order, the
transmittor’s financial institution
shall obtain and retain a record of
the name and address, the type of
identification reviewed, and the
number of the identification docu-
ment (e.g., driver’s license), as well
as a record of the person’s taxpayer
identification number (e.g., social
security or employer identification
number) or, if none, alien identifi-
cation number or passport number
and country of issuance, or a nota-
tion in the record the lack thereof. If
the transmittor’s financial institu-
tion has knowledge that the person
placing the transmittal order is not
the transmittor, the transmittor’'s
financial institution shall obtain and
retain a record of the transmittor’s
taxpayer identification number (e.g.,

social security or employer identi-
fication number) or, if none, alien
identification number or passport
number and country of issuance, if
known by the person placing the
order, or a notation in the record the
lack thereof.

(i) If the transmittal order accepted by
the transmittor's financial institu-
tion is not made in person, the
transmittor’s financial institution
shall obtain and retain a record of
the name and address of the persol
placing the transmittal order, as well
as the person’s taxpayer identifica-
tion number (e.g., social security or
employer identification number) or,
if none, alien identification number
or passport number and country of
issuance, or a notation in the record
of the lack thereof, and a copy or
record of the method of payment
(e.g., check or credit card transac-
tion) for the transmittal of funds. If
the transmittor’'s financial institu-
tion has knowledge that the person
placing the transmittal order is not
the transmittor, the transmittor’'s
financial institution shall obtain and
retain a record of the transmittor’s
taxpayer identification number (e.g.,
social security or employer identi-
fication number) or, if none, alien
identification number or passport
number and country of issuance, if
known by the person placing the
order, or a notation in the record the
lack thereof.

(3) Recipients other than established cus:
tomers.For each transmittal order that it
accepts as a recipient’s financial institu-
tion for a recipient that is not an estab-
lished customer, in addition to obtaining
and retaining the information required
in paragraph (f)(1)(iii) of this section:
(i) If the proceeds are delivered in

person to the recipient or its repre-
sentative or agent, the recipient’s
financial institution shall verify the

identity of the person receiving the
proceeds and shall obtain and retair
a record of the name and address
the type of identification reviewed,

and the number of the identification
document (e.g., driver’s license), as
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well as a record of the person’s
taxpayer identification number (e.g.,
social security or employer identi-
fication number) or, if none, alien
identification number or passport
number and country of issuance, or
a notation in the record of the lack
thereof. If the recipient’s financial
institution has knowledge that the
person receiving the proceeds is not
the recipient, the recipient’s finan-
cial institution shall obtain and
retain a record of the recipient’s
name and address, as well as the
recipient’s taxpayer identification
number (e.g., social security or
employer identification number) or,
if none, alien identification number
or passport number and country of
issuance, if known by the person
receiving the proceeds, or a nota-
tion in the record of the lack thereof.
(i) If the proceeds are delivered other
than in person, the recipient’s finan-
cial institution shall retain a copy of
the check or other instrument used
to effect payment, or the informa-
tion contained thereon, as well as
the name and address of the person
to which it was sent.
Retrievability. The information that a
transmittor’s financial institution must
retain under paragraphs (f)(1)(i) and
(H(2) of this section shall be retrievable
by the transmittor’s financial institution
by reference to the name of the trans-
mittor. If the transmittor is an estab-
lished customer of the transmittor’s
financial institution and has an account
used for transmittals of funds, then the
information also shall be retrievable by
account number. The information that a
recipient’s financial institution must
retain under paragraphs (f)(1)(iii)) and
(H(3) of this section shall be retrievable
by the recipient’s financial institution by
reference to the name of the recipient. If
the recipient is an established customer
of the recipient’s financial institution
and has an account used for transmittals
of funds, then the information also shall
be retrievable by account number. This

(5)

(6)

information required by this paragraph,
either by accessing transmittal of funds
records directly or through reference to
some other record maintained by the
financial institution.
Verification. Where verification is
required under paragraphs (f)(2) and
(H(3) of this section, a financial institu-
tion shall verify a person’s identity by
examination of a document (other than
a customer signature card), preferably
one that contains the person’s name,
address, and photograph, that is nor-
mally acceptable by financial institu-
tions as a means of identification when
cashing checks for persons other than
established customers. Verification of
the identity of an individual who indi-
cates that he or she is an alien or is not
a resident of the United States may be
made by passport, alien identification
card, or other official document evidenc-
ing nationality or residence (e.g., a for-
eign driver’s license with indication of
home address).

Exceptions.The following transmittals

of funds are not subject to the require-

ments of this section:

(i) Transmittals of funds where the
transmittor and the recipient are any
of the following:

(A) A bank;

(B) A wholly-owned domestic sub-
sidiary of a bank chartered in
the United States;

(C) A broker or dealer in securi-
ties;

(D) A wholly-owned domestic sub-
sidiary of a broker or dealer in
securities;

(E) The United States;

(F) A state or local government; or

(G) A federal, state or local gov-
ernment agency or instrumen-
tality; and

(ii) Transmittals of funds where both
the transmittor and the recipient
are the same person and the trans-
mittor’s financial institution and
the recipient’s financial institution
are the same broker or dealer in
securities.

information need not be retained in any(g) Any transmittor's financial institution or
particular manner, so long as the finan-  intermediary financial institution located
cial institution is able to retrieve the within the United States shall include in any
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transmittal order for a transmittal of funds in

the amount of $3,000 or more, information

as required in this paragraph (g):

(1) Atransmittor’s financial institution shall
include in a transmittal order, at the time
it is sent to a receiving financial institu-
tion, the following information:

(i) The name and, if the payment
is ordered from an account,
the account number of the
transmittor;

(i) The address of the transmittor,
except for a transmittal order
through Fedwire until such time
as the bank that sends the order
to the Federal Reserve Bank
completes its conversion to the
expanded Fedwire format;

(i) The amount of the transmittal
order;

(iv) The execution date of the transmit-
tal order;

(v) The identity of the recipient’s
financial institution;

(vi) As many of the following items as
are received with the transmittal
order?

(A) The name and address of the
recipient;

(B) The account number of the
recipient;

(C) Any other specific identifier
of the recipient; and

(vii) Either the name and address or
numerical identifier of the trans-
mittor’s financial institution.

(2) A receiving financial institution that
acts as an intermediary financial institu-
tion, if it accepts a transmittal order,
shall include in a corresponding trans-
mittal order at the time it is sent to the
next receiving financial institution, the
following information, if received from
the sender:

(i) The name and the account num-
ber of the transmittor;

(i) The address of the transmittor,
except for a transmittal order

through Fedwire until such time
as the bank that sends the orde
to the Federal Reserve Bank
completes its conversion to the
expanded Fedwire format;
(i) The amount of the transmittal
order,;
(iv) The execution date of the transmit-
tal order;
(v) The identity of the recipient’s
financial institution;
(vi) As many of the following items as
are received with the transmittal
orders
(A) The name and address of the
recipient;

(B) The account number of the
recipient;

(C) Any other specific identifier
of the recipient; and

(vii) Either the name and address or
numerical identifier of the trans-
mittor’s financial institution.

(3) Safe harbor for transmittals of funds

prior to conversion to the expanded
Fedwire message format. The following
provisions apply to transmittals of funds
effected through the Federal Reserve’s
Fedwire funds transfer system or other-
wise by a financial institution before the
bank that sends the order to the Feder:
Reserve Bank or otherwise, complete:
its conversion to the expanded Fedwire
message format.

(i) Transmittor’s financial institution.
A transmittor’s financial institution
will be deemed to be in compliance
with the provisions of paragraph
(9)(2) of this section if it
(A) Includes in the transmittal

order, at the time it is sent to
the receiving financial insti-
tution, the information speci-
fied in paragraphs (g)(1)(iii)
through (v), and the informa-
tion specified in paragraph
(9)(1)(vi) of this section to the
extent that such information

4. For transmittals of funds effected through the Federal 5. For transmittals of funds effected through the Federa
Reserve’s Fedwire funds transfer system by a financial instReserve’s Fedwire funds transfer system by a financial insti
tution, only one of the items is required to be included in thetution, only one of the items is required to be included in the
transmittal order, if received with the sender’s transmittatransmittal order, if received with the sender’s transmittal
order, until such time as the bank that sends the order to thader, until such time as the bank that sends the order to th
Federal Reserve Bank completes its conversion to the expandedderal Reserve Bank completes its conversion to the expand
Fedwire message format. Fedwire message format.

Bank Secrecy Act Manual

September 1997
Page 27



Bank Secrecy Act

201.0

(B)

has been received by the finan-
cial institution, and

Provides the information speci-
fied in paragraphs (g)(1)(),
(i) and (vii) of this section to
a financial institution that acted
as an intermediary financial
institution or recipient’s finan-

tution’s receipt of a lawful
request for such information
from a federal, state, or local
law enforcement or regulatory
agency, or in connection with
the requesting financial insti-
tution’s own Bank Secrecy Act
compliance program.

cial institution in connection (iii) Obligation of requesting finan-
with the transmittal order, cial institution. Any informa-
within a reasonable time after tion requested under paragraph
any such financial institution ©@)H(B) or (9)3)(i)(B) of
makes a request therefor in this section shall be treated by
connection with the request- the requesting institution, once
ing financial institution’s received, as if it had been included
receipt of a lawful request for in the transmittal order to which
such information from a such information relates.

federal, state, or local law . . .

enforcement or financial reg- (4) Exceptions.The requirements of this

ulatory agency. or in con- pa}ragraph (g) shall not a.pply to trans-
Yy agency, mittals of funds that are listed in para-

nection with the requestin ) .
financial institutiong owng graph (e)(6) or ()(6) of this section.

Bank Secrecy Act compliance
program.

HISTORY:
[37 FR 6912, Apr. 5, 1972, as amended at 52 FR 11444,

(i) Intermediary financial institution. Apr. 8, 1987; 54 FR 33679, Aug. 16, 1989; 60 FR 229, 237,
An intermediary financial institu- Jan. 3, 1995; 60 FR 44144, Aug. 24, 1995; 61 FR 14382,

tion will be deemed to be in com-
pliance with the provisions of para-
graph (g)(2) of this section if it:

(A)

(B)

14383, 14385, 14386, 14388, April 1, 1996, as corrected at
61 FR 18250, April 25, 1996]

AUTHORITY:
Includes in the transmittal AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
order. at the time it is sent to 12 U-S:C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

the receiving financial insti- NOTES:

tution, the information speci- [EFFECTIVE DATE NOTE: 60 FR 229, Jan. 3, 1995, which
fied in paragraphs (g)(2)(iii) added paragraphs (e) and (f), became effective Jan. 1, 1996;
ough (G100 of 115 sec. S 257 3 20 s )
: effective Jan. 1, ; , Aug. 24, , delaye
Flon’ to ,the extent that S.UCh the effective date of the amendment atgeo FR 229, JanY 3,
information has been received 1995, from Jan. 1, 1996 to April 1, 1996; 61 FR 14382,
by the intermediary financial April 1, 1996, further delayed the effective date of the
institution; and amendments at 60 FR 229 and 237, Jan. 3, 1995, from April 1,
. . . - 1996 to May 28, 1996; 61 FR 14383, 14385, April 1, 1996,
I?rowdes the information SPeF" which amen):jed paragraphs (e) and (f), became%ffective May
fied in paragraphs (g9)(2)(i), 28, 1996; 61 FR 14386, 14388, April 1, 1996, which revised
(i) and (vii) of this section, to the introductory text of paragraphs (g) and (g)(1), and added
the extent that such informa- paragraphs (g)(3) and (g)(4), became effective May 28, 1996.]

- . NOTES APPLICABLE TO ENTIRE TITLE:
tion has been received by thegp ror a1 NOTE: Other regulations issued by Department

intermediary ﬁnffmCi.al i.nSt.itU' of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
tion, to a financial institution ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
that acted as an |ntermed|arytel’5 I, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS
financial institution or recipi- REFERENCE: General Accounting Office: See 4 C.F.R.

X ! . AR . Chapter I.
ent’s financial institution in
connection with the transmit- NOTES APPLICABLE TO ENTIRE CHAPTER:

tal order, within a reasonable ABBREVIATION: The following abbreviation is used in this
time after any such financial chapter: C.P.D. = Commissioner of the Public Debt.

Institution makes a TeqUESt\ 1eg APPLICABLE TO ENTIRE PART:
therefor in ,Con_neCUQn _W|th EDITORIAL NOTE: Nomenclature changes for part 103
the requesting financial insti- appear at 52 FR 11442, Apr. 8, 1987.
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SUBPART C—Records Required
to be Maintained

31 C.F.R. 103.34

§103.34 Additional records to be
made and retained by banks.

(&) (1) With respect to each certificate of deposit
sold or redeemed after May 31, 1978, or
each deposit or share account opened
with a bank after June 30, 1972, a bank
shall, within 30 days from the date such
a transaction occurs or an account is
opened, secure and maintain a record of
the taxpayer identification number of
the customer involved; or where the
account or certificate is in the names of
two or more persons, the bank shall
secure the taxpayer identification num-
ber of a person having a financial inter-
est in the certificate or account. In the
event that a bank has been unable to
secure, within the 30-day period speci-
fied, the required identification, it shall
nevertheless not be deemed to be in
violation of this section if (i) it has made
a reasonable effort to secure such iden-
tification, and (ii) it maintains a list
containing the names, addresses, and
account numbers of those persons from
whom it has been unable to secure such
identification, and makes the names,
addresses, and account numbers of those
persons available to the Secretary as
directed by him. A bank acting as an
agent for another person in the purchase
or redemption of a certificate of deposit
issued by another bank is responsible
for obtaining and recording the required
taxpayer identification, as well as for
maintaining the records referred to in
paragraphs (b)(11) and (12) of this sec-
tion. The issuing bank can satisfy the
recordkeeping requirement by recording
the name and address of the agent
together with a description of the instru-
ment and the date of the transaction.
Where a person is a non-resident alien,
the bank shall also record the person’s
passport number or a description of
some other government document used
to verify his identity.

(2) The 30-day period provided for in para-
graph (a)(1) of this section shall be

©)

extended where the person opening thi
account has applied for a taxpayer iden:
tification or social security number on
Form SS-4 or SS-5, until such time as
the person maintaining the account ha:
had a reasonable opportunity to secur
such number and furnish it to the bank.
A taxpayer identification number
required under paragraph (a)(1) of this
section need not be secured for account
or transactions with the following:

(i) agencies and instrumentalities of Fed-
eral, state, local or foreign governments;
(i) judges, public officials, or clerks

of courts of record as custodians of
funds in controversy or under the con-
trol of the court; (iii) aliens who are

(A) ambassadors, ministers, caree!
diplomatic or consular officers, or

(B) naval, military or other attaches of
foreign embassies and legations, and fo
the members of their immediate fami-
lies; (iv) aliens who are accredited
representatives of international organi-
zations which are entitled to enjoy privi-
leges, exemptions and immunities as al
international organization under the
International Organization Immunities
Act of December 29, 1945 (22 U.S.C.
288), and the members of their imme-
diate families; (v) aliens temporarily
residing in the United States for a period
not to exceed 180 days; (vi) aliens not
engaged in a trade or business in the
United States who are attending a rec
ognized college or university or any
training program, supervised or con-
ducted by any agency of the Federal
Government; (vii) unincorporated sub-
ordinate units of a tax exempt central
organization which are covered by a
group exemption letter, (viii) a person
under 18 years of age with respect to ar
account opened as a part of a schoc
thrift savings program, provided the
annual interest is less than $10; (ix) a
person opening a Christmas club, vaca
tion club and similar installment savings
programs provided the annual interest i
less than $10; and non-resident alien:
who are not engaged in a trade or
businessin the United States. Ininstance
described in paragraphs (a)(3), (viii)
and (ix) of this section, the bank shall,
within 15 days following the end of any
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calendar year in which the interest

accrued in that year is $10 or more use
its best effort to secure and maintain the
appropriate taxpayer identification num-

ber or application form therefor.

The rules and regulations issued by the
Internal Revenue Service under section
6109 of the Internal Revenue Code of
1954 shall determine what constitutes a
taxpayer identification number and

whose number shall be obtained in the
case of an account maintained by one or
more persons.

(b) Each bank shall, in addition, retain either the
original or a microfilm or other copy or
reproduction of each of the following:

(1) Each document granting signature

)

®)

(4)

authority over each deposit or share
account, including any notations, if
such are normally made, of specific
identifying information verifying the
identity of the signer (such as a
driver’s license number or credit card
number);

Each statement, ledger card or other
record on each deposit or share account,
showing each transaction in, or with
respect to, that account;

Each check, clean draft, or money
order drawn on the bank or issued and
payable by it, except those drawn for
$100 or less or those drawn on accounts
which can be expected to have drawn
on them an average of at least 100
checks per month over the calendar
year or on each occasion on which
such checks are issued, and which
are (i) dividend checks, (ii) payroll
checks, (iii) employee benefit checks,
(iv) insurance claim checks, (v) medi-
cal benefit checks, (vi) checks drawn
on government agency accounts,
(vii) checks drawn by brokers or deal-
ers in securities, (viii) checks drawn on
fiduciary accounts, (ix) checks drawn
on other financial institutions, or pen-
sion or annuity checks;

Each item in excess of $100 (other
than bank charges or periodic charges
made pursuant to agreement with the
customer), comprising a debit to a
customer’s deposit or share account,
not required to be kept, and not
specifically exempted, under para-
graph (b)(3) of this section;

®)

6

™

®

©

(10)

(11)

(12)

Each item, including checks, drafts,
or transfers of credit, of more than
$10,000 remitted or transferred to a
person, account or place outside the
United States;

A record of each remittance or transfer
of funds, or of currency, other mone-
tary instruments, checks, investment
securities, or credit, of more than
$10,000 to a person, account or place
outside the United States;

Each check or draft in an amount in
excess of $10,000 drawn on or issued
by a foreign bank which the domestic
bank has paid or presented to a non-
bank drawee for payment;

Each item, including checks, drafts
or transfers of credit, of more than
$10,000 received directly and not
through a domestic financial institu-
tion, by letter, cable or any other means,
from a bank, broker or dealer in for-
eign exchange outside the United
States;

A record of each receipt of currency,
other monetary instruments, invest-
ment securities or checks, and of each
transfer of funds or credit, of more
than $10,000 received on any one
occasion directly and not through a
domestic financial institution, from a
bank, broker or dealer in foreign
exchange outside the United States;
and

Records prepared or received by a
bank in the ordinary course of busi-
ness, which would be needed to recon-
struct a transaction account and to
trace a check in excess of $100 depos-
ited in such account through its domes-
tic processing system or to supply a
description of a deposited check in
excess of $100. This subparagraph shall
be applicable only with respect to
demand deposits.

A record containing the name, address,
and taxpayer identification number, if
available, of the purchaser of each
certificate of deposit, as well as a
description of the instrument, a nota-
tion of the method of payment, and the
date of the transaction.

A record containing the name, address
and taxpayer identification number, if
available, of any person presenting a
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certificate of deposit for payment, as
well as a description of the instrument
and the date of the transaction.

(13) Each deposit slip or credit ticket
reflecting a transaction in excess of
$100 or the equivalent record for direct
deposit or other wire transfer deposit
transactions. The slip or ticket shall
record the amount of any currency
involved.

(Approved by the Office of Management and Budget under
control number 1505-0063)

HISTORY:

[38 FR 2175, Jan. 22, 1973, as amended at 38 FR 3509,
Feb. 7, 1973; 43 FR 21672, May 19, 1978; 52 FR 11444,
Apr. 8, 1987]
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SUBPART C—Records Required
to be Maintained

31 C.F.R. 103.35

8103.35 Additional records to be
made and retained by brokers or
dealers in securities.

(&) (1) With respect to each brokerage account
opened with a broker or dealer in secu-
rities after June 30, 1972, by a person
residing or doing business in the United
States or a citizen of the United States,
such broker or dealer shall within
30 days from the date such account is
opened, secure and maintain a record of
the taxpayer identification number of
the person maintaining the account; or
in the case of an account of one or more

@

~

®)

individuals, such broker or dealer shall
secure and maintain a record of the
social security number of an individual
having a financial interest in that account.
In the event that a broker or dealer has
been unable to secure the identificatior
required within the 30-day period speci-
fied, it shall nevertheless not be deeme
to be in violation of this section if: (i) It
has made a reasonable effort to secur
such identification, and (ii) it maintains
a list containing the names, addresses
and account numbers of those person
from whom it has been unable to secure
such identification, and makes the names
addresses, and account numbers of thos
persons available to the Secretary a
directed by him. Where a person is a
non-resident alien, the broker or dealel
in securities shall also record the per-
son’s passport number or a descriptior
of some other government document
used to verify his identity.

The 30-day period provided for in para-
graph (a)(1) of this section shall be
extended where the person opening thi
account has applied for a taxpayer iden:
tification or social security humber on
Form SS-4 or SS-5, until such time as
the person maintaining the account ha:
had a reasonable opportunity to secur
such number and furnish it to the broker
or dealer.

A taxpayer identification number for a
deposit or share account required unde
paragraph (a)(1) of this section need no
be secured in the following instances:
(i) Accounts for public funds opened
by agencies and instrumentalities of
Federal, state, local, or foreign govern-
ments, (ii) accounts for aliens who are
(a) ambassadors, ministers, caree
diplomatic or consular officers, or
(b) naval, military or other attaches of
foreign embassies, and legations, an
for the members of their immediate
families, (iii) accounts for aliens who
are accredited representatives to inter
national organizations which are
entitled to enjoy privileges, exemptions,
and immunities as an international
organization under the International
Organizations Immunities Act of Decem-
ber 29, 1945 (22 U.S.C. 288), and for
the members of their immediate fami-
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lies, (iv) aliens temporarily residing in NOTES APPLICABLE TO ENTIRE CHAPTER:

the United States for a period not toABBREVIATION:The following abbreviation is used in this
exceed 180 days, (v) aliens not engagegwapter: C.P.D. = Commissioner of the Public Debt.

in a trade or business in the UnitedNOTES APPLICABLE TO ENTIRE PART:

States who are attending a recognize@&DITORIAL NOTE: Nomenclature changes for part 103
college or university or any training @PPear at 52 FR 11442, Apr. 8, 1987.

program, supervised or conducted by

any agency of the Federal Government,

and (vi) unincorporated subordinate .

units of a tax exempt central organiza-SUBPART C—Records Required

tion which are covered by a groupt0 be Maintained

eXemption letter. 31 C F R 103 36
(b) Every broker or dealer in securities shall, in »
addition, retain either the original or a3103.36 Additional records to be

microfilm or other copy or reproduction of made and retained by casinos.

each of the following:
[PUBLISHER'S NOTE: Paragraph (b)(7) was amended at
(1) Each document granting signature o1 FR 7054, 7056, Feb. 23, 1996, effective Aug. 1, 1996. For

trading authority over each customer’sthe convenience of the user, paragraph (b)(7) has been set out
account: twice below. The first version is effective until Aug. 1, 1996.

The second version is effective Aug. 1, 1996.]
(2) Each record described in §240.17a-3(a) _ _
(1), (2), (3), (5), (6), (7), (8), and (9) of (&) With respect to each deposit of funds,

Title 17, Code of Federal Regulations;

(3) A record of each remittance or transfer
of funds, or of currency, checks, other

monetary instruments, investment secu-

rities, or credit, of more than $10,000 to

a person, account, or place, outside the

United States;
(4) A record of each receipt of currency,

other monetary instruments, checks, or
investment securities and of each trans-

fer of funds or credit, of more than

$10,000 received on any one occasion

directly and not through a domestic
financial institution, from any person,
account or place outside the United
States.

(Approved by the Office of Management and Budget under

control number 1505-0063)

HISTORY:

[37 FR 26518, Dec. 13, 1972, as amended at 38 FR 2176,

Jan. 22, 1973; 52 FR 11444, Apr. 8, 1987]
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account opened or line of credit extended
after the effective date of these regulations,
a casino shall, at the time the funds are
deposited, the account is opened or credit is
extended, secure and maintain a record of
the name, permanent address, and social
security number of the person involved.
Where the deposit, account or credit is in the
names of two or more persons, the casino
shall secure the name, permanent address,
and social security number of each person
having a financial interest in the deposit,
account or line of credit. The name and
address of such person shall be verified by
the casino at the time the deposit is made,
account opened, or credit extended. The
verification shall be made by examination of
a document of the type described in §103.28,
and the specific identifying information shall
be recorded in the manner described in
§103.28. In the event that a casino has been
unable to secure the required social security
number, it shall not be deemed to be in
violation of this section if (1) it has made a
reasonable effort to secure such number and
(2) it maintains a list containing the names
and permanent addresses of those persons
from who it has been unable to obtain social
security numbers and makes the names and
addresses of those persons available to the
Secretary upon request. Where a person is a
nonresident alien, the casino shall also record
the person’s passport number or a descrip-
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the United States is on behalf of a third
party, the record shall include the
third party’s name, permanent address
social security number, signature, anc
the date and amount of the transaction

tion of some other government document
used to verify his identity.

(b) In addition, each casino shall retain either
the original or a microfilm or other copy or
reproduction of each of the following:

(1) Arecord of each receipt (including but
not limited to funds for safekeeping or
front money) of funds by the casino for
the account (credit or deposit) of any
person. The record shall include the
name, permanent address and social
security number of the person from
whom the funds were received, as well
as the date and amount of the funds
received. If the person from whom the
funds were received is a nonresident
alien, the person’s passport number or
a description of some other govern-
ment document used to verify the per-
son’s identity shall be obtained and
recorded,;

(2) A record of each bookkeeping entry
comprising a debit or credit to a cus-
tomer’s deposit account or credit
account with the casino;

(3) Each statement, ledger card or other
record of each deposit account or credit
account with the casino, showing
each transaction (including deposits,
receipts, withdrawals, disbursements
or transfers) in or with respect to, a
customer’s deposit account or credit
account with the casino;

(4) A record of each extension of credit in
excess of $2500, the terms and condi-
tions of such extension of credit, and
repayments. The record shall include
the customer’'s name, permanent
address, social security number, and
the date and amount of the transaction
(including repayments). If the cus-
tomer or person for whom the credit
extended is a non-resident alien, his
passport number or description of some
other government document used to
verify his identity shall be obtained
and recorded,;

(5) A record of each advice, request or
instruction received or given by the
casino for itself or another person with
respect to a transaction involving a
person, account or place outside the
United States (including but not lim-
ited to communications by wire, letter,
or telephone). If the transfer outside

If the transfer is received from outside
the United States on behalf of a third
party, the record shall include the third
party’s name, permanent address, soci
security number, signature, and the
date and amount of the transaction. If
the person for whom the transaction is
being made is a non-resident alien the
record shall also include the person’s
name, his passport number or a descrip
tion of some other government docu-
ment used to verify his identity;

(6) Records prepared or received by the
casino in the ordinary course of busi-
ness which would be needed to recon
struct a person’s deposit account or
credit account with the casino or to
trace a check deposited with the casinc
through the casino’s records to the
bank of deposit;

(7) [Effective until Aug. 1, 1996.] All
records, documents or manuals
required to be maintained by a
casino under state and local laws ol
regulations.

(7) [Effective Aug. 1, 1996.] All records,
documents or manuals required to be
maintained by a casino under state an
local laws or regulations, regulations
of any governing Indian tribe or tribal
government, or terms of (or any regu-
lations issued under) any Tribal-State
compacts entered into pursuant to the
Indian Gaming Regulatory Act, with
respect to the casino in question.

(8) All records which are prepared or used
by a casino to monitor a customer’s
gaming activity.

(9) (i) A separate record containing a list
of each transaction between the
casino and its customers involving
the following types of instruments
having a face value of $ 3,000 or
more:

(A) Personal checks (excluding
instruments which evidence
credit granted by a casino
strictly for gaming, such as
markers);
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(B)

casino checks);
Official bank checks;
Cashier’s checks;

©
(D)
(E)
(F)
(G)

(ii) The list will contain the time, date,
and amount of the transaction; the
name and permanent address of
the customer; the type of instru-
ment; the name of the drawee or
issuer of the instrument; all refer-
ence numbers (e.g., casino account
number, personal check number,
etc.); and the name or casino
license number of the casino
employee who conducted the trans-
action. Applicable transactions
will be placed on the list in the
chronological order in which they
occur.

Third-party checks;
Traveler’'s checks; and

Money orders.

(12) A copy of the compliance program
described in §103.54(a).

HISTORY:
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Business checks (including SUBPART C—Records Required
to be Maintained

31 C.F.R. 103.37

§103.37 Additional records to be
made and retained by currency
dealers or exchangers.

(a) (1) After July 7, 1987, each currency dealer

or exchanger shall secure and maintain
a record of the taxpayer identification
number of each person for whom a
transaction account is opened or a line
of credit is extended within 30 days
after such account is opened or credit
line extended. Where a person is a
non-resident alien, the currency dealer
or exchanger shall also record the per-
son’s passport number or a description
of some other government document
used to verify his identity. Where the
account or credit line is in the names of
two or more persons, the currency dealer
or exchanger shall secure the taxpayer
identification number of a person hav-
ing a financial interest in the account or
credit line. In the event that a currency
dealer or exchanger has been unable to
secure the identification required within
the 30-day period specified, it shall
nevertheless not be deemed to be in
violation of this section if:
(i) It has made a reasonable effort to
secure such identification, and
(ii) It maintains a list containing the
names, addresses, and account or
credit line numbers of those persons
from whom it has been unable to
secure such identification, and makes
the names, addresses, and account
or credit line numbers of those per-
sons available to the Secretary as
directed by him.
The 30-day period provided for in para-
graph (a)(1) of this section shall be
extended where the person opening the
account or credit line has applied for a
taxpayer identification or social security
number on Form SS-4 or SS-5, until
such time as the person maintaining the
account or credit line has had a reason-
able opportunity to secure such number
and furnish it to the currency dealer or
exchanger.
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A taxpayer identification number for an
account or credit line required under
paragraph (a)(1) of this section need not
be secured in the following instances:
(i) Accounts for public funds opened
by agencies and instrumentalities
of Federal, state, local or foreign
governments,
(ii) Accounts for aliens who are—
(A) Ambassadors, ministers, career
diplomatic or consular offi-

cers, or

(B) Naval, military or other
attaches of foreign embassies,
and legations, and for
members of their immediate
families,

(iii) Accounts for aliens who are accred-
ited representatives to international
organizations which are entitled to
enjoy privileges, exemptions, and
immunities as an international
organization under the Interna-
tional Organizations Immunities
Act of December 29, 1945 (22
U.S.C. 288), and for the members
of their immediate families,

(iv) Aliens temporarily residing in the
United States for a period not to
exceed 180 days,
Aliens not engaged in a trade or
business in the United States who
are attending a recognized college
or any training program, super-
vised or conducted by any agency
of the Federal Government, and

Unincorporated subordinate units

of a tax exempt central organiza-

tion which are covered by a group
exemption letter.

v)

(vi)

(b) Each currency dealer or exchanger shall
retain either the original or a microfilm or
other copy or reproduction of each of the
following:

1)

@)

Statements of accounts from banks,
including paid checks, charges or other
debit entry memoranda, deposit slips
and other credit memoranda repre-
senting the entries reflected on such
statements;

Daily work records, including purchase
and sales slips or other memoranda
needed to identify and reconstruct cur-
rency transactions with customers and
foreign banks;

©)

4

~

®)

(6)

7

~

®)

©)

A record of each exchange of currency
involving transactions in excess of
$1000, including the name and addres:
of the customer (and passport number o
taxpayer identification number unless
received by mail or common carrier)
date and amount of the transaction anc
currency hame, country, and total amoun
of each foreign currency;

Signature cards or other documents
evidencing signature authority over
each deposit or security account, con:
taining the name of the depositor, stree
address, taxpayer identification numbel
(TIN) or employer identification num-
ber (EIN) and the signature of the
depositor or of a person authorized to
sign on the account (if customer accounts
are maintained in a code name, a recor
of the actual owner of the account);

Each item, including checks, drafts, or
transfers of credit, of more than $10,000
remitted or transferred to a person,
account or place outside the United
States;

A record of each receipt of currency,
other monetary instruments, investmen
securities and checks, and of each trans
fer of funds or credit, or more than
$10,000 received on any one occasior
directly and not through a domestic
financial institution, from any person,
account or place outside the United
States;

Records prepared or received by a deale
in the ordinary course of business, tha
would be needed to reconstruct ar
account and trace a check in excess
$100 deposited in such account througt
its internal recordkeeping system to
its depositary institution, or to supply a
description of a deposited check in
excess of $100;

A record maintaining the name, addres:
and taxpayer identification number, if
available, of any person presenting &
certificate of deposit for payment, as
well as a description of the instrument
and date of transaction;

A system of books and records that will
enable the currency dealer or exchange
to prepare an accurate balance sheet ar
income statement.
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(Approved by the Office of Management and Budget under

control number 1505-0063)

HISTORY:
[52 FR 11444, Apr. 8, 1987]

identification number and whose number
shall be obtained in the case of an account
maintained by one or more persons.

(d) All records that are required to be retained

by this part shall be retained for a period of
five years. Records or reports required to be
kept pursuant to an order issued under
§103.26 of this part shall be retained for the
period of time specified in such order, not to
exceed five years. All such records shall
be filed or stored in such a way as to be
accessible within a reasonable period of
time, taking into consideration the nature of
the record, and the amount of time expired
since the record was made.

AUTHORITY:
AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

NOTES:

NOTES APPLICABLE TO ENTIRE TITLE:

EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
ters II, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS
REFERENCE: General Accounting Office: See 4 C.F.R.
Chapter I.

NOTES APPLICABLE TO ENTIRE CHAPTER: _
ABBREVIATION: The following abbreviation is used in this (Approved by the Office of Management and Budget under
chapter: C.P.D. = Commissioner of the Public Debt. control number 1505-0063)

NOTES APPLICABLE TO ENTIRE PART: HISTORY:

EDITORIAL NOTE: Nomenclature changes for part 103[37 FR 6912, Apr. 5, 1972. Redesignated at 50 FR 5068,

appear at 52 FR 11442, Apr. 8, 1987. Feb. 6, 1985, and further redesignated and amended at 52 FR
11444, 11445, Apr. 8, 1987; 54 FR 33679, Aug. 16, 1989]

AUTHORITY:
AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

SUBPART C—Records Required
to be Maintained

31 C.F.R. 103.38

8103.38 Nature of records and
retention period.

NOTES:

NOTES APPLICABLE TO ENTIRE TITLE:

EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
ters I, 1V, V, VI, and VII, and Title 48, Chapter 10. CROSS
REFERENCE: General Accounting Office: See 4 C.F.R.
(@) Wherever itis required that there be retainedhapter I.

either the original or a microfilm or other
NOTES APPLICABLE TO ENTIRE CHAPTER:

copy or r_eprOdUCtlon _Of a check, dra.ft’ABBREVIATION: The following abbreviation is used in this
monetary instrument, investment Securitychapter: C.P.D. = Commissioner of the Public Debt.

or other similar instrument, there shall be

retaned a copy of both ffont and back ofSTER APPUCIRLE O BT MY
each such instrument or document, excepgppear at 52 FR 11442, Apr. 8, 1987, 9 P

that no copy need be retained of the back o

any instrument or document which is

entirely blank or which contains only stan-

dardized printed information, a copy of SUBPART C—Records Required

which is on file. to be Maintained

Records required by this subpart to be

retained by financial institutions may be31 C.F.R. 103.39

those made in the ordinary course of busi-

ness by a financial institution. If no record is§ 103.39 Person outside the

made in the ordinary course of business otUnited States.

any transaction with respect to which records

are required to be retained by this subpart-or the purposes of this subpart, a remittance or
then such a record shall be prepared itransfer of funds, or of currency, other monetary
writing by the financial institution. instruments, checks, investment securities, or
The rules and regulations issued by theredit to the domestic account of a person whose
Internal Revenue Service under 26 U.S.Caddress is known by the person making the
6109 determine what constitutes a taxpayeemittance or transfer, to be outside the United

(b

~

(c

~
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States, shall be deemed to be a remittance OOTES APPLICABLE TO ENTIRE CHAPTER:

transfer to a person outside the United State4BBREVIATION: The following abbreviation is used in this
X . chapter: C.P.D. = Commissioner of the Public Debt.

except that, unless otherwise directed by the

Secretary, this section shall not apply to avOTES APPLICABLE TO ENTIRE PART:

transaction on the books of a domestic financig#DITORIAL NOTE: Nomenclature changes for part 103

institution involving the account of a customeraPPear at 52 FR 11442, Apr. 8, 1987.

of such institution whose address is within

approximately 50 miles of the location of the

institution, or who is known to be temporarily SUBPART D—General Provisions
outside the United States.
31 C.F.R. 103.42

HISTORY:

[37 FR 6912, Apr. 5, 1972. Redesignated at 50 FR 50688 103.42 Photographic or other
Feb. 6, 1985 and 52 FR 11444, Apr. 8, 1987] rep_rodyctions of Government
AUTHORITY: obligations.

AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
12 US.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.  Nothing herein contained shall require or autho
NOTES: rize the microfilming or other reproduction of

NOTES APPLICABLE TO ENTIRE TITLE: (a) Currency or other obligation or security of
EDITORIAL NOTE: Other regulations issued by Department the United States as defined in 18 U.S.C. 8
of the Treasury appear in Title 12, Chapter [; Title 19, Chap- or

ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap- . . .

ters Il, IV, V, VI, and VII, and Title 48, Chapter 10. CRoss (D) Any obligation or other security of any

REFERENCE: General Accounting Office: See 4 C.F.R.  foreign government, the reproduction of

Chapter |. which is prohibited by law.

NOTES APPLICABLE TO ENTIRE CHAPTER: HISTORY:
ABBREVIATION: The following abbreviation is used in this 37 FR 6912, Apr. 5, 1972.
chapter: C.P.D. = Commissioner of the Public Debt.
AUTHORITY:
NOTES APPLICABLE TO ENTIRE PART: AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
EDITORIAL NOTE: Nomenclature changes for part 10315 ys.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.
appear at 52 FR 11442, Apr. 8, 1987.
NOTES:
NOTES APPLICABLE TO ENTIRE TITLE:
EDITORIAL NOTE: Other regulations issued by Department
SUBPART D—General Provisions of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
ters II, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS
31 C.FR. 10341 REFERENCE: General Accounting Office: See 4 C.F.R.

§103.41 Dollars as including foreign ©"apter"

currency. NOTES APPLICABLE TO ENTIRE CHAPTER:
ABBREVIATION: The following abbreviation is used in this

Wherever in this part an amount is stated jrghapter: C.P.D. = Commissioner of the Public Debt.

dollars, it shall be.deemed to mean also thRoTES APPLICABLE TO ENTIRE PART:

equivalent amount in any foreign currency. EDITORIAL NOTE: Nomenclature changes for part 103
appear at 52 FR 11442, Apr. 8, 1987.

HISTORY:
37 FR 6912, Apr. 5, 1972.

AUTHORITY: fei
AUTHORITY NOTE APPLICABLE TO ENTIRE PART: SUBPART D—General Provisions

12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.
31 C.F.R. 103.43

NOTES: . . . .
NOTES APPLICABLE TO ENTIRE TITLE: §103.43 Availability of information.

EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter |; Title 19, Chap{g) The Secretary may within his discretion

ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap- : : : :
ters Il, IV, V, VI, and VIl and Title 48, Chapter 10, CRoss  aisclose information reported under this par
REFERENCE: General Accounting Office: See 4 C.ER.  10r any reason consistent with the purpose

Chapter I. of the Bank Secrecy Act, including those se
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forth in paragraphs (b) through (d) of this(Approved by the Office of Management and Budget under
section control number 1505-0104)

(b) The Secretary may make any informaisTory:
tion set forth in any report received pur-[50 FR 42693, Oct. 22, 1985, as amended at 50 FR 46283,
suant to this part available to anothefoY- 7. 198552 FR 35545, Sept. 22, 1987]
agency of the United States, to an agency,ryoriTy:
of a state or local government or to anaUTHORITY NOTE APPLICABLE TO ENTIRE PART:
agency of a foreign government, upon thdl2 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.
request of the head of such department Aores:
agency made in writing and stating theyoTes APPLICABLE TO ENTIRE TITLE:
particular information desired, the criminal, EDITORIAL NOTE: Other regulations issued by Department
tax or regulatory purpose for which theof the Treasury appear in Title 12, Chapter I; Title 19, Chap-

i i i i ~i ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
information is SOUght’ and the official needters I, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS

for the information. REFERENCE: General Accounting Office: See 4 C.F.R.
(c) The Secretary may make any informatiorfhapter I.

tsr?'t fortr; In arllybrleptorttrr]ecgved pUrsUaNt tQ oo APPLICABLE TO ENTIRE CHAPTER:
IS part availapble 10 the Longress, or anygpREVIATION: The following abbreviation is used in this
committee or subcommittee thereof, upon @napter: C.P.D. = Commissioner of the Public Debt.
written request stating the particular infor-

; ; o _NOTES APPLICABLE TO ENTIRE PART:
mation desired, the criminal, tax or regu-groniy "N STE " omenclature changes for part 103
latory purpose for which the information ;noear a 52 FR 11442, Apr. 8, 1987.
is sought, and the official need for the

information.

(d) The Secretary may make any information
set forth in any report received pursuant
to this part available to any other depart- .
ment or agency of the United States thaBUBPART D—General Provisions
is a member of the Intelligence Community,
as defined by Executive Order 12333 0131 C.F.R. 103.44
any succeeding executive order, upon th§ 103.44 Disclosure.
request of the head of such department
or agency made in writing and statingAll reports required under this part and all
the particular information desired, therecords of such reports are specifically exempted

national security matter with which the from disclosure under section 552 of Title 5,
information is sought and the official needynited States Code.
therefor.

(e) Any information made available under thisH!STORY:
. ) 7 FR 6912, Apr. 5, 1972.
section to other department or agencies of
the United States, any state or local governauTHORITY:
ment, or any foreign government shall beAUTHORITY NOTE APPLICABLE TO ENTIRE PART:
received by them in confidence, and Sha'i’z U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.
not be disclosed to any person except fogores:
official purposes relating to the investiga-NOTES APPLICABLE TO ENTIRE TITLE:
tion, proceeding or matter in connectionEDITORIAL NOTE: Other regulations issued by Department

; B R i ; of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
with which the information is SOUght' ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-

(f) The Secretary may require that a state ofers 1, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS
local government department or agencWEFERENCEZ General Accounting Office: See 4 C.F.R.
requesting information under paragraph (bf"aPt" !
of this section pay fees to reimburse theyores APPLICABLE TO ENTIRE CHAPTER:
Department of the Treasury for costs inCi-ABBREVIATION: The following abbreviation is used in this
dental to such disclosure. The amount ofhapter: C.P.D. = Commissioner of the Public Debt.
such fees will be set in accordance with th‘?\IOTEs APPLICABLE TO ENTIRE PART:

statute on fees for government S('3"'Vi(:('3'5EDITORIAL NOTE: Nomenclature changes for part 103
31 U.S.C. 9701. appear at 52 FR 11442, Apr. 8, 1987.
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SUBPART D—General Provisions
31 C.F.R. 103.45

§103.45 Exceptions, exemptions, and
reports.

(a) The Secretary, in his sole discretion, may by

written order or authorization make excep-
tions to or grant exemptions from the

requirements of this part. Such exceptions
or exemptions may be conditional or uncon-
ditional, may apply to particular persons or
to classes of persons, and may apply to
particular transactions or classes of trans-
actions. They shall, however, be applicable
only as expressly stated in the order of
authorization, and they shall be revocable in
the sole discretion of the Secretary.

(v) That all but minor violations of the
state requirements be reported tc
Treasury within 15 days of discov-
ery; and

That the state will initiate compli-
ance examinations of specific insti-
tutions at the request of Treasury
within a reasonable time, not to
exceed 90 days where appropriate
and will provide reports of these
examinations to Treasury within
15 days of completion or periodi-
cally during the course of the
examination upon the request of
the Secretary. If for any reason the
state were not able to conduct an
investigation within a reasonable
time, the state will permit Treasury

(vi)

(b) The Secretary shall have authority to further
define all terms used herein.

© @

)

to conduct the investigation.

(3) Revocation of any exemption under this
subsection shall be in the sole discretior

The Secretary may, as an alternative to of the Secretary.

the reporting and recordkeeping require-

ments for casinos in §8103.22(a)(2) antHISTORY:

103.25(a)(2), and 103.36, grant exemp£38 FR 2176, Jan. 22, 1973, as amended at 50 FR 506
tions to the casinos in any state whos&®®: & 1985 50 FR 36875, Sept. 10, 1985]

regulatory system substantially meetsuTHoORITY:

the reporting and recordkeeping requireAUTHORITY NOTE APPLICABLE TO ENTIRE PART:
ments Of th|s part_ 12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

In order for a state regulatory system toyoTes:

qualify for an exemption on behalf of its NOTES APPLICABLE TO ENTIRE TITLE:

casinos. the state must provide: EDITORIAL NOTE: Other regulations issued by Department

. ’ of the Treasury appear in Title 12, Chapter I; Title 19, Chap-

(i) That the Treasury Departmen_t beter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
allowed to evaluate the effective-ters I, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS
ness of the state’s regulatory SySREFERENCE: General Accounting Office: See 4 C.F.R.
tem by periodic oversight review "
of that system; NOTES APPLICABLE TO ENTIRE CHAPTER:

(ii) That the reports required under theABBREVIATION: The following abbreviation is used in this
state’s regulatory system be sub_chapter: C.P.D. = Commissioner of the Public Debt.
mitted to the Treasury DepartmentnoTes APPLICABLE TO ENTIRE PART:

within 15 days of receipt by the EDITORIAL NOTE: Nomenclature changes for part 103
state: appear at 52 FR 11442, Apr. 8, 1987.

(iiiy That any records required to be
maintained by the casinos relevant
to any matter under this part and to .
which the state has access or mainSUBPART D—General Provisions

tains under its regulatory system
be made available to the Treasur 1 C.FR. 103.46

Department within 30 days of §103.46 Enforcement.
request;

(iv) That the Treasury Department be(a) Overall authority for enforcement and com-

provided with periodic status
reports on the state’s compliance
efforts and findings;

pliance, including coordination and direc-
tion of procedures and activities of all
other agencies exercising delegated autho
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ity under this part, is delegated to the
Assistant Secretary (Enforcement).

(b) Authority to examine institutions to deter-

mine compliance with the requirements of
this part is delegated as follows:

ted at such intervals as the Assistant Secre-
tary may direct. Evidence of specific viola-
tions of any of the requirements of this part
may be submitted to the Assistant Secretary
at any time.

(1) Tothe Comptroller of the Currency with (f) The Assistant Secretary or his delegate, and

respect to those financial institutions
regularly examined for safety and sound-
ness by national bank examiners;

To the Board of Governors of the Fed-
eral Reserve System with respect to
those financial institutions regularly

examined for safety and soundness by
Federal Reserve bank examiners;
To the Federal Deposit Insurance Corg,
poration with respect to those finan-

@

©)

any agency to which compliance has been
delegated under paragraph (b) of this sec-
tion, may examine any books, papers,
records, or other data of domestic financial
institutions relevant to the recordkeeping or
reporting requirements of this part.

HISTORY:
[37 FR 6912, Apr. 5, 1972, as amended at 50 FR 42693,
ct.

22, 1985; 52 FR 11445, Apr. 8, 1987]

cial institutions regularly examined for AUTHORITY:

safety and soundness by FDIC ban
examiners;

4

UTHORITY NOTE APPLICABLE TO ENTIRE PART:
2 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

To the Federal Home Loan Bank BoardnoTEs:

with respect to those financial institu- NOTES APPLICABLE TO ENTIRE TITLE:

tions regularly examined for safety and

EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, Chap-

soundness by FHLBB bank exam'nersier I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-

®)

To the Chairman of the Board of theters i, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS

National Credit Union Administration REFERENCE: General Accounting Office: See 4 C.F.R.
with respect to those financial institu- Chapter I

tions regularly examined for safety andyotes APPLICABLE TO ENTIRE CHAPTER:

soundness by NCUA examiners.

(6)
mission with respect to brokers or deal-
ers in securities;

ABBREVIATION: The following abbreviation is used in this
To the Securities and Exchange Comehapter: C.P.D. = Commissioner of the Public Debt.

NOTES APPLICABLE TO ENTIRE PART:
EDITORIAL NOTE: Nomenclature changes for part 103

(7) To the Commissioner of Customs withappear at 52 FR 11442, Apr. 8, 1987.

respect to 8§103.23 and 103.48;

(8) To the Commissioner of Internal Reve-
nue with respect to all financial institu-
tions, except brokers or dealers in secus

SUBPART D—General Provisions

rities, not currently examined by Federal31 C.F.R. 103.47

bank supervisory agencies for sound-
ness and safety.

(c) Authority for investigating criminal viola-

tions of this part is delegated as follows:

(1) To the Commissioner of Customs with
respect to §103.23;

(2) To the Commissioner of Internal Reve-
nue except with respect to §103.23.

(@)

(d) Authority for the imposition of civil penal-

ties for violations of this part lies with the
Assistant Secretary, and in the Assistant
Secretary’'s absence, the Deputy Assistant
Secretary (Law Enforcement).

(e) Periodic reports shall be made to the Assigh)

tant Secretary by each agency to which
compliance authority has been delegated
under paragraph (b) of this section. These
reports shall be in such a form and submit-

§103.47 Civil penalty.

For any willful violation, committed on or
before October 12, 1984, of any reporting
requirement for financial institutions under
this part or of any recordkeeping require-
ments of §103.22, the Secretary may assess
upon any domestic financial institution, and
upon any partner, director, officer, or
employee thereof who willfully participates
in the violation, a civil penalty not to exceed
$1,000.

For any willful violation committed after
October 12, 1984 and before October 28,
1986, of any reporting requirement for finan-
cial institutions under this part or of the
recordkeeping requirements of §103.32, the
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(©

d

~

(e

~

(f)

()

Secretary may assess upon any domestic ing information required to be provided
financial institution, and upon any partner, with respect to such account, a civil
director, officer, or employee thereof who penalty not to exceed the greater of the
willfully participates in the violation, a civil amount (not to exceed $100,000) equa
penalty not to exceed $10,000. to the balance in the account at the time
For any willful violation of any recordkeep- of the violation, or $25,000.

ing requirement for financial institutions, (h) For each negligent violation of any require-
except violations of §103.32, under this ment of this part, committed after Octo-
part, the Secretary may assess upon any ber 27, 1986, the Secretary may assess upc
domestic financial institution, and upon any  any financial institution a civil penalty not to
partner, director, officer, or employee thereof  exceed $500.
who willfully participates in the violation, a HISTORY:
civil penal!:y not to. exceed $1’OO(.)' [37 FR 6.912, Apr. 5, 1972, as amended at 52 FR 11445
For any failure to file a report required underapr, g, 1987; 52 FR 12641, Apr. 17, 1987]
§103.23 or for filing such a report contain-
ing any material omission or misstatement?YTHORITY.

AUTHORITY NOTE APPLICABLE TO ENTIRE PART:

the Secretary may assess a civil penalty Up, s c. 1829b and 1951-1959; 31 U.S.C. 53115330,

to the amount of the currency or monetary

instruments transported, mailed or shipped&“gEgZAPPUCABLE 10 ENTIRE TITLE.

less any amoum. forft_e|ted under 8103.48. EDITORIAL NOTE: Other regulations issued by Department

For any willful violation of §103.53 COM- of the Treasury appear in Title 12, Chapter I; Title 19, Chap-

mitted after January 26, 1987, the Secretarter |; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-

may assess upon any person a C|V|I penal rs I, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS
: EFERENCE: General Accounting Office: See 4 C.F.R.

not to ex.ceed thg amount of coins andyy oo

currency involved in the transaction with

respect to which such penalty is imposedNOTES APPLICABLE TO ENTIRE CHAPTER:

The amount of any civil penalty assessedBBREVIATION: The following abbreviation is used in this

. chapter: C.P.D. = Commissioner of the Public Debt.

under this paragraph shall be reduced by thé

amount of any forfeiture to the United StateSNOTES APPLICABLE TO ENTIRE PART:

|n Connectlon Wlth the transactlon for Wh|Ch EDITORIAL NOTE: Nomenclature Changes for part 103

the penalty was imposed. appear at 52 FR 11442, Apr. 8, 1987.

For any willful violation committed after

October 27, 1986, of any reporting require- o

ment for financial institutions under this patSUBPART D—General Provisions

(except §103.24, §103.25 or §103.32), th{%

Secretary may assess upon any domes 1 C.F.R. 103.48

financial institution, and upon any partner,§ 103.48 Forfeiture of currency or
director, officer, or employee thereof whomonetary instruments
willfully participates in the violation, a civil ’

penalty not to exceed the greater of the\,, orrency or other monetary instruments

_amﬁunt (not to exceeg $100,000) involvedyhich are in the process of any transportatior
In the trans_ﬁ;:tllon_ o|r$ 5,000. d aft with respect to which a report is required unde
For any willful violation committed after §103.23 are subject to seizure and forfeiture t

October 27, 1986, of any requirement ofy, ; if h h
§103.24. §103.25. or §103.32. the Secre}- e United States if such report has not bee

. lLled as required in §103.25, or contains materia
tary may assess upon any person, a CiVfmissions or misstatements. The Secretary ma

penalty: in his sole discretion, remit or mitigate any suct
(1) In the case of a violation of §103.25¢teitre in whole or in part upon such terms

involving a transaction, a civil penalty 54 conditions as he deems reasonable.
not to exceed the greater of the amount

(not to exceed $100,000) of the transacHISTORY:
tion, or $25,000; and 37 FR 6912, Apr. 5, 1972.
(2) In the case of a violation of §103.24 OF \UTHORITY:

§103.32 involving a failure to report the AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
existence of an account or any identify-12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.
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NOTES:

NOTES APPLICABLE TO ENTIRE TITLE:

EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-

ters Il, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS HISTORY:

REFERENCE: General Accounting Office: See 4 C.F.R[37 FR 6912, Apr. 5, 1972, as amended at 50 FR 18479,
Chapter I. May 1, 1985; 53 FR 4138, Feb. 12, 1988]

may, upon conviction thereof, be fined not
more than $10,000 or be imprisoned not
more than 5 years, or both.

NOTES APPLICABLE TO ENTIRE CHAPTER: AUTHORITY:
ABBREVIATION: The following abbreviation is used in this AUTHORITY NOTE APPLICABLE TO ENTIRE PART:

chapter: C.P.D. = Commissioner of the Public Deb. 12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

NOTES APPLICABLE TO ENTIRE PART: NOTES:

EDITORIAL NOTE: Nomenclature changes for part 103 NOTES APPLICABLE TO ENTIRE TITLE:
appear at 52 FR 11442, Apr. 8, 1987. EDITORIAL NOTE: Other regulations issued by Department

of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
ters I, 1V, V, VI, and VII, and Title 48, Chapter 10. CROSS
REFERENCE: General Accounting Office: See 4 C.F.R.

SUBPART D—General Provisions
31 C.F.R. 103.49
§103.49 Criminal penalty.

(@) Any person who willfully violates any pro-

vision of Title | of Pub. L. 91-508, or of this
part authorized thereby may, upon convic-
tion thereof, be fined not more than $1,000
or be imprisoned not more than 1 year, or,
both. Such person may in addition, if the

Chapter I.

NOTES APPLICABLE TO ENTIRE CHAPTER:
ABBREVIATION: The following abbreviation is used in this
chapter: C.P.D. = Commissioner of the Public Debt.

NOTES APPLICABLE TO ENTIRE PART:

EDITORIAL NOTE: Nomenclature changes for part 103
appear at 52 FR 11442, Apr. 8, 1987.

SUBPART D—General Provisions

violation is of any provision authorized by 31 C.E.R. 103.50

Title | of Pub. L. 91-508 and if the violation

is committed in furtherance of the commis-8§103.50 Enforcement authority with
sion of any violation of Federal law punish-respect to transportation of currency
able by imprisonment for more than 1 yeargy monetary instruments.

be fined not more than $10,000 or be
imprisoned not more than 5 years, or both(a)

If a customs officer has reasonable cause to

(b) Any person who willfully violates any pro-  pelieve that there is a monetary instrument
vision of Title Il of Pub. L. 91-508, or of this being transported without the filing of the
part authorized thereby, may, upon convic-  report required by §§103.23 and 103.25 of
tion thereof, be fined not more than $250,000 this chapter, he may stop and search, with-
or be imprisoned not more than 5 years, or out a search warrant, a vehicle, vessel,
both. aircraft, or other conveyance, envelope or

(c) Any person who willfully violates any pro- other container, or person entering or depart-

vision of Title Il of Pub. L. 91-508, or of this

part authorized thereby, where the violation

is either

(1) Committed while violating another law (b)
of the United States, or

(2) Committed as part of a pattern of any
illegal activity involving more than
$100,000 in any 12-month period, may,
upon conviction thereof, be fined not
more than $500,000 or be imprisoned
not more than 10 years, or both.

(d) Any person who knowingly makes any false,

fictitious or fraudulent statement or repre-
sentation in any report required by this part

ing from the United States with respect to
which or whom the officer reasonably
believes is transporting such instrument.

If the Secretary has reason to believe that
currency or monetary instruments are in the
process of transportation and with respect to
which a report required under §103.23 has
not been filed or contains material omissions
or misstatements, he may apply to any court
of competent jurisdiction for a search war-
rant. Upon a showing of probable cause, the
court may issue a warrant authorizing the
search of any or all of the following:

(1) One or more designated persons.
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(2) One or more designated or describedlgTEgi c o
; NOTES APPLICABLE TO ENTIRE TITLE:
places or prem:jses. d d ib DITORIAL NOTE: Other regulations issued by Department
(3) One or more esignated or descri e. f the Treasury appear in Title 12, Chapter I; Title 19, Chap-
letters, parcels, packages, or other physter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
cal objects. ters I, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS
(4) One or more designated or describe@EaFEterlNCE: General Accounting Office: See 4 C.F.R.
vehicles. Any application for a search prert
warrant pursuant to this section shall beyOTES APPLICABLE TO ENTIRE CHAPTER:
accompanied by allegations of fact sup-ABBREVIATION: The following abbreviation is used in this
porting the application chapter: C.P.D. = Commissioner of the Public Debt.
(c) This section is not in derogation of thenotes APPLICABLE TO ENTIRE PART:
authority of the Secretary under any otheEDITORIAL NOTE: Nomenclature changes for part 103

law or regulation. appear at 52 FR 11442, Apr. 8, 1987.
HISTORY:
[37 FR 6912, Apr. 5, 1972, as amended at 50 FR 18479, o
May 1, 1985] SUBPART D—General Provisions

AUTHORITY:
AUTHORITY NOTE APPLICABLE TO ENTIRE PART: 31 C.F.R. 103.52

12 US.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330. .
§103.52 Rewards for informants.

NOTES:

NOTES APPLICABLE TO ENTIRE TITLE: (a) If an individual provides original informa-

EDITORIAL NOTE: Other regulations issued by Department ti hich leads t f iminal
of the Treasury appear in Title 12, Chapter I; Title 19, Chap- Ion which leads to a recovery ot a crimina

ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap- fine, civil penalty, or forfeiture, which
ters II, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS exceeds $50,000, for a violation of the
REFERENCE: General Accounting Office: See 4 C.F.R. provisions of the Act or of this part,
Chapter 1. the Secretary may pay a reward to tha
NOTES APPLICABLE TO ENTIRE CHAPTER: individual.
ABBREVIATION: The following abbreviation is used in this (b) The Secretary shall determine the amount c
chapter: C.P.D. = Commissioner of the Public Debt. ; ; [,
the reward to be paid under this section

NOTES APPLICABLE TO ENTIRE PART: however, any reward paid may not be more
EDITORIAL NOTE: Nomenclature changes for part 103 than 25 percent of the net amount of the fine
appear at 52 FR 11442, Apr. 8, 1987. penalty or forfeiture collected, or $150,000,

whichever is less.
(c) An officer or employee of the United States,

SUBPART D—General Provisions a State, or a local government who provide:

original information described in paragraph
31 C.F.R. 103.51 (a) in the performance of official duties is
§103.51 Access to records not eligible for a reward under this section.

HISTORY:
Except as provided in 88103.34(a)(1),50 FR 18479, May 1, 1985]
103.35(a)(1), and 103.36(a) and except for the

; ; ; AUTHORITY:
purpose of assuring compliance with the record’*UTHORITY NOTE APPLICABLE TO ENTIRE PART:

keeping and reporting requirements of this part, y s.c. 1820b and 1951-1959; 31 U.S.C. 5311-5330.
this part does not authorize the Secretary or any

other person to inspect or review the record§OTES:

required to be maintained by subpart C of thi%OTES APPLICABLE TO ENTIRE TITLE:

Other i . . DITORIAL NOTE: Other regulations issued by Department
part. Other inspection, review or access to suc the Treasury appear in Title 12, Chapter [; Title 19, Chapte

records is governed by other applicable law. |; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
ters II, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS

HISTORY: REFERENCE: General Accounting Office: See 4 C.F.R.
[50 FR 5069, Feb. 6, 1985] Chapter 1.
AUTHORITY: NOTES APPLICABLE TO ENTIRE CHAPTER:

AUTHORITY NOTE APPLICABLE TO ENTIRE PART: ABBREVIATION: The following abbreviation is used in this
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330. chapter: C.P.D. = Commissioner of the Public Debt.

Bank Secrecy Act Manual September 1997
Page 43



Bank Secrecy Act

201.0

NOTES APPLICABLE TO ENTIRE PART:
EDITORIAL NOTE: Nomenclature changes for part 103
appear at 52 FR 11442, Apr. 8, 1987.

SUBPART D—General Provisions
31 C.F.R. 103.53
8103.53 Structured transactions.

No person shall for the purpose of evading the
reporting requirements of §103.22 with respect
to such transaction:

(a) Cause or attempt to cause a domestic finan-
cial institution to fail to file a report required
under §103.22;

(b) Cause or attempt to cause a domestic finan-
cial institution to file a report required under
§103.22 that contains a material omission or
misstatement of fact; or

(c) Structure (as that term is defined in
§103.11(gg) of this part) or assist in struc-
turing, or attempt to structure or assist in
structuring, any transaction with one or
more domestic financial institutions.

HISTORY:
[52 FR 11446, Apr. 8, 1987, as amended at 54 FR 3027,
Jan. 23, 1989]

AUTHORITY:
AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

NOTES:

NOTES APPLICABLE TO ENTIRE TITLE:

EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
ters II, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS
REFERENCE: General Accounting Office: See 4 C.F.R.
Chapter I.

NOTES APPLICABLE TO ENTIRE CHAPTER:

(1) Each casino shall develop and imple-
ment a written program reasonably
designed to assure and monitor compli-
ance with the requirements set forth in
31 U.S.C. chapter 53, subchapter Il and
the regulations contained in this part.

(2) At a minimum, each compliance pro-
gram shall provide for:

(i) A system of internal controls to
assure ongoing compliance;

(i) Internal and/or external indepen-
dent testing for compliance;

(iiiy Training of casino personnel,
including training in the identifi-
cation of unusual or suspicious
transactions, to the extent that the
reporting of such transactions is
hereafter required by this part, by
other applicable law or regulation,
or by the casino’s own administra-
tive and compliance policies;

(iv) An individual or individuals to
assure day-to-day compliance;

(v) Procedures for using all available

information to determine:

(A) When required by this part,

the name, address, social

security number, and other
information, and verification
of the same, of a person;

When required by this part,

the occurrence of unusual or

suspicious transactions; and

Whether any record as

described in subpart C of this

part must be made and retained;
and

(vi) For casinos that have automated
data processing systems, the use of
automated programs to aid in
assuring compliance.

(B)

©

ABBREVIATION: The following abbreviation is used in this (b) Special terms.As used in this part, as

chapter: C.P.D. = Commissioner of the Public Debt.

NOTES APPLICABLE TO ENTIRE PART:
EDITORIAL NOTE: Nomenclature changes for part 103
appear at 52 FR 11442, Apr. 8, 1987.

SUBPART D—General Provisions
31 C.F.R. 103.54
8103.54 Special rules for casinos.

(a) Compliance programs.

applied to casinos:

(1) Business year means the annual account-
ing period, such as a calendar or fiscal
year, by which a casino maintains its
books and records for purposes of sub-
title A of title 26 of the United States
Code.

(2) Casino account number means any and
all numbers by which a casino identifies
a customer.

(3) Customer includes every person which
is involved in a transaction to which this
part applies with a casino, whether or
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not that person participates, or intendg12 U.S.C. 1730d), or Chapter 2 of Pub. L.
to participate, in the gaming activities 91-508 (12 U.S.C. 1951 et seq.), or any regula
offered by that casino. tion under any such provision, the Secretary o
Gaming day means the normal businesdelegate of the Secretary may summon a finar
day of a casino. For a casino that offersial institution or an officer or employee of a
24 hour gaming, the term means thafinancial institution (including a former officer
24 hour period by which the casinoor employee), or any person having possessio
keeps its books and records for busicustody, or care of any of the records and repor
ness, accounting, and tax purposes. Faequired under the Currency and Foreign Trans
purposes of the regulations contained iractions Reporting Act or this part to appea
this part, each casino may have only ondefore the Secretary or his delegate, at a tim
gaming day, common to all of its and place named in the summons, and to giv
divisions. testimony, under oath, and be examined, and 1
(5) Machine-readable means capable ofroduce such books, papers, records, or oth

being read by an automated data prodata as may be relevant or material to sucl

(4)

cessing system.

investigation.

(c) [Removed. See 59 FR 61662, Dec. 1, 1994]

HISTORY:
[58 FR 13549, Mar. 12, 1993; 58 FR 45263, Aug. 27, 199
59 FR 9088, Feb. 25, 1994; 59 FR 61662, Dec. 1, 199

3

HISTORY:
52 FR 23979, June 26, 1987.

JAUTHORITY:

AUTHORITY NOTE APPLICABLE TO ENTIRE PART:

60 FR 33725, June 29, 1995
] 12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

AUTHORITY:
AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

NOTES:

NOTES APPLICABLE TO ENTIRE TITLE:

EDITORIAL NOTE: Other regulations issued by Department
NOTES: of the Treasury appear in Title 12, Chapter I; Title 19, Chap-

[EFFECTIVE DATE NOTE: 60 FR 33725, June 29, 1995 ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
which revised paragraph (a)(1) and substituted “unusual” oS Il IV Vi V_l' and VlI, and Title 48, Ch‘ap'.cer 10. CROSS
“usual” in paragraph (a)(2)(v)(B), became effective June 29’REFERENCE. General Accounting Office: See 4 C.F.R.
1995.] Chapter I.

NOTES APPLICABLE TO ENTIRE TITLE: )

EDITORIAL NOTE: Other regulations issued by Department'\IOTES APPLICABLE TO E_NTIRE CHAPTE.R‘ -

of the Treasury appear in Title 12, Chapter I: Title 19, Chap_ABBREVIATION: The foII_owlng abbreviation is used in this
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap- chapter: C.P.D. = Commissioner of the Public Debt.

ters II, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS

REFERENCE: General Accounting Office: See 4 C.F.RNOTES APPLICABLE TO ENTIRE PART:
Chapter 1. EDITORIAL NOTE: Nomenclature changes for part 103

appear at 52 FR 11442, Apr. 8, 1987.

NOTES APPLICABLE TO ENTIRE CHAPTER:
ABBREVIATION: The following abbreviation is used in this
chapter: C.P.D. = Commissioner of the Public Debt.

SUBPART E—Summons

NOTES APPLICABLE TO ENTIRE PART:
EDITORIAL NOTE: Nomenclature changes for part 10331 C.F.R. 103.62

appear at 52 FR 11442, Apr. 8, 1987. )
§103.62 Persons who may issue
summons.

SUBPART E—Summons
31 C.FR. 103.61
8103.61 General.

For purposes of this part, the following officials
are hereby designated as delegates of the Sec
tary who are authorized to issue a summon
under 8103.61, solely for the purposes of civil
enforcement of this part:

For any investigation for the purpose of civil(a) Office of the SecretaryThe Assistant Sec-
enforcement of violations of the Currency and retary (Enforcement), the Deputy Assistan
Foreign Transactions Reporting Act, as amended Secretary (Law Enforcement), and the
(31 U.S.C. 5311 through 5324), section 21 of the  Director, Office of Financial Enforcement.
Federal Deposit Insurance Act (12 U.S.C(b) Internal Revenue ServiceExcept with
1829b), section 411 of the National Housing Act  respect to §103.23 of this part, the Commis:
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sioner, the Deputy Commissioner, the Asso-
ciate Commissioner (Operations), the Assis-
tant Commissioner (Examination), Regional
Commissioners, Assistant Regional Com-
missioners (Examination), District Direc-

tors, District Examination Division Chiefs,

and, for the purposes of perfecting seizures
and forfeitures related to civil enforcement
of this part, the Assistant Commissioner
(Criminal Investigation), Assistant Regional

are authorized to issue such a summons
under 8103.62 of this part);

(2) The address to which the person sum-
moned shall report for the appearance;

(3) The date and time of the appearance;
and

(4) The name, title, address, and telephone
number of the person who has issued
the summons.

Commissioners (Criminal Investigation), and(b) Summons of books, papers, records, or data

District Criminal Investigation Division
Chiefs.

Customs ServiceWith respect to §103.23
of this part, the Commissioner, the Deputy
Commissioner, the Assistant Commissioner
(Enforcement), Regional Commissioners,
Assistant Regional Commissioners (Enforce-
ment), and Special Agents in Charge.

(©)

HISTORY:
52 FR 23979, June 26, 1987.

AUTHORITY:
AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

NOTES:

NOTES APPLICABLE TO ENTIRE TITLE:

EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
ters II, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS
REFERENCE: General Accounting Office: See 4 C.F.R.
Chapter I.

NOTES APPLICABLE TO ENTIRE CHAPTER:
ABBREVIATION: The following abbreviation is used in this

chapter: C.P.D. = Commissioner of the Public Debt.NOTES
APPLICABLE TO ENTIRE PART:

Any summons issued under §103.61 of this
part to require the production of books,
papers, records, or other data shall describe
the materials to be produced with reasonable
specificity, and shall state:

(1) The name, title, address, and telephone
number of the person to whom the
materials shall be produced (who may
be a person other than the persons who
are authorized to issue such a summons
under §103.62 of this part);

The address at which the person sum-
moned shall produce the materials, not
to exceed 500 miles from any place
where the financial institution operates
or conducts business in the United
States;

The specific manner of production,
whether by personal delivery, by mail,
or by messenger service;

The date and time for production; and

The name, title, address, and telephone
number of the person who has issued
the summons.

)

®3)

(4)
(6)

EDITORIAL NOTE: Nomenclature changes for part 103 HISTORY:

appear at 52 FR 11442, Apr. 8, 1987.

52 FR 23979, June 26, 1987.

AUTHORITY:
AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

SUBPART E—Summons

NOTES:

31 C.F.R. 103.63

NOTES APPLICABLE TO ENTIRE TITLE:

8103.63 Contents of summons.

EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
ters II, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS

(&) Summons for testimonyAny summons REFERENCE: General Accounting Office: See 4 C.FR.

issued under §103.61 of this part to compefhapter 1.

the appearance and testimony of a PersQyres ApPLICABLE TO ENTIRE CHAPTER:

shall state: ABBREVIATION: The following abbreviation is used in this

(1) The name, tit|e, addreSS, and te|ephon@1apter: C.P.D. = Commissioner of the Public Debt.
number of the person before whom the ;e AppiicapLE TO ENTIRE PART:

appearance shall take place (Who maypToriaL NOTE: Nomenclature changes for part 103
be a person other than the persons wheppear at 52 FR 11442, Apr. 8, 1987.
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SUBPART E—Summons
31 C.F.R. 103.64
8103.64 Service of summons.

SUBPART E—Summons
31 C.F.R. 103.65
§103.65 Examination of witnesses

and records.

(a) Who may serveAny delegate of the Secre-

tary authorized under §103.62 of this part toqa) General. Any delegate of the Secretary
issue a summons, or any other person autho- authorized under §103.62 of this part to

rized by law to serve summonses or other
process, is hereby authorized to serve a
summons issued under this part.

(b) Manner of serviceService of a summons
may be made—

(1) Upon any person, by registered mail,
return receipt requested, directed to the
person summoned,;

issue a summons, or any officer or employe:
of the Treasury Department or any com-
ponent thereof who is designated by tha
person (whether in the summons or
otherwise), is hereby authorized to receive
evidence and to examine witnesses pursua
to the summons. Any person authorizec
by law may administer any oaths and affir-
mations that may be required under this
subpart.

(b) Testimony taken under oatfiestimony of

(2) Upon a natural person by personal
delivery; or

(3) Upon any other person by delivery to an
officer, managing or general agent, or
any other agent authorized to receive
service of process.

(c) Certificate of serviceThe summons shall
contain a certificate of service to be signed
by the server of the summons. On the
hearing of an application for enforcement of
the summons, the certificate of service signed

by the person serving the summons shall bé)

evidence of the facts it states.

HISTORY:
52 FR 23979, June 26, 1987.

AUTHORITY:
AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

NOTES:

NOTES APPLICABLE TO ENTIRE TITLE:

EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
ters II, 1V, V, VI, and VII, and Title 48, Chapter 10. CROSS
REFERENCE: General Accounting Office: See 4 C.F.R.
Chapter 1.

NOTES APPLICABLE TO ENTIRE CHAPTER:
ABBREVIATION: The following abbreviation is used in this
chapter: C.P.D. = Commissioner of the Public Debt.

NOTES APPLICABLE TO ENTIRE PART:
EDITORIAL NOTE: Nomenclature changes for part 103
appear at 52 FR 11442, Apr. 8, 1987.

any person under this part may be takel
under oath, and shall be taken down ir
writing by the person examining the person
summoned or shall be otherwise tran-
scribed. After the testimony of a withess has
been transcribed, a copy of that transcrip
shall be made available to the witness upol
request, unless for good cause the persc
issuing the summons determines, unde

5 U.S.C. 555, that a copy should not be

provided. If such a determination has beer

made, the witness shall be limited to
inspection of the official transcript of the
testimony.

Disclosure of summons, testimony, or records

Unless the Secretary or a delegate of thi

Secretary listed under §103.62(a) of this

part so authorizes in writing, or it is other-

wise required by law, no delegate of the

Secretary listed under §103.62 (b) or (c)

of this part or other officer or employee of

the Treasury Department or any componen
thereof shall—

(1) Make public the name of any person
to whom a summons has been issue
under this part, or release any informa-
tion to the public concerning that person
or the issuance of a summons to tha
person prior to the time and date set fol
that person’s appearance or productior
of records; or

(2) Disclose any testimony taken (including
the name of the witness) or material
presented pursuant to the summons, t
any person other than an officer or
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employee of the Treasury Departmensummons being or has been carried on, the
or of any component thereof. jurisdiction in which the person summoned is

Nothing in the preceding sentencea resident, or the jurisdiction in which the per-
shall preclude a delegate of the Secreson summoned carries on business or may
tary, or other officer or employee of be found. When a referral is made by a dele-
the Treasury Department or any com-gate of the Secretary other than a delegate
ponent thereof, from disclosing testi-named in §103.62(a) of this part, prompt
mony taken, or material presented purnotification of the referral must be made to
suant to a summons issued under thithe Director, Office of Financial Enforce-
part, to any person in order to obtainment, Office of the Assistant Secretary (Enforce-
necessary information for investigativement). The court may issue an order requiring
purposes relating to the performance othe person summoned to appear before the
official duties, or to any officer or Secretary or delegate of the Secretary to
employee of the Department of Justiceproduce books, papers, records, or other data,
in connection with a possible violation to give testimony as may be necessary in
of Federal law. order to explain how such material was com-
piled and maintained, and to pay the costs of
the proceeding. Any failure to obey the order
of the court may be punished by the court
AUTHORITY: as a contempt thereof. All process in any
AUTHORITY NOTE APPLICABLE TO ENTIRE PART: case under this section may be served in any
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330. ]UdIC|a| district in which such person may be
NOTES: found.

NOTES APPLICABLE TO ENTIRE TITLE:

EDITORIAL NOTE: Other regulations issued by DepartmentHISTORY:

of the Treasury appear in Title 12, Chapter I; Title 19, Chap22 FR 23979, June 26, 1987.
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-

ters II, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS AUTHORITY:
REFERENCE: General Accounting Office: See 4 C.F.RAUTHORITY NOTE APPLICABLE TO ENTIRE PART:

HISTORY:
52 FR 23979, June 26, 1987.

Chapter I. 12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

NOTES APPLICABLE TO ENTIRE CHAPTER: NOTES:

ABBREVIATION: The following abbreviation is used in this NOTES APPLICABLE TO ENTIRE TITLE:

chapter: C.P.D. = Commissioner of the Public Debt. EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, Chap-

NOTES APPLICABLE TO ENTIRE PART: ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-

EDITORIAL NOTE: Nomenclature changes for part 103ters Il, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS

appear at 52 FR 11442, Apr. 8, 1987. REFERENCE: General Accounting Office: See 4 C.F.R.
Chapter 1.

NOTES APPLICABLE TO ENTIRE CHAPTER:
ABBREVIATION: The following abbreviation is used in this

chapter: C.P.D. = Commissioner of the Public Debt.
SUBPART E—Summons b

NOTES APPLICABLE TO ENTIRE PART:
31 C.F.R. 103.66 EDITORIAL NOTE: Nomenclature changes for part 103

appear at 52 FR 11442, Apr. 8, 1987.
8103.66 Enforcement of summons.

In the case of contumacy by, or refusal to obey
a summons issued to, any person under this pa
the Secretary or any delegate of the Secretal UBPART E—Summons

listed under §103.62 of this part shall refer the31 ¢ F.R. 103.67

matter to the Attorney General or delegate of the

Attorney General (including any United States§103.67 Payment of expenses.

Attorney or Assistant United States Attorney, as

appropriate), who may bring an action to compePersons summoned under this part shall be
compliance with the summons in any court ofpaid the same fees and mileage for travel in
the United States within the jurisdiction ofthe United States that are paid witnesses in
which the investigation which gave rise to thethe courts of the United States. The United
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States shall not be liable for any other expensSUBPART F—Administrative Rulings

incurred in connection with the production of

books, papers, records, or other data under thel C.F.R. 103.71

part.

HISTORY:
52 FR 23979, June 26, 1987.

AUTHORITY:
AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

NOTES:

NOTES APPLICABLE TO ENTIRE TITLE:

EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, Chap-
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-
ters II, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS
REFERENCE: General Accounting Office: See 4 C.F.R.
Chapter 1.

NOTES APPLICABLE TO ENTIRE CHAPTER:
ABBREVIATION: The following abbreviation is used in this
chapter: C.P.D. = Commissioner of the Public Debt.

NOTES APPLICABLE TO ENTIRE PART:
EDITORIAL NOTE: Nomenclature changes for part 103
appear at 52 FR 11442, Apr. 8, 1987.

SUBPART F—Administrative Rulings
31 C.F.R. 103.70
§103.70 Scope.

This subpart provides that the Assistant Secre-
tary (Enforcement), or his designee, either uni-
laterally or upon request, may issue administra-
tive rulings interpreting the application of
part 103.

HISTORY:
52 FR 35546, Sept. 22, 1987.

AUTHORITY:
AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

NOTES:

NOTES APPLICABLE TO ENTIRE TITLE:

EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, Chap

§103.71 Submitting requests.

(@) Each request for an administrative ruling

must be in writing and contain the following
information:
(1) A complete description of the situation
for which the ruling is requested,
(2) A complete statement of all material
facts related to the subject transaction,
(3) A concise and unambiguous question tc
be answered,
(4) A statement certifying, to the best of the
requestor's knowledge and belief, that
the question to be answered is not appli
cable to any ongoing state or federal
investigation, litigation, grand jury pro-
ceeding, or proceeding before any othe!
governmental body involving either the
requestor, any other party to the subjec
transaction, or any other party with
whom the requestor has an agenc
relationship,
A statement identifying any information
in the request that the requestor con
siders to be exempt from disclosure
under the Freedom of Information Act,
5 U.S.C. 552, and the reason therefor,
If the subject situation is hypothetical, a
statement justifying why the particular
situation described warrants the issu:
ance of a ruling,
(7) The signature of the person making the
request, or
(8) If an agent makes the request, the sig
nature of the agent and a statemen
certifying the authority under which the
request is made.

®)

6

~

(b) A request filed by a corporation shall be

signed by a corporate officer and a reques

filed by a partnership shall be signed by &

partner.

ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap- (C) A rEqueSt may advocate a partICUIar pro

ters II, 1V, V, VI, and VII, and Title 48, Chapter 10. CROSS
REFERENCE: General Accounting Office: See 4 C.F.R.
Chapter 1.

NOTES APPLICABLE TO ENTIRE CHAPTER:
ABBREVIATION: The following abbreviation is used in this
chapter: C.P.D. = Commissioner of the Public Debt.

NOTES APPLICABLE TO ENTIRE PART:

posed interpretation and may set forth the
legal and factual basis for that interpretation

(d) Requests shall be addressed to: Directo

FInCEN, Office of the Assistant Secretary
(Enforcement), U.S. Department of the Trea:
sury, 1500 Pennsylvania Avenue NW.,
Room 4320, Washington, DC 20220.

EDITORIAL NOTE: Nomenclature changes for part 103(€) The requester shall advise the Director

appear at 52 FR 11442, Apr. 8, 1987.

FINCEN, immediately in writing of any
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subsequent change in any material fact oers Il, IV, V, VI, and VI, and Title 48, Chapter 10. CROSS
statement submitted with a ru”ng request irﬁﬁ;;erINCE: General Accounting Office: See 4 C.F.R.
conformity with paragraph (a) of this section. ’

] NOTES APPLICABLE TO ENTIRE CHAPTER:
(Approved by the Office of Management and Budget undepBBREVIATION: The following abbreviation is used in this

control number 1505-0105) chapter: C.P.D. = Commissioner of the Public Debt.
HISTORY: NOTES APPLICABLE TO ENTIRE PART:
52 FR 35546, Sept. 22, 1987. EDITORIAL NOTE: Nomenclature changes for part 103

appear at 52 FR 11442, Apr. 8, 1987.
AUTHORITY:

AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.

NOTES: SUBPART F—Administrative Rulings

NOTES APPLICABLE TO ENTIRE TITLE:
EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, Chap—?:':L C.F.R.103.73

ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap- . .
ters I, IV, V, VI and VI, and Title 48, Chapter 10. cross 8103.73 Oral communications.

REFERENCE: General Accounting Office: See 4 C.F.R.
Chapter I. (&) The Office of the Assistant Secretary
NOTES APPLICABLE TO ENTIRE CHAPTER: (Enforcgment) will not issue administrative
ABBREVIATION: The following abbreviation is used in this ~ 'ulings in response to oral requests. Oral
chapter: C.P.D. = Commissioner of the Public Debt. opinions or advice by Treasury, the Customs
NOTES APPLICABLE TO ENTIRE PART: gfefrwee,f tt?]e Igternetll leeve?l#]e Sgrwce, the
EDITORIAL NOTE: Nomenclature changes for part 103 Ice of the Lomptroller or the Lurrency,
appear at 52 FR 11442, Apr. 8, 1987. or any other bank supervisory agency per-
sonnel, regarding the interpretation and
application of this part, do not bind the

SUBPART F—Administrative Rulings  Treasury Department and carry no preceden-

tial value.
31 C.F.R. 103.72 (b) A person whq has made a ruling request in
§103.72 Nonconforming requests. conformity with §103.71 may request an

opportunity for oral discussion of the issues

The Director, Office of Financial Enforcement, ~ Presented in the request. The request should
shall notify the requester if the ruling request b€ made to the Director, Office of Financial
does not conform with the requirements of Enforcement, and any decision to grant such
§103.71. The notice shall be in writing and shall @ conference is wholly within the discretion
describe the requirements that have not been ©f the Director. Personal conferences or
met. A request that is not brought into confor-  t€lephone conferences may be scheduled
mity with such requirements within 30 days ©nly for the purpose of affording the
from the date of such notice, unless extended réguester an opportunity to discuss freely
for good cause by the Office of Financial ~and openly the matters set forth in the

Enforcement, shall be treated as though it were ~administrative ruling request. Accordingly,
withdrawn. the conferees will not be bound by any

argument or position advocated or agreed
(Approved by the Office of Management and Budget under  to, expressly or impliedly, during the con-

control number 1505-0105) ference. Any new arguments or facts put
HISTORY: forth by the requester at the meeting must be
52 FR 35546, Sept. 22, 1987. reduced to writing by the requester and
AUTHORITY: submitted in conformity with § 103.71 before
AUTHORITY NOTE APPLICABLE TO ENTIRE PART: they may be considered in connection with
12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330. the request.

NOTES: (Approved by the Office of Management and Budget under
NOTES APPLICABLE TO ENTIRE TITLE: control number 1505-0105)

EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, ChapHISTORY:
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap- 52 FR 35546, Sept. 22, 1987.
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AUTHORITY: the relationship between part 103 and eac
AUTHORITY NOTE APPLICABLE TO ENTIRE PART: A ; ;

12 US.C. 1820b and 1951-1959: 31 US.C. 53115330, Siuation for which such a ruling has been

requested in conformity with §103.71. A ruling

NOTES: issued under this section shall bind the Treasur

EngT%Sﬁz ﬁAPLPrhlc():TAEBLoEmTO ENTI'F;E T'TLEid b Denart tDepartment only in the event that the reques

: er regulations issued by Departmen : e : s .

of the Treasury appear in Title 12, Chapter [; Title 19, Chap-c,|es’cnbeS a specmcally |dent|f|_ed acmal situa

ter I; Title 26, Chapter I; Title 27, Chapter I: Title 31, Chap- tion. A ruling |S_5ued under this section shall

ters I, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS have precedential value, and hence may &

REFERENCE: General Accounting Office: See 4 CFRfelled upon by others Slmllarly s”:uated’ Only if

Chapter |. it is published or will be published by the Office
NOTES APPLICABLE TO ENTIRE CHAPTER: of Financial Enforcement in the FEDERAL
ABBREVIATION: The following abbreviation is used in this. REGISTER. Rulings with precedential value
chapter: C.P.D. = Commissioner of the Public Debt. will be pUb'lShed periodically in the Federal
NOTES APPLICABLE TO ENTIRE PART: Register and yearly in the Appendix to this part.
EDITORIAL NOTE: Nomenclature changes for part 103All rulings with precedential value will be

appear at 52 FR 11442, Apr. 8, 1987. available by mail to any person upon written

request specifically identifying the ruling sought.
Treasury will make every effort to respond to
SUBPART F—Administrative Rulings each requestor within 90 days of receiving ¢

request.
31 C.F.R. 103.74
. . (Approved by the Office of Management and Budget unde
§103.74 Withdrawing requests. control number 1505-0105)

. ._HISTORY:
A person may withdraw a request for an adminsy Fr 35546, Sept. 22, 1987.
istrative ruling at any time before the ruling has

i AUTHORITY:
been issued. AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
HISTORY: 12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.
52 FR 35546, Sept. 22, 1987. NOTES:
AUTHORITY: NOTES APPLICABLE TO ENTIRE TITLE:
AUTHORITY. NOTE APPLICABLE TO ENTIRE PART: EDITORIAL NOTE: Other regulations issued by Department

12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 53115330, °f the Treasury appear in Title 12, Chapter I; Title 19, Chap:
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-

NOTES: ters II, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS

NOTES APPLICABLE TO ENTIRE TITLE: REFERENCE: General Accounting Office: See 4 C.F.R.

EDITORIAL NOTE: Other regulations issued by DepartmentChapter I.

of the Treasury appear in Title 12, Chapter I; Title 19, Chap- .
ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap- NOTES APPLICABLE TO ENTIRE CHAPTER:

ters II, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS ABBREVIATION: The following abbreviation is used in this
REFERENCE: General Accounting Office: See 4 C.F.Rchapter: C.P.D. = Commissioner of the Public Debt.
Chapter . NOTES APPLICABLE TO ENTIRE PART:

NOTES APPLICABLE TO ENTIRE CHAPTER: EDITORIAL NOTE: Nomenclature changes for part 103

ABBREVIATION: The following abbreviation is used in this 2PP&ar at 52 FR 11442, Apr. 8, 1987.
chapter: C.P.D. = Commissioner of the Public Debt.

NOTES APPLICABLE TO ENTIRE PART: L. X A
EDITORIAL NOTE: Nomenclature changes for part 103 SUBPART F—Administrative RullngS

appear at 52 FR 11442, Apr. 8, 1987.
31 C.F.R. 103.76

N _§103.76 Modifyi indi
SUBPART F—Administrative Rulings r§u|ings_ odifying or rescinding

51 C.ER. 103.75 (a) The Assistant Secretary (Enforcement), o

§103.75 Issuing rulings. his designee may modify or rescind any
ruling made pursuant to §103.75:

The Assistant Secretary (Enforcement), or his (1) When, in light of changes in the statute

designee may issue a written ruling interpreting or regulations, the ruling no longer sets
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forth the interpretation of the AssistantNOTES APPLICABLE TO ENTIRE PART:

Secretary (Enforcement) with respect to;?;lngst’\FlngEi 42‘20”2?;??‘1?8;“5‘”995 for part 103

the described situation,
(2) When any fact or statement submitted in

the original ruling request is found to be

materially inaccurate or incomplete, or
(3) For other good cause. SUBPART F—Administrative Rulings

(b) Any person may submit to the Assistan
Secretary (Enforcement) a written reques 1 C.FR. 103.77
that an administrative ruling be modified 0r§103.77 Disclosing information.
rescinded. The request should conform to
the requirements of §103.71, explain Wh)(;(a) Any part of any administrative ruling, includ-
rescission or modification is warranted, and ~ jng'names, addresses, or information related
refer to any reasons in paragraph (a) of this  t5"the business transactions of private par-
section that are relevant. The request may ies may be disclosed pursuant to a request
advocate an alternative interpretation and nder the Freedom of Information Act,
may set forth the legal and factual basis for 5 j5.c. 552. If the request for an adminis-
that interpretation. . . trative ruling contains information which
(c) Treasury shall modify an existing adminis- e requestor wishes to be considered for

trative ruling by issuing a new ruling that  eyemption from disclosure under the Free-
rescinds the relevant prior ruling. Once  4om of Information Act, the requestor should
rescinded, an administrative ruling shall no clearly identify such portions of the request

longer have any precedential value. - and the reasons why such information should
(d) An administrative ruling may be modified or g exempt from disclosure.

rescinded retroactively with respect to one o ]
or more parties to the original ruling requesib) A requestor claiming an exemption from
if the Assistant Secretary determines that:  disclosure will be notified, at least 10 days
(1) Afactor statement in the original ruling ~ before the administrative ruling is issued,
request was materially inaccurate or Of a decision not to exempt any of such
incomplete, information from disclosure so that the
(2) The requestor failed to notify in writing ~ underlying request for an administrative rul-
the Office of Enforcement of a material ~ iNg can be withdrawn if the requestor so
change to any fact or statement in the chooses.
original request, or .
(3) A party to the original request acted in(Cﬁﬁﬁg‘ivﬁﬁmbgeﬁhfggf'gfo‘;ﬁ Management and Budget under
bad faith when relying upon the ruling.
HISTORY:

(Approved by the Office of Management and Budget undeb2 FR 35546, Sept. 22, 1987.
control number 1505-0105)

AUTHORITY:
HISTORY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
52 FR 35546, Sept. 22, 1987. 12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330.
AUTHORITY: NOTES:

AUTHORITY NOTE APPLICABLE TO ENTIRE PART: NOTES APPLICABLE TO ENTIRE TITLE:

12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5330. EDITORIAL NOTE: Other regulations issued by Department
of the Treasury appear in Title 12, Chapter I; Title 19, Chap-

NOTES: ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-

NOTES APPLICABLE TO ENTIRE TITLE: ters Il, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS

EDITORIAL NOTE: Other regulations issued by DepartmentREFERENCE: General Accounting Office: See 4 C.F.R.

of the Treasury appear in Title 12, Chapter I; Title 19, Chap-Chapter I.

ter I; Title 26, Chapter I; Title 27, Chapter I; Title 31, Chap-

ters I, IV, V, VI, and VII, and Title 48, Chapter 10. CROSS NOTES APPLICABLE TO ENTIRE CHAPTER:

REFERENCE: General Accounting Office: See 4 C.F.RABBREVIATION: The following abbreviation is used in this

Chapter I. chapter: C.P.D. = Commissioner of the Public Debt.
NOTES APPLICABLE TO ENTIRE CHAPTER: NOTES APPLICABLE TO ENTIRE PART:
ABBREVIATION: The following abbreviation is used in this EDITORIAL NOTE: Nomenclature changes for part 103
chapter: C.P.D. = Commissioner of the Public Debt. appear at 52 FR 11442, Apr. 8, 1987.
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Administrative Ruling 88-1
(June 22, 1988) Section 301.0

31 U.S.C. 5313—REPORTS ON Likewise, the payees on these cashier’s checl
DOMESTIC COINS AND all have common names such as “John Smith’
CURRENCY TRANSACTIONS or “Mary Jones.” The teller informs the bank’s
compliance officer that she believes that thi:
31 C.F.R. 103.22—REPORTS OF person is structuring his transactions in order t

CURRENCY TRANSACTIONS evade the reporting requirements under the Bar
(ALSO SECTION 103.53) Secrecy Act. X State Bank_ wants to knov_v what
) actions it should take in this situation or in any
Suspicious transactions; how to notify proper2Ner situation where a transaction or a perso
law enforcement authorities and what informa—con(qutIng a transaction appears suspicious.
tion should be reportedireasury encourages all
financial institutions to be aware of the possibil- .
ity that their institutions may be misused byLaw and Analysis
those who intentionally structure transactions to
evade the reporting requirement or engage iAS it appears that the person may be intention
transactions that may involve illegal activity.ally structuring the transactions to evade the
Information which may be relevant to a possiblédank Secrecy Act reporting requirements, X
violation of the Bank Secrecy Act or its regula-State Bank should immediately telephone th
tions or indicative of money |aundering or tax|Oca| office of the Internal Revenue Service
evasion should be reported to the local Internd('IRS”) and speak to a Special Agent in the IRS
Revenue Service, Criminal Investigation Divi-Criminal Investigation Division, or should call
sion office or 1-800-BSA-CTRS. All disclosures1-800-BSA-CTRS, where his call will be referred
should be made in accordance with the Right t&0 & Special Agent.
Financial Privacy Act. Any information provided to the IRS should
be given within the confines of §1103(c) of the
Right to Financial Privacy Act, 12 U.S.C. §3401-
3422, Section 1103(c) of that Act permits a
BSA RULING 88-1 financial institution to notify a government
Issue a_utho_rity of information relevant to a possible
violation of any statute or regulation. Such
. ) o information may consist of the names of any
er]“at QCtl'JOT. shoul% a flnanctl)al_ institution éa'éeindividuals or corporate entities involved in the
when it believes .t at !t IS being misuse ysuspicious transactions; account numbers; hon
persons who are |ntent|onally structuring transz 4 isiness addresses; social security numbe
actions to evade the reporting requirement pe of account; interest paid on account; loca

engaging in transactions t.hat. may |nvolvelllleg ion of the branch or office where the suspicious
activity such as dr;jg trafficking, tax evasion Ofyansaction occurred: a specification of the
money laundering? offense that the financial institution believes ha:
been committed; and a description of the activi
ties giving rise to the bank’s suspicion. S. Rep
Facts 99-433, 99th Cong., 2d Sess., pp. 15-16.
Additionally, the bank may be required, by
A teller at X State Bank notices that the saméhe Federal regulatory agency which supervise
person comes into the bank each day and puit; to submit a criminal referral forrh Thus, the
chases, with cash, between $9,000 and $9,900 xank should check with its regulatory agency tc
cashier's checks. Even when aggregated, thesetermine whether a referral form should be
purchases never exceed $10,000 during any osgbmitted.
business day. The teller also notices that this Lastly, under the facts as described above,
person tries to go to different tellers for eachState Bank is not required to file a Currency
transaction and is very reluctant to provide
information about his frequent transactions or 1. Effective 4-1-96, new form termeguspicious Activity
other information such as name, address, etgeport.
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Transaction Report (“CTR”) because the cur-other illegal activity, the bank should telephone
rency transaction (i.e. purchase of cashier'the local office of the Internal Revenue Service,
checks) did not exceed $10,000 during on€riminal Investigation Division, and report that
business day. If the bank had found that on @formation to a Special Agent, or should call
particular day the person had in fact used a totdl-800-BSA-CTRS. In addition, the Federal regu-
of more than $10,000 in currency to purchaséatory agency which supervises X State Bank
cashier’'s checks, but had each individual castmay require the bank to submit a criminal
ier's checks made out in amounts of less thareferral form2 All disclosures to the Govern-
$10,000, the bank is obligated to file a CTR, andnent should be made in accordance with the
should follow the other steps described aboveprovisions of the Right to Financial Privacy Act.

Holding Gerald L. Hilsher
Deputy Assistant Secretary
If X State Bank notices that a person may bélLaw Enforcement)
misusing it by intentionally structuring trans-
actions to evade the BSA reporting reqUiremems 2. Effective 4-1-96, replaced witlSuspicious Activity
or engaging in transactions that may involvereport.
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Administrative Ruling 88-2
(June 22, 1988) Section 302.0

31 U.S.C. 5316—REPORTS ON place outside the United States. 31 CFR 103.2
EXPORTING AND IMPORTING requires that a CMIR be filed by anyone who
MONETARY INSTRUMENTS transports, mails, ships or receives, or attempt:

causes or attempts to cause the transportatio

31 C.F.R. 103.23—REPORTS OF mailing, shipping or receiving of currency or

TRANSPORTATION OF monetary instruments in excess of $10,00C

CURRENCY OR MONETARY from or to a place outside the United States. Th

INSTRUMENTS term “monetary instruments” includes currency
and instruments such as negotiable instrumen

(ALSO SECTION 103.22) endorsed without restrictionSee 31 CFR
103.11(K).

Filing of CMIRS; bank’s duty to file on behalf of
their customers international transportation of
monetary instrument#é bank has no duty to file

The obligation to file the CMIR is solely on
the person who transports, mails, ships, ©
a Report of the International Transportation of EC€IVES, O causes or attempts to transport, ma

ship, or receive. No other person is under an

Currency or Monetary Instrument (“CMIR”, bliaati fil CMIR. Th if
Customs Form 4790), on behalf of its customer§P'gation to file a . Thus, 1f a customer
walks into the bank and declares that he or sh

when the customer is importing or exporting,

currency or monetary instruments in excess dias feceived or transported currency in an aggr
$10.000. gate amount exceeding $10,000 from a plac

outside the United States and wishes to depos
the currency into his or her account, the bank i

BSA RULING 88-2 under no obligation to file a CMIR on the
customer’s behalf. Likewise, because the ban
Issue itself did not receive the money from a custome

outside the United States, it has no obligation t
When, if ever, should a bank file a CMIR onfile a CMIR on its own behalf. The same holds
behalf of its customer, when the customer idrue if a customer declares his intent to transpol
importing or exporting more than $10,000 incurrency or monetary instruments in excess C
currency or monetary instruments? $10,000 to a place outside the United States.
However, the bank is strongly encouraged tc

inform the customer of the CMIR reporting
Facts requirement. If the bank has knowledge that th
customer is aware of the CMIR reporting
A customer walks into B National Bank (“B”) requirement, but is nevertheless disregarding tf
with $15,000 in cash for deposit into her accountrequirement or if information about the trans-
As is required, the bank teller begins to fill outaction is otherwise suspicious, the bank shoul
a Currency Transaction Report (“CTR”, IRS contact the local office of the U.S. Customs
Form 4789) in order to report a transaction inService or 1-800-BE-ALERT. The United States
currency of more than $10,000. While the telleiCustoms Service has been delegated authori
is filling out the CTR, the customer mentions toby the Assistant Secretary (Enforcement) fc
the teller that she has just received the money iimvestigate criminal violations of 31 CFR 103.23.
a letter from a relative in France. Should the Any information provided to Customs should
teller also file a CMIR, either on the customer’spe given within the confines of section 1103(c)
behalf or on the bank’s behalf? of the Right to Financial Privacy Act, 12 U.S.C.
3401-3422. Section 1103(c) permits a financis

institution to notify a Government authority of

Law and Analysis information relevant to a possible violation of
any statute or regulation. Such information may
B National Bank should not file a CMIR when aconsist of the name (including those of corpo-
customer deposits currency in excess of $10,00@te entities) of any individual involved in the
into her account, even if the bank has knowledgsuspicious transaction; account numbers; horr
that the customer received the currency from and business addresses; social security numbe
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type of account; interest paid on account; locaexcess of $10,000 into her account even if the
tion of branch where the suspicious transactiobank has knowledge that the currency or mone-
occurred; a specification of the offense that théary instruments were received or transported
financial institution believes has been commitfrom a place outside the United States. 31 CFR
ted; and a description of the activities giving riseLl03.23. The same is true if the bank has knowl-
to the bank’s suspicions. See S. Rep. 99-438&dge that the customer intends to transport the
99th Cong., 2nd Sess., pp. 15-16. currency or monetary instruments to a place
Therefore, under the facts above, the telleoutside the United States.

need only file a CTR for the deposit of the However, the bank is required to file a CTR if
customer’s $15,000 in currency. it receives in excess of $10,000 in cash from its
A previous interpretation of section 103.23(b)customer, and is strongly encouraged to inform
by Treasury held that if a bank received curthe customer of the CMIR requirements. In
rency or monetary instruments over the countegddition, if the bank has knowledge that the
from a person who may have transported thergustomer is aware of the CMIR reporting
!ntO the United States, and .knOWS that Suclﬂequirement and is nevertheless p|anning to
items have been transported into the country, Hisregard it or if the transaction is otherwise
must file a report on Form 4790 if a completesyspicious, the bank should notify the local
and truthful report has not been filed by thepffice of the United States Customs Service (or
customer. See 31 CFR Part 103 Appendix]-800-BE-ALERT) of the suspicious trans-
Section 103.23 Interpretation 2, at 364 (1987)action. Such notice should be made within the
This ruling hereby supersedes that interpretatiogonfines of the Right to Financial Privacy Act,
12 U.S.C. 3403(c).

Holding

Gerald H. Hilsher
A bank should not file a CMIR when a customeDeputy Assistant Secretary
deposits currency or monetary instruments itfflLaw Enforcement)
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Administrative Ruling 88-3
(June 22, 1988) Section 303.0

31 U.S.C. 5313—REPORTS OF granted ABC an exemption for daily deposits ur
DOMESTIC COINS AND to a limit of $30,000.
CURRENCY TRANSACTIONS Recently, ABC began providing its customers
with a check-cashing service as an adjunct to it
31 C.F.R. 103.22—REPORTS OF primary business of selling groceries. ABC’s
CURRENCY TRANSACTIONS primary business still consists of the sale o
groceries. However, the unexpectedly heav
Exemptions; reporting of “cash-back” transac- demand for ABC’s check-cashing service ha:
tions. Under sections 103.22(b)(2)(i) andrequired ABC to maintain a substantially greate
103.22(b)(2)(ii), a bank may only exemiépos- quantity of cash in the store than was necessa
its or withdrawalsof currency from the report- for the grocery business in the past. To facilitate
ing requirements of section 103.22(a)(1}the o_perations_ of its check—_ cashing service
(emphasis added). A bank may not grant ABC is presenting the bank with large number:
unilateral exemption, or obtain additional authorof checks in “cash-back” transactions, rather
ity to grant a special exemption to “Cash_back"th.an dep_OSItlng the checks into its account an
transactions because these transactions are né&jthdrawing cash from that account. X State
ther deposits nor withdrawals. A “cash back”Bank has just been presented with a “cash
transaction is one where one or more checks &ack” transaction wherein an employee of ABC
other monetary instruments are presented it§ €xchanging $15,000 worth of checks for cash
exchange for cash or a portion of the checks dﬁOW should the bank treat this transaction?
monetary instruments are deposited while the
remainder is exchanged for cash. If, during a
single banking day, a bank handles a “cash- .
back” transaction that results in the transfer of-@W and Analysis
more than $10,000 in currency to a customer
who operates an otherwise exemptible businesa, “cash back” transaction is one where one or
the bank must file a CTR identifying the trans-more checks or other monetary instruments ar
action as a “check cashed” transaction, regardpresented in exchange for cash or a portion c
less of whether the customer has been properthe checks or monetary instruments are depo
granted an exemption for daily deposits oited while the remainder is exchanged for cash
withdrawals. “Cash back” transactions can never be exempte
from the Bank Secrecy Act reporting require-
ments. Thus, the bank must file a Currency
Transaction Report on IRS Form 4789 reporting
this $15,000 “cash back” transaction, even
though the customer’s account has been grant
an exemption for daily deposits of up to $30,000

Whether a bank may exempt “cash-back” trans-ThIS Is because section 103'.22(b)(2.)(') permits.
nk to exempt only (d)eposits or withdrawals

actions of a customer whose primary business E? e
of currency from an existing account by an

glflf tg)?et;r;atbrggi %er e;jgﬁ;?ﬁ etgh:jgirgi'ﬁ;réstablished depositor who is a United State

d resident and operates a retail type of business
authority granted by the IRS. the United States” (emphasis added). As “cash
back” transactions do not constitute either &
“deposit or withdrawal of currency” within the
Facts meaning of the regulations, the bank must repoi

on a CTR any “cash-back” transaction that
The ABC Grocery (“ABC”), a retail grocery results in the transfer of more than $10,000 ir
store, has an account at the X State Bank for itsurrency to a customer during a single bankin
daily deposits of currency. Because ABC reguday, regardless of whether the customer ha
larly and frequently deposits amounts rangingproperly been granted an exemption for its
from $20,000 to $30,000, the bank has properlgeposits or withdrawals.

BSA RULING 88-3
Issue
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Moreover, because “cash back” transactionsransaction is one where one or more checks or
are never exemptible, the bank may not unilatether monetary instruments are presented in
erally exempt “cash-back” transactions by ABC,exchange for cash or a portion of the checks or
or seek additional authority from the IRS tomonetary instruments are deposited while the
grant a special exemption for ABC's “cash-remainder is exchanged for cash. If a bank
back” transactions. Instead, the bank must repoftandles a “cash-back” transaction that results in
ABC’s “cash back” transaction on a CTR, the transfer of more than $10,000 to a customer
listingitas a $15,000 “check cashed” transactionduring a single banking day, it must report that
transaction on IRS Form 4789, the Currency
Transaction Report, as a “check cashed” trans-
. action, regardless of whether the customer has

Holding been properly granted an exemption for daily
deposits or withdrawals.

A bank may never grant a unilateral exemption,

or obtain additional authority from the IRS to Gerald L. Hilsher

grant a special exemption to the “cash-back’Deputy Assistant Secretary

transactions of a customer. A “cash back”(Law Enforcement)
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Administrative Ruling 88—4
(August 8, 1988) Section 304.0

31 U.S.C. 5313—REPORTS ON the company has established a single depo:s
DOMESTIC COINS AND account at Bank A, into which all of the com-
CURRENCY TRANSACTIONS pany’s establishments in that area make depo

its. In Connecticut, the company has establishe
31 C.F.R. 103.22—REPORTS OF ten bank accounts at Bank B; each of the

CURRENCY TRANSACTIONS company’s ten establishments in Connecticu
have been assigned a separate account in

h-Which it makes deposits. Banks A and B have

ments using exempted accouMhen a bank has ProPerly exempted the company’s accounts, bt
exempted a single deposit account of a custom@ﬁw seek guidance on the manner in which the
into which more than one of the Customer,%ould add these accounts to their exemptio

Exemption lists; listing of multiple establis

establishments makes deposits, the bank m jsts. All of the co_mpar_1y’s _establishments USE
e same taxpayer identification number (“TIN”).

list the name, address, business, types of trans*
actions exempted (i.e., withdrawals, deposits or
both), the dollar limit of the exemption, taxpayer
identification number and account number (“SecLaw and Analysis
tion 103.22(f) information”) of the customer’s
headquarters or its principal business establistnder the regulations, the bank must keep “in ¢
ment, or it may separately list the same inforcentralized list,” section 103.22(f) information
mation for each establishment using that accourfor “each depositor that has engaged in currenc
If the bank chooses to list only the informationtransactions which have not been reporte
for the customer’s headquarters, the bank shoulgecause of (an) exemptio . .” However, where
briefly note on the exemption list that theall of the company’s establishments deposit intc
account is used by multiple establishments andne exempt account as at Bank A, above, th
should ensure that the individual addresses dfank need only maintain section 103.22(f)
those establishments are readily available updnformation on its list for the customer’s corpo-
request. If a bank has granted separate exemgate headquarters or the principal establishmel
tions to several accounts, each of which is usetthat obtained the exemption. The bank may, bt
by a single establishment of the customer, th&s not required to, list identifying information
bank must separately list the Section 103.22(fior all of the customers’ establishments depos
information for each of those establishments. iting into the one account. If the bank chooses t«
list only the information for the customer’s
headquarters or principal establishment, it shoul
briefly note that on the exemption list and
should ensure that the individual addresses fc
each establishment are readily available upo
request. Where each of the company’s establis|
ments deposit into separate exempt accounts
?t Bank B, the bank must maintain separat
ection 103.22(f) information on the exemption
ist for each establishment.

BSA RULING 88-4
Issue

If a bank has exempted a single account of
customer into which multiple establishments o
that customer make deposits, must the bank li

all of the establishments on its exemption list o ; N .
may the bank list only the section 103.22(f) Under section 103.22(b)(2)(7), (i), and (V)

information of the customer’s headquarters of"d 103-22(€) of the regulation, a bank can onl
its principal business establishment on itg"aNtan exemption for “an existing account (of)
exemption list? an established depositor who is a United State

resident.” Under these provisions, therefore, the
bank can only grant an exemption for an exist:
ing individual account, not for an individual
Facts customer or group of accounts. Thus, if a
customer has a separate account for each of |
A fast food company operates a chain of fastbusiness establishments, the bank must consic
food restaurants in several states. In New Yorkgach account for a separate exemption. If th
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304.0 Administrative Ruling 88-4

bank grants exemptions for more than onder (“section 103.22(f) information”) of either
account, it should prepare a separate exemptidhe customer’'s headquarters or the principal
statement and establish a separate dollar limitusiness establishment, or it may separately list
for each account. section 103.22(f) information for each of the
Once an exemption has been granted for agstablishments using that account. If the bank
account, section 103.22(f) requires the bankhooses to list only the information for the
to maintain a centralized exemption list thatcustomer’s headquarters or principal establish-
includes the name, address, business, types mient, it should briefly note that fact on the
transactions exempted, the dollar limit of theexemption list, and it should ensure that
exemption, taxpayer identification number, andhe individual addresses of those establishments
account number of the customers whose accourmst on the list are readily available upon request.
have been exempted. If a bank has granted separate exemptions to
several accounts, each of which is used by a
single establishment of the same customer, the
Holding bank must include on its exemption list section
103.22(f) information for each of those estab-
Under 31 CFR 103.22, when a bank hadishments. Previous Treasury correspondence or
exempted a single account of a customer intB)terpretations contrary to this policy are hereby
which more than one of the customer’s estap-escinded.
lishments make deposits, the bank may include
the name, address, business, type of transactioBgrald L. Hilsher
exempted, the dollar limit of the exemption,Deputy Assistant Secretary
taxpayer identification number, and account numLaw Enforcement)
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Administrative Ruling 88-5
(September 2, 1988) Section 305.0

31 U.S.C. 5313—REPORTS ON ered by Acme to the Federal Reserve Bank fo
DOMESTIC COINS AND deposit into the Bank’s account. Must the Bank

CURRENCY TRANSACTIONS file a CTR to report a receipt of cash in excess o

$10,000 by Acme from Little Z?
31 C.F.R. 103.11—MEANING OF
TERMS—BANK AND FINANCIAL

INSTITUTION Law and Analysis
31 C.F.R. 103.22—REPORTS OF . . - .
CURRENCY TRANSACTIONS Yes. Since Acme is receiving cash in excess c

$10,000 on behalf of the Bank, the Bank mus
Filing of CTRs: The use of armored Carflle a CTR in order to report these transactions

operations—a bank’s duty to file a CTR when Section 103.22(a)(1) requires “(e)ach finan-

currency is never physically received or ingIal 'n.St'tUt.'?:d' ' .I[to] f”r? a rep(f)rt of each
possession of the bank. eposit, withdrawal, exchange of currency ol

It is the duty of a financial institution to file a Other Payment or transfer, by, through or to sucl

Form 4789, Currency Transaction Repor{inancial institution which involves a transaction
(“CTR”), on currency transactions in excess ofil_currency of more than $10,000." Section
$10,000 when such transactions are effected byP3-11(C) and (n) defines “Bank” and “Finan-
an armored car company acting on behalf of th lal Institution” to include agents of those banks

financial institution, even if the currency neverand financial institutions. o
physically enters the financial institution. Under the facts presented, Acme is acting a
an agent of the Bank. This is because Acme an
the Bank have a contractual relationship whereb
the Bank has authorized Acme to pick up,
BSA RULING 88-5 transport and process Little Z's receipts or
Issue behalf of the Bank. Thg Federal Reserve Bank’
acceptance of deposits from Acme into the
Does a financial institution have a duty to file 85@NK's account at the Fed, is additional evi-
CTR on currency transactions where the finard®nce of the agency relationship between th
cial institution never physically receives theBank and Acme. ,
cash because it uses an armored car service tol herefore, when Acme receives currency

collect, transport and process its customer) excess of $10,000 from Little Z, the Bank
cash receipts? must report that transaction on Form 4789

Likewise, if Acme receives currency from Little
Z in multiple transactions, section 103.22(a)(1]
requires the Bank to aggregate these transa
Facts tions and file a single CTR for the total amount

. ) of currency received by Acme, if the Bank has
X State Bank (the "Bank”) and Acme Armored | yiedge of these multiple transactions. Know
Car Service (“Acme”) have entered into a

hich ides f I edge by the Bank’s agent, i.e., Acme, that the
contract which provides for Acme to collect, o\, rency was received in multiple transactions
transport and process revenues received frofd iributable to the Bank. The Bank must
Bank customers. ssure that Acme, as its agent, obtains all th

Each day, Acme picks up cash, checks anfhsormation and identification necessary to com
deposit tickets from Little Z, a non-exemptR|ete the CTR.

customer of the Bank. Recently, receipts of cas

from Little Z have exceeded $10,000. Acme

delivers the checks and deposit tickets to the .

Bank where they are processed and Little z’$10lding

account is credited. All cash collected, however,

is taken by Acme to its central office where it isFinancial institutions must file a CTR for the
counted and processed. The cash is then delieurrency received by an armored car servic
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305.0 Administrative Ruling 88-5

from the financial institution’s customer whenservice is acting as an agent of the financial
the armored car service physically receives thmstitution.

cash from the customer, transports it and pro-

cesses the receipts, even though the currenGerald L. Hilsher

may never physically be received by the finanDeputy Assistant Secretary

cial institution. This is because the armored caflLaw Enforcement)
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Administrative Ruling 89-1
(January 12, 1989) Section 306.0

31 U.S.C. 5313—REPORTS OF Facts

DOMESTIC COINS AND

CURRENCY TRANSACTIONS ABC Inc. (“ABC”), with TIN 12-3456789,
owns five fast food restaurants. Each restaurat

31 C.ER. 103.22—REPORTS OF hashits own account at tlhedx Sta_te Eliank z?]n(
each restaurant routinely deposits less tha

CURRENCY TRANSACTIONS $10,000 into its individual account. However,

Exemptions: special exemption for a group oyvhen the deposits into these five accounts ar
accountdelongingto thesame customer. Under 299regated they regularly and frequently excee
sections 103.22(b) (2)(i) and 103.22(b)(2)(ii) of>+0:000- Accordingly, the bank prepares an

the Bank Secrecy Act (“BSA’) regulations, a glss %r;et igg,;O;A%g Iantce.c’i (z:n r?:ﬁz btjrgrr:se:é
bank may exempt onlgepositsor withdrawals i z exceed $10 ggo gX Statf: B nkywant ;
of currency from anexisting account by an ons € e a S U

established depositor who is a United StateFnow whether it can unilaterally exempt these

resident and operates a retail type of business fye accounts havmg the same TIN, an_d, if not
the United States or one of the businesse hether it can obtain additional authority from

A X I the IRS to grant a single exemption to the grouj
specified in Section 103.22(b)(2)(ii). 31 C.F.R.Of five accounts belonging to ABC.

Part 103. A bank may natnilaterally grant one
exemption or establish a single dollar exemption
limit for a group of existing accounts of the .
same customer. Under section 103-22(e), how-aw and Analysis
ever, a bank may apply to the Internal Revenue
Service (“IRS”) for additional authority to grant Under section 103.22(b)(2)(i) and (ii) of the
exemptions to the reporting requirements noBank Secrecy Act (“BSA’) regulations, 31
otherwise permitted under section 103.22(b)C.F.R. Part 103, only an individual account of a
Under this authority and at the request of a banlgustomer may be unilaterally exempted from the
the IRS may, in its discretion, provide the bankeurrency transaction reporting provisions. The
with authority to grant one exemption and ondank may not unilaterally grant one exemptior
exemption limit applicable to a group of exempt-0or establish a single dollar exemption limit
ible accounts that belong to the same customé@r multiple accounts of the same customer
and have the same Taxpayer Identification NumFhis is because sections 103.22(b)(2)(i) an
ber (“TIN"). Only accounts with transactions of 103.22(b)(2)(ii) of the BSA regulations only
less than $10,000 in currency may be include@€ermit a bank to unilaterally exempt “[d]eposits
in the group exemption, and the aggregate@r withdrawals of currency from aexisting
transactions of the various accounts included iaccountby an established depositowho is a
the group must regularly and frequently excee®/nited States resident and operates a retail tyy
$10,000 in currency. of business in the United States.” 31 C.F.R.

103.22(b) (2)(i) and (ii).

Section 103.22(e) of the BSA regulations
provides, however, that “[a]bank may apply to

BSA RULING 89-1 the . . .[IRS] for additional authority to grant
exemptions to the reporting requirements no
Issue otherwise permitted under paragraph (b) of thi

section 31 C.F.R. 103.22(e). Therefore, unde
Under Section 103.22 of the BSA regulationsthis authority, and at the request of a bank, thi
may a bank unilaterally grant one exemption ofRS may, in its discretion, grant the requesting
establish a single dollar exemption limit for abank additional authority to exempt a group of
group of existing accounts of the same cusaccounts when the following conditions are met
tomer? If not, may a bank obtain additional
authority from the IRS to grant a single exemp- Each of the accounts in the group is owned b
tion for a group of exemptible accounts belong- the same person and has the same taxpay
ing to the same customer? identification number.
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* The deposits or withdrawals into each accounweekly or twice a month) currency transactions
are made by a customer that operates a busi excess of $10,000 may be eligible for a group
ness that may be either unilaterally or speexemption.

cially exemptible and each account meets the The intention of this special exemption is to
other exemption criteria (except for the dO”arpermit banks to exempt the accounts of estab-
amount). lished customers, such as the ABC Inc. restau-
Currency transactions for each account indirants described above, which are owned by the
vidually do not exceed $10,000 on a regulasame person and have the same TIN but which
and frequent basis. _ individually do not have sufficient currency
Aggregated currency transactions for alldeposit or withdrawal activity that regularly and

accounts included in the group regularly andrequently exceed $10,000.
frequently exceed $10,000.

If a bank determines that an exemption would
be appropriate in a situation involving a groupHolding
of accounts belonging to a single customer, it

must apply to the IRS fqr authority to grant on& v siate Bank determines that an exemption
special exemption covering the accounts in qUegg, 14 e appropriate for ABC Inc., it must
tion. As with all requests for special exemptlonsapp'y to the IRS for authority to girant one

any Felq“eSt fotf additiotngl autr:jori_ty to_tgrant pecial exemption covering ABC's five separate
Special exemption must beé made In Writing anty.cqnts. As with all requests for special exemp-

accompanied by a statement of the circumg,,g ABC's request for additional authority to

stances that warrant special exemption treatme ant a special exemption must be made in
and a copy of the statement signed by th%/riting and accompanied by a statement of the
customer as required by section 103.22(d). 3lj;cmstances that warrant special exemption
C'F'R'. .103'22(d)' . . treatment and a copy of the statement signed by
Additional authority to grant a special exemp,q o\ ;stomer as required by section 103.22(d).
tion for a group of accounts must be obtaine 1 C.F.R. 103.22(d). The IRS may, in its discre-

from the IRS regardless of whether the busiga, “orant additional authority to exempt the
nesses may be unilaterally exempted undgi:

would apply to a group of existing accounts,
as opposed to aindividual existingaccount.
31 C.F.R. §103.22(b)(2).

Also, if any one of a given customer’s

or customers that operate a business that may
be either unilaterally or specially exemptible
and each account meets the other exemption

h | df criteria (except for dollar amount); (3) the cur-
accounts hashregu aﬁaglorggge?f currency rangs ey transactions for each account individually
actions which excee 000, that accauay 4, ot exceed $10,000 on a regular and frequent

Sbasis; but (4) when aggregated the currency

because the bank may, as provided by secti : f Il th larl
103.22(b)(2), either unilaterally exempt tha%ffzgzzzttll?/n;o Z;caeefj gl?)cgggnts regularly and
account or obtain authority from the IRS to T

grant a special exemption for that account if it

meets the other criteria for exemption. ThusGerald L. Hilsher

only accounts of exemptible businesses whicBeputy Assistant Secretary
do not have regular and frequerd.q, daily, (Law Enforcement)
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Administrative Ruling 89-2
(June 21, 1989) Section 307.0

31 U.S.C. 5313—REPORTS ON Bank (the “bank”) for each of its two restau-
DOMESTIC COINS AND rants, account numbers 1 and 2 respectivel,
CURRENCY TRANSACTIONS Each of these two accounts has been proper

exempted by the bank. Account number 1 has a

exemption limit of $25,000 for deposits, and
31 C.F.R. 103.22—REPORTS OF account number 2 has an exemption limit of

CURRENCY TRANSACTIONS $40,000 for deposits. X also has a third accoun
. . . account number 3, at the bank for use in the
Exemptions; aggregation and reporting of mul-gperation of its wholesale food business. or
tiple transactions involving exempted accountsyccasion, cash deposits of more than $10,00
When a customer has more than one accouBte made into this third account. Because thes
and a bank has knowledge that multiple curgash deposits are infrequent, the bank cann
rency transactions have been conducted in theg@iain additional authority to grant this accoun
accounts on the same business day, the baﬁkspecial exemption.
must aggregate the transactions in those accounts.During the same business day, two $15,00
Where one or more of the customers’ accountg,gp, deposits totalling $30,000 are made int
has been exempted, the bank must total theccount number 1, a separate cash deposit
currency transactions within each account &35 000 is made into account number 2 and
determine whether the exemption limit has beeﬂeposit of $9,000 in currency is made into
exceeded. If the exemption limit has not beenccount number 3 (X’s account for its wholesale
exceeded, the bank does not have to aggregats,q business).
the transactions for the exempted account with The pank must now determine how to aggre
any other of the customer's currency transaGgate and report all of these transactions on
tions. If the total of the transactions involving porm 4789, Currency Transaction Report
the exempt account exceeds the exemption limi CTR”). Must they aggregate all of the depos-
the bank must aggregate those transactions Wiy made into account numbers 1, 2 and 3 an
the transactions from any other exempteqeport them on a single CTR?
accounts where the exemption limit has been
exceeded, with the transactions from any non-
exempt accounts, and with any reportable trani- .
actions conducted by or on behalf of the cus* aw and Analysis
tomer that do not involve accounts (e.g., .
purchases of bank checks or “cash back” trans>€ction 103.22° of the Bank Secrecy Act

actions) of which the bank has knowledge. (BSA) 31 CFR Part .103’ requires a finangial
institution to treat multiple currency transactions

“as a single transaction if the financial institu-
tion has knowledge that they are by or on behal

BSA RULING 89-2 of any person and result in either cash-in o
cash-out totalling more than $10,000 during an
Issue one business day.” This means that a financiz

institution must file a CTR if it knows that
When a customer has established bank accoumfultiple currency transactions involving two or
for each of several establishments that it ownsnore accounts have been conducted by or c
and the bank has exempted one or more of tho$ghalf of the same person and, those transa
accounts, how does the bank aggregate thfyns, when aggregated, exceed $10,000. Know
customer’s currency transactions? edge, in this context, means knowledge on th
part of a partner, director, officer or employee of
the institution or on the part of any existing
Facts computer or manual system at the institutior
that permits it to aggregate transactions.
X Company (“X") operates two fast-food res-  Thus, if the bank has knowledge of multiple
taurants and a wholesale food business. X hasansactions, the bank should aggregate the trar
opened separate bank accounts at the A Nationattions in the following manner.
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First, the bank should separately review andnultiple currency transactions have been con-
total all cash-in and cash-out transactions withilucted in these accounts on the same business
each account. Cash-in transactions should kay (e.g., because it does not have a system that
aggregated with other cash-in transactions amaggregates among accounts and the deposits
cash-out transactions should be aggregated witiere made by three different individuals at
cash-out transactions. Cash-in and cash-out trargifferent times) the bank should file one CTR for
actions should not be aggregated together &30,000 for account number 1, as the activity
offset against each other. into that account exceeds its exemption limit.

Second, the bank should determine whether
the account has an exemption limit. If the
account has an exemption limit, the bank should ]
determine whether it has been exceeded. If thelolding
exemption limit has not been exceeded, the

transactions for the eXempted account ShOUM]hen a customer has more than one account
not be aggregated with other transactions. and a bank employee has knowledge that mul-
If the total transactions during the same busitiple currency transaction have been conducted
ness day for a particular account exceed thg the accounts or the bank has an existing
exemption ||m|t, the total of all of the transac- Computer or manual System that permits it to
tions for that account should be aggregated withggregate transactions for multiple accounts, the

the total amount of the transactions for othepank should aggregate the transactions in the
accounts that exceed their respective exemptiggliowing manner.

limits, with any accounts without exemplion gt the pank should aggregate for each
limits, and with transactions conducted by or 0. n¢t a1l cash-in or cash-out transactions con-
behalf of the same person that do not 'nVOlV.%gcted during one business day. If the account
accounts (€.g., purchases of bank checks Wifflys o exemption limit, the bank should deter-
cash) of which the bank has knowledge. mine whether the exemption limit of that account

as been exceeded. If the exemption limit has

In the example discussed above, all of th
transactions have been conducted “on beha ot been exceeded, the total of the transactions

of” X, as X owns the restaurants and the -
’ h or that particular account does not have to be
wholesale food business. The total $30,00% Y

deposit for account 1 exceeds the $25.00 ggregated with other transactions. If the total

L ansactions during the same business day for a
exemption limit for that account. The $35,0004ticylar account exceed the exemption limit,
deposit into account number 2 is less than th

SO ) owever, the total of all of the transactions for
$40,000 exemption limit for that account. F'na”y'that account should be aggregated with any total

the $9’.000 dep03|_t into account number 3, qoeﬁom other accounts that exceed their respective
not by itself constitute a reportable transaction xemption limits, with any accounts without

Therefore, under the facts above, the bang o s .
! . ' -2 'axemption limits, and with any reportable trans-
should aggregate the entire $30,000 deposit in ctionps conducted by or on )E)ehglf of the cus-

accougt ?#mber 1 t(_notI_Ju_stt th‘?thamouég (t)g mer not involving accounts (e.g., purchases of
eéxceeds the exemption fimi ), Wi € 3, ank checks or “cash back” transactions) of
deposit into account number 3, for a total o

$39,000. The bank should not include thqthCh the bank has knowledge. The bank should

$35,000 deposit into account number 2,, as thaten file a CTR for the aggregated amount.
deposit does not exceed the exemption limit fo ,; e
that account. Accordingly, the bank should comgécphuisl Al\_ss\glt!:ﬁtm Ssecretary
plete and file a single CTR for $39,000. Law Enforcement)
If the bank does not have knowledge tha{
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Administrative Ruling 89-3
Section 308.0

Rescinded
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Administrative Ruling 89-4
Section 309.0

Rescinded
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Administrative Ruling 89-5
(December 21, 1989) Section 310.0

31 U.S.C. 5313—REPORTS OF Facts
DOMESTIC COINS AND No. 1
CURRENCY TRANSACTIONS '

Linda Scott has had an account relationship witl
31 C.ER. thedBdank fq{ 121)/5?32)36 Ms. Scr?t_t (tentﬁrs the ban
and deposits , in cash into her person
103.27—IDENTIFICATION checking account. The bank knows that Ms
REQUIRED Scott is an artist who on occasions exhibits an
Identification of person on whose behalf trans—SeIIS her art \_/vork and that her art work currently
X iIs on exhibit at the local gallery. The bank
ggti%nar\:\éjaglcgldgaleggplérzsgigtlt(?s 3;3 LlenSar(]:mf rther knows that cash deposits in the amour
institutions must report transactions in currenC)é];t$SlaE|)éOS(_)0 are commensurate with Ms. Scott
that exceed $10,000 on IRS Form 4789, Cur-
rency Transaction Report (“CTR"). The CTR
must include information about the identity ofNo. 2
the person who conducted the transaction
(Part 1) and any person on whose behalf th®ick Wallace has recently opened a person:
transaction was conducted (Part Il). It is theaccount at the Bank. Although the bank verifiec
responsibility of the financial institution to his identity when the account was opened, th
develop internal controls and procedures tdank has no additional information about Mr.
ensure the filing of accurate and complete CTR4WVallace. Mr. Wallace enters the bank with
One way that financial institutions can obtain$18,000 in currency and asks that it be wirec
information about the person on whose behalfransferred to a bank in a foreign country.
the transaction is being conducted is to ask the
person conducting the transaction whether he is
acting for himself or on behalf of anotherNO. 3
person. Only if as a result of strong “know your .
customer” or other internal policies, the finan-Dorothy Green, a partner at a law firm, makes :
cial institution is satisfied that its records containb90,000 cash deposit into the firm's trust
the necessary information concerning the tru@ccount: The bank knows that this is a trust
identity of the person for whom the transactiorccount. The $50,000 represents cash receiv
is conducted, may the financial institution relyfrom three clients.
on those records in completing the CTR. The
identifying information concerning the person 4
conducting the transaction must be listed irl\lo'
Part | of the CTR, and the identifying informa-

. : Carlos Gomez enters a Currency Dealer an
tion concerning the person on whose behalf th y

Ksks to buy $12,000 in traveler’'s checks with

transaction is being conducted must be listed ie
ash.
Part I1.
No. 5
BSA Ruling 89-5 Gail Julian, a trusted employee of Q-mart, &
large retail chain, enters the bank three time
Issue during one business day and makes three larg

How does a financial institution fulfill the 1. Thistype of accountis sometimes called a trust accoun

requirement that it furnish information about thqattorney account or special account. It is an account estal
ished by an attorney into which commingled funds of clients

person on \{VhOSQ behalf a reportable currencyay be deposited. it is not necessarily a “trust’ in the legal
transaction is being conducted? sense of the term.
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cash deposits totalling $48,000 into Q-mart'sng her work at a local gallery and that cash

account. The Bank knows that Ms. Julian isdeposits in the amount of $15,000 would not be

responsible for making the deposits on behalf ofinusual or inconsistent with Ms. Scott’s busi-

Q-mart. Q-mart has an exemption limit ofness practices. Therefore, if the bank through its

$45,000. stringent “know your customer” policies is
satisfied that the money being deposited by Ms.
Scott into her personal account is for her benefit,

Law and Analysis the bank need not ask Ms. Scott whether she is
acting on behalf of someone-else.

Under section 103.28 of the Bank Secrecy Act

(“BSA") regulations, 31 C.F.R. Part 103, a

financial institution must report on a Currencyng. 2

Transaction Report (“CTR”) the name and

address of the individual COndUCting the tranSBecause Dle Wa"ace is a hew customer Of the
aCtiOn, and the |dent|ty, account number, and thsank and because the bank has no additional
social security or taxpayer identification numbefnformation about him or his business activity,
of any person on whose behalf the transactiothe bank should ask Mr. Wallace whether he’is
was conducted. See 31 U.S.C. 5313. “A particizcting on his own behalf or on behalf of some-
pant acting for another person shall make thgne else. This is particularly true given the
report as the agent or bailee of.the person anghture of the transaction—a wire transfer with

identify the person for whom the transaction issash for an individual to a foreign country.
being made.” Identifying information about the

person on whose behalf the transaction is con-
ducted must always be furnished if the transac-
tion is reportable under the BSA, regardless oNo.
whether the transaction involves an account.
This type of account is sometimes called
trust account, attorney account or special accou
It is an account established by an attorney int
which commingled funds of clients may be
deposited. It is not necessarily a “trust” in the

eporothy Green’s cash deposit of $50,000 into
r{pe law firm’s trust account clearly is being done
h behalf of some else. The bank should ask
s. Green to identify the clients on whose
behalf the transaction is being conducted.
legal sense of the term. Because Ms. Green is acting both on behalf of

Because the BSA requires financial institu her employer and the clients, the names of the

. - -~ three clients and the law firm should be included
tions to file complete and accurate CTRs, it IS the CTR filed by the bank

the financial institution’s responsibility to ascer-
tain the real party in interest. 31 U.S.C §5313.

One way that a financial institution can obtain

information about the identity of the person onNo. 4

whose behalf the transaction is being conducted

is to ask the person conducting the transactiolhe currency dealer, having no account relation-
whether he is acting for himself or on behalf ofship with Carlos Gomez, should ask Mr. Gomez
another person. Only if as a result of strongf he is acting on behalf of someone else.
“know your customer” or other internal control
policies, the financial institution is satisfied that
its records contain information concerning th 5
true identity of the person on whose behalf th 0.

transaction is conducted, may the flnanC|aba” Julian is known to the bank as a trusted

institution rely on those records to complete th%mployee of Q-mart, who often deposits cash

CTR. into Q-mart’s account. If the bank, through its
strong “know your customer” policies is satis-
No. 1 fied that Ms. Julian makes these deposits on
behalf of Q-mart, the bank need not ask her if
Linda Scott, an artist, is a known customer ofhe is acting on behalf of someone other than
the bank. The bank is aware that she is exhibitQ-mart.
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Holding person. Only if as a result of strong “know your
customer” or other internal control policies, the

It is the responsibility of a financial institution to financial institution is satisfied that its records

file complete and accurate CTRs. This includesontain the necessary information concerning

providing identifying information about the per- the true identity of the person on whose behal

son on whose behalf the transaction is corthe transaction is being conducted, may th

ducted in Part Il of the CTR. One way that afinancial institutions rely on those records in

financial institution can obtain information aboutcompleting the CTR.

the true identity of the person on whose behalf

the transaction is being conducted is to ask th&alvatore R. Martoche

person conducting the transaction whether he &ssistant Secretary

acting for himself or on behalf of another(Enforcement)
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Section 311.0

31 U.S.C. 5313—REPORTS ON
DOMESTIC COINS AND
CURRENCY TRANSACTIONS

31 U.S.C. 5325—IDENTIFICATION
REQUIRED TO PURCHASE
CERTAIN MONETARY
INSTRUMENTS

31 C.F.R. 103.28—
IDENTIFICATION REQUIRED

31 C.F.R. 103.29—PURCHASES
OF BANK CHECKS AND DRAFTS,
CASHIER'S CHECKS, MONEY
ORDERS AND TRAVELER'’S
CHECKS

Identification of elderly or disabled patrons
conducting large currency transactionginan-

cial institutions must file a form 4789, Currency.

Transaction Report (CTR) on transactions i

person(s) who conduct(s) the transaction i

Part | of the CTR. Financial institutions also

must record on a chronological lbgales of, and
verify the identity of individuals who purchase
certain monetary instruments with currency i
amounts between $3,000 and $10,000, incl
sive. Many financial institutions have aske

Treasury how they can meet the requirement tg
examine an identifying document that contain%
the person’s name and address when s/he do

not possess such a documentg( a driver’s
license). Financial institutions have indicate

that this question arises almost exclusively Witl}j\
their elderly and/or disabled patrons. This
Administrative Ruling answers those inquiries.

Issue

and $10,000 when he/she does not possess
passport, alien identification card or other offi-
cial document, or other document that is nor-
mally acceptable within the banking community
as a means of identification when cashing check
for nondepositors?

Holding

Itis the responsibility of a financial institution to
file complete and accurate CTRs and to maintai
complete and accurate monetary instrument log
pursuant to 31 C.F.R. §§103.27(d) and 103.2
of the BSA regulations. It is also the responsi-
bility of a financial institution to verify and to

record the identity of individuals conducting
reportable currency transactions and/or cash pu
chases of certain monetary instruments a
required by BSA regulations 8§8103.28 anc
103.29. Only if the financial institution is con-
fident that an elderly or disabled patron is whc

currency in excess of $10,000, and must verif%‘/he says s/he is may it complete these tran

and record information about the identity of th(.eever information it has available, in accordance

ctions. A financial institution shall use what-

With its established policies and procedures, t

determine its patron’s identity. This includes
review of its internal records for any informa-

'tion on file, and asking for other forms of
r]dentification, including a social security or

edicare/medicaid card along with another docu
ent which contains both the patron’s name an
ddress such as an organizational memberst
ard, voter registration card, utility bill or real
Etate tax bill. These forms of identification shal
Iso be identified as acceptable in the bank’
ormal written policy and operating procedures
s identification for transactions involving the
elderly or the disabled. Once implemented, the
financial institution should permit no exception
to its policy and procedures. In these cases, tt
financial institution should record the word “Eld-
erly” or “Disabled” on the CTR and/or chro-

How does a financial institution fulfill the nological log and the method used to identify
requirement to verify and record the name anghe elderly, or disabled patron such as “Socia
address of an elderly or disabled individual WhOSecuri’[y and (organization) Membership Carc
conducts a currency transaction in excess @nly ID."
$10,000 or who purchases certain monetary
instruments with currency valued between $3,000

Law and Analysis

1. Effective 10-17-94, financial institutions are no longer . . .
required to maintain the necessary information on a *moneBefore concluding a transaction for which a

tary instrument log.”

Currency Transaction Report is required pursu
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ant to 31 C.F.R. §103.22, a financial institutionpassports, or state-issued identification cards).
must verify and record the name and addres&ccordingly, the procedure set forth below
of the individual conducting the transaction.should be followed to fulfill the identification
31 C.F.R. §103.28. Verification of the individu- verification requirements of §§ 103.28 and 103.29.
al's identity must be made by examination of a Financial institutions may accept as appropri-
document, other than a bank signature card, thate identification a social security, medicare,
is normally acceptable within the banking com-medicaid or other insurance card presented along
munity as a means of identification when cashwith another document that contains both the
ing checks for nondepositor®.f, a driver's name and address of the patreng(an organi-
license). A bank signature card may be reliedation membership or voter registration card,
upon only if it was issued after documentsutility or real estate tax bhill). Such forms of
establishing the identity of the individual wereidentification shall be specified in the bank’s
examined and a notation of the method andbrmal written policy and operating procedures
specific information regarding identificatioe.. as acceptable identification for transactions
state of issuance and driver’'s license numbeiivolving elderly or disabled patrons who do not
was made on the signature card. In each instangapssess identification documents normally con-
the specific identifying information noted abovesidered acceptable within the banking commu-
and used to verify the identity of the individual nity for cashing checks for nondepositors.
must be recorded on the CTR. The notation of This procedure may only be applied if the
“known customer” or “bank signature card on following circumstances exist. First, the finan-
file” on the CTR is prohibited. 31 C.F.R. cial institution must establish that the identifica-
§103.28. tion the elderly or disabled patron has is limited
Before issuing or selling bank checks orto a social security or medicare/medicaid card
drafts, cashier's checks, traveler's checks oplus another document which contains the
money orders to an individual(s), for currencypatron’s name and address. Second, the financial
between $3,000 and $10,000, a financial instinstitution must use whatever information it has
tution must verify whether the individual has aavailable, or policies and procedures it has in
deposit account or verify the individual's iden-place, to determine the patron’s identity. If the
tity. 31 C.F.R. §103.29. Verification may bepatron is a deposit accountholder, the financial
made by examination of a signature card omstitution should review its internal records to
other account record at the financial institution ifdetermine if there is information on file to verify
the deposit accountholder's name and addresss/her identity. Only if the financial institution
were verified at the time the account was openeds confident that the elderly or disabled patron is
or at any subsequent time, and that informatiomwho s/he says s/he is, may the transaction be
was recorded on the signature card or recordoncluded. Failure to identify an elderly or a
being examined. disabled customer’s identity as required by
Verification may also be made by examina-31 C.F.R. §103.28 and as described herein may
tion of a document that contains the name antksult in the imposition of civil and or criminal
address of the purchaser and which is normallgenalties. Finally, the financial institution shall
acceptable within the banking community as a&stablish a formal written policy and implement
means of identification when cashing checkeperating procedures for processing reportable
for nondepositors. In the case of a depositurrency transactions or recording cash sales
accountholder whose identity has not been presf certain monetary instruments to elderly or
viously verified, the financial institution shall disabled patrons who do not have forms of
record the specific identifying information on itsidentification ordinarily considered “accept-
chronological log (e.g. state of issuance andble.” Once implemented, the financial institu-
driver’s license number). In all situations, thetion shall permit no exceptions to its policy
financial institution must record all the appro-and procedures. In addition, financial institu-
priate information required by §103.29(a)(1)(i)tions are encouraged to record the elderly or
for deposit account holders or 103.29(a)(2)(idisabled patron’s identity and address as well as
for nondeposit account holders. the method of identification on a signature card
Certain elderly or disabled patrons do nobr other record when it is obtained and verified.
possess identification documents that would In completing a CTR, if all of the above
normally be considered acceptable within theonditions are satisfied, the financial institution
banking community €.g, driver's licenses, should enter the words “Elderly” or “Disabled”
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and the method used to verify the patron’security and organizational membership card
identity, such as “Social Security & (organiza-are acceptable forms of identification as definel
tion) Membership Cards Only ID,” in Item 15a. in the bank’s policy and procedures. If so, anc
Similarly, when logging the cash purchase othe bank is confident that Mr. Fleming is who he
a monetary instrument(s), the financial institusays he is, it may complete the transaction
tion shall enter on its chronological log theBecause Mr. Fleming conducted a transaction i
words, “Elderly” or “Disabled,” and the method currency which exceeded $10,000 (deposit ©
used to verify such patron’s identity. $9,000 and purchase of $4,000 monetary instrt
ment), First National Bank must complete a
CTR. It should record information about Mr.
Example Fleming in Part | of the CTR and in Item 15a
) . record the words “Elderly—Social Security and
Jesse Fleming, a 75 year old retiree, has beggrganization) Membership Cards Only ID.”
saving $10 bills for twenty years in order to helpTne palance of the CTR must be appropriatel;
pay for his granddaughter’s college educationcommeted as required by §§103.22 an
He enters the Trustworthy National Bank where| g3 27(q). First National Bank must also recorc
he has no account but his granddaughter hge transaction in its monetary instrument sale
a savings account, and presents $13,000 |8g pecause it issued to Mr. Fleming a cashier’
$10 bills to the teller. He instructs the teller tocpeck for $4,000 in currency. Mr. Fleming must
deposit $9,000 into his granddau_ghter’s savingge listed as the purchaser and the bank shou
account, and requests a cashier's check fQgcord on the log the words “Elderly—Social
$4,000 made payable to State University. Security and (organization) Membership Card:
Because of poor eyesight, Mr. Fleming noppjy D as the method used to verify his
longer drives and does not possess a \_’al'ﬁ'jentity. In addition, because Mr. Fleming is not
driver’s license. When asked for identificationgy deposit accountholder at First National Bank
by the teller he presents a social security carghe pank is required to record on the log all the
and his retirement organization membership carghformation required under §103.29(a)(2)(i) for
that contains his name and address. cash purchases of monetary instruments by nol
deposit accountholders.

Application of Law to Example

Peter K. Nunez
In this example, the Trustworthy National BankAssistant Secretary
must check to determine if Mr. Fleming’s social(Enforcement)
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Section 312.0

31 U.S.C. 5313—REPORTS ON
DOMESTIC COINS AND
CURRENCY TRANSACTIONS

31 C.F.R. 103.22—REPORTING OF
CURRENCY TRANSACTIONS

31 C.F.R. 103.28—
IDENTIFICATION REQUIRED

transactions have occurred. In many cases, tt
individual transactions being reported are eac
under $10,000, or the exemption limit, and the
institution was not aware at the time of any one
of the transactions that a CTR would be requirec
Therefore, the identifying information on the per-
son conducting the transaction was not require
to be obtained at the time the transaction wa
conducted.

If after a reasonable effort to obtain the
Proper completion of the Currency Transactioninformation required to complete items 4 througt
Report (CTR), IRS Form 4789, when reportingl5 of the CTR, all or part of such information is
multiple transactions. Financial institutions not available, the institution must check item 3¢
must report transactions in currency that excee@ indicate that the information is not being
$10,000 or an exempted account’s establishgstovided because the report involves multiple
exemption limit and provide certain informationtransactions for which complete information is
including verified identifying information about not available. The institution must, however,
the individual conducting the transaction. Mul-provide as much of the information as is reason
tiple currency transactions must be treated asably available.
single transaction, aggregated, and reported on aAll subsections of item 48 on the CTR must
single Form 4789, if the financial institution hasbe completed to report the number of trans
knowledge that the transactions are by or omctions involved and the number of locations of
behalf of any person and result in either cash ithe financial institution and zip codes of those
or cash out totalling more than $10,000, or théocations where the transactions were conducte
exemption limit, during any one business day.
All CTRs must be fully and accurately com-
pleted. Some or all of the individual transactionsi_
which comprise an aggregated CTR are fre-

quently beIQW the $10,000 reporting or applica ections 103.22(a)(1) and (c) of the Bank
ble exemption threshold and, as such, are néecrecy Act .(BSA) regulations, 31 C.F.R

reportable and financial institutions do not ga’[he'g,art 103, require a financial institution to file a

the information required to complete a CTR. CTR for each deposit, withdrawal, exchange o
currency, or other payment or transfer, by.
through, or to the financial institution, which
involves a transaction in currency of more thar
How should a financial institution complete a$10‘000 or the established exemption limit for

CTR when multiple transactions are aggregate; n exempt account. Multiple transactions mus
e treated as a single transaction if the financi

and reported on a single form and all or part of ~ ==
the inf([))rmation calledgfor in the form ma?/ notInStItUtIon has knowledge that they are by, or or
behalf of, any person and result in either casl

aw and Analysis

Issue

P
be known? in or cash out of the financial institution total-

ling more than $10,000 or the exemption limit
Holding during any one business day. Knowledge, ir

this context, means knowledge on the part o

Multiple transactions that total in excess of® Partner, director, officer or employee of
$10,000, or an established exemption Iimit,the financial institution or on the part of any

when aggregated must be reported on a CTR §Xisting automated or manual system at th
the financial institution has knowledge that thdinancial institution that permits it to aggregate
transactions.

1. New CTR form in effect 10-1-95. Item numbers . The purpose of item 3 on the. CTR IS. to
reflected in this ruling are no longer applicable to the neV\}ndmate Why all or part of the information

form.

required in items 4 through 15 is not being
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provided on the form. If the reason informationintegrity of the paper trail being created, that is,
is missing is solely because the transaction(¢he number of transactions reported on the CTR
occurred through an armored car service, a maill be the same as the number of transactions
deposit or shipment, or a night deposit orshowing in the institution’s records.
Automated Teller Machine (ATM), the financial These situations should be differentiated from
institution must check either box a, b, or ¢, aghose cases where separate transactions occur at
appropriate, in item 3. CTR instructions statedifferent times during the same business day,
that item 3d is to be checked for multipleand which, when aggregated, exceed $10,000 or
transactions where none of the individual transthe exemption limit. For instance, if the same or
actions exceeds $10,000 or the exemption liminother individual conducts two of the same
and all of the required information might not betype of transactions at different times during the
available. same business day at two different branches of
As described in Example No. 5 below, therethe financial institution on behalf of the same
may be situations where one transaction amongerson, and the institution has knowledge that
several exceeds the applicable thresholdhe transactions occurred and exceed $10,000 or
Item 3d should be checked whenever multiplehe exemption limit, then the financial institu-
transactions are being reported and all or part dfion must enter the number 2 in items 48a and
the information necessary to complete items 48b.
through 15 is not available because at the time
of any one of the individual transactions, a CTR
was not r_equwed and tht_a fmqnual institution d'dExampIes and Application of Law to
not obtain the appropriate information. WhenEXam les
reporting multiple transactions, the financial p
institution must complete as many of items 4example No. 1
through 15 as possible. In the event the institu-
tion learns that more than one person conducte@orothy Fishback presents a teller with three
the multiple transactions being reported, it mus¢ash deposits to the same account, at the same
check item 2 on the CTR and is encouraged tgme, in amounts of $5,000, $6,000, and $8,500
make reasonable efforts to obtain and report angquesting that the deposits be posted to the
appropriate information on each of the persongccount separately. It is the bank’s procedure to
in items 4 through 15 on the front and back ofost the transactions separately. A CTR is com-
the CTR form, and if necessary, on additionagleted while the customer is at the teller window.
sheets of paper attached to the report.
The purpose of item 48 is to indicate that
multiple transactions are involved in the CTRApplication of Law to Example No. 1
being filed. Items 48 a, b, and c require infor-
mation about the number of transactions being CTR is completed based upon the information
reported and the number of bank branches amubtained at the time Dorothy Fishback presents
the zip code of each branch where the transathe multiple transactions. Item 3d would not be
tions took place. If multiple transactions exceedehecked on the CTR because all of the informa-
ing $10,000 or an account exemption limit occution in items 4 through 15 is being provided
at the same time, the financial institution shouldtontemporaneously with the transaction. As it is
treat the transactions in a manner consistent witlhe bank’s procedure to post the transactions
its internal transaction posting procedures. Foseparately, the number of transactions reported
example, if a customer presents four separaia item 48a would be 3 and the number of
deposits, at the same time, totalling over $10,00®ranches reported in item 48b would be 1. The
the institution may report the transactions irzip code for the location where the transactions
item 48a to be one or four separate transactiongiere conducted would be entered in item 48c.
If the transactions are posted as four separate
transactions the financial institution should enter
the number 4 in item 48a and the number 1 ifExample No. 2
item 48b. If the transactions are posted as one
transaction the institution should enter the numAndrew Weiner makes a $7,000 cash deposit to
ber 1 in both 48a and 48b. Reporting thehis account at ABC Federal Savings Bank. Later
transactions in this manner will guarantee théhe same day, Mr. Weiner returns to the same
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teller and deposits $5,000 in cash to a differenibcations where the transactions occurred mu:
account. At the time Mr. Weiner makes thebe entered in item 48c.
second deposit, the teller realizes that the two
deposits exceed $10,000 and prepares a CTR
obtaining all of the necessary identifying infor-Example No. 4
mation directly from Mr. Weiner.
Mrs. Saunders makes a cash withdrawal, fo
Application of Law to Example No. 2 $4,000, from a joint savings account she own
with her husband. That day her husband, Mi
Even though the two transactions were conSaunders, withdraws $7,000 cash using the san
ducted at different times during the same busiteller. Realizing that the withdrawals exceec
ness day, Mr. Weiner conducted both trans$10,000, the teller obtains identifying informa-
actions at the same place and the appropriaf®n on Mr. Saunders required to complete ¢
identifying information was obtained by the CTR.
teller at the time of the second transaction.
Item 3d would not b(_a checked on the CTR. Th%pplication of Law to Example No. 4
number of transactions reported in item 48a

must be 2 and the number of branches reportqg hjs case, item 2 on the CTR must be checke
in item 48b would be 1. The zip code for thepecayse the teller knows that more than on

location where the transactions took place woulerson conducted the transactions. Informatio

be entered in item 48c. on Mr. Saunders would appear in Part | and th
bank is encouraged to ask him for, or to check it
records for the required identifying information
on Mrs. Saunders. If after taking reasonable
Internal auditor Mike Pelzer is reviewing the efforts to locate the desired information, all of

daily cash transactions report for People’s BanK€ reéquired information is not found on file in
and notices that five cash deposits were mad@€ institution's records or is not otherwise
the previous day to account #12345. The totdPtained, box 3d must be checked to indicat
of the deposits is $25,000 and they were mad at all information is not being provided because
at three different offices of the bank. Mike Multiple transactions are being reported. What
researches the account data base and finds t4€" information on Mrs. Saunders is containe
the account belongs to a department store anid the reco_rds o_f the institution must be reportec
that the account is exempted for deposits up t! the continuation of Part | on the back of Form

$17,000 per day. Each of the five transaction§789' The number of transactions reported il
was under $17,000. item 48a must be 2 and the number of branche

reported in item 48b would be 1. The zip code
for the branch where the transactions took plac
would be entered in item 48c.

Example No. 3

Application of Law to Example No. 3

Having reviewed the report of aggregated trans-

actions, Mike Pelzer has knowledge that trans=

actions exceeding the account exemption ”mﬁixample No. 5

have occurred during a single business day. %
e

CTR must be filed. People’s Bank is encourag f $3,000 cash and no information required fol

to make a reasonable effort to provide thElbart | of the CTR is requested of her. She is

information for items 4 through 15 on the CTR'foIIowed later the same day by her husband, Ms
Such efforts could include a search of th'E‘Saunders, who deposits $12,000 in currency ar

institution’s records or a phone call to the . :
department store to identify the persons tha&'ho provides all data required to complete Part

conducted the transactions. If all of the informa-°" himself

tion is not contained in the institution’s records

or otherwise obtained, item 3d must be checkedipplication of Law to Example No. 5

The number of transactions reported in item 48a

must be 5 and the number of branches reportdtem 2 on the CTR must be checked because tt
in 48b would be 3. The zip codes for the threeeller knows that more than one person con

n another day, Mrs. Saunders makes a depo:
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ducted the transactions. Information on Mrmain office, and two deposits were conducted at

Saunders would appear in Part | and the bank ibe teller windows of two other branch loca-

encouraged to ask him for, or to check itgions. Each deposit was under $10,000.

records for the required identifying information

on Mrs. Saunders. If after taking reasonable

efforts to locate the desired information, all ofApplication of Law to Example No. 6

the required information is not found on file in

the institution’s records or is not otherwiseltem 3c should be checked to indicate that

obtained, box 3d must be checked to indicat&entifying information is not provided because

that all information is not being provided becauséransactions were received through the night

multiple transactions are being reported. Whatdeposit box. If the tellers involved with the two

ever information on Mrs. Saunders is containediace to face deposits remember who conducted

in the records of the institution must be reportedhe transactions, institution records can be

in the continuation of Part | on the back of Formchecked for identifying information. If the

4789. The number of transactions reported imecords contain some of the information required

item 48a must be 2 and the number of branchdsy items 4 through 15, that information must be

reported in item 48b would be 1. The zip codeprovided, and item 3d must be checked to

for the branch where the transactions took placedicate that some information is missing because

would be entered in item 48c. multiple transactions are being reported and the
information was not obtained at the time the
transactions were conducted. Item 48a must

Example No. 6 indicate 4 transactions and item 48b must indi-
cate 3 locations. The zip codes of those locations

A review of First Federal Bank’s daily cashwould be provided in item 48c.

transactions report for a given day indicates

several cash deposits to a single account totalirgeter K. Nunez

more than $10,000. Two separate deposits wersssistant Secretary

made in the night depository at the institution’s(Enforcement)

September 1997 Bank Secrecy Act Manual
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Currency Transaction Report

(IRS Form 4789)

Section 401.0

rom 4789

(Rev. October 1995)

Department of the Treasury
Internal Revenue Service

Currency Transaction Report
» Use this 1995 revision effective October 1, 1995.
» For Paperwork Reduction Act Notice, see page 3.
(Complete all parts that apply—See instructions.)

OMB No. 1545-0183

» Please type or print.

1  Check all boxes that apply:
a [ Amends prior report

b O Multiple persons

¢ O Multiple transactions

Person(s) Involved in Transaction(s)

Section A—Person(s) on Whose Behalf Transaction(s) Is Conducted

2 Individual's last name or Organization's name 3 First name 4 M.l
5 Doing business as (DBA) 6 SSNor EIN
[ e e N
1 T T R N B
7 Address (number, street, and apt. or suite no.) 8 Date MM DD Y Y

of
birth |

9 city

10 State
|

11 ZIP code

12 County (fnotUs) |13

Occupation, profession, or business

14  If an individual, describe method used to verify identity:
b [ Passport
f Number:

[ Driver's license/State 1.D.

LY

Issued by:

¢ [ Alien registration

d O other

Section B—Individual(s) Conducting Transaction(s) (if other than above).
If section B is left blank or incomplete, check the box(es) below to indicate the reason(s):

a [ Armored Car Service

b O Mail Deposit or Shipment

¢ [ Night Deposit or Automated Teller Machine (ATM)

d O Multiple Transactions e [ Conducted On Own Behalf
15 Individual's last name 16 First name 17 ML
18  Address (number, street, and apt. or site no.) 19 SSN
| | | | | |
Il Il ‘ Il ‘ Il Il Il
20 City 21 State |22 ZIPcode | 23 Country (ifnotU.S) | 24 Date M M D D Y Y
| of | | |
| birth | ‘ | ‘ |
25 If anindividual, describe method used to verify identity:
a O river's license/State 1.D. b O Passport ¢ O Alien registration d Oother— _ _ _ _ _ _ _ _ _ ______
e lssued by: f_Number:
BEUdl] Amount and Type of Transaction(s). Check all boxes that apply.
28 Date M M D D Y Y
of | | |
2 Cashin $ 00 .00 Transaction N I

29 [ Foreign Currency
(Country)

32 [0 Negotiable Instrument(s) Cashed

35 [ Account Number(s) Affected (if any):

27 CashOut $

30 [ wire Transfer(s)

33 [ currency Exchange(s)

36 [ Other (specify)

31 [ Negotiable Instrument(s) Purchased

34 O Deposit(s)Withdrawal(s)

Financial Institution Where Transaction(s) Takes Place

37 Name of financial institution

number from the instructions here. »

Enter Federal regulator or BSA Examiner code [ ]

38 Address (number, street, and apt. or suite no.)

39 SSNorEIN
|

40 City 41 State |42 Zip Code 43 MICR No.

|

L

44 Title of approving official 45 Signature of approving official 46 Date M M D D Y Y
X of | | |
Sign } signature L \ L \ L
Here 47 Type or print preparer's name 48 Type or print name of person to contact 49 Telephone number
( )

Cat. No. 42004W

Form 4789 (Rev. 10-95)
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Currency Transaction Report

401.0

e lIssued by: f Number:

Form 4789 (Rev. 10-95) Page 2
Multiple Persons
(Complete applicable parts below if box 1b on page 1 is checked.)
Person(s) Involved in Transaction(s)
Section A—Person(s) on Whose Behalf Transaction(s) Is Conducted
2 Individual's last name or Organization's name 3 Firstname 4 ML
5 Doing business as (DBA) 6 SSNorEIN
7 Address (number, street, and apt. or suite no.) 8 D'ate M M D D Y Y
of
birn Ll
9 City 10 State |11 ZIPcode |12 Country (ifnotU.S.) 13 Occupation, profession or business
14 Ifanindividual, describe method used to verify identity:
a [ Driver's license/State I.D. b O Passport ¢ [ Alien registration d O other - — — _ _ _ _ _ ________
e Issued by: f Number:
Section B—Individual(s) Conducting Transaction(s) (if other than above).
15  Individual's last name 16 First name 17 M.
18  Address (number, street, and apt. or suite no.) 19 SSN
20 City 21 State 22 ZIP code 23 Country (ifnot U.S.) | 24 Date M M D D Y Y
of
\ birtn [
25 Ifan individual, describe method used to verify identity:
a [0 Driver's license/State I.D. b O Passport ¢ [ Alien registration ddother_ _ _ _ _ _ _ ___ ______
e Issued by: f Number:
Ul Person(s) Involved in Transaction(s)
Section A—Person(s) on Whose Behalf Transaction(s) Is Conducted
2 Individual's last name or Organization's name 3 Firstname 4 ML
5  Doing business as (DBA) 6 SSNor EIN
7 Address (number, street, and apt. or site no.) 8 Date MM DD Y Y
of
birta Ll
9 City 10 State |11 ZIPcode |12 Country (if notU.S.) 13 Occupation, profession or business
14 If anindividual, describe method used to verify identity:
a [ Driver's license/State 1.D. b [ Passport ¢ [ Alien registration dOother - _ _ _ _ _ _ _________
e Issued by: f Number:
Section B—Individual(s) Conducting Transaction(s) (if other than above).
15  Individual's last name 16 First name 17 M.
18  Address (number, street, and apt. or suite no.) 19 SSN
20 City 21 State 22 ZIP code 23 Country (ifnot U.S.) | 24 D'ate M M D D Y Y
of
\ birth [
25 Ifan individual, describe method used to verify identity:
a [ Driver's license/State I.D. b O Passport ¢ [ Alien registration dOdoter_ _ _ _ _ _ __________

September 1997
Page 2

Bank Secrecy Act Manual



401.0

Currency Transaction Report

Form 4789 (Rev. 10-95)

Page 3

Paperwork Reduction Act Notice.— -The
requested information has been determined to
be useful in criminal, tax, and regulatory
investigations and proceedings. Financial
institutions are required to provide the
information under 31 U.S.C. 5313 and 31 CFR
Part 103. These provisions are commonly
referred to as the Bank Secrecy Act (BSA) which
is administered by the U.S. Department of the
Treasury's Financial Crimes Enforcement
Network (FINCEN).

The time needed to complete this form will
vary depending on individual circumstances. The
estimated average time is 19 minutes. If you
have comments concerning the accuracy of this
time estimate or suggestions for making this
form simpler, we would be happy to hear from
you. You can write to the Internal Revenue
Service, Attention: Tax Forms Committee,
PC:FP, Washington, DC 20224. DO NOT send
this form to this office. Instead, see When and
Where To File below.

Suspicious Transactions

This Currency Transaction Report (CTR) should
NOT be filed for suspicious transactions
involving $10,000 or less in currency OR to note
that a transaction of more than $10,000 is
suspicious. Any suspicious or unusual activity
should be reported by a financial institution in
the manner prescribed by its appropriate federal
regulator or BSA examiner. (See Item 37.) If a
transaction is suspicious and in excess of
$10,000 in currency, then both a CTR and the
appropriate referral form must be filed.

Should the suspicious activity require
immediate attention, financial institutions should
telephone 1-800-800-CTRS. An Internal Revenue
Service (IRS) employee will direct the call to the
local office of the IRS Criminal Investigation
Division (CID). This toll-free number is
operational Monday through Friday, from
approximately 9:00 am to 6:00 pm Eastern
Standard Time. If an emergency, consult
directory assistance for the local IRS CID Office.

General Instructions

Who Must File.— Each financial institution (other
than a casino, which instead must file Form
8362 and the U.S. Postal Service for which there
are separate rules), must file Form 4789 (CTR)
for each deposit, withdrawal, exchange of
currency, or other payment or transfer, by,
through, or to the financial institution which
involves a transaction in currency of more than
$10,000. Multiple transactions must be treated
as a single transaction if the financial institution
has knowledge that (1) they are by or on behalf
of the same person, and (2) they result in either
currency received (Cash In) or currency
disbursed (Cash Out) by the financial institution
totaling more than $10,000 during any one
business day. For a bank, a business day is the
day on which transactions are routinely posted
to customers’ accounts, as normally

to depository customers. For all
other financial institutions, a business day is a
calendar day.

Generally, financial institutions are defined as
banks, other types of depository institutions,
brokers or dealers in securities, money
transmitters, currency exchangers, check
cashers, issuers and sellers of money orders and
traveler's checks. Should you have questions,
see the definitions in 31 CFR Part 103.

When and Where To File.— File this CTR by the
15th calendar day after the day of the
transaction with the IRS Detroit Computing
Center, ATTN: CTR, P.O. Box 33604, Detroit, MI
48232-5604 or with your local IRS office. Keep a

copy of each CTR for five years from the date
filed

A financial institution may apply to file the

previously, check Item la. Staple a copy of the
original CTR to the amended one, complete Part
11l fully and only those other entries which are
being

CTRs . To obtain an to
file magnetically, write to the IRS Detroit
Computing Center, ATTN: CTR Magnetic Media
Coordinator, at the address listed above.
Identification Requirements.—  All individuals
(except employees of armored car services)

a reportable \(s) for
themselves or for another person must be
identified by means of an official document(s).

Acceptable forms of identification include a
driver's license, military, and military/dependent
identification cards, passport, state issued
identification card, cedular card (foreign),
non-resident alien identification cards, or any
other i ification document or
which contain name and preferably address and

b

Item 1b. Multiple Persons.— If this transaction
is being conducted by more than one person or
on behalf of more than one person, check Item
1b. Enter information in Part 1 for one of the
persons and provide information on any other
persons on the back of the CTR.

Item 1c. Multiple Transactions.— If the financial
institution has knowledge that there are multiple
transactions, check Item 1c.

Part | - Person(s) Involved in
Transaction(s)

Section A must be completed. If an individual
conducts a transaction on his own behalf,
complete Section A; leave Section B BLANK. If

a photograph and are normally y
financial institutions as a means of identification
when cashing checks for persons other than
established customers.

Acceptable identification information obtained
previously and maintained in the financial
institution's records may be used. For example,
if documents verifying an individual's identity
were examined and recorded on a signature
card when an account was opened, the financial
institution may rely on that information. In
completing the CTR, the financial institution
must indicate on the form the method, type, and
number of the identification. Statements such as
“known customer” or “signature card on file" are
not sufficient for form completion.

Penalties.— Civil and criminal penalties are
provided for failure to file a CTR or to supply
information or for filing a false or fraudulent CTR.
See 31 U.S.C 5321, 5322 and 5324.

For purposes of this CTR, the terms below
have the following meanings:

Currency.— The coin and paper money of the
United States or any other country, which is
circulated and customarily used and accepted as
money.

Person.— An individual, corporation, partnership,
trust or estate, joint stock company, association,
syndicate, joint venure or other unincorporated
organization or group.

Organization.— Person other than an individual.

Transaction In Currency.— The physical
transfer of currency from one person to another.
This does not include a transfer of funds by
means of bank check, bank draft, wire transfer
or other written order that does not involve the
physical transfer of currency.

Negotiable Instruments.— All checks and drafts
(including business, personal, bank, cashier's
and third-party), money orders, and promissory
notes. For purposes of this CTR, all traveler's
checks shall also be considered negotiable
instruments. All such instruments shall be
considered negotiable instruments whether or
not they are in bearer form.

Specific Instructions

Because of the limited space on the front and
back of the CTR, it may be necessary to submit
additional information on attached sheets.
Submit this additional information on plain paper
attached to the CTR. Be sure to put the
individual's or organization’s name and
identifying number (items 2, 3, 4, and 6 of the
CTR) on any additional sheets so that if it
becomes separated, it may be associated with
the CTR.

Item 1a. Amends Prior Report.— If this CTR is
being filed because it amends a report filed

an individual conducts a on his own
behalf and on behalf of another person(s),
complete Section A for each person; leave
Section B BLANK. If an individual conducts a
transaction on behalf of another person(s),
complete Section B for the individual conducting
the transaction, and complete Section A for each
person on whose behalf the transaction is
conducted of whom the financial institution has
knowledge.

Section A. Person(s) on Whose Behalf
Transaction(s) Is Conducted.— See instructions
above.

Items 2, 3, and 4. Individual/Organization

Name. the person on whose behalf the
transaction(s) is conducted is an individual, put
his/her last name in Item 2, first name in Item 3
and middle initial in Item 4. If there is no middle
initial, leave item 4 BLANK. If the transaction is
conducted on behalf of an organization, put its
name in Item 2 and leave Items 3 and 4 BLANK.

Item 5. Doing Business As (DBA).— If the
financial institution has knowledge of a separate
“doing business as" name, enter it in Item 5. For
example, Johnson Enterprises DBA PJ's Pizzeria.

Item 6. Social Security Number (SSN) or
Employer Identification Number (EIN).—  Enter
the SNN or EIN of the person identified in Item 2.
If none, write NONE.

Items 7, 9, 10, 11, and 12. Address.— Enter the
permanent street address including zip code of
the person identified in Item 2. Use the Post
Office’s two letter state abbreviation code. A
P.O. Box should not be used by itself and may
only be used if there is no street address. If a
P.O. Box is used, the name of the apartment or
suite number, road or route number where the
person resides must also be provided. If the
address is outside the U.S., provide the street
address, city, province, or state, postat code (if
known), and the name of the country.

Item 8. Date of Birth.  Enter the date of birth.
Six numerals must be inserted for each date.
The first two will reflect the month of birth, the
second two the calendar day of birth, and the
last two numerals the year of birth. Zero (0)
should precede any single digit number. For
example, if an individual's birth date is April 3,
1948, Item 8 should read 04 03 48.

Item 13. Occupation, Profession, or
Business.— Identify fully the occuation,
professon or business of the person on
whose behalf the transaction(s) was
conducted. For example, secretary, shoe
salesman, carpenter, attorney, housewife,
restaurant, liquor store, etc. Do not use
non-specific terms such as merchant,
self-employed, businessman, etc.

Bank Secrecy Act Manual
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Currency Transaction Report

401.0

Form 4789 (Rev. 10-95)

Page 4

Item 14. If an Individual, Describe Method
Used To Verify.— If an individual conducts the
transaction(s) on his/her own behalf, his/her

If there are both Cash In and Cash Out
transactions that are reportable, the amounts
should be considered separately and not

identity must be verified by ion of an
acceptable document (see General
Instructions ). For example, check box a if a
driver's license is used to verify an individual's
identity, and enter the state that issued the
license and the number in items e and f. If the
transaction is conducted by an individual on
behalf on another individual not present or an
organization, enter N/A in item 14.

Secton B. Individual(s) Conducting
Transaction(s) (if other than above).—  Financial
institutions should enter as much information as
is available. However, there may be instances in
which Items 15-25 may be left BLANK or
incomplete.

If Items 15-25 are left BLANK or incomplete,
check one or more of the boxes provided to
indicate the reason(s).

Example: If there are multiple transactions that,
if only when aggregated, the financial institution
has knowledge the transactions exceed the
reporting threshold, and therefore, did not
identify the transactor(s), check box d for
Multiple Transactions.

Item 15, 16, and 17. Individual(s)
Name.—Complete these items if an

individual conducts a transaction(s) on behalf
of another person. For example, if John

Doe, an employee of XYZ Grocery Store
makes a deposit to the store’s account,

XYZ Grocery Store should be identified in
Section A, and John Doe should be

identified in Section B.

Items 18, 20, 21, 22, and 23. Address.— Enter
the permanent street address including zip code
of the individual. (See Items 7, 9, 10, 11, and
12)

Item 19. SSN.—If the individual has an SSN,
enter it in Item 19. If the individual does not have
an SSN, enter NONE.

Item 24. Date of Birth.— Enter the individual's
date of birth. See the instructions for item 8.

Item 25. If an Individual, Describe Method

Used To Verify.— Enter the method by which the
individual's identity is verified (see General
Instructions and Item 14).

Part Il - Amount and Type of
Transaction(s)

Complete Part Il to Identify the type of
transaction(s) reported and the amount(s)
involved.

Items 26 and 27. Cash In/Cash Out— In the
spaces provided, enter the amount of currency
received (Cash In) or disbursed (Cash Out) by
the financial institution. If foreign currency is
exchanged, use the U.S. dollar equivalent on the
day of the transaction.

If less than a full dollar amount is involved,
increase that figure to the next highest dollar.
For example, if the currency totals $20,000.05,
show the total as $20,001.00.

Item 28. Date of Transaction.— Six numerals
must be inserted for each date. (See Item 8.)
Determining Whether Transactions

Meet the Reporting Threshold

Only cash transactions that, if alone or when
aggregated, exceed $10,000 should be reported
on the CTR. Transactions shall not be offset
against one another.

. However, they may be reported on
asingle CTR.

If there is a currency exchange, it should be
aggregated separately with each of the Cash In
and Cash Out totals.

Example 1: A person deposits $11,000 in
currency to his savings account and withdraws
$3,000 in currency from his checking account.

The CTR should be completed as follows:
Cash In $11,000, and no entry for Cash Out. This
is because the $3,000 transaction does not meet
the reporting threshold.

Example 2: A person deposts $11,000 in
currency to his savings account and withdraws
$12,000 in currency from his checking account.

The CTR should be completed as follows:
Cash In $11,000, Cash Out $12,000. This is
because there are two reportable transactions.
However, one CTR may be filed to reflect both.

Example 3: A person deposits $6,000 in
currency to his savings account and withdraws
$4,000 in currency from his checking account.
Further, he presents $5,000 in currency to be
exchanged for the equivalent in French francs.

The CTR should be completed as follows:
Cash In $11,000 and no entry for Cash Out. This
is because in determing whether the
transactions are reportable, the currency
exchange is aggregated with each of the Cash In
and the Cash Out amounts. The result is a
reportable $11,000 Cash In transaction. The total
Cash Out amount is $9,000 which does not
meet the reporting threshold; therefore, it is not
entered on the CTR.

Example 4: A person deposits $6,000 in
currency to his savings account and withdraws
$7,000 in currency from his checking account.
Further, he presents $5,000 in currency to be
exchanged for the equivalent in French francs.

The CTR should be completed as follows:
Cash In $11,000, Cash Out $12,000. This is
because in determining whether the transactions
are reportable, the currency exchange is
aggregated with each of the Cash In and Cash
Out amounts. In this example, each of the Cash
In and Cash Out totals exceed $10,000 and
must be reflected on the CTR.

Item 29. Foreign Currency.— If foreign currency
is involved, check Item 29 and identify the
country. If multiple foreign currencues are
involved, identify the country for which the
largest amount is exchanged.

Items 30-33.— Check the appropriate item(s) to
identify the following type of transaction(s):

30. Wire Transfer(s)

31. Negotiable Instrument(s) Purchased
32. Negotiable Instrument(s) Cashed
33. Currency Exchange(s)

Item 34. Deposits/Withdrawals.— Check this
item to identify deposits to or withdrewals from
accounts, e.g., demand deposit accounts,
savings accounts, time deposits, mutual fund
accounts or any other account held at the
financial institution. Enter the account number(s)
in item 35,

Item 35. Account Numbers Affected (if any).—
Enter the account number of any accounts
affected by the transaction(s) that are maintained

at the financial institution conducting the
transaction(s). If necessary, use additional sheets
of paper to indicate all of the affected accounts.

Example 1: If a person cashes a check drawn
on an account held at the financial institution,
the CTR should be completed as follows:
Indicate Negotiable Instrument(s) Cashed and
provide the account number of the check.

If the transaction does not affect an account,
make no entry.

Example 2: A person cashes a check drawn on
another financial institution. In this instance,
Negotiable Instrument(s) Cashed would be
indicated, but no account at the financial
institution has been affected. Therefore, item 35
should be left BLANK.

Item 36. Other (specify).— If a transaction is not
identified in ltems 30-34, check Item 36 and
provide an additional description. For example, a
person presents a check to purchase “foreign
currency”.

Part Il - Financial Institution
Where Transaction(s) Takes Place

Item 37. Name of Financial Institution and
Identity of Federal Regulator or BSA
Examiner.— Enter the financial institution’s full
legal name and identify the federal regulator or
BSA examiner, using the following codes:
FEDERAL REGULATOR

OR BSA EXAMINER

Comptroller of the Currency (OCC)
Federal Deposit Insurance Corporation (FDIC) .
Federal Reserve System (FRS) .

Office of Thrift Supervision (OTS) .

National Credit Union Administration (NCUA)
Securities and Exchange Commission (SEC)
Internal Revenue Service (IRS) .

U.S. Postal Service (USPS)

Items 38, 40, 41, and 42. Address.— Enter the
street address, city, state, and ZIP code of the
financial institution where the transaction
occurred. If there are multiple transactions,
provide information on the office or branch
where any one of the transactions has occured.

Item 39. EIN or SSN.— Enter the financial
institution’s EIN. If the financial institution does
not have an EIN, enter the SSN of the financial
institution’s principal owner.

Item 43. MICR Number.— If a depository
institution, enter the Magnetic Ink Character
Recognition (MICR) number.

Signature

Items 44 and 45. Title and Signature of
Approving Official.— The official who reviews
and approves the CTR must indicate his/her title
and sign the CTR.

Item 46. Date the Form Was Signed.— The
approving official must enter the date the CTR is
signed. (See Item 8.)

Item 47. Preparer's Name.— Type or print the
full name of the individual preparing the CTR.
The preparer and the approving official may not
necessarily be the same individual.

Items 48 and 49. Contact Person/Telephone
Number.— Type or print the name and telephone
number of an individual to contact concerning
questions about the CTR.

CODE

© N oA wN e
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Report of International Transportation of Currency

or Monetary Instrument&ustoms Form 4790)

Section 402.0

DEPARTMENT OF THE TREASURY
UNITED STATES CUSTOMS SERVICE

REPORT OF INTERNATIONAL

(U. 5. Customs Use Only)

Control No.
31U.S.C. 5316; 31 CFR 103.23 and 103.25

» Please Type or print. OR MONETARY INSTRUMENTS

TRANSPORTATION OF CURRENCY

Form Approved
OMB No. 1515-0079
» This form is to be filed with the
United States Customs Service

» For Paperwork Reduction Act
Notice and Privacy Act Notice,
see back of form.

[ZEUSl FOR INDIVIDUAL DEPARTING FROM OR ENTERING THE UNITED STATES

1. NAME (Last or family, first, and middle) 2. IDENTIFYING NO. (See instructions)

3. DATE OF BIRTH (Mo./Day/Yr.)

4. PERMANENT ADDRESS IN UNITED STATES ORABROAD

5.0F WHAT COUNTRY ARE YOU A
CITIZEN/SUBJECT?

6. ADDRESS WHILE IN THE UNITED STATES

7. PASSPORT NO. & COUNTRY

8.U.S. VISADATE 9. PLACE UNITED STATES VISAWAS ISSUED

10. IMMIGRATION ALIEN NO. (if any)

11. CURRENCY OR MONETARY INSTRUMENT WAS: (Complete 11A or 11B)

A.EXPORTED

B.IMPORTED

Departed From: (City in U.S.) Arrived At: (Foreign City/Country) From: (Foreign City/Country)

At: (Cityin U.S.)

art Il FOR PERSON SHIPPING, MAILING, OR RECEIVING CURRENCY OR MONETARY INSTRUMENTS

12. NAME (Last or family, first, and middle) 13. IDENTIFYING NO. (See instructions)

14. DATE OF BIRTH (Mo./Day/Yr)

15. PERMANENT ADDRESS IN UNITED STATES ORABROAD

16. OF WHAT COUNTRY ARE YOU
ACITIZEN/SUBJECT?

17.ADDRESS WHILE IN THE UNITED STATES

18. PASSPORT NO. & COUNTRY

19. U.S. VISADATE 20. PLACE UNITED STATES VISAWAS ISSUED

21. IMMIGRATION ALIEN NO. (if any)

22. CURRENCY OR _ [23. CURRENCY OR | NAME ANDADDRESS 24. IF THE CURRENCY OR MONETARY INSTRUMENT WAS
MONETARY MONETARY MAILED, SHIPPED, OR TRANSPORTED COMPLETE
INSTRUMENTS INSTRUMENTS BLOCKS A AND B

DATE SHIPPED 'A-Method of Shipment (Auto, U.S. Mail, Public Carrier, etc.)
[ Shieved
] To >
DATE RECEIVED B. Name of Transporter/Carrier
[] Received ,
From
[FENMAI CURRENCY AND MONETARY INSTRUMENT INFORMATION (SEE INSTRUCTIONS ON REVERSE) (To be completed by everyone)

25. TYPE AND AMOUNT OF CURRENCY/MONETARY INSTRUMENTS Value in U.S. Dollars

26. IF OTHER THAN U.S. CURRENCY
IS INVOLVED, PLEASE COMPLETE

Ci A BLOCKS A AND B. (SEE SPECIAL
oins O > ($ INSTRUCTIONS)
A. Currency Name
Currency e »
Gther Instruments (Specify Type)
e o »
B. Country
TOTAL
(Add lines A, B and C) T > $
GEWIWA GENERAL - TO BE COMPLETED BY ALL TRAVELERS, SHIPPERS, AND RECIPIENTS
27.WERE YOU ACTING AS AN AGENT, ATTORNEY OR IN CAPACITY FOR ANYONE IN THIS
CURRENCY OR MONETARY INSTRUMENTACTIVITY? (If “Yes” complete A, B and C) D Yes D No
A.Name B.Address C. Business Activity, occupation, or profession
PERSON IN
WHOSE BE- »
HALF YOU
AREACTING

Under penalties of perjury, | declare that | have examined this report, and to the best of my

and belief it s true, correct and complete.

28. NAMEANDTITLE 29. SIGNATURE

30. DATE

(Replaces IRS Form 4790 which is obsolete.)

Customs Form 4790 (031695)
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Report of International Transportation of Currency or Monetary Instruments

GENERAL INSTRUCTIONS

This report is required by Treasury Department regulations (31 Code of Federal Regulations 103).

Who Must File. -Each person who physically transports, mails, or ships, or causes to be physically transported, mailed, shipped or received currency or other monetary
instruments in an aggregate amount exceeding $10,000 on any one occasion from the United States to any place outside the United States, or into the United States from
any place outside the United States.

A TRANSFER OF FUNDS THROUGH NORMAL BANKING PROCEDURES WHICH DOES NOT INVOLVE THE PHYSICAL TRANSPORTATION OF CURRENCY OR
MONETARY INSTRUMENTS IS NOT REQUIRED TO BE REPORTED.

Exceptions. —The following persons are not required to file reports: (1) a Federal Reserve Bank, (2) a bank, a foreign bank, or a broker or dealer in securities in respect to
currency or other monetary instruments mailed or shipped through the postal service or by common carrier, (3) a commercial bank or trust company organized under the
laws of any State or of the United States with respect to overland shipments of currency or monetary instruments shipped to or received from an established customer
maintaining a deposit relationship with the bank, in amounts which the bank may reasonably conclude do not exceed amounts commensurate with the customary conduct
of the business, industry, or profession of the customer concerned, (4) a person who is not a citizen or resident of the United States in respect to currency or other
monetary instruments mailed or shipped from abroad to a bank or broker or dealer in securities through the postal service or by common carrier, (5) a common carrier of
passengers in respect to currency or other monetary instruments in the possession of its passengers, (6) a common carrier of goods in respect to shipments of currency or
monetary instruments not declared to be such by the shipper, (7) a travelers' check issuer or its agent in respect to the transportation of traveler's checks prior to their
delivery to selling agents for eventual sale to the public, nor by (8) a person engaged as a business in the transportation of currency, monetary instruments and other
commercial papers with respect to the transportation of currency or other monetary instruments overland between established offices of banks or brokers or dealers in
securities and foreign persons.

WHEN AND WHERE TO FILE:

A. Recipients. ~Each person who receives currency or other monetary instruments shall file Form 4790, within 30 days after receipt, with the Customs officer in charge at
any port of entry or departure or by mail with the Commissioner of Customs, Attention: Currency Transportation Reports, Washington DC 20229

B. Shippers or Mailers: —If the currency or other monetary instrument does not accompany the person entering or departing the United States, Form 4790 may be filed by
mail on or before the date of entry, departure, mailing, or shipping with the Commissioner of Customs, Attention: Currency Transportation Reports, Washington DC 20229,

C. Travelers. --Travelers carrying currency or other monetary instruments with them shall file Form 4790 at the time of entry into the United States or at the time of
departure from the United States with the Customs officer in charge at any Customs port of entry or departure.

An additional report of a particular transportation, mailing, or shipping of currency or the monetary instruments, is not required if a complete and truthful report has already
been filed. However, no person otherwise required to file a report shall be excused from liability for failure to do so if, in fact, a complete and truthful report has not been
filed. Forms may be obtained from any United States Customs Service office.

Penalties.--Civil and criminal penalties, including under certain circumstances a fine of not more than $500,000 and imprisonment of not more than f ive
years, are provided for failure to file a report, supply information, and for filing a false or fraudulent report. In addition, the currency or monetar y instrument
may be subject to seizure and forfeiture. See section 103.47, 103.48 and 103.49 of the regulations.

DEFINITIONS:

Bank.--Each agent, agency, branch or office within the United States of a foreign bank and each agency, branch or office within the United States of any person doing
business in one or more of the capacities listed: (1) a commercial bank or trust company organized under the laws of any state or of the United States; (2) a private bank;
(3) a savings and loan association or a building and loan association organized under the laws of any state of the United States; (4) an insured institution as defined in
section 401 of the National Housing Act; (5) a savings bank, industrial bank or other thrift institution; (6) a credit union organized under the laws of any state or of the
United States; and (7) any other organization chartered under the banking laws of any state and subject to the supervision of the bank supervisory authorities of a state.

Foreign Bank. --A bank organized under foreign law, or an agency, branch or office located outside the United States of a bank. The term does not include an agent,
agency, branch or office within the United States of a bank organized under foreign law.

Broker or Dealer in Securities. —A broker or dealer in securities, registered or required to be registered with the Securities and Exchange Commission under the
Securities Exchange Act of 1934.

IDENTIFICATION NUMBER.--Individuals must enter their social security number, if any. However, aliens who do not have a social security number shoul d
enter passport or alien registration number. All others should enter their employer identification number.

Investment Security. --An instrument which: (1) is issued in bearer or registered form; (2) is of a type commonly dealt in upon securities exchanges or markets or
commonly recognized in any areas in which it is issued or dealt in as a medium for investment; (3) is either one of a class or series or by its terms is divisible into a class
or series of instruments; and (4) evidences a share, participation or other interest in property or in an enterprise or evidences an obligation of the issuer.

Monetary Instruments. --Coin or currency of the United States or of any other country, travelers' checks, money orders, investment securities in bearer form or otherwise
in such form that title thereto passes upon delivery, and negotiable instruments (except warehouse receipts or bills of lading) in bearer form or other is in such form that title
thereto passes upon delivery. The term includes bank checks, travelers' checks and money orders which are signed but on which the name of the payee has been
omitted, but does not include bank checks, travelers’ checks or money orders made payable to the order of a named person which have not been endorsed or which bear
restrictive endorsements.

Person. --An individual, a corporation, a partnership, a trust or estate, a joint stock company, and association, a syndicate, joint venture or other unincorporated
organization or group, and all entities cognizable as legal personalities.

SPECIAL INSTRUCTIONS:

You should complete each line which applies to you. Part Il.--Line 22, enter the exact date you shipped or received currency or monetary instrument(s). Line 23, check

the applicable box and give the complete name and address of the shipper or recipient, Part lil.--Line 26, if currency or monetary instruments of more than one country is
involved, attach a schedule showing each kind, country, and amount.

PRIVACY ACT AND PAPERWORK REDUCTION ACT NOTICE

Pursuant to the requirements of Public Law 93-579 (Privacy Act of 1974), notice is hereby given that the authority to collect information on Form 4790 in accordance with
5 U.S.C. 552a(e)(3) is Public Law 91-508; 31 U.S.C. 5316; 5 U.S.C. 301; Reorganization Plan No.1 of 1950; Treasury Department No.165, revised, as amended; 31 CFR 103;
and 44 U.S.C. 3501

The principal purpose for collecting the information is to assure maintenance of reports or records where such reports or records have a high degree of usefulness in criminal, tax, or
regulatory investigations or proceedings. The information collected may be provided to those officers and employees of the Customs Service and any other constituent unit of the
Department of the Treasury who have a need for the records in the performance of their duties. The records may be referred to any other department or agency of the Federal
Government upon the request of the head of such department or agency.

Disclosure of this information is mandatory. Failure to provide all or any part of the requested information may subject the currency or monetary instruments to seizure and forfeiture,
as well as subject the individual to civil and criminal liabilities.

Disclosure of the social security number is mandatory. The authority to collect this number is 31 CFR 103.25. The social security number will be used as a means to identify the
individual who files the record.

The collection of this information is mandatory pursuant to 31 U.S.C. 5316

Statement Required by 5 CFR 1320.21: The estimated average burden associated with this collection of information is 10 minutes per respondent or recordkeeper depending on
individual circumstances. Comments concerning the accuracy of this burden estimate and suggestions for reducing the burden should be directed to U.S. Customs Service,
Paperwork Management Branch, Washington DC 20229. DO NOT send completed form(s) to this office.
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Report of Cash Payments Over $10,000 Received in a Trad
BusinesgIRS Form 8300) Section 403.0

8300 Report of Cash Payments Over $10,000
Ferm Received in a Trade or Business
(Rev. August 1997) » See instructions for definition of cash. OMB No. 1545-0892
» Use this form for transactions occurring after July 31, 1997.
Department of the Treasury .
Internal Revenue Service Please type or print.
1 Check appropriate box(es) if: a [ ] Amends prior report; b [ Suspicious transaction.
Identity of Individual From Whom the Cash Was Received
2 If more than one individual is involved, check here and see instructions P » O
3 Last Name 4 First Name 5 M.L ‘ 6 Taxpayer identification number
[ I B
7  Address (number, street, and apt. or suite no.) 8 Date of bith. .» |[M M D D Y Y Y Y
(seeiinstructions) | | | | | | | |
9 City 10 State |11 ZIP code ‘12 Country (if not U.S.) |13 Occupation, profession, or business
14 Document used to verify identity: a  Describe identification »
b Issued by c Number
Person on Whose Behalf This Transaction Was Conducted
15 If this transaction was conducted on behalf of more than one person, check here and see instructions . . . . . . » []
16 Individual's last name or Organization’s name 17 First Name ‘18 M.I. |19 Taxpayer identification number
N O O
20 Doing business as (DBA) name (see instructions) Employer identification number
N T
21 Address (number, street, and apt. or suite no.) 22 Occupation, profession, or business
23 City ‘24 State [25 ZIP code ‘26 Country (if not U.S.)
|
27  Alien identification: a Describe identification »
b Issued by c_Number
Description of Transaction and Method of Payment
28 Date cash received 29 Total cash received 30 If cash was received in 31 Total price if different from
M M D D Y Y Y Y more than one payment, item 29
T O I O $ .00 check here . . . » [] $ .00
32 Amount of cash received (in U.S. dollar equivalent) (must equal item 29) (see instructions):
a U.S. currency $ .00 (Amount in $100 bills or higher ~ $ .00)
b Foreign currency $ .00 (Country »
c Cashier’s check(s) $ .00 Issuer's name(s) and serial number(s) of the monetary instrument(s) » ..............
d Money order(s) $ .00
e Bank draft(s) $ .00
f Traveler's check(s) $ .00
33  Type of transaction f [ Debt obligations paid 34 Specific description of property or service shown in 33.
a [ Personal property purchased g [ Exchange of cash (Give serial or registration number, address, docket
b [J Real property purchased h [ Escrow or trust funds number, etc.) »
¢ [ Personal services provided i [J Bail bond
d [J Business services provided j O other (specify) »
e [ Intangible property purchased
UMl Business That Received Cash
35 Name of business that received cash 36 Employer identification number
N O Y Y e
37 Address (number, street, and apt. or suite no.) Social security number
N Y Y Y e
40 ZIP code |41 Nature of your business

38 City ‘39 State

42 Under penalties of perjury, | declare that to the best of my knowledge the information | have furnished above is true, correct,
and complete.

of authorized official Title of authorized official
43 Date M M|[D DJ|Y Y Y Y |44 Typeorprintname of contact person 45  Contact telephone number
of
signature__| | L1 (D)
For Paperwork Reduction Act Notice, see page 4. Cat. No. 62133S Form 8300 (Rev. 8-97)
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Report of Cash Payments Over $10,000

403.0

‘ 4 First Name

Form 8300 (Rev. 8-97) Page 2
Multiple Parties
(Complete applicable parts below if box 2 or 15 on page 1 is checked)
Continued—Complete if box 2 on page 1 is checked
3 Last Name

5 M.L ‘ 6 Taxpayer identification number

7 Address (number, street, and apt. or suite no.)

8 Date of bith. .» M M D D Y Y Y Y
(see instructions) [

‘ 4 First Name

9 City ‘10 State |11 ZIP code ‘12 Country (if not U.S.) |13 Occupation, profession, or business
14 Document used to verify identity: a Describe identification »

b Issued by ¢ Number

3 Last Name

5 M.l ‘ 6 Taxpayer identification number

7  Address (number, street, and apt. or suite no.)

8 Date of bith. .» |M M D D Y Y Y Y
(seeinstructions) | | | | | | | |

‘17 First Name

9 City ‘10 State |11 ZIP code (12 Country (if not U.S.) |13 Occupation, profession, or business
14  Document used to verify identity: a Describe identification »
b Issued by c¢_Number
Part Il Continued—Complete if box 15 on page 1 is checked
16 Individual's last name or Organization's name 19 Taxpayer identification number

‘18 M.I.

20 Doing business as (DBA) name (see instructions)

Employer identification number

21 Address (number, street, and apt. or suite no.)

22 Occupation, profession, or business

23 City ‘24 State

25 ZIP code ‘ze Country (if not U.S.)

27  Alien identification: a Describe identification »

o

Issued by

¢ _Number

16 Individual's last name or Organization's name ‘17 First Name

19 Taxpayer identification number

‘18 M.1.

20 Doing business as (DBA) name (see instructions)

Employer identification number

21 Address (number, street, and apt. or suite no.)

22 Occupation, profession, or business

23 City ‘24 State

25 ZIP code ‘26 Country (if not U.S.)

27  Alien identification: a Describe identification »

o

Issued by

¢_Number

September 1997
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Report of Cash Payments Over $10,00

Form 8300 (Rev. 8-97)

Page 3

Item You Should Note

Clerks of Federal or State courts must now
file Form 8300 if more than $10,000 in
cash is received as bail for an individual(s)
charged with certain criminal offenses. For
these purposes, a clerk includes the clerk’'s
office or any other office, department,
division, branch, or unit of the court that is
authorized to receive bail. If a person
receives bail on behalf of a clerk, the clerk
is treated as receiving the bail.

If multiple payments are made in cash to
satisfy bail and the initial payment does
not exceed $10,000, the initial payment
and subsequent payments must be
aggregated and the information return
must be filed by the 15th day after receipt
of the payment that causes the aggregate
amount to exceed $10,000 in cash. In such
cases, the reporting requirement can be
statisfied either by sending a single written
statement with an aggregate amount listed
or by furnishing a copy of each Form 8300
relating to that payer. Payments made to
satisfy separate bail requirements are not
required to be aggregated. See Treasury
Regulations section 1.60501-2.

Casinos must file Form 8300 for
nongaming activities (restaurants, shops,
etc.).

General Instructions

Who must file.— Each person engaged in
a trade or business who, in the course of
that trade or business, receives more than
$10,000 in cash in one transaction or in
two or more related transactions, must file
Form 8300. Any transactions conducted
between a payer (or its agent) and the
recipient in a 24-hour period are related
transactions. Transactions are considered
related even if they occur over a period of
more than 24 hours if the recipient knows,
or has reason to know, that each
transaction is one of a series of connected
transactions.

Keep a copy of each Form 8300 for 5
years from the date you file it.

Voluntary use of Form 8300.— Form 8300
may be filed voluntarily for any suspicious
transaction (see Definitions ), even if the
total amount does not exceed $10,000.
Exception: Cash is not required to be
reported if it is received:

+ By a financial institution required to file
Form 4789, Currency Transaction Report.

+ By a casino required to file (or exempt
from filing) Form 8362, Currency
Transaction Report by Casinos, if the cash
is received as part of its gaming business.

« By an agent who receives the cash from
a principal, if the agent uses all of the cash
within 15 days in a second transaction that
is reportable on Form 8300 or on Form
4789, and discloses all the information
necessary to complete Part Il of Form
8300 or Form 4789 to the recipient of the
cash in the second transaction.

« In a transaction occurring entirely
outside the United States. See Pub. 1544,
Reporting Cash Payments Over $10,000
(Received in a Trade or Business),

regarding transactions occurring in Puerto

Rico, the Virgin Islands, and territories and
possessions of the United States.

« In a transaction that is not in the course

of a person's trade or business.

When to file.— File Form 8300 by the 15th
day after the date the cash was received.
If that date falls on a Saturday, Sunday, or
legal holiday, file the form on the next
business day.

Where to file.— File the form with the
Internal Revenue Service, Detroit
Computing Center, P.O. Box 32621,
Detroit, Ml 48232, or hand carry it to your
local IRS office.

Statement to be provided.— You must
give a written statement to each person
named on a requred Form 8300 on or
before January 31 of the year following the
calendar year in which the cash is
received. The statement must show the
name, telephone number, and address of
the information contact for the business,
the aggregate amount of reportable cash
received, and that the information was
furnished to the IRS. Keep a copy of the
statement for your records.

Multiple payments.— If you receive more
than one cash payment for a single
transaction or for related transactions, you
must report the multiple payments any
time you receive a total amount that
exceeds $10,000 within any 12-month
period. Submit the report within 15 days of
the date you receive the payment that
causes the total amount to exceed
$10,000. If more than one report is
required within 15 days, you may file a
combined report. File the combined report
no later than the date the earliest report, if
filed separately, would have to be filed.

Taxpayer identification number (TIN).—
You must furnish the correct TIN of the
person or persons from whom you receive
the cash and, if applicable, the person or
persons on whose behalf the transaction is
being conducted. You may be subject to
penalties for an incorrect or missing TIN.

The TIN for an individual (including a
sole proprietorship) is the individual's
social security number (SSN). For certain
resident aliens who are not eligible to get
an SSN and nonresident aliens who are
required to file tax returns, it is an IRS
Individual Taxpayer Identification Number
(ITIN). For other persons, including
corporations, partnerships, and estates, it
is the employer identification number.

If you have requested but are not able to
get a TIN for one or more of the parties to
a transaction within 15 days following the
transaction, file the report and attach a
statement explaining why the TIN is not
included.

Exception: You are not required to provide
the TIN of a person who is a nonresident
alien or a foreign if
that person does not have income
effectively connected with the conduct of a
U.S. trade or business and does not have
an office or place of business, or fiscal or
paying agent, in the United States. See
Pub. 1544 for more information.

Penalties.— You may be subject to
penalties if you fail to file a correct and
complete Form 8300 on time and you
cannot show that the failure was due to
reasonable cause. You may also be
subject to penalties if you fail to furnish
timely a correct and complete statement to
each person named in a required report. A
minimum penalty of $25,000 may be
imposed if the failure is due to an
intentional disregard of the cash reporting
requirements.

Penalties may also be imposed for
causing, or attempting to cause, a trade or
business to fail to file a required report; for
causing, or attempting to cause, a trade or
business to file a required report containing
a material omission or misstatement of
fact; or for structuring, or attempting to
structure, transactions to avoid the
reporting requirements. These violations
may also be subject to criminal
prosecution which, upon conviction, may
result in imprisonment of up to 5 years or
fines of up to $250,000 for individuals and
$500,000 for corporations or both.

Definitions

Cash.—The term “cash” means the
following:

+ U.S. and foreign coin and currency
received in any transaction.

« A cashier's check, money order, bank
draft, or traveler's check having a face
amount of $10,000 or less that is received
in a designated reporting transaction
(defined below), or that is received in any
transaction in which the recipient knows
that the instrument is being used in an
attempt to avoid the reporting of the
transaction under section 6050I.

Note: Cash does not include a check
drawn on the payer’s own account, such as
a personal check, regardless of the amount.
Designated reporting transaction.— A
retail sale (or the receipt of funds by a
broker or other intermediary in connection
with a retail sale) of a consumer durable, a
collectible, or a travel or entertainment
activity.

Retail sale.—Any sale (whether or not the
sale is for resale or for any other purpose)
made in the course of a trade or business
if that trade or business principally consists
of making sales to ultimate consumers.

Consumer durable.—An item of tangible
personal property of a type that, under
ordinary usage, can reasonably be
expected to remain useful for at least 1
year, and that has a sales price of more
than $10,000.

Collectible.—Any work of art, rug,
antique, metal, gem, stamp, coin, etc.

Travel or entertainment activity.—An item
of travel or entertainment that pertains to a
single trip or event if the combined sales
price of the item and all other items
relating to the same trip or event that are
sold in the same transaction (or related
transactions) exceeds $10,000.

Exceptions.—A cashier’s check, money
order, bank draft or traveler's check is not
considered received in a designated
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Report of Cash Payments Over $10,000

403.0

Form 8300 (Rev. 8-97)

Page 4

reporting transaction if it constitutes the
proceeds of a bank loan or if it is received
as a payment on certain promissory notes,
installment sales contracts, or down
payment plans. See Pub. 1544 for more
information.

Person.— An individual, corporation,
partnership, trust, estate, association, or
company.

Recipient.— The person receiving the cash.
Each branch or other unit of a person’s
trade or business is considered a separate
recipient unless the branch receiving the
cash (or a central office linking the
branches), knows or has reason to know
the identity of payers making cash
payments to other branches.

Transaction.— Includes the purchase of
property or services, the payment of debt,
the exchange of a negotiable instrument
for cash, and the receipt of cash to be
held in escrow or trust. A single
transaction may not be broken into
multiple transactions to avoid reporting.

uspiciou: ion— A ion in
which it appears that a person is
attempting to cause Form 8300 not to be
filed, or to file a false or incomplete form.
The term also includes any transaction in
which there is an indication of possible
illegal activity.

Specific Instructions

You must complete all parts. However, you
may skip Part Il if the individual named in
Part | is conducting the transaction on his
or her behalf only.

Item 1.—If you are amending a prior
report, check box 1a. Complete the
appropriate items with the correct or
amended information only. Complete all of
Part IV. Staple a copy of the original report
to the amended report.

To voluntarily report a suspicious
transaction (see Definitions ), check box
1b. You may also telephone your local IRS
Criminal Investigation Division or call
1-800-800-2877.

Part |

Item 2.—If two or more individuals
conducted the transaction you are
reporting, check the box and complete
Part | for any one of the individuals.
Provide the same information for the other
individual(s) on the back of the form. If
more than three individuals are involved,
provide the same information on additional
sheets of paper and attach them to this
form.

Item 6.—Enter the taxpayer identification
number (TIN) of the individual named. See
Taxpayer identification number (TIN)
under General Instructions  for more
information.

Item 8.—Enter eight numerals for the date
of birth of the individual named. For
example, if the individual's birth date is
July 6, 1960, enter 07 06 1960.

Item 13.—Fully describe the nature of the
occupation, profession, or business (for
example, “plumber,” “attorney,” or
“automobile dealer”). Do not use general or

nondescriptive terms such as
“businessman” or “self-employed.”

Item 14.—You must verify the name and
address of the named individual(s).
Verification must be made by examination
of a document normally accepted as a
means of identification when cashing
checks (for example, a driver’s license,
passport, alien registration card, or other
official document). In item 14a, enter the
type of document examined. In item 14b,
identify the issuer of the document. In item
14c, enter the document’s number. For
example, if the individual has a Utah
driver's license, enter “driver's license” in
item 14a, “Utah” in item 14b, and the
number appearing on the license in item
l4c.

Part Il

Item 15.—If the transaction is being
conducted on behalf of more than one
person (including husband and wife or
parent and child), check the box and
complete Part Il for any one of the
persons. Provide the same information for
the other person(s) on the back of the
form. If more than three persons are
involved, provide the same information on
additional sheets of paper and attach them
to this form.

Items 16 through 19.— If the person on
whose behalf the transaction is being
conducted is an individual, complete items
16, 17, and 18. Enter his or her TIN in item
19. If the individual is a sole proprietor and
has an employer identification number
(EIN), you must enter both the SSN and
EIN in item 19. If the person is an
organization, put its name as shown on
required tax filings in item 16 and its EIN in
item 19.

Item 20.—If a sole proprietor or
organization named in items 16 through 18
is doing business under a name other than
that entered in item 16 (e.g., a “trade” or
“doing business as (DBA)” name), enter it
here.

Item 27.—If the person is NOT required to
furnish a TIN (see Taxpayer identification
number (TIN) under General

Instructions), complete this item. Enter a
description of the type of official document
issued to that person in item 27a (for
example, “passport™), the country that
issued the document in item 27b, and the
document’s number in item 27c.

Part Il

Item 28.—Enter the date you received the
cash. If you received the cash in more than
one payment, enter the date you received
the payment that caused the combined
amount to exceed $10,000. See Multiple
payments under General Instructions for
more information.

Item 30.—Check this box if the amount
shown in item 29 was received in more
than one payment (for example, as
installment payments or payments on
related transactions).

Item 31.—Enter the total price of the
property, services, amount of cash
exchanged, etc. (For example, the total cost

of a vehicle purchased, cost of catering
service, exchange of currency) if different
from the amount shown in item 29.

Item 32.—Enter the dollar amount of each
form of cash received. Show foreign
currency amounts in U.S. dollar equivalent
at a fair market rate of exchange available
to the public. The sum of the amounts
must equal item 29. For cashier's check,
money order, bank draft, or traveler's
check, provide the name of the issuer and
the serial number of each instrument.
Names of all issuers and all serial numbers
involved must be provided. If necessary,
provide this information on additional
sheets of paper and attach them to this
form.

Item 33.—Check the appropriate box(es)
that describe the transaction. If the
transaction is not specified in boxes a-i,
check box j and briefly describe the
transaction (for example, car lease, boat
lease, house lease, aircraft rental).

Part IV

Item 36.—If you are a sole proprietorship,
you must enter your SSN. If your business
also has an EIN, you must provide the EIN
as well. All other business entities must
enter an EIN.

Item 41.—Fully describe the nature of your
business, for example, “attorney,” “jewelry
dealer.” Do not use general or
nondescriptive terms such as “business” or
“store.”

Item 42.—This form must be signed by an
individual who has been authorized to do
so for the business that received the cash.

Paperwork Reduction Act
Notice

The requested information is useful in
criminal, tax, and regulatory investigations,
for instance, by directing the Federal
Government's attention to unusual or
questionable transactions. Trades or
businesses are required to provide the
information under 26 U.S.C. 6050.

You are not required to provide the
information requested on a form that is
subject to the Paperwork Reduction Act
unless the form displays a valid OMB
control number. Books or records relating
to a form or its instructions must be
retained as long as their contents may
become material in the administration of
any Internal Revenue law. Generally, tax
returns and return information are
confidential, as required by Code section
6103.

The time needed to complete this form
will vary depending on individual
circumstances. The estimated average time
is 21 minutes. If you have comments
concerning the accuracy of this time
estimate or suggestions for making this
form simpler, you can write to the Tax
Forms Committee, Western Area
Distribution Center, Rancho Cordova, CA
95743-0001. DO NOT send this form to
this office. Instead, see Where To File on
page 3.
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Currency Transaction Report by Casinos

(IRS Form 8362)

Section 404.0

Form 8362
(Rev. July 1997)

Department of the Treasury
Internal Revenue Service

> Please type or print.

(Complete all applicable parts—see instructions.)

Currency Transaction Report by Casinos

P Use this revision for reportable transactions occuring after June 30, 1997.

‘OMB No. 1506-0005

1 _If this Form 8362 (CTRC) is submitted to amend a prior report _check here:

[0 and attach a copy of t

the original CTRC to this form.

rtl

Person(s) Involved in Transaction(s)

Section A—Person(s) on Whose Behalf Transaction(s) Is Conducted (Customer)

2 O Multiple persons

13 Method used to verify identity: a []

b CJKnown customer - information on file

3 Individual's last name or Organization's name 4 Firstname 5 Ml
6 Permanent address (number, street, and apt. or suite no.) 7 SSNOrEIN
N I O
8 City 9 State |10 ZIPcode 11 County (fnotUS) 12 Datle M M D D Y Y Y ¥
o
\ N A N O O I

¢ [JOrganization

14 Describe identification credential: - a [ Driver's license/State I.D.

e Issued by:

b [ Passport
f Number:

c O Alienregistration ~ d

Oother _ _

15 Customer’s Account Number

Section B—Individual(s) Conducting Transaction(s) - If other than above (Agent)

16 [ Multiple agents

17 Individual's last name

18 First name

19 M.

20 Permanent address (number, street, and apt. or suite no.)

21 SSN

22 City 23 State 24 ZIP code 25 Country (ifnotU.S) |26 Date M M D D Y Y Y Y
\ T Y e O S I O
27 Method used to verify identity: a [] b [JKnown customer - information on file
28 Describe identification credential: a [ Driver's license/State 1.D. b [JPassport ¢ [ Alien registration ddother _ _ _ _ _ _ _ _ _ _ _ _ _ _ __
e Issued by:  Number:
Amount and Type of Transaction(s)  (Complete all items that apply.) \ 29 [0 Multiple transactions
31 CASH IN: (in U.S. dollar equivalent) 31 CASHOUT: (in U.S. dollar equivalent)
a  Purchase(s) of casino chips, tokens, and a  Redemption(s) of casino chips, tokens, and
other gaming instruments $ other gaming instruments S
b Deposit(s) (front money or safekeeping) b of deposit (front money or safekeeping)
¢ Payment(s) on credit (including markers) ¢ Advance(s) on credit (including markers)
d  Bet(s) of currency d  Payment(s) on bet(s) (including slot
e Currency received from wire transfer(s) out e Currency paid from wire transfer(s) in
f  Purchase(s) of casino check(s) f g i cashed (including checks)
g Currency exchange(s) g Currency exchange(s)
h  Travel and complimentary expenses and
gaming incentives
i Payment for contest or other
h Other(specify) - _ _ _ _ _ _ _ _ _ _ _ _ _ j Other(specify) - _ _ _ _ _ _ _ _ _ _ _ _ _
i Enter total amount of CASH IN > S k _Enter total amount of CASH OUT » S
32 Date of transaction M M D D Y Y Y Y 33 Foreign currency used
(see instructions) ‘ ‘ ‘ ‘ ‘ ‘ ‘ Country)
Part | Casino Reporting Transaction(s)
34 Casino's trade name 35 Casino's legal name 36 Employer identification number (EIN)
37 Address (number, street, and apt. or suite no.) where transaction occurred ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘
38 City 39 State (40 ZIPcode
l N
41 Title of approving official 42 Signature of approving official 43Dae M M D D Y Y Y Y
Sign Sowe | | | | | | |
Here 44 Type or print preparer’s name 45 Type or print name of person to contact |46 Contact telephone number
( )

For Paperwork Reduction Act Notice, see page 2.
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Form 8362 (Rev. 7-97) Page 2
Multiple Persons or Multiple Agents
(Complete applicable parts below if box 2 or box 16 on page 1 is checked.)

Continued

Section A—Person(s) on Whose Behalf Transaction(s) Is Conducted (Customer)

3 Individual's last name or Organization's name 4 First name 5 M.

6 Permanent address (number, street, and apt. or suite no.) 7 SSNorEIN

8 City 9 State 10 ZIP code 11 Country (if notU.S.) |12 Dfate M M D D Y Y Y Y

of
\ N Y O T T B

13 Method used to verify identity: a[] Examined identification credential/document b [ Known customer - information on file ¢ [ Organization

14 Describe identification credential: a C]Driver's license/State 1.D. b [lPassport ¢ Alienregistration ~ dother _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

e Issued by:  Number:

15 Customer's Account Number

Section B—Individual(s) Conducting Transaction(s) - If other than above (Agent)

17 Individual's last name 18 First name 19 M.

20 Permanent address (number, street, and apt. or suite no.) 21 SSN

22 City 23 State

24 ZIP code

25 Country (ifnotUS.) |26 Date M M D D Y Y Y Y

I I I O

27 Method used to verify identity: a (] Examined

b [J Known customer - information on file

requested information is useful in criminal,
tax, and regulatory investigations and
proceedings. Financial institutions are
required to provide the information under 31
U.S.C. 5313 and 31 CFR Part 103, commonly
referred to as the Bank Secrecy Act (BSA).
The BSA is administered by the U.S.
Department of the Treasury's Financial
Crimes Enforcement Network (FinCEN). You
are not required to provide the requested
information unless a form displays a valid
OMB control number.

The time needed to complete this form will
vary depending on individual circumstances.
The estimated average time is 19 minutes. If
you have comments concerning the accuracy
of this time estimate or suggestions for
improving this form, you may write to the Tax
Forms Committee, Western Area Distribution
Center, Rancho Cordova, CA 95743-0001.
DO NOT send this form to this address.
Instead, see When and Where To File below.

General Instructions

Form 8362.— Use the July 1997 revision of
Form 8362 for reportable transactions
occurring after June 30, 1997. Use the May
1992 revision of Form 8362 for reportable
transactions occurring before July 1, 1997.

i T z f a
greater than $10,000 in currency as well as
suspicious, casinos must file a Form 8362
and are encouraged to report suspicious
transactions and activities on Form TDF
90-22.47, Suspicious Activity Report (SAR).

is

28 Describe identification credential: a []Driver's license/State 1.D. b [JPassport ~ c[JAlienregistration ~ dOJOther _ _ _ _ _ _ _ _ _ _ _ _ _ _ __
e Issued by: f Number:
Paperwork Reduction Act Notice.— The DO NOT use Form 8362 to (1) report slot machine. The casino should report both

suspicious transactions involving $10,000 or
less in currency OR (2) indicate that a
transaction of more than $10,000 is
suspicious.

When a suspicious activity requires
immediate attention, casinos should
telephone 1-800-800-CTRS, Monday through
Friday, from 9:00 a.m. to 6:00 p.m. Eastern
Standard Time (EST). An Internal Revenue
Service (IRS) employee will direct the call to
the local office of the IRS Criminal
Investigation Division (CID). In an emergency,
consult directory assistance for the local IRS
CID office.

Who Must File.— Any organization duly
licensed or authorized to do business as a
casino or gambling casino in the United
States (except casinos located in Nevada)
and having gross annual gaming revenues in
excess of $1 million must file Form 8362. This
includes the principal headquarters and every
domestic branch or place of business of the
casino.

Note: Nevada casinos must file Form 8852,
Currency Transaction Report by Casinos -
Nevada (CTRC-N), to report transactions as
required under Nevada Regulation 6A.

What To File.— A casino must file Form 8362
for each transaction involving either currency
received (Cash In) or currency disbursed
(Cash Out) of more than $10,000 in a gaming
day. A gaming day is the normal business
day of the casino by which it keeps its books
and records for business, accounting, and tax
purposes. Multiple must be

Banks and other depository
currently are required to use the SAR to
report suspicious activities. A SAR for casinos
is under development and, once issued, a
casino will use this SAR for reporting a
suspicious transaction or activity, rather than
reporting such activity on form TDF 90-22.47.

treated as a single transaction if the casino
has knowledge that: (1) they are made by or
on behalf of the same person, and (2) they
result in either Cash In or Cash Out by the
casino totaling more than $10,000 during any
one gaming day. Reportable transactions may
occur at a casino cage, gaming table, and/or

Cash In and Cash Out transactions by or on
behalf of the same customer on a single Form
8362. DO NOT use Form 8362 to report
receipts of currency in excess of $10,000 by
nongaming businesses of a casino (e.g., a
hotel); instead, use Form 8300, Report of
Cash Payments Over $10,000 Received in a
Trade or Business.

Exceptions.— A casino does not have to
report transactions with domestic banks,
currency dealers or exchangers, or
commercial check cashers.

Identification Requirements.—  All
individuals (except employees conducting
transactions on behalf of armored car
services) conducting a reportable
transaction(s) for themselves or for another
person must be identified by means of an
official or otherwise reliable record.

Acceptable forms of identification include a
driver's license, military or military dependent
identification cards, passport, alien
registration card, state issued identification
card, cedular card (foreign), or a combination
of other documents that contain an
individual's name and address and preferably
a photograph and are normally acceptable by
financial institutions as a means of
identification when cashing checks for
persons other than established customers.

For casino customers granted accounts for
credit, deposit, or check cashing, or on whom
a CTRC containing verified identity has been
filed, acceptable identification information
obtained previously and maintained in the
casino's internal records may be used as long
as the following conditions are met. The
customer’s identity is reverified periodically,
any out-of-date identifying information is
updated in the internal records, and the date
of each reverification is noted on the internal
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record. For example, if documents verifying
an individual's identity were examined and
recorded on a signature card when a deposit
or credit account was opened, the casino
may rely on that information as long as it is
reverified periodically.

When and Where To File.— -File each Form
8362 by the 15th calendar day after the day
of the transaction with the:

IRS Detroit Computing Center

ATTN: CTRC

P.O. Box 32621

Detroit, Ml 48232-5604
A casino must retain a copy of each Form
8362 filed for 5 years from the date of filing.

Penalties.— Civil and/or criminal penalties
may be assessed for failure to file a CTRC or
supply information, or for filing a false or
fraudulent CTRC. See 31 U.S.C. 5321, 5322,
and 5324.
Definitions.— For purposes of Form 8362, the
terms below have the following meanings:
Agent. Any individual who conducts a
currency transaction on behalf of another
individual or organization.

Currency. The coin and paper money of
the United States or of any other country that
is circulated and customarily used and
accepted as money.

Customer. Any person involved in a
currency transaction whether or not that
person participates in the casino’s gaming
activities.

Person. An individual, corporation,
partnership, trust or estate, joint stock
company, association, syndicate, joint
venture, or any other unincorporated
organization or group.

Organization. Person other than an
individual.

Transaction In Currency (Currency
Transaction). The physical transfer of
currency from one person to another.

Negotiable Instruments.  All checks and
drafts (including business, personal, bank,
cashier's, and third-party), traveler's checks,
money orders, and promissory notes, whether
or not they are in bearer form.

Specific Instructions
Note: Additional information that cannot fit on
the front and back of Form 8362 must be
submitted on plain paper attached to Form
8362. Type or print the individual’s or

izati name and identifying number,
date of transaction, and casino’s name and
employer identification number (i.e., Items 3,
4, 5,7, 32, 34, 35, and 36) as well as identify
the specific item number on all additional
sheets. This will ensure that if a sheet

it will be ié

the appropriate Form 8362.

Item 1. Amends prior report.— Check

Item 1 if this Form 8362 amends a previously
filed report. Staple a copy of the original
report behind the amended one. Complete
Part Ill in its entirety, but complete only those
other entries that are being amended.

Part I. Person(s) Involved in
Transaction(s)

Note: Section A must be completed in all

cases. If an individual conducts a transaction
on his/her own behalf, complete only section
A, leave Section B BLANK. If a transaction is

with

conducted by an individual on behalf of
another person(s), complete Section A for
each person on whose behalf the transaction
is conducted; complete Section B for the

> O ing the on,

Section A. Person(s) on Whose Behalf
Transaction(s) Is Conducted
(Customer)

Item 2. Multiple persons.— Check Item 2 if
this transaction is being conducted on behalf
of more than one person. For example, if
John and Jane Doe cash a check made out
to them jointly at the casino, more than one
individual has conducted the transaction.
Enter information in Section A for one of the
individuals; provide information for the other
individual on page 2, Section A. Attach
additional sheets as necessary.

Items 3, 4, and 5. Individual/Organization
name.—If the person on whose behalf the
transaction(s) is conducted is an individual,
put his/her last name in Item 3, first name in
Item 4 and middle initial in Item 5. If there is
no middle initial, leave them BLANK. If the
transaction is conducted on behalf of an
organization, enter the name in Item 3 and
leave Items 4 and 5 BLANK, but identify the
individual conducting the transaction in
Section B. If an organization has a separate
“doing business as (DBA)" name, enter in
Item 3 the organization’s legal name (e.g.,
Smith Enterprises, Inc.) followed by the name
of the business (e.g., DBA Smith Casino
Tours). In this case, use Items 4 and 5 if more
space is needed.

Items 6, 8, 9, 10, and 11. Address.— Enter
the permanent street address, city, two-letter
state abbreviation used by the U.S. Postal
Service, and ZIP code of the person identified
in Item 3. Also enter in Item 6 the apartment
or suite number and road or route number.
Do not enter a P.O. box number unless the
person has no street address. If the person is
from a foreign country, enter any province
name as well as the appropriate two-letter
country code (e.g., “CA” for Canada, “JA” for
Japan, etc.). If the country is the United
States, leave Item 11 BLANK,

Item 7. Social security number (SSN) or
Employer identification number (EIN).—

Enter the SSN (if an individual) or EIN (if other
than an individual) of the person identified in
Items 3 through 5. If that individual is a
nonresident alien individual who does not
have an SSN, enter “NONE" in this space.

Item 12. Date of birth.— Enter the customer's
date of birth (DOB) if it is known to the casino
through an existing internal record or
reflected on an appropriate identification
document or credential presented to the
casino to verify the customer’s identity (see
Identification Requirements ~ above). Internal
casino records can include those for casino
customers granted accounts for credit,
deposit, or check cashing, or on whom a
CTRC containing verified identity has been
filed. If such records do not indicate the DOB,
a casino should ask the customer for the
DOB. If the DOB is not available from any of
these sources, the casino should enter NOT
AVAILABLE in the space. Eight numerals
must be inserted for each date. Enter the
date in the format “mmddyyyy”, where “mm
is the month, “dd” is the day, and “yyyy” is
the year. Zero (0) should precede any
single-digit number. For example, if the

individual's birth date is June 1, 1948, enter
“06 01 1948” in Item 12.

Item 13. Method used to verify identity.—  If
an individual conducts the transaction(s) on
his/her own behalf, his/her name and address
must be verified by examination of an official
credential/document or internal record
containing identification information on a
known customer (see Identification
Requirements above). Check box a if you
examined an official identification
credential/document. Check box b if you
examined an acceptable internal casino
record (i.e., credit, deposit, or check cashing
account record, or a CTRC worksheet)
containing previously verified identification
information on a “known customer.” Check
box c if the transaction is conducted on
behalf of an organization. If box a or b is
checked, you must complete Item 14. If box
c is checked, do not complete Item 14.

Item 14. Describe identification

credential.— If a driver’s license, passport, or
alien registration card was used to verify the
individual's identity, check as appropriate box
a, b, or c. If you check box d, you must
specifically identify the type of document
used (e.g., enter “military ID" for a military or
military/dependent identification card). A
statement such as “known customer” in

box d is not sufficient for completion of

Form 8362. Enter in Item 14e the two-letter
state postal code, two-letter country code, or
the name of the issuer for that document,
and enter in Item 14f the number shown on
that official document.

Item 15. Customer account number.—  Enter
the account number which corresponds to
the transaction being reported and which the
casino has assigned to the person whose
name is entered in Item 3. If the person has
more than one account number affected by
the transaction, enter the account number
that corresponds to the majority of currency
being reported. If the transaction does not
involve an account number, enter “NOT
APPLICABLE" in the space.

Section B. Individual(s) Conducting
Transaction(s) — If Other Than Above
(Agent)

Complete Section B if an individual conducts
a transaction on behalf of another person(s)
listed in Section A. If an individual conducts a
transaction on his/her own behalf, leave
Section B BLANK.

Item 16. Multiple agents.— If, during a
gaming day, more than one individual
conducts transactions on behalf of an
individual or organization listed in Section A,
check this box and complete Section B. List
one of the individuals on the front of the form
and the other individual(s) on page 2,
Section B. Attach additional sheets as
necessary.

Item 17, 18, and 19. Name of individual. —
Enter the individual's last name in Item 17,
first name in Item 18, and middle initial in
Item 19. If there is no middle initial, leave
Item 19 BLANK. For example, if John Doe, an
employee of the Error Free Rock Band,
cashes an $11,000 check for the band, Error
Free Rock Band is identified in Section A,
and John Doe is identified in Section B.
Items 20, 22, 23, 24, and 25. Address.—
Enter the permanent street address, including
ZIP code, of the individual conducting the
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transaction. If the individual is from a foreign
country, enter any province name and the
appropriate two-letter country code.

Item 21. Social security number (SSN).—
Enter the SSN of the individual identified in
Items 17 through 19. If that individual is a
nonresident alien who does not have an SSN,
enter “NONE” in the space.

Item 26. Date of birth.— Enter the individual's
date of birth. For proper format, see the
instructions under Item 12 above.

Item 27. Method used to verify identity.—
Any individual listed in Items 17 through 19
must present an official document to verify
his/her name and address. See the
instructions under Item 13 above for more
information. After completing Item 27, you
must also complete Item 28.

Item 28. Describe identification
credential.— Describe the identification
credential used to verify the individual's name
and address. See the instructions under
Item 14 above for more information.

Part Il. Amount and Type of
Transaction(s)

Part Il identifies the type of transaction(s)
reported and the amount(s) involved. You
must complete all items that apply.

Item 29. Multiple transactions.— Check this
box if multiple currency transactions, none of
which individually exceeds $10,000 comprise
this report.

Items 30 and 31. Cash in and cash out—
Enter in the appropriate spaces provided in
Items 30 and/or 31, the specific currency
amount for each “type of transaction” for a
reportable Cash In or a Cash Out . If the casino
engages in a Cash In or Cash Out
transaction that is not listed in Items 30a
through 30g or Items 31a through 31i, specify
the type of transaction and the amount of
currency in Item 30h or 31j, respectively.
Enter the total amount of the reportable Cash
In transaction(s) in Item 30i. Enter the total
amount of the reportable Cash Out
transaction(s) in Item 31k.

If less than a full dollar amount is involved,
increase the fugure to the next higher dollar.
For example, if the currency total is
$20,500.25, show it as $20,501.00.

If there is a currency exchange, list it
separately with both the Cash In and Cash
Out totals. If foreign currency is exchanged,
use the U.S dollar equivalent on the day of
the transaction.

Payment(s) on credit, Item 30c, includes all
forms of cash payments made by a customer
on a credit account or line credit, or in
redemption of markers or counter checks.
Currency received from wire transfe(s) out,
Item 30e, applies to cash received from a
customer when the casino sends a wire
transfer on behalf of a customer.

Currency paid from wire transfer(s) in,
Item 31e, applies to cash paid to a customer
when the casino receives a wire transfer on
behalf of a customer. Travel and
complimentary expenses and gaming
incentives, Item 31h, includes
reimbursements for a customer’s travel and
entertainment expenses and cash
complementaries (“comps”).

Determining Whether Transactions
Meet The Reporting Threshold

Only cash transactions that, alone or when
aggregated, exceed $10,000 should be
reported on Form 8362. A casino must report
multiple currency transactions when it has
knowledge that such transactions have
occurred. This includes knowledge gathered
through examination of books, records, logs,
information retained on magnetic disk, tape or
other machine-readable media, or in any
manual system, and similar documents and
information that the casino maintains
pursuant to any law or regulation or within the
ordinary course of its business.

Cash In and Cash Out transactions for the
same customer are to be aggregated
separately and must not be offset against one
another. If there are both Cash In and Cash
Out transactions which each exceed $10,000,
enter the amounts in Items 30 and 31 and
report on a single Form 8362.

Example 1. Person A purchases $11,000 in
chips with currency (one Cash In entry); and
later receives currency from a $6,000
redemption of chips and a $2,000 slot jackpot
win (two Cash Out entries). Complete Form
8362 as follows:

Cash In of “$11,000” is entered in Item 30a
(purchase of chips) and Cash In Total of
“$11,000" is entered in Item 30i. No entry is
made for Cash Out. The two Cash Out
transactions equal only $8,000, which does
not meet the BSA reporting threshold.

Example 2. Person B deposits $5,000 in
currency to his front money account and pays
$10,000 in currency to pay off an outstanding
credit balance (two Cash In entries); receives
$7,000 in currency from a wire transfer (one
Cash Out entry); and presents $2,000 in small
denomination U.S. currency to be exchanged
for an equal amount in U.S. $100 bills.
Complete Form 8362 as follows:

Cash In of “$5,000” is entered in Item 30b
(deposit), “$10,000" is entered in Item 30c
(payment on credit), “$2,000" is entered in
Item 30g (currency exchange), and Cash In
Total of “$17,000” is entered in Item 30i. In
determining whether the transactions are
reportable, the currency exchange is
aggregated with both the Cash In and the
Cash Out amounts. The result is a reportable
$17,000 Cash In transaction. No entry is
made for Cash Out. The total Cash Out
amount only equals $9,000, which does not
meet the BSA reporting threshold.

Example 3. Person C deposits $7,000 in
currency to his front money account and pays
$9,000 in currency to pay off an outstanding
credit balance (two Cash In entries); receives
$2,500 in currency from a withdrawal from a
safekeeping account, $2,500 in currency from
a wire transfer and cashes a personal check
of $7,500 (three Cash Out entries); and
presents Canadian dollars which are
exchanged for $1,500 in U.S. dollar
equivalent. Complete Form 8362 as follows:

Cash In of “$7,000" is entered in Item 30b
(deposit), “$9,000" is entered in Item 30c
(payment on credit), “$1,500" is entered in
Item 30g (currency exchange), and a Cash In
total of “$17,500" is entered in Item 30i. Cash
Out of “$2,500" is entered in Item 31b
(withdrawal of deposit), “$2,500" is entered in
Item 31e (wire transfer), “$7,500" is entered in

Item 31f (negotiable instrument cashed),
“$1,500" is entered in Item 31g (currency
exchange) and a Cash Out Total of “$14,000"
is entered in Item 31k. In this example, both
the Cash In and Cash Out totals exceed
$10,000, and each must be reflected on

Form 8362.

Example 4. Person D purchases $10,000
in chips with currency and places a $10,000
cash bet (two Cash In entries); and later
receives currency for an $18,000 redemption
of chips and $20,000 from a payment on a
cash bet (two Cash Out entries). Complete
Form 8362 as follows:

Cash In of “$10,000" is entered in Items
30a and 30d and a Cash In total of “$20,000"
is entered in Item 30i. Cash Out of “$18,000"
is entered in Item 31a (redemption of chips),
“$20,000" is entered in Item 31d (payment on
bets) and a Cash Out Total of “$38,000" is
entered in Item 31k. In this example, both the
Cash In and Cash Out totals exceed $10,000,
and each must be reflected on Form 8362.
Item 32. Date of transaction.— Enter the
gaming day on which the transaction
occurred (see What To File above). For
proper format, see the instruction for
Item 12 above.

Item 33. Foreign currency.— If foreign
currency is involved, identify the cuntry of
issuance by entering the appropriate
two-letter country code. If multiple foreign
currencies are involved, identify the country
for which the largest amount in U.S. dollars is
exchanged.

Part Ill. Casino Reporting
Transaction(s)

Item 34. Casino’s trade name.— Enter the
name by which the casino does business and
is commonly known. Do not enter a
corporate, partnership, or other entity name,
unless such name is the one by which the
casino is commonly known.

Item 35. Casino’s legal name.— Enter the
legal name as shown on required tax filings,
only if different from the trade name shown in
Item 34. This name will be defined as the
name indicated on a charter or other
document creating the entity, and which is
identified with the casino’s established EIN.

Item 36. Employer identification number
(EIN).—Enter the casino's EIN.

Items 37, 38, 39, and 40. Address.— Enter
the street address, city, state, and ZIP code
of the casino (or branch) where the
transaction occurred. Do not use a P.O. box
number.

Items 41 and 42. Title and signature of
approving official.— The official who is
authorized to review and approve Form 8362
must indicate his/her title and sign the form.

Item 43. Date the form is signed.— The
approving official must enter the date the
Form 8362 is signed. For proper format, see
the instructions for Item 12 above.

Item 44. Preparer's name.— Type or print
the full name of the individual preparing
Form 8362 The preparer and the approving
official may be different individuals.

Item 45 and 46. Contact person/telephone
number.— Type or print the name and
commercial telephone number of a
responsible individual to contact concerning
any questions about this Form 8362.
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Report of Foreign Bank and Financial Accounts
(Form TD F 90-22.1) Section 405.0

Department of the Treasury Report of Foreign Bank Form Approved: OMB No. 1505-0063
TD F 90-22.1 (10/92) and Financial Accounts

SUPERSEDES ALL PREVIOUS For the calendar year 19 ...

EDITIONS Do not file this form with your Federal Tax Return.

This form should be used to report financial interest in or signature authority or other authority over one or more bank accounts, securities accounts, or
other financial accounts in foreign countries as required by Department of the Treasury Regulations (31 CFR 103). You are not required to file a report if
the aggregate value of the accounts did not exceed $10,000. Check all appropriate boxes. See instructions on back for definitions.  File this form with
Dept. of the Treasury, PO. Box 32621, Detroit, M| 48232.

1 Name (Last, First, Middle) 2 Social security number or 3 Name initem 1
employer identification number if refers to
other than individual O Individual
4 Address (Street, City, State, Country, ZIP) Dl Partnership
O Corporation
O Fiduciary

5 O I had signature authority over one or more foreign accounts, but had no “financial interest” in such accounts (see Instruction J).
Indicate these accounts:

a Name and social security number or taxpayer identification number of each owner

b Address of each owner

(Do not complete item 9 for these accounts)
6 [ 1 had a “financial interest” in one or more foreign accounts owned by a domestic corporation, partnership or trust which is required to
file TD F 90-22.1 (See instruction L). Indicate for these accounts:
a Name and taxpayer identification number of each such corporation, partnership or trust

b Address of each such corporation, partnership or trust

(Do not complete item 9 for these accounts)

7 O1 had a “financial interest” in one or more foreign accounts but the total maximum value of these accounts (see instruction I) did not
exceed $10,000 at any time during the year. (If you checked this box, do not complete item 9.)

8 [ had a “financial interest” in 25 or more foreign accounts. (If you checked this box, do not complete item 9.)

9 [OIf you had a “financial interest” in one or more but fewer than 25 foreign accounts which are required to be reported, and the total
maximum value of the accounts exceeded $10,000 during the year (see instruction 1), write the total number of those accounts in the box
below:

Complete items a through f below for one of the accounts and attach a separate TD F 90-22.1 for each of the :]
others. Items 1, 2, 3, 9, and 10 must be completed for each account.

Check here if this is an attachment: ~ [J

a Name in which account is maintained b Name of bank or other person with whom account is maintained

¢ Number and other account designation, if any d Address of office or branch where account is maintained

e Type of account. (If not certain of English name for the type of account, give the foreign language name and describe the nature of
the account. Attach additional sheets if necessary.)

O Bank Account O Securities Account O Other (specify)
f Maximum value of account (see instruction 1)
[J Under $10,000 [] $10,000 to $50,000 [] $50,000 to $100,000 [] Over $100,000
10  Signature 11 Title (Not necessary if reporting a personal account) 12 Date

Privacy Act Notification
Pursuant to the requirements of Public Law 93-579 (Privacy Act of 1974), notice is hereby given that the authority to collect information on TD F
90-22.1 in accordance with 5 U.S.C. 552(e)(3) is Public Law 91-508; 31 U.S.C. 1121; 5 U.S.C. 301, 31 CFR Part 103.

The principal purpose of collecting the information is to assure maintenance of reports or records where such reports or records have a high
degree of usefulness in criminal, tax, or regulatory investigations or proceedings. The information collected may be provided to those officers
and employees of any constituent unit of the Department of the Treasury who have a need for the records in the performance of their duties.
The records may be referred to any other department or agency of the Federal Government upon the request of the head of such department or
agency for use in a criminal, tax, or regulatory investigation or proceeding.

Disclosure of this information is mandatory. Civil and criminal penalties, including under certain circumstances a fine of not more than
$500,000 and imprisonment of not more than five years, are provided for failure to file a report, supply information, and for filing a false or
fraudulent report.

Disclosure of the social security number is mandatory. The authority to collect this number is 31 CFR 103. The social security number will be
used as a means to identify the individual who files the report.

Cat. No. 12996D
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Report of Foreign Bank and Financial Accounts

405.0

TD F 90-22.1 (10/92)

Page 2

Instructions

A. Who Must File a Report.— Each United
States person who has a financial interest in or
signature authority or other authority over bank,
securities, or other financial accounts in a foreign
country, which exceeds $10,000 in aggregate
value at any time during the calendar year, must
report that relationship each calendar year by
filing TD F 90-22.1 with the Department of the
Treasury on or before June 30, of the
succeeding year.

An officer or employee of a commercial bank
which is subject or the supervision of the
Comptroller of the Currency, the Board of
Governors of the Federal Reserve System, or the
Federal Deposit Insurance Corporation need not
report that he has signature or other authority
over a foreign bank, securities, or other financial
account maintained by the bank unless he has a
personal financial interest in the account.

In addition, an officer or employee of a
domestic corporation whose securities are listed
upon national securities exchanges or which has
assets exceeding $1 million and 500 or more
shareholders of record need not file such a
report concerning his signature authority over a
foreign financial account of the corporation, if he
has no personal financial interest in the account
and has been advised in writing by the chief
financial officer of the corporation that the
corporation has filed a current report which
includes that account.

B. United States Person.— The term “United
States Person” means (1) a citizen or resident of
the United States, (2) a domestic partnership,
(3) a domestic corporation, or (4) a domestic
estate or trust.

C. When and Where to File.— This report shall
be filed on or before June 30 each calendar year
with the Department of the Treasury, Post Office
Box 32621, Detroit, M| 48232, or it may be hand
carried to any local office of the Internal
Revenue Service for forwarding to the
Department of the Treasury, Detroit, MI.

D. Account in a Foreign Country.— A “foreign
country” includes all geographical areas located
outside the United States, Guam, Puerto Rico,
and the Virgin Islands.

Report any account maintained with a bank
(except a military banking facility as defined in
Instruction E) or broker or dealer in securities
that is located in a foreign country, even if it is a
part of a United States bank or other institution.
Do not report any account maintained with a
branch, agency, or other office of a foreign bank
or other institution that is located in the United
States, Guam, Puerto Rico, and the Virgin
Islands.

E. Military Banking Facility.— Do not consider
as an account in a foreign country, an account
in an institution known as a “United States
military banking facility” (or “United States
military finance facility”) operated by a United
States financial institution designated by the
United States Government to serve U.S.
Government installations abroad, even if the
United States military banking facility is located
in a foreign country.

F. Bank, Financial Account— The term “bank
account” means a savings, demand, checking,
deposit, loan or any other account maintained
with a financial institution or other person
engaged in the business of banking. It includes
certificates of deposit.

The term “securities account” means an
account maintained with a financial institution or
other person who buys, sells, holds, or trades
stock or other securities for the benefit of
another.

The term “other financial account” means any
other account maintained with a financial
institution or other person who accepts deposits,
exchanges or transmits funds, or acts as a
broker or dealer for future transactions in any
commodity on (or subject to the rules of) a
commod\ly exchange or assosiation.

G. Financial Interest— A financial interest in a
bank, securities, or other financial account in a
foreign country means an interest described in
either of the following two paragraphs:

1. A United States person has a financial
interest in each account for which such person
is the owner of records or has legal title, whether
the account is maintained for his or her own
benefit or for the benefit of others including
non-United States persons. If an account is
maintained in the name of two persons jointly, or
if several persons each own a partial interest in
an account, each of those United States persons
has a financial interest in that account.

2. A United States person has a financial
interest in each bank, securities, or other
financial account in a foreign country for which
the owner of record or holder of legal title is:

(a) a person acting as an agent, nominee,
attorney, or in some other capacity on behalf of
the U.S. person; (b) a corporation in which the
United States person owns directly or indirectly
more than 50 percent of the total value of shares
of stock; (c) a partnership in which the United
States person owns an interest in more than 50
percent of the profits (distributive share of
income); or (d) a trust in which the United States
person either has a present beneficial interest in
more than 50 percent of the assets or from
which such person receives more than 50
percent of the current income.

H. Signature or Other Authority Over an
Account.—

Signature Authority.—A person has signature
authority over an account if such person can
control the disposition of money or other
property in it by delivery of a document
containing his or her signature (or his or her
signature and that of one or more other persons)
to the bank or other person with whom the
account is maintained.

Other authority exists in a person who can
exercise comparable power over an account by
direct communication to the bank or other
person with whom the account is maintained,
either orally or by some other means.

I. Account Valuation.— For items 7, 9, and
Instruction A, the maximum value of an account
is the largest amount of currency and
non-monetary assets that appear on any
quarterly or more frequent account statement
issued for the applicable year. If periodic
account statements are not so issued, the
maximum account asset value is the largest
amount of currency and non-monetary assets in
the account at any time during the year. Convert
foreign currency by using the official exchange
rate at the end of the year. In valuing currency of
of a country that uses multiple exchanges rates,
use the rate which would apply if the currency in
the account were converted into United States
dollars at the close of the calendar year.

The value of stock, other securities or other
non-monetary assets in an account reported on
TD F 90-22.1 is the fair market value at the end
of the calendar year, or if withdrawn from the
account, at the time if the withdrawal.

For purposes of items 7, 9, and Instruction A,
if you had a financial interest in more than one
account, each account is to be valued
separately in accordance with the foregoing two
paragraphs.

If you had a financial interest in one or more
but fewer than 25 accounts, and you are unable
to determine whether the maximum value of
these accounts exceeded $10,000 at any time
during the year, check item 9 (do not check
item 7) and complete item 9 for each of these
accounts.

J. United States Persons with Authority Over
but No Interest in an Account.— Except as
provided in Instruction A and the following
paragraph, you must state the name, address,
and identifying number of each owner of an
account over which you had authority, but if you
check item 5 for more than one account of the
same owner, you need identify the owner only
once.

If you check item 5 for one or more accounts
in which no United States person had a financial
interest, you may state on the first line of this
item, in lieu of supplying information about the
owner, “No U.S. person had any financial
interest in the foreign accounts.” This statement
must be based upon the actual belief of the
person filing this form after he or she has taken

to endure its corrects

If you check item 5 for accounts owned by a
domestic corporation and its domestic and/or
foreign subsidiaries, you may treat them as one
owner and write in the space provided, the name
of the parent corporation, followed by “and
related entities,” and the identifying number and
address of the parent corporation.

K. Consolidated Reporting.— A corporation
which owns directly or indirectly more than 50
percent interest in one or more other entities will
be permitted to file a consolidated report on

TD F 90-22.1, on behalf of itself and such other
entities provided that a listing of them is made
part of the consolidated report. Such reports
should be signed by an authorized official of the
parent corporation.

If the group of entities covered by a
consolidated report has a financial interest in 25
or more foreign financial accounts, the reporting
corporation need only note that fact on the form,
it will, however, be required to provide detailed
information concerning each account when so
requested by the Secretary or his delegate.

L. Avoiding Duplicate Reporting.—  If you had
financial interest (as defined in instruction G2(b),
(c), or (d)) in one or more accounts which are
owned by a domestic corporation, partnership or
trust which is required to file TD F 90-22.1 with
respect to these accounts in lieu of completing
item 9 for each account you may check item 6
and provide the required information.

M. Providing Additional Information.—  An:
person who does not complete item 9, shall
when requested by the Department of the
Treasury provide the information called for in
item 9.

N. Signature (Item 10).— This report must be
signed by the person named in item 1. If the
report is being filed on behalf of a partnership,
corporation, or fiduciary, it must be signed by an
authorized individual.

O. Penalties.— For criminal penalties for failure
to file a report, supply information, and for filing
a false or fraudulent report, see 31 U.S.C.
5322(a), 31 U.S.C. 5322(b), and 18 U.S.C. 1001.

The estimated average burden associated with this collection of information is 10 minutes per respondent or recordkeeper depending on individual
circumstances. Comments concerning the accuracy of this burden estimate and suggestions for reducing the burden should be directed to the
Department of the Treasury, Office of Financial Enforcement, Room 5000 Treasury Annex Building, Washington, DC 20220, and to the Office of
Management and Budget, Paperwork Reduction Project (1505-0063), Washington, DC 20503.
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Suspicious Activity Report

(Federal Reserve Form 2230)

Section 406.0

Suspicious
Activity Report

FRB: FR 2230 ‘OMB No. 7100-0212
FDIC: 6710/06 ‘OMB No. 3064-0077
OcCcC: 8010-9,8010-1 OMB No. 1557-0180
oTs: 1601 ‘OMB No. 1550-0003
NCUA: 2362 ‘OMB No. 3133-0094
TREASURY: TD F 90-22.47 ‘OMB No. 1506-0001

ALWAYS COMPLETE ENTIRE REPORT

Expires September 30, 1998

1 Check appropriate box:

a O Initial Report b O Corrected Report

¢ O supplemental Report

Part | Reporting Financial Institution Information
2 Name of Financial Institution 3 Primary Federal Regulator
a [ Federal Reserve d Oocc
4 Address of Financial Institution b O Foic e Dors
¢ [0 NcuA
5 City 6 State 7 Zip Code 8 EINorTIN
9 Address of Branch Office(s) where activity occurred 10 Asset size of financial institution
$ .00
11 City 12 State 13 Zip Code 14 If institution closed, date closed
(MMDDYY)
Y " —
15  Account number(s) affected, if any 16  Have any of the institution’s accounts related to this matter been closed?
a a O Yes b ONo If yes, identify
b
REUMIEE Suspect Information
17  Last Name or Name of Entity 18  First Name 19  Middle Initial
20 Address 21 SSN, EIN, TIN (as applicable)
22 City 23 State 24 Zip Code 25 Country |26 Date of Birth (MMDDYY)
L1 —

27  Phone Number - Residence (include area code)

( )

28  Phone Number - Work (include area code)

( )

29  Occupation

30 Forms of Identification of Suspect:

a [ Driver's License b O Passport ¢ O Alien Registration d [ other
e Number t Issuing Authority
31 Relationship to Financial Institution:
a O Accountant d O Attorney g O customer j O officer
b O Agent e [ Borrower h O Director k [ Shareholder
¢ O Appraiser f O Broker i O Employee I O other
32 Is insider suspect still affiliated with the financial institution? 33 Date of Suspension, 34 Admission/Confession
a OvYes ¢ O suspended e [ Resigned Termination, Resigna- a Oves b O No
If no, specify’
b O No d O Terminated tion (MMDDYY)
I

Bank Secrecy Act Manual

September 1997

Page 1



Suspicious Activity Report

406.0

EURIII Suspicious Activity Information

35 Date of suspicious activity (MMDDYY)

36  Dollar amount involved in known or suspicious activity

R A — $

.00

w

a [ Bank Secrecy Act/Structuring/
Money Laundering

b O Bribery/Gratuity

¢ [ check Fraud

d [ Check Kiting

e [ Commercial Loan Fraud

f [ Consumer Loan Fraud

r [ other

7 Summary characterization of suspicious activity::

[ counterfeit Check
[ counterfeit Credit/Debit Card

> a

[ Counterfeit Instrument (other)
[ credit Card Fraud

[ Debit Card Fraud

[ Defalcation/Embezzlement

— x -

m [ False Statement

n [ Misuse of Position or
Self-Dealing

o [ Mortgage Loan Fraud

p [ Mysterious Disappearance

q O wire Transfer Fraud

38 Amount of loss prior to recovery
(if applicable)

$ .00

39

Dollar amount of recovery
(if applicable)

$ .00

O Yes b O No

®

41 Has institution’s bonding company been notified?

40

Has the suspicious activity had a
material impact on or otherwise affected
the financial soundness of the institution?

O Yes b O No

If so, list the agency and local address.

Agency

42 Has any law enforcement agency already been advised by telephone, written communication, or otherwise?

43 Address

44 city

45  State 46  Zip Code

Witness Information

47  Last Name

48 First Name

49 Middle Initial

(

)

50 Address 51 SSN
52 City 53 State 54  Zip Code 55 Date of Birth (MMDDYY)
I

56 Title 57  Phone number (include area code) 58 Interviewed

( ) alvYes bONo

Preparer Information

59 Last Name 60  First Name 61  Middle Initial
62 Title 63  Phone Number (include area code) 64 Date (MMDDYY)

S —" —

Contact for Assistance (If different than Prepal

rer Information in Part V)

65 Last Name

6

>

First Name

67  Middle Initial

68 Title

(

)

69 Phone Number (include area code)

70  Agency (if applicable)

September 1997
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406.0

Suspicious Activity Report

ZEURVIIN Suspicious Activity Information Explanation/Description

Explanation/description of known or suspected violation of law or
suspicious activity.  This section of the report is critical . The care
with which it is written may make the difference in whether or

not the described conduct and its possible criminal nature are
clearly understood. Provide below a chronological and complete
account of the possible violation of law, including what is

unusual, irregular or suspicious about the transaction, using the
following checklist as you prepare your account. If necessary,
continue the narrative on a duplicate of this page.

a Describe supporting documentation and retain for 5 years.

b Explain who benefited, financially or otherwise, from the
transaction, how much, and how.

¢ Retain any confession, admission, or explanation of the
transaction provided by the suspect and indicate to
whom and when it was given.

d Retain any confession, admission, or explanation of the
transaction provided by any other person and indicate
to whom and when it was given.

e Retain any evidence of cover-up or evidence of an attempt
to deceive federal or state examiners or others.

f Indicate where the possible violation took place
(e.g., main office, branch, other).

g Indicate whether the possible violation is an isolated
incident or relates to other transactions.

h Indicate whether there is any related litigation; if so,
specify.

i Recommend any further investigation that might assist law
enforcement authorities.

j Indicate whether any information has been excluded from this
report; if so, why?

For Bank Secrecy Act/Structuring/Money Laundering reports,
include the following additional information:

k Indicate whether currency and/or monetary instruments
were involved. If so, provide the amount and/or description.
| Indicate any account number that may be involved or

affected.

Paperwork Reduction Act Notice: The purpose of this form is to provide an effective and consistent means for financial to notify law

agencies of known or suspected criminal conduct or suspicious activities that take place at or were perpetrated against financial institutions. This report is required by law,
pursuant to authority contained in the following statutes. Board of Governors of the Federal Reserve System: 12 U.S.C. 324, 334, 611a, 1844(b) and (c), 3105(c) (2) and
3106(a). Federal Deposit Insurance Corporation: 12 U.S.C. 93a, 1818, 1881-84, 3401-22. Office of the Comptroller of the Currency: 12 U.S.C. 93a, 1818, 1881-84, 3401-22.
Office of Thrift Supervision: 12 U.S.C. 1463 and 1464. National Credit Union Administration: 12 U.S.C. 1766(a), 1786(q). Financial Crimes Enforcement Network: 31 U.S.C.
5318(g). Information collected on this report is confidential (5 U.S.C. 552(b)(7) and 552a(k)(2), and 31 U.S.C. 5318(g)). The Federal financial institutions regulatory agencies
and the U.S. Departments of Justice and Treasury may use and share the information. Public reporting and burden for this collection is estimated to
average 36 minutes per response, and includes time to gather and maintain data in the required report, review the instructions, and complete the information collection. Send
comments regarding this burden estimate, including suggestions for reducing the burden, to the Office of Management and Budget, Paperwork Reduction Project, Washington,
DC 20503 and, depending on your primary Federal regulatory agency, to Secretary, Board of Governors of the Federal Reserve System, Washington, DC 20551; or Assistant
Executive Secretary, Federal Deposit Insurance Corporation, Washington DC 20429; or Legislative and Regulatory Analysis Division, Office of the Comptroller of the Currency,
Washington, DC 20219; or Office of Thrift Sup N Office, DC 20552; or National Credit Union Administration, 1775 Duke Street, Alexandria, VA
22314; or Office of the Director. Financial Crimes Enforcement Network, Department of the Treasury, 2070 Chain Bridae Road. Vienna, VA 22182.
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Suspicious Activity Report 406.0

Suspicious Activity Report
Instructions

Safe Harbor Federal law (31 U.S.C. 5318(g)(3)) provides complete protection from civil liability for all reports of
suspected or known criminal violations and suspicious activities to appropriate authorities, including supporting
documentation, regardless of whether such reports are filed pursuant to this report’s instructions or are filed on a
voluntary basis. Specifically, the law provides that a financial institution, and its directors, officers, employees and
agents, that make a disclosure of any possible violation of law or regulation, including in connection with the
preparation of suspicious activity reports, “shall not be liable to any person under any law or regulation of the United
States or any constitution, law, or regulation of any State or political subdivision thereof, for such disclosure or for
any failure to notify the person involved in the transaction or any other person of such disclosure.”

Notification Prohibited Federal law (31 U.S.C. 5318(g)(2)) requires that a financial institution, and its directors,
officers, employees and agents who, voluntarily or by means of a suspicious activity report, report suspected or
known criminal violations or suspicious activities may not notify any person involved in the transaction that the
transaction has been reported.

In situations involving violations requiring immediate attention, such as when a reportable violation is
ongoing, the financial institution shall immediately notify, by telephone, appropriate law enforcement and
financial institution supervisory authorities in addition to filing a timely suspicious activity report.

WHEN TO MAKE A REPORT:

1. All financial institutions operating in the United States, including insured banks savings associations,
savings association service corporations, credit unions, bank holding companies, nonbank subsidiaries of
bank holding companies, Edge and Agreement corporations, and U.S. branches and agencies of foreign
banks, are required to make this report following the discovery of:

a. Insider abuse involving any amount. Whenever the financial institution detects any known or
suspected Federal criminal violation, or pattern of criminal violations, committed or attempted against
the financial institution or involving a transaction or transactions conducted through the financial
institution, where the financial institution believes that it was either an actual or potential victim of a
criminal violation, or series of criminal violations, or that the financial institution was used to facilitate
a criminal transaction, and the financial institution has a substantial basis for identifying one of its
directors, officers, employees, agents or other institution-affiliated parties as having committed or
aided in the commission of a criminal act regardless of the amount involved in the violation.

b. Violations aggregating $5,000 or more where a suspect can be identified. Whenever the financial
institution detects any known or suspected Federal criminal violation, or pattern of criminal violations,
committed or attempted against the financial institution or involving a transaction or transactions
conducted through the financial institution and involving or aggregating $5,000 or more in funds or
other assets, where the financial institution believes that it was either an actual or potential victim of
a criminal violation, or series of criminal violations, or that the financial institution was used to
facilitate a criminal transaction, and the financial institution has a substantial basis for identifying a
possible suspect or group of suspects. If it is determined prior to filing this report that the identified
suspect or group of suspects has used an “alias,” then information regarding the true identity of the
suspect or group of suspects, as well as alias identifiers, such as drivers’ licenses or social security
numbers, addresses and telephone numbers, must be reported.

c. Violations aggregating $25,000 or more regardless of a potential suspect. Whenever the financial
institution detects any known or suspected Federal criminal violation, or pattern of criminal violations,
committed or attempted against the financial institution or involving a transaction or transactions
conducted through the financial institution and involving or aggregating $25,000 or more in funds or
other assets, where the financial institution believes that it was either an actual or potential victim of
a criminal violation, or series of criminal violations, or that the financial institution was used to
facilitate a criminal transaction, even though there is no substantial basis for identifying a possible
suspect or group of suspects.

d. Transactions aggregating $5,000 or more that involve potential money laundering or violations of the
Bank Secrecy Act. Any transaction (which for purposes of this subsection means a deposit,
withdrawal, transfer between accounts, exchange of currency, loan, extension of credit, purchase or
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406.0 Suspicious Activity Report

sale of any stock, bond, certificate of deposit, or other monetary instrument or investment security, or
any other payment, transfer, or delivery by, through, or to a financial institution, by whatever means
effected) conducted or attempted by, at or through the financial institution and involving or
aggregating $5,000 or more in funds or other assets, if the financial institution knows, suspects, or
has reason to suspect that:

The transaction involves funds derived from illegal activities or is intended or conducted in order to
hide or disguise funds or assets derived from illegal activities (including, without limitation, the
ownership, nature, source, location, or control of such funds or assets) as part of a plan to violate
or evade any law or regulation or to avoid any transaction reporting requirement under Federal law;

i. The transaction is designed to evade any regulations promulgated under the Bank Secrecy Act; or

iii. The transaction has no business or apparent lawful purpose or is not the sort in which the
particular customer would normally be expected to engage, and the financial institution knows of
no reasonable explanation for the transaction after examining the available facts, including the
background and possible purpose of the transaction.

The Bank Secrecy Act requires all financial institutions to file currency transaction reports(CTRS) in
accordance with the Department of the Treasury’s implementing regulations (31 CFR Part 103).

These regulations require a financial institution to file a CTR whenever a currency transaction exceeds
$10,000. If a currency transaction exceeds $10,000 and is suspicious, the institution must file both a
CTR (reporting the currencts transaction) and a suspicious activity report (reporting the suspicious or
criminal aspects of the transaction). If a currency transaction equals or is below $10,000 and is
suspicious, the institution should only file a suspicious activity report.

N

. A financial institution is required to file a suspicious activity report no later than 30 calendar days after
the date of initial detection of facts that may constitute a basis for filing a suspicious activity report.
If no suspect was identified on the date of detection of the incident requiring the filing, a financial
institution may delay filing a suspicious activity report for an additional 30 calendar days to identify a
suspect. In no case shall reporting be delayed more than 60 calendar days after the date of initial
detection of a reportable transaction.

w

This suspicious activity report does not need to be filed for those robberies and burglaries that are
reported to local authorities, or (except for savings associations and service corporations) for lost,
missing, counterfeit or stolen securities that are reported pursuant to the requirements of 17 CFR

240.17f-1.

HOW TO MAKE A REPORT:
1. Send each completed suspicious activity report to:

FinCEN, Detroit Computing Center, P.O. Box 33980, Detroit, Ml 48232

N

. For items that do not apply or for which information is not available, leave blank.

w

. Complete each suspicious activity report in its entirety, even when the suspicious activity report is a
corrected or supplemental report.

4. Do not include supporting documentation with the suspicious activity report. Identify and retain a copy
of the suspicious activity report and all original supporting documentation or business record equivalent
for 5 years from the date of the suspicious activity report. All supporting documentation must be made
available to appropriate authorities upon request.

5. If more space is needed to complete an item (for example, to report an additional suspect or witness),
a copy of the page containing the item should be used to provide the information.
6. Financial institutions are encouraged to provide copies of suspicious activity reports to state
and local authorities, where appropriate.
Bank Secrecy Act Manual September 1997
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Currency and Foreign Transactions Reporting Act

501.

INTRODUCTION

The Bank Secrecy Act (“BSA™), 31 U.S.C.
§5311-5324, and the BSA regulations, 31 C.F.R.
Part 103, that the Department of the Treasury
(“Treasury™) has issued, require domestic fi-
nancial institutions (other than casinos and the
U.S. Postal Service) to file a report of each sin-
gle or multiple “deposit, withdrawal, exchange
of currency or other payment or transfer, by,
through, or to such financial institution which
involves a transaction in currency of more than
$10,000.” 31 CFR 103.22(a)(1). These reports,
which are filed on IRS Form 4789, the Cur-
rency Transaction Report (“CTR”), have a high
degree of usefulness in criminal, tax, and reg-
ulatory investigations and proceedings. Infor-
mation from CTRs is routinely used in a wide
variety of criminal and tax investigations and
prosecutions, as investigative leads,
intelligence for the tracking of currency flows,
corroborating information, and probative
evidence.*

Treasury’s experience in enforcing the BSA,
however, has shown that certain legitimate
businesses engage in regular and frequent cur-
rency transactions with domestic banks. The
routine reporting of these transactions is less
likely to be useful to law enforcement agen-
cies. Treasury has therefore included in the
BSA regulations provisions that permit banks
to exempt government agencies and the ac-
counts of certain customers from the CTR re-
porting requirements. In some instances,
banks may unilaterally exempt government
agencies and the accounts of particular cus-
tomers without prior approval from Treasury
or the Internal Revenue Service (“IRS”). In
other instances, banks must obtain additional
authority from the IRS, through the IRS Data
Center in Detroit, Michigan, to grant exemp-
tions to particular accounts of customers. The
IRS has been delegated this authority from
Treasury.

* One of the more prominent examples of the reports’ utility is
United States v. Badalamenti, (794F.2d 821 (2d Cir. 1986),
appeal pending, No. 87-1303 (2d Cir., filed June 29, 1987),
informally known as the “‘Pizza Connection™ case. This case in-
volved heroin smuggling into the United States by Italian and
U.S. organized crime groups. During the investigation, Federal
authorities discovered a number of BSA reports that indicated
that a Swiss national was making large cash transactions. These
reports led authorities to an extensive money laundering opera-

Treasury encourages banks to make full use
of the exemption provisions. The use of the
exemption provisions can yield substantial
benefits for banks and Treasury. By eliminating
CTR reporting on properly exempted accounts
and certain transactions by government agen-
cies, banks can reduce the cost of filing CTRs.
These costs can be substantial, particularly for
larger banks in major metropolitan areas that
have many accounts by businesses and trans-
actions by government agencies that are
exemptible. The reduction in the number of
CTRs filed by the banks, in turn, reduces
Treasury’s and IRS’s cost of processing, com-
puterizing, and storing CTRs. In addition, by
reducing the number of CTRs which are not of
value to law enforcement, Treasury can more
effectively analyze and utilize the remaining
CTR information.

For these same reasons, Treasury and the
IRS have implemented procedures which allow
banks to magnetically file CTRs. Treasury and
IRS believe that magnetic filings will, likewise,
reduce the costs to the banks and the govern-
ment of complying with the BSA, while assur-
ing a complete and accurate data base which
can be utilized effectively to combat crime.

The exemption provisions specify the proce-
dures and categories of accounts and govern-
ment agencies for which a bank may grant
unilateral exemptions, or obtain additional au-
thority from the IRS to grant special exemp-
tions. This booklet is intended to help banks
understand the exemption provisions and im-
prove compliance with the exemption require-
ments. It will explain how to determine
whether a particular customer’s account or
government agency qualifies for an exemption,
the process for exempting that account or
agency, and the actions the bank should take
after granting an exemption.

tion that involved the transfer of tens of millions of dollars
through banks and investment houses in New York City to finan-
cial institutions in Switzerland and Italy. Ultimately, 20 defen-
dants were convicted in Federal court for heroin conspiracy, rack-
eteering, and BSA violations. All received prison sentences, and
15 defendants received sentences ranging from 15-45 years. In
addition, the Swiss national was convicted and imprisoned by
Swiss authorities for violations of Swiss law relating to his
money laundering activities.
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These guidelines address questions
frequently asked by banks about the exemp-
tion provisions. Treasury welcomes your com-
ments and invites you to submit suggestions
for improvements in future editions of these
guidelines to:

Director

FinCEN

U.S. Department of the Treasury
1500 Pennsylvania Avenue, N.W.
Washington, D.C. 20220

(202) 622-0400

In addition, if you have a question that is
not addressed by these guidelines, Treasury

strongly encourages you to call or write
FinCEN above or:

Compliance Review Group
IRS Data Center

P.O. Box 32063

Detroit, Michigan 48232
(313) 234-1613

This booklet is intended only to provide ad-
vice on the exemption process and is not in-
tended to create any right or benefit, substan-
tive or procedural, enforceable at law by a
party against the United States, its agencies,
its officers, or any person.
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|. DETERMINING WHICH CUSTOMER ACCOUNTS OR
GOVERNMENT AGENCIES TO EXEMPT

A. EXCEPTED TRANSACTIONS

In developing exemption policies and proce-
dures, banks should be aware that two types
of transactions are specifically excepted from
the CTR reporting requirements. (See Appen-
dix A.) This means that a bank simply does
not have to file CTRs on the following transac-
tions and, therefore, need not exempt them:

1. Transactions with Federal Reserve Banks
or Federal Home Loan Banks. This category
includes all types of cash receipts or
disbursements at Federal Reserve Banks or
Federal Home Loan Banks.

2. Transactions between domestic banks.
This category includes all types of currency
transactions between ““banks’ as defined in
31 C.F.R. 103.11(a) (e.g., commercial banks,
savings and loan associations, and credit
unions). This category does not permit banks
to except transactions with nonbank financial
institutions (e.g., casinos, currency
exchanges, securities brokers). In addition,
with the exception of the U.S. Postal Service
and certain check cashing agencies, nonbank
financial institutions may not be exempted
from the reporting requirements. Thus,
banks must file CTRs on their transactions
with foreign banks and with all nonbank
financial institutions other than the U.S.
Postal Service or check cashing services that
have been granted an exemption (as
described below).

B. UNILATERAL EXEMPTIONS

The regulations establish certain categories of
business accounts and transactions of custom-
ers and government agencies that a bank may
unilaterally exempt without having to obtain
advance approval from Treasury or the IRS: (1)
Retail and other specified businesses; (2) gov-
ernment agencies; and (3) payroll withdrawals.

1. Retail and Other Specified Businesses

A bank may unilaterally exempt ““(d)eposits or
withdrawals of currency from an existing ac-
count by an established depositor who is a
United States resident and operates a retail
type of business in the United States.”” 31 CFR

103.22(b)(2)(i). A bank also may unilaterally
exempt “‘(d)eposits or withdrawals of currency
from an existing account by an established de-
positor who is a United States resident and
operates a sports arena, race track, amusement
park, bar, restaurant, hotel, check cashing ser-
vice licensed by state or local governments,
vending machine company, theater, regularly
scheduled passenger carrier or any public util-
ity.” 31 CFR 103.22(b)(2)(ii).

a. Retail Businesses

i. Definition of retail type of business
The term “retail type of business” means “‘a
business primarily engaged in providing goods
to ultimate consumers and for which the busi-
ness is paid in substantial portions by
currency . . . ."” 31 CFR 103.22(b)(2)(i). A
business that is primarily engaged in providing
services, rather than goods, to ultimate consum-
ers (e.g., a car wash, a dry cleaning store, an
appliance repair shop, or a health spa) does
not come within the scope of this exemption.
In addition, a business that is primarily en-
gaged in selling goods wholesale rather than
retail, is not within the scope of this exemp-
tion. If a business provides both goods and
services to ultimate consumers or sells goods
both wholesale and retail, a bank may exempt
that business account only if more than 50% of
the business’ gross revenues at the time of the
exemption is attributable to the retail sale of
goods to ultimate consumers. Thus, a store
that sells women’s clothing off the rack and
that also offers custom alterations on the pre-
mises may have its accounts exempted under
these provisions if more than 50% of its gross
revenues are attributable to the store’s sale of
clothing and not to the custom alterations.
Similarly, if a bakery sells baked goods to ulti-
mate consumers and to supermarkets for pur-
poses of resale, the bank may exempt the bak-
ery’s account only if more than 50% of its
gross revenues are from the sale of baked
goods to ultimate consumers. (See Appendix
A)

ii. Payment in currency

The phrase “‘for which the business is paid in
substantial portions by currency” is intended
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to limit this exemption to businesses that, in
the ordinary course of business, routinely re-
ceive currency in payment for the goods that
they offer (e.g., a bookstore or a drug store).
To qualify, the business must be paid in cur-
rency on a regular and frequent basis.

iii. United States operation
The term “operates a retail type of business in
the United States” is intended to limit this ex-
emption to retail businesses that actually are
doing business in the United States. A foreign
citizen or corporation operating a retail busi-
ness solely outside the United States could
establish an account at a U.S. bank, but could
not have transactions involving that account
exempted under these provisions. On the
other hand, a corporation whose shares are
owned by foreign individuals or corporations,
but which is organized and is doing a retail
business in the United States, could have its
transactions involving that account exempted
under these provisions.

iv. Nonexemptible retail business accounts

It is important to remember that accounts of
“dealerships which buy or sell motor vehicles,
vessels, or aircraft,”” while retail sellers of
goods, may not be exempted by either unilat-
eral or special exemption from the CTR report-
ing requirements. 31 CFR 103.22(b)(2)(i). This
applies to all types of motor vehicles, vessels,
and aircraft, including airplanes, automobiles,
boats, construction equipment (e.g., road
graders and backhoes), farm equipment (e.g.,
combines and tractors), mopeds, motorcycles,
recreational vehicles, sailplanes, scooters,
ships, snowmobiles, trucks, and yachts.

b. Specified Businesses

In addition to permitting an exemption for the
accounts of retail types of businesses, the reg-
ulations permit unilateral exemptions for the
following types of businesses: sports arenas,
race tracks, amusement parks, bars, restau-
rants, hotels, licensed check cashing services,
vending machine companies, theaters, regu-
larly scheduled passenger services and public
utilities. (See Appendix A.) Each of these busi-
nesses is discussed briefly below.

i. Sports arena

This includes a stadium or arena that regularly
accommodates either a single sport (e.g., base-

ball, football, ice skating, jai alai, riding, soc-
cer, or tennis) or multiple sports that are open
to attendance or participation by the general
public. A promoter who arranges for the pre-
sentation of sporting or other entertainment
events at a sports arena does not come within
the scope of this provision.

ii. Race track

This includes all tracks that hold races of bicy-
cles, dogs, horses, or motor vehicles on a regu-
lar basis, whether or not betting on these races
is permitted at the tracks, and that are open to
attendance by the general public. A business
organized to handle commercial activities for
an automobile race that occurs once a year in a
particular city (e.g., a grand prix) does not
come within the scope of this provision.

iii. Amusement park

This includes any business that derives more

than 50% of its gross revenues from rides and
games (other than gambling devices) and the

sale of food, drink, and souvenirs. It does not
include traveling carnivals.

iv. Bar

This includes any business that serves food or
drink to its patrons for consumption on or off
the premises, and that derives more than 50%
of its gross revenues from the sale of alcoholic
beverages for consumption on the premises.

V. Restaurant

This includes any business that serves food or
drink to its patrons for consumption on or off
the premises, and that derives more than 50%
of its gross revenues from the sale of food for
comsumption on or off the premises.

vi. Hotel

This includes any business (other than a cruise
ship) that derives more than 50% of its gross
revenues from providing temporary lodging to
its patrons.

vii. Licensed check cashing service

This currently includes any business that, for a
fee, cashes checks for its customers and that is
specifically licensed to do so by an agency or

instrumentality of a state or local government.
(But see Appendix A.) A check cashing service
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that is unlicensed, or that has only a general
business license, does not come within the
scope of this provision. If a bank wishes to
grant a unilateral exemption to a licensed
check cashing service it should do so only for
withdrawals of currency, not deposits, because
currency deposits are generally not attributable
to check cashing activities of the business.

viii. Vending machine company

This includes any business that operates vend-
ing devices which provide either a product
(e.g., beverages, candy, food, newspapers, or
change) or a service (e.g., a coin-operated
laundry) when activated by inserting coins or
small-denomination currency.

A business that primarily operates
coin-operated juke boxes, or coin-operated
video games that do not constitute gambling
devices, is within the scope of this provision.
A business that operates coin-operated gam-
bling devices of the type used in casinos (e.g.,
slot machines or video poker) does not come
within the scope of this provision.

iX. Theater

This includes any theater that shows films or
that presents live entertainment.

X. Regularly scheduled passenger carrier

This includes any business that is principally
engaged in providing transportation of passen-
ger by airplane, boat, bus, limousine, ferry, or
train on a regular and publicly available sched-
ule. A business that is principally engaged in
operating a taxicab or limousine service, or
transporting passengers on a charter basis by
airplane, bus, or train, does not come within
the scope of this exemption.

xi. Public utility

This includes any business that is principally
engaged in operating a public utility (e.g.,
electric power, telephone service, or water).

c. Multi-Faceted Businesses

In some cases, a particular business entity may
offer more than one type of good or service to
the public. So long as more than 50% of the
gross revenues of the customer whose account
is being considered for an exemption is de-
rived from a unilaterally exemptible business

or businesses (e.g., bar and restaurant) and
the remainder of the business is derived from
a business for which the bank may obtain au-
thority from the IRS to grant a special exemp-
tion, the bank may unilaterally grant an ex-
emption for the account. Thus, for instance, if
a bakery were to sell its baked goods to ulti-
mate consumers (retail) and to supermarkets
(wholesale), the bank would be able to unilat-
erally exempt the bakery’s account only if the
bakery derived more than 50% of its gross rev-
enues from the retail business and not the
wholesale operation.

If more than 50% of the gross revenues is
derived from a type of business that cannot be
unilaterally exempted, but that may be granted
a special exemption, the bank may not grant
that account a unilateral exemption. For exam-
ple, if a bank has knowledge that one of its
customers, a local bar, has been deriving the
majority of its gross revenues from operating
an unlicensed check cashing service, it may
not unilaterally exempt the customer’s account.
Instead, the bank should contact the IRS to
request a special exemption.

Finally, if the bank’s customer is a business
entity that operates exemptible and nonexemptible
(as opposed to unilaterally exemptible and spe-
cially exemptible) businesses and the funds
from both types of businesses (e.g., auto parts
department and a car dealer) are commingled
in the same account, the bank may not grant
the account of that customer a unilateral ex-
emption and should not write to the IRS in
Detroit to request a special exemption. This is
true even if more than 50% of the gross reve-
nues is derived from the exemptible business.
If the bank has any questions, it should con-
tact FinCEN at Treasury for guidance, at the
address listed on page 2 above.

d. Limitations on Exemptions for Retail and
Other Specified Businesses

There are three limitations that apply to all
exemptions for accounts of retail or other speci-
fied businesses: (1) they may only be granted
for “deposits or withdrawals of currency,”

(2) they may only be granted for “‘an existing
account by an established customer.,” and

(3) they may only be granted for a ““United
States resident.” These limitations are explained
in more detail below. 31 CFR 103.22(b)(2)(i),
(ii).
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i. “‘Deposits or withdrawals of currency”

The term *(d)eposits or withdrawals of cur-
rency” limits these exemptions to currency de-
posits or withdrawals or both, involving the ac-
count of a properly exempted customer. Thus,
under these exemption provisions, a bank may
not exempt any other type of transaction in-
volving that account (e.g., the purchase of
cashier’s checks or money orders, exchanges of
currency, or cash disbursement of loan pro-
ceeds). In addition, if a bank customer
presents several third-party checks and obtains
*““cash back™ without actually depositing the
checks into an account, that transaction is not
considered a deposit or withdrawal under
these exemptions. This is true even if the bank
has granted a unilaterally exemptible business
(e.g., a retail business or licensed check

casher) an exemption for currency deposits
into and withdrawals from that account; it still
must file CTRs on any “‘cash back’” transaction
by that customer that does not involve the ac-
tual deposit of the checks into, and the actual
withdrawal of more than $10,000 in cash from,
the customer’s account.

ii. “Existing account by an establised depositor”

« Existing Account

Banks frequently ask whether they should grant
a unilateral exemption for each separate account
of a customer that has multiple accounts or for
the customer (i.e., an exemption that covers
multiple accounts of the same customer with a
single taxpayer identification number (TIN)). The
term “existing account” means that for this type
of exemption, the bank can only grant a unilat-
eral exemption for an individual account, not for
an individual customer. If a particular customer
has separate accounts at the bank, each account
should be considered separately by the bank to
determine whether an exemption should be
granted. The bank should not grant a single ex-
emption covering multiple accounts of that cus-
tomer, even if those accounts have the same
TIN. If the bank has already granted any of its
customers a single exemption covering multiple
accounts, the bank should contact FinCEN at the
address listed on page 2 for guidance. In addi-
tion, if the bank determines that it wants to grant
exemptions for more than one account, it should
prepare an exemption statement for each account

and establish a separate exemption limit. (See
pp. 10-11 below.)

Thus, for example, if three fast-food restau-
rants owned by the same corporation each
have separate deposit accounts at the same
bank, that bank may not grant one exemption
that covers all three accounts. Instead, the
bank should consider each account separately
for an exemption. If the bank decides that all
three accounts should be exempted, the bank
should prepare three separate exemption state-
ments and establish separate exemption limits
for each account.

= Established Depositor

The term “‘established depositor” is intended
to make clear that a bank may not exempt the
account of a business at the time that the busi-
ness opens the account. As these guidelines
will later explain, a bank must establish a dol-
lar limit for an exemption in an amount that
does not exceed an amount ‘“‘commensurate
with the customary conduct of the lawful, do-
mestic business of that customer. . . .”” 31
CFR 103.22(c). If a bank has not had a prior
account relationship with a customer, it cannot
determine, from a history of its transactions
with that customer, what dollar limit would be
commensurate with that customer’s lawful,
domestic business.

For this reason, the bank generally should
not unilaterally exempt the account of a busi-
ness for at least the first two months of that
business’ depositor relationship with the bank.
After reviewing at least two months of cur-
rency transactions of the account being consid-
ered for exemption, the bank may then set a
limit. If the customer has had an account at
the bank for more than two months, the bank
generally should review at least the most re-
cent two months of transactions involving that
account, unless those months are not repre-
sentative of the customary conduct of the cus-
tomer’s lawful domestic business. (See p.9
below).

iii. “United States resident”
The term “United States resident” is intended
to limit these exemptions to accounts of busi-
ness entities that are physically residing in the
United States at the time of the exemption.
The term includes a sole proprietorship oper-
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ated by a U.S. citizen or permanent resident,
alien, a corporation, a partnership, an associa-
tion, or any other form of corporate organiza-
tion, which is physically located in and doing
business in the United States. The term does
not include a foreign embassy or consulate in
the United States, or a foreign business entity
that does business, but does not have a place
of business, in the United States.

2. Government Agencies

The regulations permit a bank unilaterally to
exempt “‘(d)eposits or withdrawals, exchanges
of currency or other payments and transfers by
local or state governments, or the United
States or any of its agencies or instrumentali-
ties.” 31 CFR 103.22(b)(2)(iii). By its terms,
this exemption applies to all types of currency
transactions conducted by the Federal Govern-
ment or any of its agencies or instrumentali-
ties, as well as any state or local (e.g., county
or municipal) government or any of its agen-
cies or instrumentalities whether or not
through an account. Government agencies and
instrumentalities do not have to be
“‘established depositors™ as described above.
The only restriction on these types of exemp-
tions is that the exemptions must be “‘in
amounts which are customary and commensu-
rate with the authorized activities of the
agency or instrumentality.” 31 CFR 103.22(c).
(See discussion p.9 below.)

A bank may therefore exempt the cash trans-
actions involving any government agency (e.g.,
the Treasury Department, the Justice Depart-
ment, and Federal law enforcement agencies)
or government instrumentality (e.g.,
state-supported colleges and universities), even
if that agency or instrumentality does not con-
stitute ““‘an established depositor,”” as defined on
page 6 above. If the government agency (e.g.,
state-supported college) has a privately owned
business (e.g., bookstore) that is operated on
its grounds, the business may not be exempted
under this exemption but may be exempted
under another exemption (e.g., retail
business). A union or fraternal association
whose membership consists of officials or em-
ployees of a government agency or instrumen-
tality also does not come within the scope of
these provisions.

Although the regulations generally do not
permit banks to exempt their transactions with

nonbank financial institutions (see page 8
below), a bank may use this exemption to ex-
empt its transactions with the U.S. Postal Ser-
vice, which the regulations have designated as
a nonbank financial institution with respect to
its sales of postal money orders.

3. Payroll Withdrawals

The regulations also permit a bank unilaterally
to exempt “‘(w)ithdrawals for payroll purposes
from an existing account by an established de-
positor who is a United States resident and
operates a firm that regularly withdraws more
than $10,000 in order to pay its employees in
currency.” 31 CFR 103.22(b)(2)(iv). This ex-
emption is limited to withdrawals of currency
by an employer that actually pays its employ-
ees with the currency it has withdrawn. It
does not include an employer that pays its em-
ployees by check, but then cashes employees’
paychecks and presents the employees’ checks
at a bank to receive ‘“‘cash back.” Similarly, an
employer that withdraws cash to offer a check-
cashing service to its employees does not come
within the scope of this exemption.

The terms “‘existing account by an
established depositor” and “United States resi-
dent”” have the same scope as those terms de-
scribed on page 6 above.

C. SPECIAL EXEMPTIONS

1. General Criteria

Even if a particular customer’s account does
not come within one of the categories of ex-
emptions that a bank may unilaterally grant,
the bank may still be able to exempt the de-
posits and withdrawals of cash of that custom-
er’s account that exceed $10,000 from the CTR
reporting requirements. If a bank determines
that one of its customers appears to be operat-
ing a legitimate business, and the customary
conduct of the lawful domestic business of that
customer involves regular and frequent cur-
rency deposits or withdrawals, the bank may
apply to the IRS for additional authority to
exempt deposits or withdrawals involving an
account of that customer. If the bank receives
additional authority from the IRS, it may then
grant a ‘“‘special exemption.”

Because there are numerous types of busi-
nesses that may qualify for special exemptions,
Treasury has refrained from developing a com-
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prehensive list of those businesses. However,
Appendix A contains a list of some of the
types of businesses that have been approved
in the past for special exemptions. The IRS
will not grant additonal authority for special
exemptions of businesses such as automobile
clubs that offer travelers’ checks for sale, pre-
cious metal or coin dealers, scrap metal deal-
ers, and gambling operations, whether charita-
ble or for profit.

2. Nonexemptible Entities

Transactions by certain types of businesses
may not be the subject of a unilateral or spe-
cial exemption under any circumstances: (See
Appendix A).
a. Transactions by a bank with nonbank fi-
nancial institutions (e.g., casinos, currency
exchanges, issuers of traveler’s checks, and
securities brokers or dealers) other than the
U.S. Postal Service and check-cashing ser-
vices.

b. Transactions between a domestic bank
and a foreign bank.

c¢. Transactions by a bank with commodities
brokers and dealers.

d. Transactions by a bank with a motor ve-
hicle, vessel, or aircraft dealer, as described
above.

e. Transactions by a bank with a foreign

government, or any agency, instrumentality,
or office thereof (e.g., foreign embassies and
consulates).

D. CTR REPORTING ON CERTAIN TRANS-
ACTIONS BY EXEMPTED CUSTOMERS

In using the exemption provisions of the regu-
lations, banks must bear in mind that their
granting of exemptions to certain accounts and
customers does not mean that they will never
have to file CTRs on those accounts and cus-
tomers. Even after granting an exemption and
setting a dollar limit for that exemption, a
bank must continue to file CTRs on two types
of currency transactions:

1. All currency transactions that are of the
type exempted, but that exceed the dollar
limit. Thus, if the exemption limit on a par-
ticular customer’s account is for daily depos-
its that do not exceed $20,000 when aggre-
gated, the bank still must report the total
amount of deposits into that account if the
total of all deposits in the same banking day
exceeds $20,000 (e.g., $20,000.01).

2. All non-exempted currency transactions
involving an account. Thus, if the account is
the subject of an exemption for currency
withdrawals up to $19,000, the bank must re-
port any and all currency deposits into that
account that exceed $10,000.
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Il. HOW TO EXEMPT CUSTOMERS

Once a bank has determined that the account
of a particular customer may qualify for a uni-
lateral or special exemption, it is encouraged to
initiate the process for granting the exemption.
Under the regulations, only the bank (and not
the customer) has the authority to grant unilat-
eral exemptions or to apply to Treasury for
special exemptions. In general, if a business
customer specifically requests an exemption
before the bank has contacted it, the bank
should carefully scrutinize the customer’s ac-
tivity at the bank before deciding whether to
grant an exemption. This is because the cus-
tomer may be seeking the exemption to hide
its transactions from the government.

A. REVIEW OF BANK RECORDS

As the first step, the bank should review the
customer’s transaction history, including its
cash deposit or withdrawal transactions. This
review is necessary to determine whether the
customary conduct of a business entity’s lawful
domestic business involves currency deposits
or withdrawals exceeding $10,000 that occur
regularly and frequently (e.g., daily or several
times per week, or in some cases, weekly or
biweekly). If the bank’s records do not indicate
that that entity has had regular and frequent
currency deposits or withdrawals exceeding
$10,000, then the bank should not proceed any
further with the exemption process, notwith-
standing the nature of the customer’s business.

1. Two Consecutive Months of Activity

The bank should review at least two consecu-
tive months of transactions, including currency
deposits or withdrawals, by its customer. The
two months of deposits or withdrawals should
be the most recent months unless those
months are not truly representative of the cus-
tomary conduct of the customer’s lawful do-
mestic business. For example, if the currency
deposits or withdrawals of an established cus-
tomer during the months of November and
December far exceed that customer’s currency
deposits or withdrawals in other months be-
cause of seasonal shopping trends, the bank
should review deposits or withdrawals that
occurred in two consecutive months that do
not include either November or December.

While the regulations do not require that a
government agency or instrumentality be an
“‘established depositor,” the bank may still find
it helpful to review at least the most recent two
months’ account activity of that agency, to aid
in establishing an exemtpion limit that is “‘com-
mensurate with the authorized activities of

the agency or instrumentality.” 31 CFR
103.22(c). However, if the customer whose ac-
count is being considered for exemption is a
government law enforcement agency that
opened the account for deposits of seized cash
for transactions conducted in relation to crimi-
nal investigations or similar types of transac-
tions, the bank need not review two consecu-
tive months of account activity. These types of
transactions are by their nature less regular
and frequent than other transactions by other
government agencies.

2. Review of Other Available Information

In addition, the bank should review any other
information taht it has concerning its customer
which might assist the bank in reviewing that
customer’s transaction history. If the customer
has a longstanding depositor relaitonship with
the bank, the bank may have made extensions
of credit or conducted other business with the
customer that generated additional records
about the customer’s business. If the customer
is a government agency or instrumentality, the
bank should also ask for official identification
from the person who is opening the account
or conducting the transaction as a representa-
tive of that agency. These steps not only are
consistent with a bank’s marketing strategy of
“knowing its customer,” but also may aid in
the determination of wehther the customer, in
fact, comes within one of the categories of
exemptible businesses.

In some cases, criminals have succeeded in
having a “front”” company paced on the ex-
emption list. Often, the address given to the
bank was a vacant lot or a storefront where
legitimate business could not be carried on.
Treasury therefore encourages banks to know
their customers. If a bank is not familiar with a
particular business entity that it is considering
for an exemption, Treasury urges the bank to
take some steps to see if the customer appears
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to be conducting a legitimate bsusiness by
checking the telephone directory to verify the
business’ address and telephone number, or
preferably by walking or driving past the busi-
ness. The bank also may want to maintain a
record of all of the steps that it took in deter-
mining whether the customer was eligible for
an exemption.

B. PREPARATION OF EXEMPTION
STATEMENTS

1. Statements for Customers Exempted After
October 27, 1986

After the bank has reviewed the customer’s
transaction history and other information, and
determined that the customer appears to be eli-
gible for an exemption, it must then prepare a
separate “‘exemption statement’ for each account
of the customer to be exempted. Pursuant to a
1986 amendment to the Bank Secrecy Act, the
regulations state that after October 27, 1986 (the
date on which the amendment became law), “‘a
bank may not place any customer on its exempt
list without first preparing a written statement,
signed by the customer, describing the custom-
ary conduct of the lawful domestic business of
that customer and a detailed statement of rea-
sons why such person is qualified for an exemp-
tion.” 31 CFR 103.22(d).

2. Statements for Customers Exempted on or
before October 27, 1986

For customers granted an exemption on or be-
fore October 27, 1986, the bank should prepare
an exemption statement if there is any change
in the business or in the type of exemption
other than a change in address or in the dollar
amount of the existing exemption. These in-
stances would include a change in the name of
the business, a change from one form of entity
to another (e.g., sole proprietorship to corpo-
ration), a change from one type of business to
another (e.g., a retail type of business to a res-
taurant), a change in ownership of the custom-
er’s business, or a change in the nature of the
existing exemption (e.g., from withdrawals to
deposits or from withdrawals only to with-
drawals and deposits). The exemption state-
ment should reflect the current information
about the customer.

3. Form for Exemption Statements

Treasury has not issued a form that all banks
are required to use for their exemption state-
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ments. Instead, in response to many inquiries,
Treasury has developed model form (see Ap-
pendix B) that banks may use. As stated at
page 6 above, the bank must prepare a sepa-
rate exemption statement for each customer
account to be exempted. However, any exemp-
tion statement that a bank prepares must, un-
der the regulations, include the following
items:

a. The name, address (i.e., complete street
address), nature of business, taxpayer identi-
fication number, and account number of the
customer being exempted. In addition, in
order to ensure that an account is being
property exempted under 103.22(a), it is
recommended that the customer also con-
firm that the funds being deposited into the
account being exempted do indeed come
from the business for which the account was
established.

b. A statement, following the information in
paragraph “a” above, that reads as follows:
“The information contained above is true
and correct to the best of my knowledge and
belief. | understand that this information
will be read and relied upon by the Govern-
ment.”

c. A space, following that statement, for the
signature of the person who is attesting to
the accuracy of the information concerning
the name, address, nature of business, and
tax identification number of the customer.
This space must also list the signer’s title
and position (i.e., the office or division of
the customer in which the person signing is
employed), and should include the date of
the signature.

d. An indication by the bank whether the
exemption covers deposits, withdrawals, or
both, as well as the dollar limit of the ex-
emption for both deposits and withdrawals.

e. An indication by the bank whether the
exemption is limited to certain types of de-
posits or withdrawals (e.g., withdrawals for
payroll purposes).

4. Customer Information and Signature

To prepare the exemption statement, the bank,
after compiling whatever information it needs
for reviewing the customer’s transaction history
and other information, should contact the
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customer, explain the need for the statement
and its relationship to the exemption, obtain
from the customer the information listed in
item 3a on page 10 above, and have the cus-
tomer place an original signature on the state-
ment. Facsimile signatures are not acceptable
for completion of the statement.

The signature on the statement need not be
that of the highest ranking officer or employee
of the business (or government agency) whose
transactions are to be exempted. However, the
bank should inform the customer that the sig-
nature should be that of an appropriate
supervisory-level officer or employee who has
personal knowledge of (and can therefore at-
test to the accuracy of) the information listed
in item 3a above. In the case of an account es-
tablished for the local store of a multiple-
establishment business (e.g., fast food) or the
local office of a government agency, the bank
may accept the signature of a supervisory-level
officer or employee in that local store or office.

5. Completion of Exemption Statement

After obtaining the customer’s signature on the
exemption statement, the bank should then
complete the remainder of the statement. The
regulations require that the statement include
not only a description of ““the customary con-
duct of the lawful domestic business of that
customer,” but also “a detailed statement of
reasons why such person is qualified for an
exemption.”” 31 CFR 103.22(d). Summary state-
ments such as “retail,” “qualified under
103.22(b)(2)(ii),” or “‘government’” will not suf-
fice to describe the business.

The following are examples of descriptions
of businesses that will suffice:

1. retail women’s shoe store;

2. retail and wholesale bakery with 70% of
the gross revenues attributable to the retail
business; and

3. a restaurant/bar with check cashing ser-
vices that derives 80% of its gross revenues
from the restaurant/bar.

The statement should include the period
covered by the transaction history that the
bank reviewed, the range (i.e., the maximum
and minimum amounts) of the transactions
during that period, and any other information
that the bank may have about the business or
its account activity. The bank must indicate in

11

the statement whether the exemption covers
deposits, withdrawals, or both, and the dollar
limit of the exemption. 31 CFR 103.22(d). This
inforamtion should note whether the transac-
tions exempted are limited to a certain type
(e.g., withdrawals for payroll purposes). Fi-
nally, the bank should note on the statement
the date on which it granted the exemption.

C. EXEMPTION LIMITS
1. General Criteria

In conjunction with its review of the custom-
er’s account activity, the bank must also deter-
mine for the exempted account the applicable
dollar limit for the exempted deposits or with-
drawals. 31 CFR 103.22(d). This determination
requires the bank to establish two types of dol-
lar limits for the currency transactions that are
exempted:

a. For exemptions pertaining to government
agencies or instrumentalities, the dollar lim-
its must be “in amounts which are custom-
ary and commensurate with the authorized
activities of the agency or instrumentality.”
31 CFR 103.22(c).

b. For all other categories of unilateral ex-
emptions, the dollar limits must be “in
amounts that the bank may reasonably con-
clude do not exceed amounts commensurate
with the customary conduct of the lawful
domestic business of that customer.”” 31 CFR
103.22(c).

This language indicates that there must be a
reasonable relationship between the maximum
amounts of the currency transactions that the
bank reviewed and the dollar limit that it sets
for a particular exemption. If, for example, the
majority of the currency transactions reviewed
range from $20,000 to a maximum of $25,000,
the bank must not arbitrarily set the dollar
limit at an amount so high (e.g., $60,000) that
no CTRs will ever be filed on the exempted
account.

The bank must therefore carefully review the
transaction history of the exempted account, to
determine what limit would bear a reasonable
relationship to the currency transactions re-
viewed. If one transaction amount recurs more
frequently than any other, the bank may sim-
ply set the dollar limit at that amount, or at
the amount of other transactions that do not
substantially exceed that amount. Thus, for
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example, if the bank had reviewed at least two
months of currency transactions, and saw that
the following pattern of transactions in a par-
ticular month was representative of the num-
ber and dollar amounts in all months
reviewed,

March 1 - $15,000
March 2 - $43,000
March 4 - $40,000
March 7 - $42,000
March 8 - $18,000
March 9 - $38,000
March 11 - $45,000
March 15 - $40,000
March 16 - $30,000

March 18 - $45,000
March 21 - $30,000
March 22 - $28,000
March 23 - $35,000
March 25 - $40,000
March 28 - $40,000
March 29 - $20,000
March 30 - $41,000
March 31 - $40,000

it could select $40,000 as the exemption limit
because that amount recurs more frequently
than any other and most of the other amounts
are within a $35,000 to $45,000 range. How-
ever, Treasury suggests an exemption limit of
$45,000, as that amount occurs twice; it is not
substantially greater than $40,000; and there
are other transactions (i.e., $41,000, $42,000,
and $43,000) that fall between $40,000 and
$45,000.

To aid in its review of a customer’s currency
transactions, a bank may find it helpful to de-
velop a chart that shows the number of cur-
rency transactions that fall within certain
ranges. If the bank reviewing the transaction
history set forth above had used this method,
the chart of the transactions under review
would look like this:

$10,001 - $15,000 X

$15,001 - $20,000 XX
$20,001 - $25,000

25,001 - $30,000 XXX

30,001 - $35,000 X

35,001 - $40,000 XXXXXX
$40,001 - $45,000 XXXXX

$45,001 - $50,000

This chart graphically demonstrates that
while the bank could select $40,000 as the ex-
emption limit, $45,000 would be an appropriate
exemption limit in this case because of the
grouping of the transactions from $35,000 to
$45,000.

If no amount recurs frequently enough to
serve as a guide for the exemption limit, the
bank may still establish an exemption limit
based upon the range of any currency transac-
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tions that it has reviewed. Thus, for example,
if a bank had reviewed at least two months of
transactions, and saw that the following pat-
tern of currency transactions in a particular
month was representative of the number and
dollar amounts in all months reviewed,

April 1 - $12,000
April 4 -$25500
April 5 - $15,000
April 7 - $22,500
April 8 -$19,000
April 11 - $22,000
April 13 - $17,000

April 14 - $13,000
April 18 - $21,500
April 21 - $26,000
April 22 - $12,300
April 25 - $21,000
April 27 - $24,000
April 29 - $25,000

it could select the highest amount, $26,000, as
the exemption limit. This is because most of
the transactions are between $15,000 and
$26,000, and $26,000 does not substantially
exceed the $24,000, $25,000, and $25,500
transactions, as demonstrated below:

$10,001 - $15,000 XXXX
$15,001 - $20,000 XX
$20,001 - $25,000 XXXXXX
$25,001 - $30,000 XX

On the other hand, if the highest currency
transaction or transactions substantially exceed
the amount of most of the currency transac-
tions, the bank should not establish the ex-
emption limit at the amount of the highest
transaction. Thus, for example, if the highest
transaction in the last example had been
$46,000 rather than $26,000, the bank should
not select an amount that is higher than
$25,500 as the exemption limit. This is true
even if there were two or more higher transac-
tions (i.e., $46,000 and $65,000), as these
amounts are substantially greater than the
other currency transactions and they do not
occur frequently or regularly. The key is to
make sure that the amount selected as the ex-
emption limit is commensurate with the cus-
tomary conduct of the customer’s lawful do-
mestic business and that those amounts that
are unusual (i.e., higher than the customary
transactions) can be easily detected and
reported on CTRs.

2. Seasonal and “Monday-Only” Limits

Banks should take note of two special situa-
tions in establishing and setting dollar limits
for exempted currency transactions. If a bank
is dealing with a business account that can be
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exempted either unilaterally or specially, and
that business is seasonal in nature (e.g., a ho-
tel on the beach), the bank may establish an
exemption that covers only the season in
which that business has its peak activity, or
that sets a high dollar limit for the business’
peak season and a lower dollar limit for the
other months of the year. Similarly, if an ex-
emptible business proves to have a higher
amount of currency transactions on a particu-
lar day (i.e., Monday or the day after a holi-
day, Friday, or the first and fifteenth of the
month), than on other days of the week or
month (i.e., because of greater business activ-
ity on weekends, more currency deposits
made through night deposits or automated
teller machines, or factory paydays), the bank
may establish an exemption that covers only
currency transactions posted on that day, or
that sets a higher dollar limit for currency
transactions on that day and a lower dollar
limit for other days of the week.

Thus, for example, if the bank had reviewed
at least two months of currency transactions,
and saw that the following pattern of transac-
tions in a particular month was representative
of the number and dollar amounts in all
months reviewed,

April 1 -$15,000
April 4 - $46,000
April 5 -$ 5,000
April 7 -$19,000
April 8 -$24,000
April 11 - $52,000
April 13 - $21,000

April 14 - $17,000
April 18 - $53,000
April 21 - $22,000
April 22 - $26,000
April 25 - $50,000
April 27 - $25,000
April 29 - $22,000

(e.g., a fast-food restaurant with the same
trade name), which has established a single
account that all of the locations use to make
deposits and withdrawals;

2. An operator of several different types of
exemptible businesses at one or more geo-
graphic locations which has established a
single account that all of the businesses it
operates use to make deposits and
withdrawals;

3. An operator of the same type of exempt-
ible business at several geographic locations,
when each location has its own separate
account; and

4. An operator of several different types of
exemptible businesses at one or more geo-
graphic locations, when each location has its
own separate account.

In the first two situations above, which in-
volve only a single account, the bank should
establish a single exemption for that account
and set a single dollar limit that will apply to
all transactions of the type exempted that in-
volve that account.

In the latter two situations described above,
which involve separate accounts for each loca-
tion, the bank should establish a separate ex-
emption for each account and separate dollar
limit for each exemption. Because section
103.22(b)(2)(i), (ii), and (iv) of the regulations
provides for exemption from an existing ac-
count by an established depositor who is a
United States resident, the bank should grant

a separate unilateral exemption for each indi-
vidual account, not for each individual cus-
tomer or business. If one customer has an ac-
count for each of its business establishments,
the bank should separately consider each indi-
vidual account (but not the customer) for an
exemption. A single exemption should not be
granted that covers multiple accounts, even if
they have the same taxpayer identification
number. If the bank has any questions about
this, it should contact the FINCEN at the
address listed on page 2. In addition, if the
bank decides that it wants to grant an exemp-
tion for more than one account, a separate
exemption statement should be obtained for
each account and a separate dollar limit
established.

the bank should try to determine whether the
higher amount of currency transactions reflected
activity on the same day of the week every week
(i.e., Mondays). If it did, it may be appropriate
for the bank to set two exemption limits: (1) a
daily exemption limit of $26,000; and (2) a Mon-
day or the day after a holiday limit of $53,000.

D. MULTIPLE-ESTABLISHMENT CUSTOMERS

Another special situation of which banks
should take note is the process of exempting
multiple-establishment customers. For
purposes of the regulations, a multiple-
establishment customer is a customer that falls
into one of the following categories:

1. An operator of the same type of exempt-
ible business at several geographic locations
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E. SPECIAL EXEMPTION REQUESTS

Finally, if a bank wishes to exempt deposits
into or withdrawals from an account by a cus-
tomer that does not fall within one or more of
the categories of unilaterally exemptible cus-
tomers, it must apply to the IRS Data Center
in Detroit, Michigan, for additional authority
to exempt that account under the regulations.
See 31 CFR 103.22(e). To apply for such addi-
tional authority, the bank must submit its re-
quest to:

Chief

Currency and Banking Reports Division

Compliance Review Group

Internal Revenue Service Data Center

P.O. Box 32063

Detroit, Michigan 48232

The request must be accompanied by a state-
ment of the circumstances that the bank be-
lieves warrant a special exemption, as well as a

14

copy of the exemption statement (signed by
the customer whose acount is proposed for

the special exemption) that meets all of the
requirements described above for exemption
statements for unilateraly exempted accounts.
The request should also include a listing of
daily amounts of currency deposited and with-
drawn during the two-month period reviewed,
what percentage of the amount of the deposits
or withdrawals is ordinarily in $100 bills or
greater, a suggested dollar limit for the exemp-
tion, and the name and telephone number of
the bank official whom the IRS may contact for
further information concerning the exemption
request. The request, if complete, will then be
reviewed by the Compliance Review Group of
the Data Center. A bank may not exempt a cus-
tomer’s account that does not qualify for a uni-
lateral exemption until it has received notice
from the IRS that it has granted the bank the
additional authority to do so.
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After it has granted an exemption involving a par-
ticular account of a customer, the bank is responsi-
ble for keeping two principal types of records per-
taining to that exemption: (1) a centralized
exemption list and (2) exemption statements.

A. EXEMPTION LIST

The bank must keep ““(a) record of each exemp-
tion granted . . . and the reason therefore. . . in
a centralized list.”” 31 CFR 103.22(f). This list,
known as the “exemption list” or “exempt list,”
must include the name, complete street address,
type of business, taxpayer identification number,
and account number of each customer (whether
a business entity or a government agency)
whose transactions have been exempted, as well
as an indication of whether the exemption covers
withdrawals, deposits, or both, and the dollar
limit of that exemption. For a special exemption,
the bank should include the date the exemption
was granted by Treasury or the IRS. For banks
that manually revise their exemption lists, Trea-
sury suggests the following format for the re-
quired information:

1. ABC Supermarket, Inc.
1234 Dixie Highway
Clear Springs, Florida 33123
Retail Grocery
Account Number: 123456
Deposits Exemption Limit: $20,000
Withdrawals Exemption Limit: $25,000
TIN: 59-2345678

2. BCD Citrus Growers
Route 5
Clear Springs, Florida 33123
Orange Grower
Account Number: 1234567
Withdrawals for Payroll Exemption Limit:
$25,000
TIN: 59-1234567

3. Jones Beverage Co.

5432 Main Street

Clear Springs, Florida 33123

Beer Wholesaler

Account Number: 2345678

Deposits Exemption Limit: $20,000
(Special exemption authority granted
3/21/87)

TIN: 59-3456789
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4. Clear Springs National Bank
5420 Main Street
Clear Springs, Florida 33123

The last entry on the sample format reflects
the requirement in the Bank Secrecy Act regu-
lations that a bank must also include on its
exemption list the names and addresses of all
domestic banks with which the bank conducts
currency transactions that are exempted from
the CTR reporting requirements. See 31 CFR
103.22(f). As stated on page 3 above, transac-
tions between domestic banks are excepted
from those reporting requirements. Even if the
bank does not have an exemption list, it still
must maintain the names and addresses of
such domestic banks on a centralized list.

Again, because the bank’s transactions with
domestic banks are not included within the
reporting requirement, the bank does not have
to decide whether to exempt those transactions
or to set an exemption dollar limit for them.
Accordingly, the bank should not include a
dollar limit for those domestic banks that it
places on the exemption list.

Whenever a bank generates a list of its ex-
empted customers, it must retain either the
original or a copy of that list for a period of
five years. The retention period for an exemp-
tion list begins on the day on which the origi-
nal of that list was generated, either manually
or through the use of an automated system.
See 31 CFR 103.38(d). In addition, the regula-
tions require that the exemption lists, like
other records required to be retained under the
Bank Secrecy Act regulations, “‘be filed or
stored in such a way as to be accessible within
a reasonable period of time, taking into con-
sideration the nature of the record, and the
amount of time expired since the record was
made.” 31 CFR 103.38(d).

B. EXEMPTION STATEMENTS

The second principal category of records that a
bank must keep concerning an exempted ac-
count is the exemption statement that the bank
has obtained from a customer whose transac-
tions involving that account have been
exempted. After the bank has obtained such a
statement, it must retain the original of the
statement for a unilateral exemption (or a copy
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of the statement for a special exemption) as tomer has been removed from the exemption
long as the customer is on the exemption list, list. 31 CFR 103.22(d).
and for a period of five years after that cus-
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IV. MONITORING EXEMPTIONS AND DISCOVERY
OF IMPROPER EXEMPTIONS

A. MONITORING EXEMPTIONS

Banks should also continue to monitor the ex-
emptions they have granted. A company that
was appropriate for an exemption at one time
may go out of business and be used as a
“front” to conceal the movement of illegally
obtained funds. It also may experience some
other significant change in its operations, such
as expansion of its business activities, that
changes the nature of its business or that re-
quires it to move to a new location. In addi-
tion, improvements or declines in the com-
pany’s business may make the originally
granted exemption limit inappropriate. Over
time, the exemption limit for a particular ac-
count and customer may need to be increased
or decreased so that it remains at a level that
the bank may reasonably conclude does not
“exceed amounts commensurate with the cus-
tomary conduct of the lawful domestic busi-
ness of that customer.” 31 CFR 103.22(d).

For these reasons, Treasury recommends
that a bank review its exemption list at least
once a year, and preferably once every six
months. In keeping with the general policy
that banks should know their customers, each
review should include a contact with the cus-
tomer of each exempted account to determine
whether there are any changes in the custom-
er’s situation (such as the customer’s name,
address, or nature of business) since the last
date of review. If the bank learns, either di-
rectly from the customer or through any other
means, that any of the information to which
that customer attested on the exemption state-
ment has changed, it should obtain a new ex-
emption statement from that customer that
correctly reflects the relevant information from
that customer. If that customer’s account was
granted a special exemption, the bank must
then send a copy of the new exemption state-

ment to the IRS Data Center in Detroit and
request additional authority for continuing that
special exemption in light of the new informa-
tion to which the customer has attested.

If the only item on a customer’s exemption
statement that a bank determines is no logner
appropriate is the exemption dollar limit (an
item to which the customer does not attest),
the bank may increase or decrease the dollar
limit unilaterally if the customer was unilater-
ally exempted, and need not obtain a new ex-
emption statement from the customer. If the
customer’s account was the subject of a special
exemption, the bank must obtain permission
from the IRS Data Center before increasing the
dollar limit.

B. DISCOVERY OF IMPROPER
EXEMPTIONS

If a bank discovers that it has improperly
exempted one or more customer accounts, it
should promptly take several actions. The bank
should first rescind all of the exemptions that it
determines were improperly granted, and imme-
diately remove those exemptions from the ex-
emption list. It should then contact:

Director

FinCEN

U.S. Department of the Treasury

1500 Pennsylvania Avenue, N.W.

Washington, D.C. 20220

(202) 622-0400

The bank should not begin to backfile CTRs
on the currency transactions it determines
were improperly exempted until it obtains
guidance from FinCEN. That office may
request additional information concerning
those exemptions and currency transactions
to determine whether the bank should be
directed to backfile CTRs on particular
customers.

17

Bank Secrecy Act Manual

September 1997

Page 23



501.0

Currency and Foreign Transactions Reporting Act

V. CONCLUSION

This set of guidelines should cover most of the
issues that banks are likely to encounter in us-
ing the exemption provisions of the regula-
tions. For further guidance on the exemption
provisions, banks are encouraged to consult
with IRS contact representatives at:

Compliance Review Group
IRS Data Center

P.O. Box 32063

Detroit, Michigan 48232
(313) 234-1613

or the FinCEN, Department of the Treasury at:

18

Director

FinCEN

U.S. Department of the Treasury
1500 Pennsylvania Avenue, N.W.
Washington, D.C. 20220

(202) 622-0400

As new situations arise that, in Treasury’s
judgment, are likely to be of general interest to
the banking community concerning the proper
use of exemptions, Treasury will issue specific
administrative rulings to deal with those situa-
tions, and may also amend these guidelines in
appropriate circumstances.
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APPENDIX A

The following lists identify various types of
business accounts and their general exemption
status under section 103.22 of the Bank Secrecy
Act regulations or the Department of the Trea-
sury’s exemption policy. In the case of
accounts of businesses that are unilaterally or
specially exemptible, the bank must make sure
that the customer meets all of the exemption
criteria outlined in section 103.22 and conducts
currency transactions exceeding $10,000 on a
regular and frequent basis. These items are
discussed elsewhere in this booklet.

The lists are not all inclusive and are not neces-
sarily determinative of whether a particular busi-
ness account qualifies for an exemption. They are
meant to provide guidance to banks and provide
examples of the types of business accounts that may
be appropriately exempted from the CTR reporting
requirements. If a bank has a question regarding
the exemptibility of a customer, it should con-
tract the Compliance Review Group at the In-
ternal Revenue Service Data Center in Detroit,
Michigan.
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EXCEPTED TRANSACTIONS

Currency transactions with the following fi-
nancial institutions are automatically excepted
from the reporting requirements. Thus, banks
should not file CTRs on their transactions with
these banks. However, banks must maintain
the name and address of any domestic bank
with which they conduct currency transactions
on their exemption list.

The Federal Reserve Bank and Federal Home
Loan Bank which provide currency and coin
service should not be listed on the exemption
list.

Commercial Bank (Domestic)

Cooperative Bank (Domestic)

Credit Union (Domestic)

Federal Home Loan Bank

Federal Reserve Bank

Savings and Loan (Domestic)

Savings Bank (Domestic)
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EXEMPTIBLE BY BANK UNILATERALLY

The following is a list of businesses which a
bank generally may unilaterally exempt. In
some instances, the businesses listed below
may sell both retail and wholesale goods or
may sell retail goods and provide a service.
Such business accounts may be unilaterally
exempted only if more than 50% of the gross
revenues of the business are derived from the
retail sale of goods and the remainder of their
business is eligible for either a unilateral or
special exemption. If the remainder of the
business is of a type that may not be granted a
unilateral or special exemption (e.g., an auto
parts store that sells cars) the account of the
business may not be granted either a unilateral
or special exemption.

FinCEN is currently reviewing the exemption
status of check cashing services. If it is decided
that an exemption will no longer be allowed,
notice will be published in the Federal Register
and banks having received additional authority
to grant special exemptions in the past may be
notified directly.

Airline/Commercial (Scheduled)

Amusement Park

Appliance Store

Art Supply Store

Auto Parts Store

Bakery

Bar

Book Store

Building Materials (Retail)

Bus Line (Commercial)

Candy Store

Car Wash (Coin Operated)

Check Cashing (Licensed)

Clothing Store

College/State or Local Government

Community College/State or Local
Government

Computer Store
Concession/Food (Retail)
Convenience Store
Delicatessen

Department Store

20

Drug Store

Dry Goods Merchandise (Misc.)
Duty Free Shop

Electric Utility
Electronics Store

Fast Food Restaurant
Film Sales

Fish Market

Florist

Furniture Sales

Garden Center

Gas Company (Utility)
Gas/Oil Retail Sales
General Store

Gift Shop

Government Agency
Grocery Store

Hardware Store

Health Food Store

Hotel

Ice Cream Store

Laundry (Coin Operated)
Law Enforcement Agency
Liquor Store

Lumber Store

Meat Market

Motel

Movie (Stage or Theater)
Musical Instrument Store
Newspapers (Retail Sales)
Paint Store

Petroleum (Home Heating)
Public Transportation
Race Track

Railroad (Passenger Service)
Record Store
Resort/Hotel

Restaurant

School (Public)

Seafood Store

Shoe Store

Sporting Goods Store
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501.

Sports Arena

Stationery Store
Supermarket

Telephone Company
Television Video Rentals
Tobacco Store

21

Toy Store

Uniform Store

U.S. Postal Service
University (State Supported)
Vending Machine Company
Water Company
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Currency and Foreign Transactions Reporting Act

SPECIAL EXEMPTION—REQUIRES IRS
APPROVAL

If the following types of businesses conduct

regular and frequent cash transactions, a bank

should request additional authority from the
IRS to grant a special exemption for the cus-
tomer’s account. IRS is receptive to requests

for special exemptions involving service-type
businesses.

Auto Repair

Bakery Distributor
Beauty Supplies Distributor
Beverage Distributor
Boat Tours

Bowling Alley
Bowling League

Bus Line (Chartered)
Cable TV

Candy (Wholesale)
Car Rentals

Car Wash

Cheese Distributor
Church

College (Private)
Cosmetics Distributor
Country Club

Dairy Distributor
Delivery Service

Dry Cleaners
Electrical Supplies Distributor
Farming

Ferry Service

Film Processor
Fireworks Distributor
Flower Distributor
Food Catering

Food Distributor

Food Processor

Food Service

Frozen Food/Wholesale
Garage (Parking)

Gas/Oil Distributor

Golf Course

Hospital

Insurance Company
Limousine Service

Liquor Distributor

Lumber Mill

Lumber Distributor
Meat/Wholesale

Medical Clinic

Museum (Admission fees, gift shop)
Nonprofit Organization

Off Track Betting (NY only)
Parking Facility

Petroleum Distributor
Poultry Distributor

Private Mail Carrier
Produce Distributor/Wholesaler
Professional Sports Teams
Property Management

Real Estate Management
Recreational Camps-Schools
Religious Organization
School (Private)

Shoe Distributor

Ski Resort

Taxi Cab Company

Ticket Agency (Entertainment/sports)
Tobacco Distributor
University (Private)
Warehouse Rental

22
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501.

NOT EXEMPTIBLE

The following types of business accounts may
not be exempted unilaterally and will not be

granted a special exemption.

Accountants

Aircraft Sales

Attorneys

Auction House

Automobile Clubs with Travelers Check
Services

Auto Dealer

Bank/Foreign

Bingo

Boat Sales

Card Clubs

Casino

Charter Ships, Airplanes, Buses

Check Cashing (Unlicensed)

Commodity Brokers/Dealers

Cruise Lines (Ships)

Currency Exchanger

Doctors

Embassy

23

Escrow Company

Farm Equipment Sales
Foreign Bank

Foreign Currency Exchange
Individuals

Investment Advisor
Investment Banker

Boat Dealer

Mobile Home Sales

Money Order Company
Motorcycle Dealer

Pawn Shops

Real Estate Broker
Recreational Vehicle Dealer
Scrap Metal Dealer
Securities Brokers/Dealers
Telegraph Company

Title Company

Travelers Check Issuer/Seller/Redeemer
Truck Dealer

Unions

Wire Transmitters of Funds
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APPENDIX B
MODEL CUSTOMER EXEMPTION STATEMENT
Part I: Identity of Customer
(To be completed by customer)

1. Legal Name of Customer:

2. Trade Name of Customer (if different from legal name):

3. Complete Street Address(es) of Customer (Include street, city, state, and zip code for all street
addresses of customer’s locations using account to be exempted):

4. Taxpayer ldentification Number of Customer:

5. Type and Number of Account To Be Exempted:

6. Nature of Business (Please include complete description):

7. The monies deposited into the account described in No. 5 are funds generated solely from the
business described in No. 6.

[J Yes J No

The information contained above is true and correct to the best of my knowledge and belief. |
understand that this information will be read and relied upon by the Government.

Signature of Authorized Official Date Signed

Name of Authorized Official Title/Position of Official
(Please type or print)

24
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501.

10.

11

12.

13.

Part 11: Information on Customer and Account to Be Exempted
(To be completed by bank only)

Period of Account Activity Reviewed (Should include at least two consecutive months of transac-
tions, as set forth in bank’s records, that are representative of the customary conduct of the lawful
domestic business of customer):

Highest Cash Transactions During Period Reviewed (Complete all that apply to account to be
exempted): Deposits: Withdrawals: Withdrawals for Payroll Purposes:

Lowest Cash Transactions During Period Reviewed (Complete all that apply to account to be
exempted): Deposits: Withdrawals: Withdrawals for Payroll Purposes:

Additional Information on Account Activity:

Reason(s) Customer Qualified for Exemption (Should include detailed description of type of
business and relation of cash transactions to that business):

(For special exemption only) Date on Which Treasury/IRS Granted Additional Authority to Exempt:

Based upon an independent verification of the activity of account (using available bank
records pertaining to that account), and a review of the information to which the customer has
certified in Part | above, | have determined that the following types of currency transactions
involving account are eligible for exemption from the requirements of the Bank Secrecy
Act regulations pertaining to Currency Transaction Reports:

(Check one or more boxes, and fill in amounts, as appropriate)

[J Daily deposits not exceeding $

[J Daily withdrawals not exceeding $.

[J Daily withdrawals for payroll purposes not exceeding $

[J Other exemptible transactions (e.g., government agency, Monday-only deposits, seasonal) not
exceeding $________ (Please specify type of customer and transactions exempted)

The dollar limits of these types of transactions do not exceed amounts commensurate with the
customary conduct of the lawful domestic business of the customer.

Signature of Bank Official Date of Signature

Name of Bank Official Title/Position of Bank Official
(Please type or print)

25
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Part 111: Identification of Exempting Bank
(To be completed by bank only)

14. Name of Bank:

15. Complete Street Address of Bank (Include street, city, state, and zip code):

16. Employer Identification Number of Bank:
17. MICR Number of Bank:

18. Supervisory Agency (check one):
[J occ J FDIC J FRs [J FHLBB 0 NCuA

[ Other (specify):

U.S. Government Printing Office: 1988-202-014/94503

26
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Interim Exemption Rule
Section 502.0

ADDRESSES: Written comments should be
submitted to: Office of Regulatory Policy and
Enforcement, Financial Crimes Enforcemen
Network, Department of the Treasury, 2070
Chain Bridge Road, Vienna, Virginia 22182-
2536, Attention: Interim CTR Exemption Rule.

Submission of comments. An original and
four copies of any comment must be submitted
All comments will be available for public
inspection and copying, and no material in any
such comments, including the name of any
person submitting comments, will be recognizec
as confidential. Accordingly, material not
intended to be disclosed to the public should no
be submitted.

Inspection of comments. Comments may b
inspected at the Department of the Treasur

FEDERAL REGISTER
Vol. 61, No. 80

Rules and Regulations
DEPARTMENT OF THE
TREASURY

Financial Crimes Enforcement
Network (FInCEN)

31 CFR Part 103
RIN 1506-AA10; 1506-AA11

Amendment to the Bank Secrecy Act
Regulations—Exemptions From the
Requirement To Report Transactions

in Currency between 10:00 a.m. and 4:00 p.m., in the Finar
cial Crimes Enforcement Network (“FinCEN")

Part Il reading room, on the third floor of the Treasury

61 FR 18204 Annex, 1500 Pennsylvania Avenue, N.W., Wash

ington, D.C. 20220. Persons wishing to inspec
the comments submitted should request a

DATE: Wednesday, April 24, 1996 appointment by telephoning (202) 622-0400.

FOR FURTHER INFORMATION CONTACT: Pamela

Johnson, Assistant Director, Office of Financial Institutions
Policy, FINCEN, at (703) 905-3920; Charles Klingman, Office
. i . . of Financial Institutions Policy, FINCEN, at (703) 905-3920;
SUMMARY: This document contains an interim stephen R. Kroll, Legal Counsel, FinCEN, at (703) 905-3590!

rule eliminating the requirement to report transor Cynthia A. Langwiser, Office of Legal Counsel, FinCEN, at

actions in currency in excess of $10,000, betweelf03) 905-3590.

depository institutions and certain classes of

“exempt persons” defined in the rule. The

interim rule applies to currency transactionsSUPPLEMENTARY INFORMATION

occurring after April 30, 1996. It is adopted as

a major step in reducing the burden imposeq |ntroduction

upon financial institutions by the Bank Secrecy

Act and increasing the cost-effectiveness of thehis document adds, as an interim rule, a ne\

counter-money laundering policies of theparagraph (h) (the “Interim Rule”) to 31 CFR

part of a process to achieve the reduction set bgquirement for the reporting of transactions

the Money Laundering Suppression Act of 1994n currency in excess of $10,000, transaction

in the number of currency transaction reportgccurring after April 30, 1996, between deposi-

filed annually by depository institutions. tory institutiong and certain classes of exempt

) o _ persons defined in the Interim Rule. The Interin

DATES Effective date.The interim rule is Rule is adopted to implement the terms of

effective May 1, 1996. 31 U.S.C. 5313(d) (and related provisions of
Comment deadline.Comments must be 31 U.S.C. 5313 (f) and (g)), which were added tc

received by August 1, 1996.

ACTION: Interim rule with

comments.

request for

Applicability. This interim rule applies to
transactions
April 30, 1996.

1 As explained below, the text of the rule itself uses the

in currency occurring afterterm “bank,” which as defined in 31 CFR 103.11 (c) includes

both banks and other classes of depository institutions.
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the Bank Secrecy Act by section 402(a) of théJnited States or any such State or political
Money Laundering Suppression Act of 1994subdivision.

(the “Money Laundering Suppression Act”), (D) Any business or category of business the
Title IV of the Riegle Community Development reports on which have little or no value for law
and Regulatory Improvement Act of 1994,enforcement purposes.

Pub. L. 103-325 (September 23, 1994). Subsection (d)(2) states that:

The Secretary of the Treasury shall publish in the
Federal Register at such times as the Secretary
determines to be appropriate (but not less fre-
quently than once each year) a list of all of the
entities whose transactions with a depository insti-
The Bank Secrecy Act, Titles | and Il of Pub. L. tution are exempt under this subsection from the
91-508, as amended, codified at 12 U.S.C. 1829b, [currency transaction] reporting requirements.
12 U.S.C. 1951-1959, and 31 U.S.C. 5311-5330, . .
authorizes the Secretary of the Treasury, inter | € companion provisions of 31 U.S.C.
alia, to issue regulations requiring financiaP313(€) authorize the Secretary to permit a
institutions to keep records and file reports thaf€POSitory institution to grant additional, discre-
are determined to have a high degree of usefuflonary, exemptions from currency transaction
ness in criminal, tax, and regulatory matters, anfEPOting. Subsection (f) places limits on the
to implement counter-money laundering pro_lablllty OfadepOSltorylnstltutlon in connection
grams and compliance procedures. Regulatiotf4th @ transaction that has been exempted from
implementing Title Il of the Bank Secrecy Act '€POrting under either subsection (d) or subsec-
(codified at 31 U.S.C. 5311-5330) appear glion (e) and provides for the coordination of any
31 CFR Part 103. The authority of the Secretar§*€mption with other Bank Secrecy Act provi-
to administer Title Il of the Bank Secrecy Act Sions, especially those relating to the reporting
has been delegated to the Director of FinCENOf Suspicious transactions. New subsection (g)
The reporting by financial institutions of trans-d€fines “depository institution” for purposes of
actions in currency in excess of $10,0001€ nNeéw exemption provisions. _
has long been a major component of the Depart- Section 402(b) of the Money Laundering
ment of the Treasury’s implementation of theSuppression Act states simply that in adminis-
Bank Secrecy Act. The reporting requirementefing the new statutory exemption procedures:
is imposed by 31 CFR 103.22, a rule issued
under the broad authority granted to the Secre- the Secretary of the Treasury shall seek to reduce,
tary of the Treasury by 31 U.S.C. 5313(a) to within a reasonable period of time, the number of

. p - reports required to be filed in the aggregate by
{re;nu;;ectirgr?:rts of domestic coin and currency depository institutions pursuant to section 5313(a)

II. Background
A. Statutory Provisions

. of title 31 by at least 30 percent of the number filed

Four new provisions (31 U.S.C. 5313 (d)
through (g)) concerning exemptions were added
to 31 U.S.C. 5313 by the Money Laundering

during the year preceding [September 23, 1994,]
the date of enactment of [the Money Laundering
Suppression Act].

Suppression Act. Subsection (d)(1) provides
that the Secretary of the Treasury shall exempt a During the period September 24, 1993 through
depository institution from the requirement toSeptember 23, 1994, approximately 11.2 million
report currency transactions with respect te@urrency transaction reports were filed. Of that
transactions between the depository institutiomumber, approximately 10.9 million reports were
and the following categories of entities: filed by depository institutions. Thus the statute
(A) Another depository institution. contemplates a reduction of at least approxi-
(B) A department or agency of the Unitedmately 3.3 million filings per annum.
States, any State, or any political subdivision of
any State.
(C) Any entity established under the laws ofB. Shortcomings of the Present
the United States, any State, or any politicaExemption System
subdivision of any State, or under an interstate
compact between 2 or more States, which exefrhe enactment of 31 U.S.C. 5313 (d) through (g)
cises governmental authority on behalf of theeflects a Congressional intention to “reform the

September 1997
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procedures for exempting transactions betweegress authorized the Treasury to exempt undke
depository institutions and their customers.” Se¢he mandatory rules, as indicated above, “[a]ny
H.R. Rep. 103-652, 103d Cong., 2d Sess. 18Business or category of business the reports ¢
(August 2, 1994). The administrative exemptiorwhich have little or no value for law enforce-
procedures at which the statutory changes areent purposes.” 31 U.S.C. 5313 (d)(1)(D).
directed are found in 31 CFR 103.22(b)(2) and
(c) through (f); those procedures have not suc-
ceeded in eliminating routine currency transC. Objectives of the Interim Rule
actions by businesses from the operation of the
currency transaction reporting requirement. ~ As indicated above, the Interim Rule is the first
Several reasons have been given for this lacktep in the use of section 402 of the Money
of success. The first is the retention by banks dfaundering Suppression Act to transform the
liability for making incorrect exemption deter- Bank Secrecy Act provisions relating to cur-
minations. The risk of potential liability is made rency transaction reporting. That transformatior
more serious by the complexity of the adminis-has four objectives.
trative exemption procedures (which require The first is to reduce the burden of currency
banks, for example, to assign dollar limits totransaction reporting. That reduction comes ir
each exemption based on the amounts of cupart through the issuance of a blanket regulator
rency projected to be needed for the customanrgxemption covering transactions in currency
conduct of the exempt customer’s lawful busi-between one depository institution and anothe
ness). Finally, advances in technology havevithin the United States and between depositor
made it less costly for some banks to report alinstitutions and government departments an
currency transactions rather than to incur thegencies at all levels. But at least an equal (an
administrative costs (and risks) of exemptindikely a significantly greater) part of the reduc-
customers and then administering the terms dfon comes from the decision to treat as being o
particular exemptions properly. little interest to law enforcement transactions ir
The problems created by the administrativeurrency between depository institutions anc
exemption system include that system’s failure&orporations whose common stock is listed or
to provide the Treasury with information needectertain national stock exchanges.
for thoughtful administration of the Bank Secrecy That decision reflects a second, related objec
Act. Although banks are required to maintaintive of the Interim Rule: to begin the process
a centralized list of exempt customers anaf limiting currency transaction reports to trans-
to make that list available upon request, seactions for which the benefits of the reporting
31 CFR 103.22 (f) and (g), there is no way shortequirement (both providing usable information
of a bank-by-bank request for lists (with theto enforcement officials and creating a deterrer
time and cost such a request would entail bothgainst attempts to misuse the financial systen
for banks and government) for Treasury to learijustify the costs of supplying the information to
the extent to which routine transactions arghe Treasury. Itis unlikely that reports of routine
effectively screened out of the system or (forcurrency transactions for a company of suffi-
that matter) the extent to which exemptions haveient size to be traded on a national securitie
been granted in situations in which they are noéxchange can be of significant use, by them
justified. selves, to law enforcement, regulatory, or ta
In crafting the 1994 statutory provisionsauthorities.
relating to mandatory and discretionary exemp- The third objective is to focus the Bank
tions, Congress sought to alter the burden dBecrecy Act reporting system on transaction
liability and uncertainty that the administrativethat signal matters of clear interest to law
exemption system created. The statutory provienforcement and regulatory authorities. In pub
sions embraced several categories of transalishing the final rule relating to the reporting of
tions that were either already partially exempt or
plainly eligible for exemption under the admin-

istrative exemption systefln addition, Con-
exchanges of currency or other payments and transfers
_— local or state governments, or the United States or any of it
2. Thus, as noted below, transactions in currency betweesgencies or instrumentalities” are one of the categories o
domestic banks are already exempt from reporting, setransactions specifically described as eligible for exemptior
31 CFR 103.22(b)(1)(ii), and “[d]eposits or withdrawals, by banks. See 31 CFR 103.22(b)(2)(iii).
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suspicious transactions under the Bank Secredystitutions; it is impossible to reduce the
Act, Treasury stated “its judgment that report-volume of currency transaction reports to the
ing of suspicious transactions in a timely fashiorextent that the Interim Rule tries to do without
is a key component of the flexible and costcreating some small degree of temporary incon-
efficient compliance system required to preventenience as the terms of the system change.
the use of the nation’s financial system forFinCEN believes, however, that the transition
illegal purposes.” See 61 FR 4326, 4327 (Febperiod will be relatively short and that the
ruary 5, 1996). The Interim Rule re-enforces thaew greatly streamlined exemption procedures,
central importance of suspicious transactiomnce in place, will be self-sustaining and
reporting to Treasury’s counter-money launderwill produce a leaner, less burdensome, and
ing program; expanded suspicious transactiomore cost effective exemption system than now
reporting forms a basis for steps to reducexists.

sharply the extent to which routine currency FIinCEN is eager to improve the terms of the
transactions by ongoing businesses are requiredle as necessary to eliminate temporary incon-
to be reported. Currency transactions, likeruities. Comments on ways in which the rule
non-currency transactions, are required to beould be improved in this regard are specifically
reported under the terms of new 31 CFR 103.21nvited.

if they constitute suspicious transactions as

defined in that section; nothing in the Interim

Rule reduces or alters the obligations imposed. Additional Relief Under Study

by 31 CFR 103.21. See 31 U.S.C. 5313(f)(2)(B).

The relationship between required suspiciou$he Interim Rule is the first result of FInCEN’s
transaction reporting and expanded and simplivork to put in place the new exemption system
fied exemptions from routine currency transcontemplated by the provisions of 31 U.S.C.
action reporting is a strong one; each rule form8313 (d) through (g). The goal of FInCEN's
an integral part of the policy of the other. Thework in this area, like the Congress’ goal in
substitution of suspicious transaction reportinghaping the Money Laundering Suppression Act
for routine reporting of all currency transactionsprovisions on exemptions, is to reduce the cost
by exempt persons in effect defines what &f Bank Secrecy Act compliance and to further
routine transaction for an exempt person is. That fundamental restructuring of the Bank Secrecy
is, a routine currency transaction, in the case odAct. The restructuring emphasizes cost-effective
an exempt person, is a transaction that does noollection of only that information that is likely
trigger the suspicious transaction reportingo benefit law enforcement and regulatory
requirements, because the transaction does naythorities.
for example, give the bank a reason to suspect In solving the issues posed by implementa-
money laundering, a violation of a reportingtion of the new statutory exemption rules,
requirement, or the absence of a business puRnCEN has consulted regularly with banking
pose. See 31 CFR 103.21(a)(2)(i)—(iii). industry representatives. For example, under the

The fourth objective of the Interim Rule auspices of Bank Secrecy Act Advisory Group
is to create an exemption system that workdt convened a working session of bank officials
Thus choices have been made with an ey® discuss possible structures for the new
to achieving ease of administration andexemption system and the constraints that
comprehensibility—the very factors whosebank operating procedures posed for broad-scale
absence hindered the prior administrativeelief from unnecessary currency transaction
exemption process. reporting.

FinCEN has attempted to craft a rule that will In this connection, FInCEN is aware that the
be easily understood by the banking professiorinterim Rule and any final rule resulting there-
als who must apply it. That meant painting withirom may well affect the operation of large
a broad brush; any general exemption rule wilbanks in urban areas more than the operation of
almost certainly include within its terms somesmaller community-based institutions, if only
results that are not optimal when viewed inbecause larger companies tend to do business
isolation. with larger banks and because the Interim Rule

FinCEN understands that the changeovedoes not simplify the exemption system with
to the new system will require an initial periodrespect to transactions by privately held com-
of effort by both the Treasury and bankingpanies, large and small, whose banking history
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and business would also justify a simplifiedthe terms of 31 U.S.C. 5313(d); it does not apply
exemption system. to transactions between exempt persons ar

Accordingly, FInCEN is working now on a financial institutions other than banks. Com-
notice of proposed rulemaking implementingments are invited about whether the rule shoul
the discretionary exemption authority containextend to transactions with such other classes
in 31 U.S.C. 5313(e) and will at the appropriatefinancial institutions.

time consult with the banking community in  Although 31 U.S.C. 5313(d) speaks of “man-
shaping proposals to implement that authoritydatory” exemptions, the Interim Rule does not
Meanwhile, banks will still be able to maintain affirmatively prohibit banks from continuing to
any exemptions properly granted under the cuireport routine currency transactions with exemp
rent administrative system. Commenters on thigersons. Treasury believes that the incentive
Interim Rule are invited to include in their created by the Interim Rule are, as Congres
comments any suggestions on the projectéigtended them to be, sufficiently great to leac
second stage of the exemption effort. banks to take advantage of the new exemptio

system to a far greater extent than they tool

advantage of the prior administrative exemptior

lll. Specific Provisions system.
The Interim Rule, however, is not simply a
A. 103.22(a). Reports of Currency regulatory relief measure. As indicated above, i

is part of a fundamental restructuring of the
Bank Secrecy Act's administration. Treasury
A new sentence is added following the first0PeS and expects that banks will be willing tc

ndertake the one-time effort necessary to mak

sentence of paragraph (a) of 31 CFR 103.22 t&_‘ : .
provide a cross-reference in that paragraph t e new, substantially different system work.

the provisions of new paragraph (h) added by
the Interim Rule.
C. 103.22(h)(2). Exempt Person

Transactions

B. 103.22(h)(1). Currency Transactions 01Under the Interim Rule, the crucial exemption

Exempt Persons With Banks Occurringdeterminant is whether a particular entity is ar
After April 30, 1996 ‘exempt person.” That term is defined in new

paragraph (h)(2).

Paragraph (h)(1) states the general effect of the The first three categories of exempt person
Interim Rule. That is, simply and directly: no specified in paragraph (h)(2) are those to whor
currency transaction report is required to be file@xemption is required to be granted by 31 U.S.C
by a bank for a transaction in currency by arP313(d)(1)(A)—(C¥
exempt person occurring after April 30, 1996. Banks.The first category of exempt person is
The Interim Rule uses the term “bank” ratherbanks themselves, with the result that transac
than “depository institution” to define the classtions between banks will not require reporting.
of financial institutions to which the Interim In most cases, no reporting is required at presel
Rule applies. Although 31 U.S.C. 5313(d) speakfor such transactions; 31 CFR 103.22(b)(L)(ii)
of exemptions for transactions with “depositorystates flatly that the currency transaction report
institutions” (as the latter term is defined ining requirement does not “require reports of
31 U.S.C. 5313(g)), FinCEN believes that thdransactions between domestic banks.” The def
broad definition of bank contained in 31 CFRnition is limited to banking operations and
301.11(c) includes all of the categories of institransactions within the United States. Thus ¢
tutions included in the statutory “depository transfer of currency by a bank inside the Unitec
institution” definition; because the term “bank” States to a bank outside the United States is n
is familiar to bank officials who work with the exempt under the Interim Rule.
Bank Secrecy Act, substitution of a new term
whose effect is the same does not appear either

necessary or advisable. T
h Yy . | l . 3. The language of 31 U.S.C. 5313(d)(1)(A)—(C) is quoted
The Interim Rule applies Only to transactionsy section I1A of this Supplementary Information section,
between exempt persons and banks, to reflestove.
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Departments and Agencies of the The “listed corporation” formulation has been
United States and of States and adopted for several reasons. First, Treasury
Their Political Subdivisions believes that the formulation is a convenient and

accurate way of describing many, if not most,
The second category of exempt person includdarge-scale enterprises that make extensive rou-
departments and agencies of the United Statetipe use of currency in their normal business
of any state, and of any political subdivision ofoperations. Second, the list of corporations
any state. The definition of “United States” described in the formulation is readily available
used in 31 CFR 103.11 includes not only theand is published in general circulation news-
states but also the District of Columbia and thg@apers each morning. Finally, the scale of enter-
various territories and insular possessions of therises listed on the nation’s largest securities
United States. See 31 CFR 103.11(nn); as axchanges, and the variety of internal and
August 1, 1996, the definition will also include external controls to which they are subject—
the Indian lands. See 61 FR 7054, 7056 (Febrwhether as a matter of market discipline or
ary 23, 1996). Thus departments and agencies gbvernment regulation—make their use for the
the governments of these areas are also classbrt of money laundering or tax evasion marked
fied as exempt persons under the definition. by anomalous transactions in currency, or that
could be detected by a simple examination of
currency transaction reports, sufficiently unlikely
that the benefits of a uniform formulation far

exceed the apparent risks of such a formulation.

The third category of exempt person includes:, . ) L
any entity established under the laws of thj’hls is especially true because of the continuing

' . applicability of the suspicious transaction report-
United Stateg,of any state, or of any political ing rules to all (non-currency and currency)

subdivision of any state, or under an interstat ; . .
compact between two or more states, that eXe‘?_ansactlons between listed corporations and

cises governmental authority on behalf of the aﬂiz. determination whether a companv is a
United States or any such state or political pany

L : : corporation for purposes of the Interim Rule

o g, A2 epends Soely Upon the ormal manner of 1

included in paragraph (h)(4), discussed below rganization; if the company h_a_s a corporate

’ ‘charter, it is a corporation, and if it does not, it

is not a corporation, for purposes of the Interim

Listed Corporations Rule. The sort of “corporate equivalence” analy-
sis required, for example, for certain purposes to

The fourth category of person subject to manedetermine an entity’s status under the Internal

datory exemption under 31 U.S.C. 5313(d) ifRevenue Code is neither called for nor permitted

“any business or category of business the reportsy the Interim Rulé.

on which have little or no value for law enforce- At present the Interim Rule applies only to

ment purposes.” Treasury is making use of thatorporations, even though Treasury understands

provision to treat as an exempt person anthat the equity interests of some partnerships

corporation whose common stock (i) is listed orand business trusts are also listed on the named

the New York Stock Exchange or the Americarsecurities exchanges. Comments are invited as

Stock Exchange (but not including stock listedo whether the definition of exempt person

on the Emerging Company Marketplace of theshould be extended to all persons whose equity

American Stock Exchange), or (ii) has beerinterests are so listed.

designated as a Nasdaq National Market Secu-

rity listed on the Nasdaq Stock Market (but not

including stock listed under the separate “Nasdaq

Small-Cap Issues” category). For convenience,

this class of exempt persons is referred to in this

discussion as “listed corporations.” 5. Again, there may be a limited group of entities, listed on
the national securities exchanges but organized abroad, for
which such a distinction raises issues of interpretation that
cannot be dealt with effectively in the Interim Rule. Guidance

_— is requested on whether such issues exist and, if so, how they

4. Again, the broad definition of “United States” applies. should be resolved.

Entities Exercising Governmental Authority
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Consolidated Subsidiaries of Listed aged about the appropriateness of the definitiot
Corporations FInCEN would especially welcome ideas abou
other formulations, based upon sound bankin
Many, if not most, listed corporations includepractice, that bank employees would find easy t
groups of subsidiary operating corporationsapply and that would accomplish the goals o
whose treatment under the Interim Rule raisethe Interim Rule more effectively than a defini-
significant issues. Such subsidiaries are ndion based upon consolidation for income tax
named in stock exchange listings, but the policyiling purposes.
of the statute and Interim Rule cannot be effec-
tively implemented without the inclusion of
such subsidiaries in the exempt person categorld. 103.22(h)(3). Designation of Exempt
That fact raises an issue of what might be Persons
called the “burden” of reducing regulatory bur-
den. Many definitions of parent-subsidiary relaThe Interim Rule imposes one condition on &
tionship are quite technical and of importancéank’s exemption of currency transactions of
only to legal, accounting, and investment speeustomer who satisfies the definition of exemp
cialists; even definitions phrased only in termgerson. That condition is that a single form be
of stock ownership often devolve into questiondiled designating the exempt person and thi
of direct or indirect stock ownership that can bebank that recognizes it as such. The designatic
extremely difficult to resolve. is to be made by a bank by filing for each
In that context, mindful of the need to provideexempt person a single Internal Revenue Se
as simple a formulation as possible, the Interinvice Form 4789 (the form now used by banks
Rule treats as a subsidiary any corporation thand others to report a transaction in currency
files a consolidated income tax return with ahatis marked (in the Form’s line 36) to indicate
listed corporation. The choice of this standardts purpose and that provides identifying infor-
was not any easy one; its chief rationale is thanation about the exempt person and ban
the fact of consolidation (as opposed to, saynvolved.
eligibility for consolidation) is relatively easy to  The designation requirement must be satis
determine by asking corporate customers (anfied, for existing customers, on or before
by asking corporate officials to ask their tax orAugust 15, 1996. The requirement is a conditior
accounting departments if necessary). subsequent; that is, a bank may recognize
Franchisees of listed corporations (or of theicustomer as an exempt person on April 30, an
subsidiaries) are not included within the defini-stop filing currency transaction reports as per
tion of exempt person, unless such franchiseasitted by the Interim Rule, even though it does
are independently exempt as listed corporationsot satisfy the designation requirement for the
or listed corporation subsidiaries. A local cor-customer until August 15, 1996.
poration that holds a McDonald's franchise, for The designation of new customers as exemy
example, is not an exempt person simply becaugersons must be made no later than 30 day
McDonald’s Corporation is a listed corporation;following the first transaction in currency in
a McDonald’'s outlet owned by McDonald’'s excess of $10,000 between a bank and th
Corporation directly, on the other hand, wouldnew customer. (Because persons may becon
be an exempt person, because McDonald’s Conew customers during the period April 30—
poration’s common stock is listed on the NewAugust 15, 1996, a new customer to whom the
York Stock Exchange. 30 day designation rule applies is, technically,
Still, the definition is not optimal. It intro- customer who satisfies the exempt person def
duces a note of complexity into the Interimnition and who becomes a customer, or whe
Rule, and Internal Revenue Service (“IRS”)seeks to engage in its first transaction in cur
statistics indicate that at best only 70 to 80 perrency, after July 15, 1996.)
cent of the companies eligible to file consoli- Under the Interim Rule, each bank that deal
dated income tax returns with their parent comwith an exempt person must satisfy the desig
panies actually do so. The success of the Interimation requirement. FInCEN hopes to be able t
Rule in reducing the volume of currency transuse the results of the designation filings tc
action reports will depend in part upon thecompile a list of exempt persons that can itsel
effectiveness and acceptance of the definition dfe published in the Federal Register, as conten
subsidiary company, and comments are encouplated by 31 U.S.C. 5313(d)(2), in place of the
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shorter descriptive notice of exempt persons thaiction does not meet the criteria established for
is published contemporaneously with the publithe granting of an exemption.

cation of the Interim Rule. The designation
filings will also be used to review the effective-
ness of the Interim Rule (and of any final rule

that is derived from it) and the extent to which . . .
its terms are understood and used by banks. Faragraph (h)(4)(ii) permits a bank to determine
the status of a customer as a government depart-

ment, agency, or instrumentality based on its

E. 103.22(h)(4). Operating Rules for name or community knowledge, much like the

; . so-called “eyeball test,” cf. Treas. Reg. 1.6049-
Applying Definition of Exempt Person 4(c)(1)(ii), for the determination of exempt

rovisiond €cipient status for the purposes of information
ngorting and withholding with respect to inter-
est payments under applicable provisions of the
Internal Revenue Code.

The determination whether an entity exercises
1. General Rule “governmental authority” is unfortunately not
amenable to such a simple test, and the second

As indicated above, every effort has been madgentence of paragraph (h)(4)(ii) states a general
to craft a rule that is as simple to understand angi€finition of governmental authority for use by
to administer as its broad objective will permit.Panks.

Application of the Interim Rule requires instead

that banks simply make one or more determing  giatus as Listed Corporation

tions about the status of particular customers.

The rule does not specify detailed procedureg, qqraph (hy(4)(iii) permits a bank to rely on
for making or documenting the determination ny New York, American, or Nasdagq Stock

required. (Indeed, one defect of the administrag,a et Jfisting published in a newspaper of
tive exemption system was its need for det.a”:g‘eneral circulation. Such listings are easily iden-
procedural steps for authorizing exemptionSiieq. For example, in the Wall Street Journal,
See 31 CFR 103.22(d)) Instead, paragrapfipich is published and distributed nationally,
(N)(4)() explains that banks are expected Q¢ jistings are entitled, respectively, “NEW
perform the same degree of due diligence IRorRK STOCK EXCHANGE COMPOSITE
determining whether a customer is an exempfp ANSACTIONS.” “AMERICAN STOCK
person (and documenting that determinatio%XCHANGE CbMPOSITE TRANSAC-
that a reasonable and prudent bank would pef;oNS » AND “NASDAQ NATIONAL MAR-
form in the conduct of its own business ingpt IéSUES.” Because such listings often
avoiding losses from fraud or misstatement. I,-e use of the trading symbols (abbreviated
other words, FInCEN's objective i_s to leave i_t tocompany names) for each stock, banks may also
bankers, who have already designed businesgyy " ‘any commonly accepted or published
procedures and protocols to deal with similag;ei sympol guide in reviewing the newspaper
problems, to adapt their present procedures {Qinos'to determine if the listings include their
achieve the results sought by the Interim Rule,,siomers.

An assessment of compliance with the terms
of the Interim Rule will focus not on whether a
bank necessarily makes every judgment pe#. Consolidated Return Status
fectly, but on whether it takes the steps a
reasonable and prudent banker would take tdhe treatment of a corporation as an exempt
create systems to apply the Interim Rule’s termgerson because it is included in the consolidated
Such an approach is a corollary to the limitaincome tax return of a listed corporation pre-
tions on liability set by 31 U.S.C. 5318(f)(1) andsents one of the more difficult issues of admin-
repeated in paragraph (h)(6) of the Interim Ruleistration in the Interim Rule. The corporations
under the liability limitations a bank remainsincluded on any consolidated return are required
subject to penalties if, inter alia, it has a reasoto be shown on Internal Revenue Service
to believe that a particular customer or transForm 851 (Affiliation Schedule) filed with the

2. Government Status

The Interim Rule contains several p
that are designed to assist banks in applying t
definition of “exempt person.”

September 1997 Bank Secrecy Act Manual
Page 8



Interim Exemption Rule 502.0

return; a bank may rely upon any reasonablyhat time, transactions in currency with exemp
authenticated photocopy of Form 851 (or thepersons after April 30, 1996 will be exempt
equivalent thereof for the appropriate tax yearjrom reporting by banks only to the extent that
in determining the status of a particular corpothe new terms are satisfied.

ration, or it may rely upon any other reasonably

authenticated information (for example, an

officer's certificate) relating to a corporation’sH. 103.22(h)(7). Obligation To File

filing status. Suspicious Activity Reports, etc.

The provisions of the Interim Rule create ar
F 103.22(h)(5). Limitation on Exemption exemption only with respect to the currency
transaction reporting requirement. The Interin
The exemption for transactions by an exempRule does not create any exemption, and in fac
person applies only with respect to transactionsas no effect of any kind, on the requiremen
involving that person’s own funds. The exemp+that banks file suspicious activity reports with
tion does not apply to situations in which anrespect to transactions, including currency
exempt person is engaging in a transaction as @amd non-currency transactions, that satisfy th
agent on behalf of another, beneficial owner ofequirements of the rules of FInNCEN and the
currency. (If the principal for whom the agent isfederal bank supervisory agencies relating t
acting is itself an exempt person, the exempsguspicious activity reporting.(Indeed, as indi-
status of the principal is what causes the trangated above, the reduction in currency trans
action to be exempt.) In other words, an exempaction report volume reflects in part Treasury
person cannot lend its status, for a fee opolicy to rely to the greatest extent possible or
otherwise, to another person’s transactions. reports of truly suspicious activity.)
For example, multiple exchanges of small
denominations of currency into large denomina
G. 103.22(h)(6). Effect of Exemption; tions of currency or currency transactions tha
Limitation on Liability are not (or whose amounts are not) commenst
rate with the stated business or other activity o
The designation requirement applies equally tthe exempt person conducting the transaction, ¢
exempt persons who have previously been then whose behalf the transaction is conductec
subject of bank-initiated exemptions under thenay indicate the need to file suspicious activit
administrative exemption system as it does toeports with respect to transactions in currency
other customers. Similarly a sudden need for currency by a
Once a bank has complied with the terms obusiness that never before had such a need c
the Interim Rule, it is generally protected, byform a basis for the determination that a suspi
31 U.S.C. 5313(f) and paragraph (h)(6) of thecious activity report is due. In all cases, whethe
Interim Rule, from any penalty for failure to file such a report is required is governed by the rule
a currency transaction report with respect to af 31 CFR 103.21, rules on whose applicatior
currency transaction by an exempt person. Thie Interim Rule has no effect.
protection does not apply if the bank knowingly
files false or incomplete information relating to
the exempt person (for example on an designad: 103.22(h)(8). Revocation
tion filing) or with respect to the transaction (for
example on a suspicious activity report). ThelThe Interim Rule makes clear that the status o
protection also does not apply if the bank hasn exempt person as such may be revoked at al
reason to believe at the time the exemption iime by the Treasury Department. Revocatior
granted that the customer does not satisfy the
definition of exempt person or if the transaction
is not a transaction of the exempt person.
It is anticipated that the Interim Rule will 6. See61FR 4326, 4332, 4338 (February 5, 1996) (FinCEN

supersede the administrative exemption systefifice of the Comptroller of the Currency and Federal Reserve
oard); 61 FR 6095, 6100 (February 16, 1996) (Federa

with res.peCt to cz_itegorles of exempt perS.OQEeposit Insurance Corporation and Office of Thrift Supervi-
named in the Interim Rule, 60 days after a finakjon). and 61 FR 11526 (March 21, 1996) (National Credit

rule based on the Interim Rule is published. Atnion Administration).
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will be prospective in all cases except those tdbility analysis (5 U.S.C. 604) are not applicable

which the protections of liability conferred by to this Interim Rule because the agency was not
31 U.S.C. 5313(f) and 31 CFR 103.22(h)(6) daequired to publish a notice of proposed rule-

not apply. making under 5 U.S.C. 553 or any other law.

IV. Regulatory Matters E. Paperwork Reduction Act

A. Executive Order 12866 This Interim Rule is being issued without prior

; tice and public procedure pursuant to the
The Department of the Treasury has determine . .
that this interim rule is not a significant regula-~dMministrative Procedure Act (5 U.S.C. 553).

tory action under Executive Order 12866,  bY €xpanding the applicable exemptions from
an information collection that has been reviewed

and approved by the Office of Management and

B. Unfunded Mandates Act of 1995 Budget (OMB) under control number 1505-
Statement 0063, the Interim Rule significantly reduces the

existing burden of information collection under
Section 202 of the Unfunded Mandates Reforn31 CFR 103.22. Thus, although the Interim Rule
Act of 1995 (“Unfunded Mandates Act”), advances the purposes of the Paperwork Reduc-
Pub. L. 104-4 (March 22, 1995), requires that afion Act of 1995, 44 U.S.C. 3501, et seq., and its
agency prepare a budgetary impact statemeifoplementing regulations, 5 CFR Part 1320, the
before promulgating a rule that includes a fedPaperwork Reduction Act does not require
eral mandate that may result in expenditure bfinCEN to follow any particular procedures in
state, local and tribal governments, in theconnection with the promulgation of the Interim
aggregate, or by the private sector, of $100 milRule.
lion or more in any one year. If a budgetary
impact statement is required, section 202 of the

Unfunded Mandates Act also requires an agen . :
to identify and consider a reasonable number f# Compliance With 5 US.C. 801

regulatory alternatives before promulgating . g :
rule. FINCEN has determined that it is nO?Jrlor to the date of publication of this document

ired 1 it tat t und in the Federal Register, FINCEN will have sub-
required 1o preéparé a writien statement undgfyiyeq to each House of the Congress and to the
section 202 and has concluded that on balai

n(E?omptroller General the information required to

this interim rule provides the most cost-eﬂectiveOe submitted or made available with respect to
and least burdensome alternative to achieve t'?ﬁe Interim Rule by the provisions of 5 U.S.C

objectives of the rule. 801 (a)(1)(A) and (a)(1)(B).

C. Administrative Procedure Act

. . Li f j in 31 CFR Part 1
Because the Interim Rule mplementsthestatuteIStO Subjects in 31 C art 103

and grants significant relief from existing regu- " . .

latory requirements, it is found to be impracti-Adm'”'StraF'Ve practice and procedu.re, Author-
cable to comply with notice and public proce-ity delegations (Government agencies), Banks,
dure under 5 U.S.C. 553(b). Because the Interif@nking, Currency, Foreign Banking, Foreign
Rule grants exemptions to current requirement§urrencies, Gambling, Investigations, Law
it may be made effective before 30 days ha\,@nfor_cement,_ Penalties, Rep_o_rtlng and record-
passed after its publication date. See 5 U.S.keeping requirements, Securities, Taxes.
553(d).

D. Regulatory Flexibility Act Amendment

The provisions of the Regulatory Flexibility Act For the reasons set forth above in the preamble,
relating to an initial and final regulatory flex- 31 CFR Part 103 is amended as set forth below:

September 1997 Bank Secrecy Act Manual
Page 10



Interim Exemption Rule 502.0

PART 103—FINANCIAL stock has been designated as a Nasdag Natior
RECORDKEEPING AND Market Security listed on the Nasdag Stock
REPORTING OF CURRENCY AND Market (except stock listed under the separat
FOREIGN TRANSACTIONS “Nasdag Small-Cap Issues” heading); and

(v) Any subsidiary of any corporation

1. The authority citation for Part 103 contin-described in paragraph (h)(2)(iv) of this sectior
ues to read as foilows: whose federal income tax return is filed as patr

Authority: 12 U.S.C. 1829b and 1951_1959.01‘ a consolidated federal income tax return with
31 U.S.C. 5'311_5'33'0.' 'such corporation, pursuant to section 1501 ¢

2. Section 103.22 is amended by adding H1e Internal Revenue Code and the regulation
new sentence immediately following the firstPromulgated thereunder, for the calendar yez
sentence in paragraph (a)(1) and by adding 995 or for its last fiscal year ending before

h (h follows- pril 15, 1996.
new paragraph (h) to read as follows (3) Designation of exempt persons.

(i) A bank must designate each exempt per
son with whom it engages in transactions ir
§103.22—Reports of currency currency, on or before the later of August 15
transactions. 1996, and the date 30 days following the firsi
transaction in currency between such bank an
(@)(D *** Transactions in currency by such exempt person that occurs after April 30
exempt persons with banks occurring aften99e6.
April 30, 1996, are not subject to this require- (ii) Designation of an exempt person shall be
ment to the extent provided in paragraph (h) omade by a single filing of Internal Revenue
this section* * * Service Form 4789, in which line 36 is marked
ForE A “Designation of Exempt Person” and items
(h) No filing required by banks for trans- 2—14 (Part |, Section A) and items 37-49
actions by exempt persons occurring afte(Part Ill) are completed. The designation mus
April 30, 1996. be made separately by each bank that treats tl
(1) Currency transactions of exempt persongerson in question as an exempt person. (F
with banks occurring after April 30, 1996. availability, see 26 CFR 601.602.)
Notwithstanding the provisions of paragraph (iii) This designation requirement applies
(a)(1) of this section, no bank is required to filewhether or not the particular exempt person ftc
a report otherwise required by paragraph (a)(Ie designated has previously been treated
of this section, with respect to any transaction irexempt from the reporting requirements of para
currency between an exempt person and a bagkaph (a) of this section under the rules con
that is conducted after April 30, 1996. tained in paragraph (b) or (e) of this section.
(2) Exempt person. For purposes of this sec- (4) Operating rules for designating exempt
tion, an exempt person is: persons.
(i) A bank, to the extent of such bank’s (i) Subject to the specific rules of this para-
domestic operations; graph (h), a bank must take such steps to assu
(i) A department or agency of the Uniteditself that a person is an exempt person (withir
States, of any state, or of any political subdivithe meaning of applicable provisions of para:
sion of any state; graph (h)(2) of this section) that a reasonabls
(iii) Any entity established under the laws ofand prudent bank would take to protect itsel
the United States, of any state, or of any politicafrom loan or other fraud or loss based or
subdivision of any state, or under an interstatenisidentification of a person’s status.
compact between two or more states, that exer- (i) A bank may treat a person as a govern:
cises governmental authority on behalf of thamental department, agency, or entity if the nam
United States or any such state or politicabf such person reasonably indicates that it i
subdivision; described in paragraph (h)(2)(ii) or (h)(2)(iii) of
(iv) Any corporation whose common stock isthis section, or if such person is known generally
listed on the New York Stock Exchange or thein the community to be a State, the District of
American Stock Exchange (except stock liste€Columbia, a tribal government, a Territory or
on the Emerging Company Marketplace of thdnsular Possession of the United States, or
American Stock Exchange) or whose commoipolitical subdivision or a wholly-owned agency
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or instrumentality of any of the foregoing. An rather than treating such person as exempt shall
entity generally exercises governmental authoremain subject with respect to each such report
ity on behalf of the United States, a State, or & the rules for filing reports, and the penalties
political subdivision, for purposes of paragraptfor filing false or incomplete reports, that are
(h)(2)(iii) of this section, only if its authorities applicable to reporting of transactions in cur-
include one or more of the powers to tax, torency by persons other than exempt persons. A
exercise the authority of eminent domain, or tdank that continues for the period permitted by
exercise police powers with respect to matterparagraph (h)(6)(i) of this section to treat a
within its jurisdiction. person described in paragraph (h)(2) of this

(iii) In determining whether a person issection as exempt from the reporting require-
described in paragraph (h)(2)(iv) of this sectionments of paragraph (a) of this section on a basis
a bank may rely on any New York Stockotherthan as provided in this paragraph (h) shall
Exchange, American Stock Exchange, or Nasdagmain subject in full to the rules governing an
Stock Market listing published in a newspapeexemption on such other basis and to the pen-
of general circulation and on any commonlyalties for failing to comply with the rules gov-
accepted or published stock symbol guide.  erning such other exemption.

(iv) In determining whether a person is (7) Obligation to file suspicious activity
described in paragraph (h)(2)(v) of this sectionreports, etc. Nothing in this paragraph (h) relieves
a bank may rely upon any reasonably authera bank of the obligation, or alters in any way
ticated corporate officer’'s certificate or anysuch bank’s obligation, to file a report required
reasonably authenticated photocopy of Interndly 103.21 with respect to any transaction, includ-
Revenue Service Form 851 (Affiliation Sched-4ng, without limitation, any transaction in cur-
ule) or the equivalent thereof for the appropriateency, or relieves a bank of any other reporting
tax year. or recordkeeping obligation imposed by this part

(5) Limitation on exemption. A transaction (except the obligation to report transactions in
carried out by an exempt person as an agent faurrency pursuant to paragraph (a) of this sec-
another person who is the beneficial owner ofion to the extent provided in this paragraph (h)).
the funds that are the subject of a transaction in (8) Revocation. The status of any person as
currency is not subject to the exemption froman exempt person under this paragraph (h) may
reporting contained in paragraph (h)(1) of thishe revoked by FinCEN by written notice, which
section. may be provided by publication in the Federal

(6) Effect of exemption; limitation on liability. Register in appropriate situations, on such terms

(i) FiInCEN may in the future determine by as are specified in such notice. In addition, and
amendment to this part that the exemptiomvithout any action on the part of the Treasury
contained in this paragraph (h) shall be the onlypepartment:
basis for exempting persons described in para- (i) The status of a corporation as an exempt
graph (h)(2) of this section from the reportingperson pursuant to paragraph (h)(2)(iv) of this
requirements of paragraph (a) of this section. section ceases once such corporation ceases to

(i) No bank shall be subject to penalty underbe listed on the applicable stock exchange; and
this part for failure to file a report required by  (ji) The status of a subsidiary as an exempt
paragraph (a) of this section with respect to @erson under paragraph (h)(2)(v) of this section
currency transaction by an exempt person wit@eases once such subsidiary ceases to be included
respect to which the requirements of this paran a consolidated federal income tax return of a
graph (h) have been satisfied, unless the bankerson described in paragraph (h)(2)(iv) of this

(A) Knowingly files false or incomplete section.
information with respect to the transaction or the
customer engaging in the transaction; or * kK k

(B) Has reason to believe at the time the
exemption is granted that the customer does n@jated: April 16, 1996.
meet the criteria established by this paragraph
(h) for treatment of the transactor as an exempstanley E. Morris,
person or that the transaction is not a transactiqvjrector, Financial Crimes Enforcement
of the exempt person. Network.

(iii) A bank that files a report with respect to [FR Doc. 96-9798 Filed 4-23-96; 8:45 am]

a currency transaction by an exempt persoBILLING CODE 4820-03-P
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“Know Your Customer”
Section 601.0

INTRODUCTION e A “know your customer” policy should not
interfere with the relationship of the financial

One of the most important, if not the most institution with its good customers.

important, means by which financial institutions

can hope to avoid criminal exposure to the

institution by “customers” who use the resources “
of the institution for illicit purposes is to have aCONTENTS OF “KNOW YOUR

clear and concise understanding of the “customCUSTOMER” POLICY

ers’” practices. The adoption of “know your

customer” guidelines or procedures by financialn developing an effective “know your cus-
institutions has proven extremely effective intomer” policy it is important to note that

detecting suspicious activity by “customers” of appearances can be deceiving. Potential custor
the institution in a timely manner. ers of a financial institution may appear to be

Even though not presently required by reguI_egitimate, but in reality are conducting illicit
lation or statute, it is imperative that financial@ctivities through the financial institution. Like-

institutions adopt “know your customer” guide- wise, legitimate customers may be turned awa

lines or procedures to ensure the immediatifom the institution because their activities are
perceived to have a criminal tone. It is alsc

detection and identification of suspicious activ . ‘ .

ity at the institution. The concept of “know your important to realize that various influences or

customer” is, by design, not explicitly defined'eg't'ma,te customers may transform such cus

so that each institution can adopt procedurg@Mmers into wrongdoers. _

best suited for its own operations. An effective At the present time there are no statutorily

“know your customer” policy must, at a mini- mandateq pro_cedures requiring a know your

mum, contain a clear statement of manageustomer” policy or specifying the contents of

ment's overall expectations and establisifuch a policy. However, in order to develop anc

specific line responsibilities. While the officersmaintain a practical and useful policy, financial

and staff of smaller banks, Edge corporationdnstitutions should incorporate the following

and foreign branches or agencies may havinciples into their business practices:

more frequent and direct contact with customers _ o

than large urban institutions, it is incumbent® Financial institutions should make a reason

upon all institutions to adopt and follow policies ~able effort to determine the true identity of all

appropriate to their size, location, and type of Customers requesting the bank’s services;

business. * Financial institutions should take particular
care to identify the ownership of all accounts
and of those using safe-custody facilities;

« |dentification should be obtained from all new
customers;

« Evidence of identity should be obtained from
customers seeking to conduct significant busi

" know You cusimer Py SheU, . Fianil nsttuions shou b avare of
tution is in compliance with all statutes and gnu;ual transaction activity or aCtI,Vlty that
regulations and adheres to sound and recog-'s d_|sproport|onate to the customer’'s known
nized banking practices. business.

* A “know your customer” policy should An integral part of an effective “know your
perpetrated by its “customers.” customers of the financial institution. Therefore

A “know your customer” policy that is effec- it is necessary that the “know your customer”
tive will protect the good name and reputatiorprocedures established by the institution allov
of the financial institution. for the collection of sufficient information to

OBJECTIVES OF “KNOW YOUR
CUSTOMER” POLICY
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“Know Your Customer”

develop a “customer profile.” The primary 2.
objective of such procedures is to enable the
financial institution to predict with relative cer-
tainty the types of transactions in which a
customer is likely to be engaged. The customes.
profile should allow the financial institution to
understand all facets of the customer’s intended
relationship with the institution, and, realisti-
cally, determine when transactions are suspi-
cious or potentially illegal. Internal systems4.
should then be developed for monitoring trans-
actions to determine if transactions occur which
are inconsistent with the “customer profile.” A 5,
“know your customer” policy must consist of
procedures that require proper identification of
every customer at the time a relationship is.
established in order to prevent the creation of
fictitious accounts. In addition, the bank’s
employee education program should provide
examples of customer behavior or activity whichy
may warrant investigation.

IDENTIFYING THE CUSTOMER 8.

As a general rule, a business relationship with
a financial institution should never be estab-
lished until the identity of a potential cus-
tomer is satisfactorily established. If a potential
customer refuses to produce any of the
requested information, the relationship should

Consider the customer’s residence or place
of business. If it is not in the area served by
the bank or branch, ask why the customer is
opening an account at that location.

Follow up with calls to the customer’s resi-
dence or place of employment thanking the
customer for opening the account. Discon-
nected phone service or no record of employ-
ment warrant further investigation.

Consider the source of funds used to open the
account. Large cash deposits should be
questioned.

For large accounts, ask the customer for a
prior bank reference and write a letter to the
bank asking about the customer.

Check with service bureaus for indications
the customer has been involved in question-
able activities such as kiting incidents and
NSF situations.

The identity of a customer may be estab-
lished through an existing relationship with
the institution such as some type of loan or
other account relationship.

A customer may be a referral from a bank
employee or one of the bank's accepted
customers. In this instance, a referral alone is
not sufficient to identify the customer, but in
most instances it should warrant less vigi-
lance than otherwise required.

not be established. Likewise, if requesteqgsiness Accounts

follow-up information is not forthcoming, any
relationship already begun should be termiq
nated. The following is an overview of general
principles to follow in establishing customer
relationships:

Personal Accounts
3.
1. No account should be opened without satis-
factory identification, such as:

e adriver’s license with a photograph issued
by the State in which the bank is locatedy.
or

e a U.S. passport or alien registration card,
together with:

« a college photo identification card;

e a major credit card (verify the currents.
status);

« an employer identification card;

¢ an out-of-State driver’s license; and/or

« electricity, telephone.

6.

Business principals should provide evidence
of legal status (e.g. sole proprietorship, part-
nership, or incorporation or association) when
opening a business account.

. Check the name of a commercial enterprise

with a reporting agency and check prior bank
references.

Follow up with calls to the customer’s busi-
ness thanking the customer for opening the
account. Disconnected phone service war-
rants further investigation.

When circumstances allow, perform a visual
check of the business to verify the actual
existence of the business and that the busi-
ness has the capability of providing the
services described.

Consider the source of funds used to open the
account. Large cash deposits should be
questioned.

For large commercial accounts, the following
information should be obtained:

September 1997
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“Know Your Customer” 601.0

 a financial statement of the business;
 a description of the customer’s principal

Ilng of bus[ness; . e Customer is reluctant to provide any informa-
+ alist of major suppliers and customers and yjo requested for proper identification.

their geographic locations; c ber of q
- a description of the business’s primary” CUStOMEr opens a number of accounts und
one or more names and subsequently make

trade area, and whether international trans- ) ; .
actions are expected to be routine; and deposits of less than $10,000 in cash in eac
of the accounts.

e a description of the business operations
i.e., retail versus wholesale, and the anticie Customer is reluctant to proceed with a trans
pated volume of cash sales. action after being informed that a Currency

Transaction Report (CTR) will be filed, or

withholds information necessary to complete

the form.

o ) ) ] . Customer makes frequent deposits or with
Itis important to realize that relationships with a  grawals of large amounts of currency for no
deposit accounts can be used for illicit purposes. hich generally does notinvolve large amount:
Loan transactions have become a common vehi-of cash.
cle for criminal enterprises that wish to take,
advantage of the proceeds of their illegal activi- E(:eﬁ:t;rf]:grrn iﬁgﬁrt]g?ngljzr%gn%r:w?#;ti(s)nokf)iI(I:sw
ties. Therefore, prudent financial institutions ’
should apply their “know your customer” pol- *® Cust.omer makes frequen.t purchases of mon
icy to customers requesting credit facilities from tary instruments for cash in amounts less tha
the institution. $10,000.

» Customers who enter the bank simultaneousl
and each conduct a large currency transactic
under $10,000 with different tellers.

e Customer who makes constant deposits c
) o o funds into an account and almost immediatel
In making a determination as to the validity of a requests wire transfers to another city ol
customer, there are certain categories of activi- country, and that activity is inconsistent with
ties that are suspicious in nature and should alertihe customer’s stated business.

financial institutions as to the potential for the,
customer to conduct illegal activities at the
institution. The categories, broadly defined, are:

Tellers and Lobby Personnel

LOAN TRANSACTIONS

SUSPICIOUS CONDUCT AND
TRANSACTIONS

Customer who receives wire transfers an
immediately purchases monetary instrument
for payment to another party.

« Insufficient, false, or suspicious information® Traffic patterns of a customer change in the
provided by the customer. safe depc_)sn box area possibly indicating the

« Cash deposits which are not consistent with Safekeeping of large amounts of cash.

the business activities of the customer. e Customer discusses CTR filing requirement:

Purchase and/or deposits of monetary instru- with the apparent intention of avoiding those

ments which are not consistent with the busi- requirements or makes threats to an employe

ness activities of the customer. to deter the filing of a CTR.

Wire transfer activity which is not consistent. cystomer requests to be included on th

with the business activities of the customer. jnstitution’s exempt list.

Structuring of transactions to evade record-

keeping and/or reporting requirements.

Funds transfers to foreign countries.

Bookkeeping and Wire Transfer

The general categories, delineated above, cdaPerations
be broken down into various functions of the
financial institution. Set forth below are moree Customer who experiences increased wir
specific suspicious activities as related to the activity when previously there has been nc

various functions of the financial institution:

regular wire activity.

Bank Secrecy Act Manual
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601.0 “Know Your Customer”

International transfers for accounts with no_oan Officers and Credit
history of such transfers or where the stateghdministration Personnel
business of the customer does not warrant

such activity. « Customer’s stated purpose for the loan does

« Customer receives many small incoming wire not make economic sense, or customer pro-
transfers or deposits of checks and money poses that cash collateral be provided for a
o_rders then requests wire transfers to anotherloan while refusing to disclose the purpose of
city or country. loan.

» Customer uses wire transfers to move large Requests for loans to offshore companies, or

amounts of money to a bank secrecy haven loans secured by obligations of offshore banks.

country. » Borrower pays down a large problem loan

Request from nonaccountholder to receive or suddenly, with no reasonable explanation of

send wire transfers involving currency from the source of funds.

nonaccountholder near the $10,000 limit or Customer purchases certificates of deposit and

that involve numerous monetary instruments. uses them as loan collateral.

« Nonaccountholder receives incoming wire® Customer collateralizes loan with cash deposit.
transfers under instructions to the bank te Customer uses cash collateral located offshore
“Pay Upon Proper Identification” or to con-  to obtain loan.
vert the funds to cashier's checks and mait Loan proceeds are unexpectedly channeled
them to the nonaccountholder. off-shore.
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Wire Transfer Systems
Section 701.0

INTRODUCTION “off-line.” On-line institutions have an elec-

tronic connection to the Federal Reserve, an
As financial institutions, law enforcement agenoff-line institutions have no such connection
cies, and financial regulators have increaseand usually telephone the Federal Reserv
their scrutiny of cash transactions, money launto initiate a transfer. The large, high volume
derers have become more sophisticated in usingstitutions use a direct computer-to-compute
all services and tools available to launder cashonnection with Fed to originate funds transfers
and move funds, including the wire transferover Fedwire, and the other on-line institutions
systems. This section will provide some backuse a leased line connection or a telephon
ground and information on how the differentdial-up system to connect a PC to the Fedwir
wire transfer systems work, how these systengystem. Because the settlement of all Fedwir
are used by money launderers, and how exantkansfers is made through reserve accounts mai
iners should review a bank’s wire transferdained at the Federal Reserve Banks, all transfe
operations as part of the examination for comgo through a Reserve Bank for routing anc
pliance with the Bank Secrecy Act. settlement.

Off-line institutions usually telephone the Fed
and give instructions over the phone using :
prearranged codeword. The Fed verifies th

WIRE TRANSFER SYSTEMS codeword and enters the message into the ele

. _tronic system for processing and sending to th
There are three wire transfer systems used in th@cejving institution. Fedwire transfers sent tc
United States by financial institutions—Fedwire gn off-line institution are credited immediately,
CHIPS, and S.W.LF.T. All three systems shargnq the institution is either notified by phone

the individual transfers, a real time system, andent to the institution the next day.

a widely distributed network of users. There are The actual transfer of funds in the Eedwire
important differences, however, and these Wilkystem takes place on the books of the Feder
be discussed below. In order to examine aReserve. For a transfer to an institution in the
institution’s wire transfer function thoroughly, it same Federal Reserve District, the Feder:
is important to understand how the system(skeserve Bank, upon receiving the Fedwire
works. Each of the three wire transfer systemgstructions from the originating institution, deb-
will be looked at below. its the account of the originator and credits the
account of the receiving institution. For interd-
istrict transfers, the “local” FR Bank debits the
Fedwire account of the originator and credits the accour
of the “receiving” FR Bank, which, in turn,

Fedwire is the funds transfer system operated Wedits the account of the receiving institution.

the Federal Reserve System. The Fedwire sys-

tem may be used by any institution holding an

account with a Federal Reserve Bank and it iCHIPS

principally domestic in orientation. It is a real-

time system characterized by the instantaneou§HIPS (Clearing House Interbank Payment:

irrevocable transfer of funds. As a “wholesale” System) is a privately owned and operated fund

wire transfer system, Fedwire is primarily usedransfer system. It is owned and operated by th

to transfer funds between financial institutiondNew York Clearing House Association. CHIPS

and their major corporate customers. There areurrently has 128 members who are primarily

no restrictions on the minimum dollar size ofmoney center banks in New York, Chicago, anc

Fedwire transfers, and individuals and smalSan Francisco as well as large internatione

businesses can and do use Fedwire by goirganks.

through their financial institution. CHIPS has its own communications network
A financial institution can originate a Fedwireand processes its own messages for memb

message in one of two ways—"on-line” or institutions. During the day CHIPS maintains
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701.0 Wire Transfer Systems

the net credit and debit positions of members A bank's SWIFT operations are usually
while routing messages from sender to receivelocated in its international department, although
Although used primarily for international trans-additional terminals with SWIFT access could
fers, CHIPS is used to a small extent forbe located in the foreign exchange department
domestic transfers between U.S. banks and cam the securities trading department.
be used as an alternative to Fedwire if both the
sending and receiving institutions are CHIPS
members.

In CHIPS the transfer of funds does not occuHOW A COMMERCIAL BANK’S
with the sending of the message. Rather, at thd/IRE ROOM WORKS
end of each day any of the 30 CHIPS settlement
participants that are in a net debit position wirdn order to examine the Fedwire operations of a
funds by Fedwire to the CHIPS account at theommercial bank, it is important to understand
New York Fed and CHIPS sends these funds thow the “wire room” of a commercial bank
the banks in a net credit position by Fedwireoperates. In the larger banks with a significant
This end of day settlement feature is the biggestolume of wire traffic, there may be a depart-
difference between Fedwire and CHIPS, and inent dedicated to this function. In most banks,
also puts CHIPS participants at risk if a partici-however, the Fedwire volume does not justify a
pating bank should fail or is unable to cover itsfull time staff or person, and the sending and
position. receiving of wires may be part-time responsi-
bilities for one or several people. Every bank has
its own procedures for handling wires, but there
are enough features in common to allow for

S.W.ILF.T. generic descriptions for large and small banks.

SWIFT stands for the Society for Worldwide
Interbank Financial Telecommunications. It is a
cooperatively owned, non-profit organizationLarge Banks
which was founded in 1973 to serve the data
processing and telecommunications needs of itsarge banks with a Fedwire volume of several
members. SWIFT currently has members ithundred messages per day will most likely use
most countries throughout the world. The memeedicated computer resources for Fedwire—
bership base is very broad and includes comneither part of the bank's host computer or a
mercial banks, investment banks, securitieseparate minicomputer. These banks utilize a
broker/dealers, and other financial institutions.computer-to-computer (computer interface) elec-
As its name implies, SWIFT handles all sortstronic link with the Fed, which allows for faster
of telecommunications for its member institu-transmission of high volumes. The software
tions. Transfers of funds are only one use ofised for wire transfers, either developed in-
SWIFT, others being securities transfers, lettersouse or purchased from a vendor, allows for
of credit, advices of collection, foreign exchangeautomatic posting to DDA and general ledger.
and free format information messages. All mes- The wire room may receive payment orders
sages are sent through the SWIFT networkrom several different sources, including autho-
SWIFT'’s privately owned, worldwide telecom- rized personnel from within the bank and cor-
munications network. Because of the availabilporate customers who may either call the bank,
ity of Fedwire and CHIPS, SWIFT is usedfax instructions, or even have an on-line con-
almost exclusively by U.S. banks for interna-nection with the bank to send wire instructions
tional funds transfers and messages. and access other bank services. Phone calls to
A SWIFT funds transfer message is simplythe wire room are recorded for security and
notification that funds are being transferred. Thaudit reasons, and the tapes are usually main-
actual movement of funds is independent of théained for a 30 day period. The bank should have
message, and transfers are effected in two corprocedures in place to verify payment orders.
mon ways. The first method is to transfer thelhese procedures usually include the use of
funds by transferring balances through mutuatode words, call backs, and corporate resolu-
correspondent banks, and the second methodtiens authorizing certain employees to send
to settle through Fedwire or CHIPS. wires. Verification and security procedures are
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extremely important in light of the potential for same person to key in the wire and verify for
high losses. sending). Most on-line PC connections to the
After a payment order is received, a Fedwird-ed have two printers attached, one which print
message is entered into the bank’s system at &opies of the outgoing messages and the oth
on-line terminal. Before the wire is sent to thewhich prints incoming messages. The banli
Fed, it is sent to a second terminal to be verifieghould maintain the copies of these messages
for accuracy as well as proper authorizationthe continuous paper form for recordkeeping
Only after the payment order is reviewed by thepurposes. The unbroken sheet ensures that
second staff member is it sent to the Fed fomessages are accounted for; however, th
processing. This separation of duties is extremelyequence numbers of the messages should al
important to ensure security. be checked because messages can occasion:
The bank’s software will maintain data onbe skipped because of communication prob
each day’s transfers in several different waydems. In addition, each incoming and outgoing
These might include a listing by wires sent andnessage is assigned a sequence number that &
received, wires listed by amount, wires listed byprovides an audit trail ensuring that all message
sequence number, and wires listed by accouit®e accounted for.
holder. Most software systems maintain the
work of several previous days, often the last 5 t .
7 days, to aIIow[f)or on-line a%:cess to trace errori,"oW Money Launderers Use the Wire
and problems. After the 5 to 7 days, the data>yStem

may be maintained on microfiche or paper
listing. While there are many ways for money launder

ers to use the wire system, the objective for mos
money launderers is to aggregate funds fron
different accounts and move those funds throug
Smaller Banks accounts at different banks until the origins of
the funds cannot be traced. Most often thi:
Smaller banks with a low volume of Fedwireinvolves moving the funds out of the country,
transactions will typically have one or severakhrough a bank account in a country with strict
staff members handling the sending and receiwsank secrecy laws, and possibly back into thi
ing of wires over a connection from the bank’su.S. Money laundering schemes uncovered b
PC to the Fed’'s mainframe. The PC connectiotaw enforcement agencies, for instance throug
is called Fedline, and the software is supplied byyperation Polar Cap, show that money launde
the Fed. The basic procedures for sending ansts use the wire system to aggregate funds frol
receiving wires are similar to those for the largemultiple accounts at the same bank, wire thos
banks, but the degree of sophistication anfunds to accounts held at other U.S. banks
separation of duties is not as great. A financiatonsolidate funds from these larger accounts
institution should have other back-up controls ifand ultimately wire the funds to offshore
place if separation of duties is a problem. Thesaccounts in countries such as Panama.
controls can include rotation of duties and offi- Unlike cash transactions, which are closely
cer review of all transactions. monitored, Fedwire transactions and banks’ wire
Payment orders to send a wire are receiverboms are designed to quickly process approve
from bank personnel and corporate customergansactions. Wire room personnel usually hav
Individuals who wish to wire funds usually go no knowledge of the customer or the purpose ¢
through their loan officer or account representathe transaction. Therefore, once cash has be
tive who notifies the wire room. Here again,deposited into the banking system, money laun
verification is an important security procedurederers use the wire system because of th
and records should be kept of all payment orddikelihood that transactions will be processec
requests, by tapes of phone calls, written recordsith little or no scrutiny.
of requests, or other means.
After receiving the payment order, the termi-
nal operator keys the wire message into the P&HOW TO READ A WIRE
Before the message can be sent, it must BERANSFER MESSAGE
verified by a second person (this is the recom-
mended procedure—some small banks allow th& wire transfer message contains, by design,
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minimal amount of information. As discussed inBBlI=  Bank to Bank Informationmiscella-
more detail below, Fedwire messages must con- neous information pertaining to the
tain primary information consisting of the send- transfer.

er's and receiver's name and ABA routingINS= Instructing Bank the institution that
number, the amount of the transfer, a reference instructs the sender to execute the trans-
number, and certain other control information. action.

These messages may contain certain supple-
mentary information, such as the name of thédentifier Codes-Two letter codes preceded by
originating party, the name of the beneficiarya backslash and followed by a hyphen used to
the beneficiary’s account number, a referencielentify or designate a number important to the
message for the beneficiary, and other relateansfer.
information.

For the purposes of these examination procéAC- Account number
dures, it is important to be able to identify/BC- Bank identifier code
certain information on the message. The supplé€H- CHIPS universal identifier
mentary information is identified using three/CP- CHIPS participant identifier
letter codes. These codes are identified belovii-W- Federal Reserve routing number
but not all information will appear in all mes- /SA- SWIFT address
sages. In some messages, there may not be any
supplementary information at all. Advice Method CodesThree letter codes pre-

ceded by a backslash used to identify the method
Product Codes-These codes identify the type of advising the beneficiary of transfer.
of transfer and are followed by a backslash.
/PHN advise by telephone

BTR/ Bank Transferthe beneficiary is a bank. /[LTR  advise by letter
CTR/ Customer Transferthe beneficiary is a /WRE advise by wire

non bank. /TLX advise by telex
DEP/ Deposit to Sender’s Account
DRW/ Drawdown The following sample message illustrates the
FFR/ Fed Funds Returned format of a Fedwire message and the use of the
FFS/ Fed Funds Sold above codes:
Field Tags—These codes identify certain supple-
mentary information about the transfer and con- mode status  mde error-intercept
sist of three letters followed by an equals sign. PRODUCTION FT INCOMING  MSG

revr type
ORG= Originator, initiator of the transfer. 121000358 1040
OGB= Originator's Bank bank acting for the s rf# ant
Originator of the transfer. 021000089 4092 $1,000,000.00
IBK= Intermediary Bank the institution(s)
between the receiving institution and
the beneficiary’s institution through

. . . BANK AMER SF/CTR/IBK=B OF A LOS ANGELES BBK=BK OF SAN PEDRO, CA
which the transfer must pass, if speci-

fied by the sending institution. BNF=H.L. INDUSTRIES/AC-12-34567/PHNI(415)555-1212 RFB=INV8123
BBK= Beneficiary’s Bankthe bank acting as
financial agent for the beneficiary of og-equip purcH
the transfer.
BNF= Beneficiary the ultimate party to be ima omad
credited or paid as a result of a transferosos 81216k 20905041233 FTBL 0504 LLQ11339K 1391 05041235
RFB= Reference for the Beneficiaryefer-
ence information enabling the benefi-
ciary to identify the transfer. This Fedwire message shows a transfer from
OBI=  Originator to Beneficiary Information Citibank, NYC, to Bank of America, San
information to be conveyed from the Francisco, for $1,000,000.00. Under the “rcvr”
originator to the beneficiary. heading is Bank of America’s routing number,

CITIBANK NYC/ORG=J.DOE, LONDON OGB=BANK OF THE NORTH, LONDON
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and under the “sndr” is Citibank’s routing of receipt of the transfer. Mr. Doe sends infor-
number. The transfer was originated by J. Doe imation that the wire is for payment of invoice
London through his bank (the originating bank) humber 8123, which was for the purchase o
the Bank of the North, London. Bank of theequipment. The “imad” and “omad” numbers

North sent the funds to Citibank, which in turnat the bottom of the message are added by tf
sent the funds to Bank of America. The funds=ed and identify the date, time, and receiving
will be sent to the intermediary bank, Bankand sending terminal.

of America’s Los Angeles bank for credit to For the purposes of examining for money
the bank of the beneficiary, Bank of San Pedrdaundering, most of the important information
San Pedro, CA. The beneficiary of the transfewill be contained in the supplementary portion
is H. L. Industries, and the message containsf the message with the field tags. Bank persor
instructions to credit the amount to H. L. Indus-nel can help decipher messages.

tries’ account and advise the company by phone
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Amendment to Regulation H

Procedures for Monitoring Bank Secrecy Act

Compliance—February 1987*

Section 801.0

Effective January 27, 1987, section 208.14 i¢b) Establishment of compliance program®n

added to read as follows:

SECTION 208.14—PROCEDURES
FOR MONITORING BANK
SECRECY ACT COMPLIANCE

(a) Purpose This section is issued to ensure
that all state member banks establish and
maintain procedures reasonably designed to
ensure and monitor their compliance with
the provisions of subchapter Il of chapter 53
of title 31, United States Code, the Bank
Secrecy Act, and the implementing regula-
tions promulgated thereunder by the Depart(c)
ment of Treasury at 31 CFR part 103,
requiring recordkeeping and reporting of
currency transactions

* The complete regulation as amended effective
January 27, 1987, consists of—
 a regulation pamphlet dated May 1942 and
* this slip sheet.

13. Recordkeeping requirements contained in this
section have been approved by the Board under
delegated authority from the Office of Management
and Budget under the provisions of chapter 35
of title 44, United States Code, and have been assigned
OMB No. 7100-0196.

or before April 27, 1987, each bank shall
develop and provide for the continued
administration of a program reasonably
designed to ensure and monitor complianc:
with the recordkeeping and reporting
requirements set forth in subchapter Il of
chapter 53 of title 31, United States Code
the Bank Secrecy Act, and the implement-
ing regulations promulgated thereunder by
the Department of Treasury at 31 CFR
part 103. The compliance program shall be
reduced to writing, approved by the board of
directors, and noted in the minutes.

Contents of compliance progranmihe com-
pliance program shall, at a minimum—

(1) provide for a system of internal controls
to ensure ongoing compliance;

(2) provide for independent testing for com-
pliance to be conducted by bank person
nel or by an outside party;

(3) designate an individual or individuals
responsible for coordinating and moni-
toring day-to-day compliance, and

(4) provide training for appropriate
personnel.
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Internal Compliance Program
Section 802.0

Essential to the financial institution’s ability to INTERNAL AUDITORS
comply with the rules and regulations of the
Bank Secrecy Act and ensure that the institutiomn internal auditing department within the finan-
does not become involved in illicit activities, iScial institution should be established with
an effective internal compliance program. ltresponsibilities which include:
should be noted that, by statute (12 U.S.C.
1818(s)), Federal banking agencies are requiredPerforming transaction testing to ensure
to issue orders requiring an institution to “cease that the institution is following proscribed
and desist from its violation” when an institu- regulations;
tion has failed to establish and maintain ades Performing testing of employees to asses
quate internal compliance procedures or an knowledge of regulations and procedures;
institution has failed to correct any problem withe Reviewing written procedures and training
the internal compliance procedures that were programs for completeness and accuracy; ar
previously identified as being deficient. « Reporting all findings to senior management

At a minimum, an internal compliance pro-
gram must:

LARGE CURRENCY INTERNAL

* Provide for a system of internal controls toCONTROL

ensure ongoing compliance;

* Provide for independent testing of complianceginancial institutions should have the ability to
+ Designate an individual responsible for dayyetect and monitor large currency transaction
to-day coordination and monitoring of com-gccurring at the financial institution to ensure
pliance; and ) that such transactions are not being conducte

* Provide training for appropriate personnel. for jllegitimate purposes. With the advent of the
) i “$3,000 rule” imposing recordkeeping require-

These items are the basic elements of a goqflents for cash purchases of certain moneta
compliance program. In order to maintain gnstruments of between $3,000 and $10,000, th
program that ensures compliance on an ongoingame principles of currency transaction monitor

basis and helps to prevent abuse of the instityng should be applied to this function, as well.
tion by those who might wish to use the insti-

tution for illegal purposes, financial institutions
must involve several areas of operation angsXENMPTION PROCEDURES
administration.
For those financial institutions that maintain
exemptible customers from the CTR reporting
SENIOR MANAGEMENT requirements under the existing rules (as oppose
to the interim exemption rule), it is imperative
Senior management must show a commitmerthat regular monitoring of the exemption pro-
to compliance by the financial institution by: cess be undertaken. The institution must be abl
to ensure that exempted customers are compl
« Establishing a strong compliance plan that isng with the limitations of their exemption and
fully implemented and approved by the boardhat, on a regular basis, exempted custome
of directors of the institution; transactions are reviewed. Any abnormalities i
» Requiring that senior management be kephe exemption process by the institution or the
informed of compliance efforts, audit reportscustomer should be readily identifiable througkt
and any compliance failures with correctivethe internal compliance program.
measures instituted;
* Including regulation compliance within the
job description and job performance evaluaTRAINING
tion of institution personnel; and
» Conditioning employment on regulation Financial institution personnel should be trainec
compliance. in all aspects of regulatory and internal policies
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and procedures. An effective training progranContinuous and updated training to ensure per-
should include: sonnel is provided with the most current and up
to date information.
< All compliance officers, audit and/or indepen-
dent review personnel and other customer
contact personnel, including tellers, customer
service representatives, lending officers anCOMPLIANCE RESPONSIBILITY
private or personal banking officers, should be
trained regarding policies and procedures, a&n individual should be designated as a com-
well as common money laundering schemepliance contact, with day-to-day responsibility
and patterns; for the compliance program.
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Internal Revenue Service Currency and Banking Retrieval Syste
Currency and Banking Reports System (CBRS) Section 901.0

The Bank Secrecy Act and Money Launderingdof Governors of the Federal Reserve Systen
Statutes were passed by Congress to help facildditionally, tapes of all documents, except
tate the identification and prosecution of indi-8300s, are furnished to U.S. Customs and sul
viduals involved in illegal activities for profit. sequently added to the Treasury Enforcemer
In 1984, the Detroit Computing Center (DCC)Communications Service’'s (TECS) data bas
was chosen to collect, perfect and input to théor use by law enforcement agencies. Tape file
CBRS Data Base, millions of documentsare also sent to the states of California, Arizona
required to be furnished under the laws. ThesBbew York, Florida, lllinois and Texas for CTR

documents consist of the followingturrency  documents filed in their respective states. Proje
Transaction Reports (CTR’s - Form 4789) GATEWAY has been established to allow
required to be filed by Financial Institutionsselected officials from all states to have hands-o
on cash transactions over $10,000urrency access to the query data base.

Transaction Reports by Casinos (CTRC - The system can be used to identify bank
Form 8362) required to be filed by casinos ongccounts, secret cash, leads to assets and fore
cash transactions over $10,08%port of Cash  pank accounts, and a myriad of other usefu
Payments Received in a Trade or Business jnformation for compliance and other law
(Form 8300) to be filed by anyone in a trade enforcement personnel. For example, Feder:

or business receiving payments in cash totallingeserve staff utilize the data base to verify
$10,000 or more in a single or related transyimely filings by financial institutions.

action;Report of Foreign Bank and Financial . I
Accounts (FBAR - TDF 90-22.1)equired to be D g Ch:ewi?r?(asth%a}g?o?::;ns é??l'qnéaé';?: i?tctohri
filed annually by any U.S. citizen having finan- rolled. Three branches comprise the working

cial interest in or signature authority over an h .
: : : roup for the project: Systems, Edit/Error Reso
foreign bank account exceeding $10,000 in tomﬁjtion, and the Compliance Branch. The Com.

Iuliple accounts that 1 the agaregate exceddiance Branch has the overal responsibilty o
$10,000:Report of International Transporta- prOV|d[ng authoritative information and assis-
tion of Currency or Monetary Instrument [@nce in person, by telephone, or by correspor
Reports (CMIR - Form 4790) are loaded from dence to financial institutions and their repre-
tapes received from U.S. Customs Service, the ntatives as they apply to the provisions of th
documents are filed when amounts greater th ank Secrecy Act.

$10,000 in cash or monetary instruments are Banks, as defined in the regulations, have th
taken across any U.S. BorderS§uspicious authority to exempt from reporting transactions
Activity Report (SAR) are filed by Financial Of certain types of entities specifically enumer-
Institutions on any unusual or suspicious cashted in the regulations. These entities are mair
transactions of any amount; akérm CF-7501 tained on bank exempt lists. The Compliance
Entry Summary is received from Customs Branch corresponds with banks to obtain thes
electronically for any commodity subject to€xempt lists and co_nducts a limited review or
Excise Tax. In early 1994, thénformation  such lists once received.

Return for Federal Contract Document (Form If a bank believes that certain circumstance
8596)was added to the CBRS. This Collectionwarrants the exemption of an entity not specifi
document allows for tracking of contracts beingcally enumerated in the regulation, it must
issued by different Federal Agencies. As ofequest a “Special Exemption” from IRS. These
the end of January 1996, the CBRS Dataequests for “Special Exemptions” are grantec
Base contained over 90,000,000 informatiomr denied by the Compliance Branch.

documents. Research of various data bases and files

The CBRS Data Base can be accessed l@one so that certified transcripts/documents ca
special agents, revenue agents and revenue offie prepared by use in grand jury investigation:
cers through portable computers through a teleand criminal/civil court cases. Periodically, the
phone system or CDN lines. There are approxiemployees may be called upon to serve a
mately 15,000 user-id/passwords assigned twitnesses (court testifiers) to introduce thes
users of the CBRS, including staff of the Boarddocuments as evidence during a trial.
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901.0 Internal Revenue Service Currency and Banking Retrieval System

Also, as a part of the document processingC|D Agents, IRS and Other Law
function, many documents are perfected b¥nforcement Services
telephone contact and/or correspondence. Tele-

phone contact is made with financial institutions copies of BSA/Title 26 documents including
when an unsatisfactory response is received as aye copy certifications for court

resu_lt of computer generated corres_pondence QNResearch and certification of “negative” or
an incomplete Currency Transaction Report. «ng document filed” results

The objective is to make the FO"T‘ 4789, Testify at trials as Custodian of the Record
processable. If the telephone contact is unsuc-
cessful, the Form 4789 is deemed unsatisfactory
and thus forwarded to Treasury for further .
review. BSA Compliance Branch—Contact

Points

BSA Compliance Branch Office

David Gooding,Chief
BSA COMPLIANCE BRANCH, Tamika Brown,Secretary

DETROIT COMPUTING CENTER  po Box 32063

The BSA Compliance Branch of the CurrencysgitégIt@“fégg%i?fg%;sz 0063

Reporting & Compliance Division has beeng,y (313) 234-1614

delegated responsibility for providing authorita-

tive information on certain provisions of the gga Compliance Review Group

Bank Secrecy Act ("BSA"). This guidance is candace WallsChief (313) 234-1597

provided in person, by telephone or througfvergary FortuneSecretary
correspondence to financial institutions and theify ;iside customers

representatives. . _ (financial institutions) (313) 234-1613
The BSA Compliance Branch will verify \pg Employees/law
receipt of CTRs at the request of a financial gnforcement (313) 234-1597

institution. There is a research fee charged for
this service of $20.00 for up to ten document§ o5q BSA Representative

and $2.00 for each additional document. TQ arion Formigan (313) 234-1602
receive copies, add 15 cents per document
requested. ) _ BSA Representatives (BSAR)
A synopsis of the duties of the BSA Compli- Freda Allen (313) 234-1610
ance Branch as follows: Phyllis Brown (313) 234-1599
Yvonne Covington (313) 234-1600
Lyndon Ford (313) 234-1601
Outreach Program: Wanda Hampton (313) 234-1612
Elva Jackson (313) 234-1603
« Speakers for Banking/Professional SeminarsElizabeth Johnson (313) 234-1604
Ronald Kaczynski (313) 234-1605
Marian Kirkland (313) 234-1607
. . L. . Linda Krych (313) 234-1608
Financial Institution Services Annie McCarty (313) 234-1609
o ] Marie Morris (313) 234-1610
» Customer service lines for answering technit jnda Townsend (313) 234-1611

cal and form completion questions

Grant/deny request for special exemptions BSA Support Group |

Process requests for backfiling determinationghief, Yvonne Davis (313) 234-1594
Review bank Exemption Lists

Provide verification of receipt and copies ofTax Examining Assistants (TEA)

CTRs Minnie Blair (313) 234-1580
« Staff a toll-free suspicious transaction reportCynthia Drew (313) 234-1590
ing hot line Sharon McMorris (313) 234-1585
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Internal Revenue Service Currency and Banking Retrieval System 90

Mary Rogers
Linda Taylor

(313) 234-1586 LOGON CODES
(313) 234-1588

Each organization is required to use specifiel
Client and Office codes in the Accounting Data

Other Numbers/Addresses of Interestfield when logging into the CBRS. Federal

Jim Bahnke

Reserve System staff must first obtain an authc
rizaion code in order to access the CBRS sys

Chief, Tax Systems Division (313) 234-1066 tem. Each Reserve Bank has established a Ba

Pat Donaldson
Chief, CTR Branch

Henry James
Chief, Currency Rep.
& Compl. Div.

Derrick Moore

Chief, Edit/Error Res. Br.

CTR Corrective
Correspondence

Ben McMakin

CID Coordinator

Cathy Swickle

Public Affairs Officer

Magnetic Media Hotline

Suspicious Transaction
Hotline

Bank Secrecy Act (BSA)
Bulletin Board

IRS Forms
(including Form 4789)

IRS Taxpayer Service
Toll-Free

Secrecy Act contact to access the CBRS syster
Additional requests for logon i.d.s should be

(313) 234-1401 | H

(voice)
(313) 234-1402

Mr. Richard Small
(fax)

Special Counsel

Board of Governors of the Federal Reserve
System

Mail Stop 173

Washington, D.C. 20551

(313) 234-1062
(313) 234-1636

(313) 234-1657

SPECIAL REQUEST PROCEDURE
(313) 234-1077 (REPORTS AND/OR TAPE)

(313) 234-1052 In situations where on-line or download data is

) insufficient for your needs, a special report ol

(313) 234-1445 data tape may be requested from the DCC

Non-IRS personnel should mail requests to thi

(800) 800-2877 Special Assistant for Financial Enforcement a

the DCC. For Federal Reserve System staff, th

(313) 234-1453 request should be routed through the Speci
Counsel at the Federal Reserve Board.

(800) 829-3676

(800) 829-1040

Bank Secrecy Act Manual

September 1997
Page 3



Suspicious Activity Report Database
Section 902.0

INTRODUCTION Federal Reserve implemented a Fast Trac
Criminal Referral Enforcement Program (the
Pursuant to Federal Reserve regulations, alFast Track Program”) that uses expedited,
institutions supervised by the Federal Reservetreamlined enforcement procedures to obtai
are required to report suspicious transactiongonsent orders of prohibition from banking
using the Suspicious Activity Report (“SAR”). officials and employees whose cases have be
The SARs are maintained in a computerizedeclined by law enforcement agencies and hav
database that is managed by the Internal Rewlready admitted to criminal acts involving
enue Service. All Reserve Banks have on-lin@mounts up to $100,000. When needed, it wil
access to the SAR database. also be used to seek restitution from the
individuals through consent cease and desi
orders. The Fast Track Program also involve
REVIEW OF SUSPICIOUS the expeditious issuance of appropriate notice
ACTIVITY REPORTS in those instances where individuals do no
consent to the orders presented to them. Detaile
Prior to the start of an examination, the SARbelow are the procedures that Federal Resen
database should be reviewed as to all SARstaff should follow in utilizing the Fast Track
related to the financial institution to be exam-Program.
ined. This review should be an integral part of
the examination preparation, as it can provide
valuable information to assist in developing theprgcedures
appropriate scope of the review.
1. Each Federal Reserve Bank should review a
SARs on an on-going basis and, in connec
SEARCHING THE SAR tion therewith, should implement the Fast
DATABASE Track Program to identify those SARs where
law enforcement agencies have declined t
Instructions for accessing the SAR database can prosecute institution-affiliated parties who
be found in the “Internal Revenue Service have admitted guilt involving criminal activi-
User’s Guide.” Additional guidance on the use ties with associated losses of less tha
of the SAR database can be obtained from the $100,000.
Bank Secrecy Act coordinator at each Reservg, For those SARs involving losses of under
Bank. $100,000, in which an institution-affiliated
party has admitted guilt through a signed
confession, an oral admission to a banking

IDENTIFICATION OF organization official that is recorded, or
SIGNIFICANT SUSPICIOUS otherwise, designated Federal Reserve Bar
ACTIVITY personnel should contact federal law enforce

ment agencies and, where necessary, state
When suspicious activity involving senior cur-  local law enforcement agencies, or reconfirm
rent or former officials or highly unusual activity  prior contacts, to determine the status of an
is identified, the Board's Special Investigations criminal investigation or prosecution involv-
and Examinations Section should be notified at ing the individual. The Federal Reserve Bank
202-452-3168. should ascertain whether the individual ha:
already been prosecuted and sentence
through a U.S. Attorney’s or state equivalent
FAST TRACK CRIMINAL
REFERRAL ENFORCEMENT
PROGRAM

Effective April _14: 199_57 _as detailed in the ; Effective April 1, 1996, the Criminal Referral Form was
Board’s supervisory directive SR 95-23, thereplaced with the Suspicious Activity Report form.
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Suspicious Activity Report Database

“Fast Track” system or otherwisgwhether
the matter is under active investigation, or
whether the matter has been declined for
prosecution.

. If law enforcement has declined to prosecute
the individual subject to the SAR, the Federal
Reserve Bank should:

a. Gather from the law enforcement agency,
or the banking organization filing the 6.
SAR, or both, all appropriate documents
related to the SAR, including a copy of the
signed confession, records relating to
any admission made to banking officials,
and any other pertinent supporting
materials, such as affidavits and investiga-
tory reports;

. contact the appropriate banking organiza-
tion representative to ascertain whether
any civil action has been taken by the
organization against the individual, and
whether the financial institution has
obtained any restitution, either through
the voluntary cooperation of the indi-
vidual or by means of a court judgment;

. determine the current home address of the
individual, if possible; and

. determine whether the individual is cur-
rently employed by a banking organiza-
tion, if possible.

. When requested information is received and
the Federal Reserve Bank determines with
certainty that the appropriate federal, state, or
local law enforcement agency will not pros-
ecute the institution-affiliated party, desig-
nated Federal Reserve Bank personnel should
make a determination regarding whether a
prohibition order, or cease and desist order
seeking restitution, or a combination of both
should be pursued under the Fast Track
Program.

. In the event a Federal Reserve Bank recom-
mends an institution-affiliated party for inclu-
sion in the Fast Track Program, it should
forward to the Board’s Division of Banking
Supervision and Regulation’s Deputy Asso-
ciate Director responsible for enforcement
matters the following:

2. In those cases where an individual has already been
prosecuted and sentenced, Federal Reserve Banks should

follow current procedures and ensure that the individual

a. The completed portion of the Fast Track
Program checklistidentified as “Federal
Reserve Bank Responsibilities,” along
with a copy of the SAR; and

. documentation supporting the recom-
mendation, such as the signed confession,
or a bank’s record of an individual's
admission.

Upon the submission of a Federal Reserve

Bank’'s recommendation and completed

checklist, designated staff of the Division of

Banking Supervision and Regulation, in

coordination with the Board’s Legal Divi-

sion, will:

a. Obtain the necessary approvals of senior
Board staff required for the initiation of an
enforcement action using the Fast Track
Program checklist in the place of a stan-
dard “final approval” memorandum;

. notify the other federal financial institu-

tions supervisory agencies regarding the

proposed enforcement action under cur-
rent interagency notification procedures;

in consultation with Federal Reserve Bank
staff, finalize a proposed order, using pre-
approved formats, and send it to the indi-
vidual for his or her consideration of

entering into the order on a consent basis
by means of a cover letter signed by the

Deputy Associate Director, which desig-

nates an Enforcement Section attorney as

the contact person for discussions regard-
ing the consent order;

upon receipt of a signed consent order,

obtain the necessary senior Board staff

approvals, have the order executed by the

Board's Secretary, prepare and send all

necessary interagency notification letters,

and, in consultation with the Board’s pub-
lic information office, prepare an appro-
priate press release; and

in the event the individual does not agree

to the consensual issuance of an order of

prohibition, or cease and desist order, or a

combined order, where necessary, coordi-

nate with designated Federal Reserve Bank
staff in order to prepare the appropriate

notice under existing Federal Reserve

enforcement procedures.

C.

d.

e.

receives a letter from the Federal Reserve Bank explaining the————
restrictions and limitations contained in section 19 of the 3. Not included in this Manual. Refer to SR Letter 95-23
Federal Deposit Insurance Act, as amended (12 U.S.C. 1829r a copy of the checklist.

September 1997
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Suspicious Activity Report Database 902.C

These are internal procedures for the Feder@UESTlONS
Reserve’'s Fast Track Program. They do not
create or confer any substantive or procedur@or questions regarding the use of the SAF
rights on third parties, which would be enforce-database you may telephone the Board’s Speci
able, in any manner, in a proceeding of anynvestigations and Examinations Section a
nature. 202-452-3168.
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Federal Reserve Enforcement Actions
Section 903.0

The Federal Reserve supervises the followinépr violations of laws, rules, or regulations,
entities and has the statutory authority to takensafe or unsound practices, breaches of fidt

formal enforcement actions against them: ciary duty, and violations of final orders. Formal
actions include cease and desisit orders, writte

» State member banks agreements, removal and prohibition orders, an
» Bank holding companies orders assessing civil money penalties. Suc
» Nonbank subsidiaries of bank holding actions can include those for entities who fail tc
companies develop and implement compliance program:
» Edge and agreement corporations designed to detect, deter and report suspiciot

» Branches and agencies of foreign bankingctivities possibly associated with money laun:
organizations operating in the U.S. and theidering or to meet other technical reporting anc
parent banks recordkeeping requirements under the Ban

« Officers, directors, employees, and certairBecrecy Act.
other categories of individuals associatied with For information regarding enforcement actions
the above banks, companies and organizatiomaken by the Federal Reserve, the reader me
(referred to as “institution affiliated parties”) refer to the Federal Reserve’'s home page at tt

following address:

Generally, the Federal Reserve takes formal

enforcement actions against the above entitidgtp://www.bog.frb.fed.us/boarddocs/enforcemen
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FinCEN Advisories
Section 904.0

From time to time as deemed necessary, the Federal Reserve Examination Staff is advise!
Financial Crimes Enforcement Networkthat any questions regarding a FinCEN matte
(“FinCEN") will provide advisories to the banks, should be directed first to the Board’s Specia
regulators and the general public concerningnvestigations and Examinations Section a
money laundering matters, trends and pattern§02) 452-3168.

or amendments/clarifications to the Bank

Secrecy Act. Access to the Fincen home page to

obtain the advisories and other information can

be found at the following address:

http://www.ustreas.gov/treasury/bureaus/fincen/
advis.html

Other communications can be directed to
FinCEN:

Phone (703) 905-3773

Facsimile (703) 905-3885

Address: 2070 Chain Bridge Road, Vienna,
Virginia 22182
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Check List to Identify Potential Abuses

1001.0

The following is a list of transactions that coulds Currency transaction reports, when filed, are
be considered unusual or suspicious and possi-often incorrect or lack important information.
bly linked to money laundering or other finan-¢ List of exempted customers appears unusuall
cial crime activities. The list is not intended to long.

be all inclusive. * High volume of sequentially numbered trav-

eler’s checks or postal money orders addresse
to same payee.

MONEY LAUNDERING

Increase in cash shipments that is not acconFFSHORE TRANSACTIONS

panied by a corresponding increase in the

number of accounts. o + Loans made on the strength of a borrower’s
Cash on hand frequently exceeds limits estab- financial statement reflects major investment
lished in security program and/or blanket in and income from businesses incorporated i

bond coverage. bank secrecy haven countries.
Large volume of wire transfers to and frome. | pans to offshore companies.
offshore banks. Loans secured by obligations of offshore

Large volume of cashier's checks, money panks.

orders or travelers checks sold for cash. « Transactions involving an offshore “shell”
Accounts have a large number of small depos- pank whose name may be very similar to the
its and a small number of large checks with name of a major legitimate institution.

the balance of the account remaining relas Frequent wire transfers of funds to and from
tively low and constant. Account has many of pank secrecy haven countries.

the same characteristics as an account used ©iofers of multimillion dollar deposits at below
check kiting. . . market rates from a confidential source to be
A large volume of deposits to several different gant from an offshore bank or somehow guar
accounts with frequent transfers of major anieed by an offshore bank through a lettet
portion of the balance to a single account at iajex or other “official” communication.

the same bﬁar&k or at another bank. « Presence of telex or facsimile equipment in ¢
Loans to offshore companies. bank where the usual and customary busines

A large volumfe of cashier’'s checks or money activity would not appear to justify the need
orders deposited to an account where the ¢, o ch equipment.

nature of the account holder’s business would

not appear to justify such activity.

Large volume of cash deposits from a busi-

ness that is not normally cash intensive. ~ WIRE TRANSFERS

Cash deposits to a correspondent bank account

by any means other than through an armoretl Indications of frequent overrides of estab-
carrier. lished approval authority and other internal
Large turnover in large bills or excess of small controls.

bills from bank and demand for large bills by* Intentional circumvention of approval author-
bank which would appear uncharacteristic for ity by splitting transactions.

the bank. » Wire transfers to and from bank secrecy havel
Cash shipments which appear large in com- countries.

parison to the dollar volume of currencye Frequent or large wire transfers for person:
transaction reports filed. who have no account relationship with bank.
Dollar limits on the list of the bank customerse In a linked financing situation, a borrower’s
exempt from currency transaction reporting request for immediate wire transfer of loan
requirements which appear unreasonably high proceeds to one or more of the banks wher
considering the type and location of the busi- the funds for the brokered deposits originatec
ness. No information is in the bank’s files tos Large or frequent wire transfers against
support the limits set. uncollected funds.
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Section 1001.0 Check List to Identify Potential Abuses

e Wire transfers involving cash where thee Financial statements reflect concentrations of

amount exceeds $10,000. closely held companies or businesses that lack
 Inadequate control of password access. audited financial statements to support their
e Customer complaints and/or frequent error value.

conditions.

CREDIT CARDS AND
ELECTRONIC FUNDS
TRANSFERS

LINKED FINANCING/BROKERED
TRANSACTIONS

Out-of-territory lending. . .
Loan production used as a basis for officer !_acl_< of separation of dgtles between the card
issuing function and issuance of personal

bonuses. . -
Evidence of unsolicited attempts to buy or identification numl:_)er (PIN).
recapitalize the bank where there is evidence Poor control of unissued Ca'FdS and PINs.
of a request for large loans at or about thé Poor control of returned mail.
same time by persons previously unknown t¢ Customer complaints.
the bank. Promise of large dollar deposits may Poor control of credit limit increases.
also be involved. » Poor control of name and address changes.
Promise of large dollar deposits in considers Frequent malfunction of payment authoriza-
ation for favorable treatment on loan requests. tion system.
(Deposits are not pledged as collateral for the Unusual delays in receipt of card and PINs by
loans.) the customers.
Brokered deposit transactions where the bro- Bank does not limit amount of cash that a
ker's fees are paid for from the proceeds of customer can extract from an ATM in a given
related loans. day.
Anytime a bank seriously considers a loan Evidence that customer credit card purchases
request where the bank would have to obtain have been intentionally structured by a mer-
brokered deposits to be able to fund the loan chant to keep individual amount below the
should be viewed with suspicion. “floor limit” to avoid the need for transaction
Solicitation by persons who purportedly have approval.
access to multi-millions of dollars, from a
confidential source, readily available for loans
and/or deposits in U.S. financial institutions.
Rates and terms quoted are usually morlISCELLANEOUS
favorable than funds available through normal
sources. A substantial fee may be requested mIndications of frequent overrides of internal
advance or the solicitor may suggest that the controls or intentional circumvention of bank
fee be paid at closing but demand compensa- policy.
tion for expenses, often exceeding $50,000.¢ Unresolved exceptions or frequently recurring
* Prepayment of interest on deposit accounts exceptions on exceptions report.
where such deposit accounts are used asOut-of-balance conditions.
collateral for loans. « Purpose of loan is not recorded.
» Proceeds of loan are used for a purpose other
than the purpose recorded.

THIRD PARTY OBLIGATIONS « A review of checks paid against uncollected
funds indicates that the customer is offsetting
« Incomplete documentation on guaranties. checks with deposits of the same or similar
e Loans secured by obligations of offshore amount and maintains a relatively constant
banks. account balance, usually small in relation to
e Lack of credit information on third party the amount of activity and size of the
obligor. transactions.
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Suspicious Activity Report
Section 1002.0

FEDERAL RESERVE press release

For immediate release February 5, 1996

The Federal Reserve Board today announced a final rule to
simplify the process for reporting suspected crimes and
suspicious activities by banking organizations supervised by the
Federal Reserve.

The final rule is effective April 1, 1996.

The rule was developed by the Federal Reserve, the other
federal banking agencies, and the Financial Crimes Enforcement
Network of the U.S. Department of the Treasury (FinCEN).

The rule significantly reduces reporting burdens, while at
the same time enhancing the ability of law enforcement
authorities to investigate and prosecute criminal offenses
involving our Nation’s financial institutions.

The new suspicious activity reporting rule:

. combines the current criminal referral rules of the
Federal Reserve and the other federal banking agencies
with FINCEN'’s suspicious activity reporting
requirements relating to money laundering offenses;

. creates a uniform reporting form and instructions--the
new "Suspicious Activity Report " or "SAR--for use by
banking organizations to report all violations;

. requires the filing of only one form with FInCEN;

. enables a filer, through computer software that will be
provided by the Federal Reserve to all of the domestic
and foreign banking organizations it supervises, to
prepare a SAR on a computer and file it by magnetic
media, such as a computer disc or tape;

(more)
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1002.0 Suspicious Activity Report

. raises the thresholds for mandatory reporting in two
categories and creates a threshold for the reporting of
suspicious transactions related to money laundering and
violations of the Bank Secrecy Act in order to reduce
the reporting burdens of banking organizations; and

. emphasizes recent changes in the law that provide a
safe harbor from civil liability to banking
organizations and their employees for reporting of

known or suspected criminal offenses or suspicious
activities.

Substantially identical suspicious activity reporting rules
are being issued by FIinCEN, the Office of the Comptroller of the
Currency, the Federal Deposit Insurance Corporation, the Office
of Thrift Supervision, and the National Credit Union

Administration.
The Board’s notice is attached.

-0-

Attachment
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Suspicious Activity Report 1002.0

FEDERAL RESERVE SYSTEM
12 CFR Parts 208, 211 and 225
[Regulations H, K and Y; Docket No. R-0885]
Membership of State Banking Institutions in the Federal Reserve
System; International Banking Operations; Bank Holding Companies

and Change in Control; Reports of Suspicious Activity under the
Bank Secrecy Act

AGENCY: Board of Governors of the Federal Reserve System.
ACTION: Final Rule.
SUMMARY: The Board of Governors of the Federal Reserve

System (Board) is amending its regulations on the reporting of
known or suspected criminal and suspicious activities by the
domestic and foreign banking organizations supervised by the
Board. This final rule streamlines reporting requirements by
providing that such an organization file a new Suspicious

Activity Report (SAR) with the Board and the appropriate federal
law enforcement agencies by sending a SAR to the Financial Crimes
Enforcement Network of the Department of the Treasury (FINCEN) to
report a known or suspected criminal offense or a transaction
that it suspects involves money laundering or violates the Bank
Secrecy Act (BSA).

EFFECTIVE DATE: April 1, 1996.

FOR FURTHER INFORMATION CONTACT: Herbert A. Biern, Deputy
Associate Director, Division of Banking Supervision and

Regulation, (202) 452-2620, Richard A. Small, Special Counsel,
Division of Banking Supervision and Regulation, (202) 452-5235,

or Mary Frances Monroe, Senior Attorney, Division of Banking
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2

Supervision and Regulation, (202) 452-5231. For the users of
Telecommunications Devices for the Deaf (TDD) only, contact
Dorothea Thompson, (202) 452-3544, Board of Governors of the
Federal Reserve System, 20th Street and Constitution Avenue,
N.W., Washington, D.C. 20551.
SUPPLEMENTARY INFORMATION:
Background

The Board, the office of the Comptroller of the
Currency (OCC), the Federal Deposit Insurance Corporation (FDIC),
and the Office of Thrift Supervision (OTS) (collectively, the
Agencies) have issued for public comment substantially similar
proposals to revise their regulations on the reporting of known
or suspected criminal conduct and suspicious activities. The
Department of the Treasury, through FinCEN, has issued for public
comment a substantially similar proposal to require the reporting
of suspicious transactions relating to money laundering
activities.

The Board's proposed regulation (60 FR 34481,
July 3, 1995) noted that the interagency Bank Fraud Working
Group, consisting of representatives from the Agencies, the
National Credit Union Administration, law enforcement agencies,
and FIinCEN, has been working on the development of a single form,
the SAR, for the reporting of known or suspected federal criminal
law violations and suspicious activities. The Board's proposed
regulation, as well as those proposed by the OCC, FDIC, OTS and

FIinCEN, attempted to simplify and clarify reporting requirements
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3
and reduce banking organizations, reporting burdens by raising
mandatory reporting thresholds for criminal offenses and by
requiring the filing of only one report with FinCEN.

The Board’s final rule adopts its proposal with a few
additional changes that have been made in response to the
comments received. The changes will result in burden reductions
even greater than those that were proposed. The Board's, the
other Agencies’, and FIinCEN’s final rules relating to the
reporting of suspicious activities are now substantially
identical, and they:

(1) Combine the current criminal referral rules of the
federal financial institutions regulatory agencies with
the Department of the Treasury’'s suspicious activity
reporting requirements;

(2) create a uniform reporting form, the new Suspicious
Activity Report or SAR, for use by banking
organizations in reporting known or suspected criminal
offenses, or suspicious activities related to money
laundering and violations of the BSA,

(3) provide a system whereby a banking organization need
only refer to the SAR and its instructions in order to
complete and file the form in conformance with the
Agencies’ and FIinCEN'’s reporting regulations;

(4) require the filing of only one form with FInCEN;

(5) eliminate the need to file supporting documentation

with a SAR;

Bank Secrecy Act Manual
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(6) enable a filer, through computer software that will be
provided by the Board to all of the domestic and
foreign banking organizations it supervises, to prepare
a SAR on a computer and file it by magnetic media, such
as a computer disc or tape;

(7) establish a database that will be accessible to
federal and state financial institutions regulators and
law enforcement agencies;

(8) raise the thresholds for mandatory reporting in two
categories and create a threshold for the reporting of
suspicious transactions related to money laundering and
violations of the BSA in order to reduce the reporting
burdens on banking organizations; and

(9) emphasize recent changes in the law that provide a safe
harbor from civil liability to banking organizations
and their employees for reporting of known or suspected
criminal offenses or suspicious activities, by filing a
SAR or by reporting by other means, and provide
criminal sanctions for the unauthorized disclosure of
such report to any party involved in the reported
transaction.

Section-by-Section Analysis

Under the Board's final rule, state member banks, bank
holding companies and their nonbank subsidiaries, most U.S.
branches and agencies and other offices of foreign banks, and

Edge and Agreement corporations need only follow SAR instructions
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for completing and filing the SAR to be in compliance with the
Board’'s and FInCEN's reporting requirements. The following
section-by-section analysis correlates the specific SAR
instruction number with the applicable section of the Board's
final rule:

Section 208.20(a) (Instruction No. 1 on the SAR)
provides that a state member bank must file a SAR when it detects
a known or suspected violation of federal law or a suspicious
activity pertinent to a money laundering offense.

Section 208.20(b) provides pertinent definitions.

Sections 208.20(c)(1), (2), and (3) (Instructions 1 a.,

b., and c. on the SAR) instruct a state member bank to file a SAR
with FINCEN in order to comply with the requirement to notify
federal law enforcement agencies if the bank detects any known or
suspected federal criminal violation, or pattern of violations,
committed or attempted against the bank, or involving one or more
transactions conducted through the bank, and the bank believes it
was an actual or potential victim of a crime, or was used to
facilitate a crime. If the bank has a substantial basis for
identifying one of its insiders or other institution-affiliated

parties in connection with the known or suspected crime,
reporting is required regardless of the dollar amount involved.

If the bank can identify a non-insider suspect, the applicable
transaction threshold is $5,000. In cases in which no suspect

can be identified, the applicable transaction threshold is
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$25,000. These sections were not changed from the proposed
regulations published for public comment in July 1995.

Section 208.20(c)(4) (Instruction 1 d. on the SAR)
instructs a state member bank to file a SAR with FINCEN in order
to comply with the requirement to notify federal law enforcement
agencies and the Department of the Treasury of transactions
involving $5,000 or more in funds or other assets when the bank
knows, suspects or has reason to suspect that the transaction:
(i) involves money laundering, (ii) is designed to evade any
regulations promulgated under the Bank Secrecy Act, or (iii) has
no business or apparent lawful purpose or is not the sort in
which the particular customer normally engages and, after
examining the available facts, the bank knows of no reasonable
explanation for the transaction. Section 208.20(c)(4) has been
modified in the final rule to reflect comments received on the
proposal. Most notably, the circumstances under which a
transaction should be reported under this section were clarified,
and a reporting threshold of $5,000 was added.

Section 208.20(c)(4) recognizes the emerging
international consensus that the efforts to deter, substantially
reduce, and eventually eradicate money laundering are greatly
assisted by the reporting of suspicious transactions by banking
organizations. The requirements of this section comply with the
recommendations adopted by multi-country organizations in which
the United States is an active participant, including the

Financial Action Task Force of G-7 nations and the Organization
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of American States, and are consistent with the European
Community’s directive on preventing money laundering through
financial institutions.

Section 208.20(d) (Instruction 2 on the SAR) provides
that SARs must be filed within 30 calendar days of the initial
detection of the criminal or suspicious activity. An additional
30 days is permitted in order to enable a bank to identify a
suspect, but in no event may a SAR be filed later than 60 days
after the initial detection of the reportable conduct. The Board
and law enforcement must be notified in the case of a violation
requiring immediate action, such as an on-going violation. These
reporting requirements were not changed from the July 1995
proposal, with the exception of the addition of the requirement
that the Board be notified about on-going offenses requiring
immediate notification to law enforcement authorities.

Section 208.20(e) encourages a state member bank to
file a SAR with state and local law enforcement agencies. This
section is unchanged from the July 1995 proposal.

Section 208.20(f) (Instruction 3 on the SAR) provides
that a state member bank need not file a SAR for an attempted or
committed burglary or robbery reported to the appropriate law
enforcement agencies. In addition, a SAR need not be filed for
missing or counterfeit securities that are the subject of a
report pursuant to Rule 17f-1 under the Securities Exchange Act
of 1934. This section of the final rule was not modified from

the version published for public comment in July 1995.
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Section 208.20(g) requires that a state member bank
retain a copy of the SAR and the original or business record
equivalent of supporting documentation for a period of five
years. The section also requires that a state member bank
identify and maintain supporting documentation in its files and
that the bank make available such documentation to law
enforcement agencies upon their request. The Board made three
changes to this section from the version published for public
comment in July 1995. First, the record retention period was
shortened from 10 years to five years. Second, provision was
made for the retention of business record equivalents of original
documents, such as microfiche and computer imaged record systems,
in recognition of modern record retention technology. The third
change involves the clarification of a state member bank’s
obligation to provide supporting documentation upon request to
law enforcement officials. Supporting documentation is deemed
filed with a SAR in accordance with this section of the Board's
final rule; as such, law enforcement authorities need not make
their access requests through subpoena or other legal processes.

Section 208.20(h) requires the management of a state
member bank to report the filing of all SARs to the board of
directors of the bank, or a designated committee thereof. No
change was made from the July 1995 proposal.

Section 208.20(i)) reminds a state member bank and its

institution-affiliated parties that failure to file a SAR may
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expose them to supervisory action. No change from the July 1995
proposal was made.

Section 208.20(j) provides that SARs are confidential.
Requests for SARs or the information contained therein should be
declined. The final rule also adds a requirement that a request
for a SAR or the information contained therein should be reported
to the Board. With the exception of the added requirement that
requests for SARs be reported to the Board, no changes were made
to this section from the July 1995 proposal.

Section 208.20(k) sets forth the safe harbor provisions
of 31 U.S.C. 5318(g). This new section, which was added to the
final rule as the result of many comments concerning this
important statutory protection for banking organizations, states
that the safe harbor provisions of the law are triggered by a
report of known or suspected criminal violations or suspicious
activities to law enforcement authorities, regardless whether
the report is made by the filing of a SAR in accordance with the
Board’'s rules or for other reasons by different means.

Sections 211.8, 211.24(f), and 225.4(f) of the Board's
rules relating to the activities of foreign banking organizations
and bank holding companies have not been changed in a substantive
manner. Only the references in the sections to “criminal
referral forms” have been changed to reflect the new name for the
reporting form, the SAR. The SAR filing requirements, as well as

the safe harbor and notification prohibition provisions of
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31 U.S.C. 5318(g), continue to be applicable to all foreign
banking organizations and bank holding companies and their
nonbank subsidiaries supervised by the Federal Reserve through
these provisions.
Comments Received

The Board received letters from 44 public commenters.
Comments were received from 15 community banks, 13 multinational
or large regional banks, eight trade and industry research
groups, seven Federal Reserve Banks and one law firm.

The large majority of commenters expressed general
support for the Board’s proposal. None of the commenters opposed
the proposed new suspicious activity reporting rules. A number
of suggestions and requests for clarification were received.

They are as follows.

Criminal Versus Suspicious Acfivities. Many commenters
expressed confusion over the difference between the known or
suspected criminal conduct that would be subject to the dollar
reporting thresholds (provided such conduct does not involve an
institution-affiliated party of the reporting entity) and the
suspicious activities that would be reported regardless of dollar
amount. Section 208.20(c)(4) has been revised to add a $5,000
reporting threshold and to clarify that the suspicious activity
must relate to money laundering and Bank Secrecy Act violations.
A threshold for the reporting of suspicious activities was added

to reduce further the reporting burdens on banking organizations.
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Reporting of Crimes Under State Law. A number of
commenters requested clarification of whether activities
constituting crimes under state law, but not under federal law,
should be reported on the SAR. The Board continues to encourage
banking organizations to refer criminal and suspicious activities
under both federal and state law by filing a SAR. Under the new
reporting system designed by the Board, the other Agencies, and
FInCEN, state chartered banking organizations should be able to
fulfill their state reporting obligations by filing a SAR with
FinCEN.

Safe Harbor Protections; Potential Liability Under
Federal and State Laws. Some commenters expressed the concern
that banking organizations and their institution-affiliated
parties could be liable under federal and state laws, such as the
Right to Financial Privacy Act, for filing SARs with respect to
conduct that is later found not to have been criminal. Another
concern was that the filing of SARs with state and local law
enforcement agencies would subject filers to claims under state
law. Both of these concerns are addressed by the scope of the
safe harbor protections provided in 31 U.S.C. 5318(g).

The Board is of the opinion that the safe harbor
statute is broadly defined to include the reporting of known or
suspected criminal offenses or suspicious activities, by filing
a SAR or by reporting by other means, with state and local law

enforcement authorities, as well as with the Agencies and FinCEN.
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A few commenters requested that the Board make explicit
the safe harbor protections of 31 U.S.C. 5318(g)(2) and (3) on
the SAR. They are included in new Section 208.20(k) of this rule
and on the form.

Record Retention. Several commenters expressed the
view that the 10-year period for the retention of records in
Section 208.20(g) was excessive, especially in light of a five-
year record retention requirement for records that is contained
in the Bank Secrecy Act. The 10-year period in the Board’s
proposed regulation would have continued the Board’s existing
record retention requirement for criminal referral forms.

However, in recognition of the potential burden of document
retention on financial institutions, the Board has limited the
record retention period to five years.

Dollar Thresholds. A few commenters encouraged the
Board to raise the dollar thresholds for known or suspected
criminal conduct by non-insiders, or to establish a dollar
threshold for insiders. The Board has considered these comments,
but at this time it believes that the thresholds meet and
properly balance the dual concerns of prosecuting criminal
activity involving banking organizations and minimizing the
burden on banking organizations. With respect to the suggestion
that the Board adopt a dollar threshold for insider violations,
it is noted that insider abuse has long been a key concern and
focus of enforcement efforts at the Board. With the development

of a new sophisticated automated database, the Board and law
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enforcement agencies will have the benefit of a comprehensive and
easily accessible catalogue of known or suspected insider
wrongdoing. The Board does not wish to limit the information it
receives regarding insider wrongdoing. Some petty crimes, for
example, repetitive thefts of small amounts of cash by an
employee who frequently moves between banking organizations, may
warrant enforcement action or criminal prosecution.

One commenter suggested an indexed threshold, based on
the regional differences in the various dollar thresholds below
which the federal, state, and local prosecutors generally decline
prosecution. While the Board recognizes that there may be
regional variations in the dollar amount of financial crimes
generally prosecuted, the Board’s concern is to place the
relevant information in the hands of the investigating and
prosecuting authorities. The prosecuting authorities then may
consider whether to pursue a particular matter. In the Board's
view, the dollar thresholds proposed and adopted in this final
rule best balance the interests of law enforcement and banking
organizations. The Board also believes that indexed thresholds
could create more confusion than benefit to banking
organizations.

Commenters also suggested the creation of a dollar
threshold for the reporting of suspicious activities relating to
money laundering offenses. A $5,000 threshold has been

established for reporting of such suspicious activities.
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Questions were raised regarding the permissibility of
filing SARs in situations in which the dollar thresholds for
known or suspected criminal conduct or suspicious activity are
not met and the applicability of the safe harbor provisions of 31
U.S.C. 5318(g) to such non-mandatory filings. It is the opinion
of the Board that the safe harbor provisions of 31 U.S.C. 5318(g)
cover all reports of suspected or known criminal violations and
suspicious activities to law enforcement authorities, regardless
of whether such reports are filed pursuant to the mandatory
requirements of the Board’s regulations or are voluntary.

Notification of On-Going Violations and of State and
Local Law Enforcement Authorities. Proposed Section 208.20(d)
required a banking organization to notify immediately the law
enforcement authorities in the event of an on-going violation.
Section 208.20(e) encourages the filing of a copy of the SAR with
state and local law enforcement agencies in appropriate cases.
This requirement and guidance were found by some commenters to be
unclear as to when immediate notification or the filing of the
SAR with state and local authorities would be required. The
Board wishes to clarify that immediate notification is limited to
situations involving on-going violations, for example, when a
check kite or money laundering has been detected and may be
continuing. It is impossible for the Board to contemplate all of
the possible circumstances in which it might be appropriate for
a banking organization to advise state and local law enforcement

authorities. Banking organizations should use their best
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judgment regarding when to alert them regarding on-going criminal
offenses or suspicious activities.

Supporting Documentation. The proposed requirements

"supporting " documentation available to the law enforcement
agencies upon request were criticized as inconsistent and vague.

One commenter questioned whether the Board intended a substantive

substantive difference is not intended, the Board has referred to
"supporting " documentation in the final rule in reference both to
the maintenance and production requirements. The Board believes
that the use of the word "supporting " is more precise and limits
the scope of the information which must be retained to that which
would be useful in proving that the crime has been committed and
by whom it has been committed. As to the criticism that the
meaning of “related " or "supporting " documentation is vague, it
is anticipated that banking organizations will use their judgment
in determining the information to be retained. It is impossible
for the Board to catalogue the precise types of information
covered by this requirement, as it necessarily depends upon the
facts of a particular case.
Scope of Confidentiality Requirement. One commenter
correctly noted that the proposed regulation is unclear as to
whether the confidentiality requirement applies only to the

information contained on the SAR itself, or whether the

that an institution maintain "related " documentation and make

difference in meaning between "related " and "supporting. " As a

requirement extends to the "supporting " documentation. The Board
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takes the position that only the SAR and the fact that supporting
documentation to a SAR exists are subject to the confidentiality
requirements of 31 U.S.C. 5318(g). The supporting documentation
itself is not subject to the confidentiality provisions of
31 U.S.C. 5318(g). The safe harbor provisions of 31 U.S.C.
5318(g), however, apply to the SAR and supporting documentation,
as set forth in Section 208.20(K).

Provisions of Supporting Documentation to Law
Enforcement Authorities Upon Request. Many commenters noted that
the guidance provided in the Board’s proposed regulation
regarding giving supporting documentation to law enforcement
agencies upon their request after the filing of a SAR was unclear
or contrary to law. Some questioned whether law enforcement
agencies would still need to subpoena relevant documents from a
banking organization. The Board’s regulation requires banking
organizations filing SARs to identify, maintain and treat the
documentation supporting the report as if it were actually filed
with the SAR. This means that subsequent requests from law
enforcement authorities for the supporting documentation relating
to a particular SAR does not require the service of a subpoena or
other legal processes normally associated with providing
information to law enforcement agencies.

Civil Litigation. The Board was encouraged to adopt
regulations that would make SARs undiscoverable in civil
litigation in order to avoid situations in which a banking

organization could be ordered by a court to produce a SAR in
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civil litigation and could be confronted with the prospect of
having to choose between being found in contempt or violating the
Board’s rules. In the opinion of the Board, 31 U.S.C. 5318(g)
precludes the disclosure of SARs. The final rule requires a
banking organization that receives a subpoena or other request
for a SAR to notify the Board so that the Board may, if
appropriate, intervene in litigation or seek the assistance of
the U.S. Department of Justice.

Maintenance of Originals. Proposed Section 208.20(g)
required the maintenance of supporting documentation in its
original form. A number of commenters noted that electronic
storage of documents is becoming the rule rather than the
exception, and that requiring the storage of paper originals
would impose undue burdens on financial institutions. Moreover,
some records are retained only in a computer database. The
proposed regulation reflected the concerns of the law enforcement
agencies that the best evidence be preserved. However, upon
further consideration, the Board wishes to clarify that the
electronic storage of original documentation related to the
filing of a SAR is permissible. In addition, the Board
recognizes that a banking organization will not always have
custody of the originals of documents and that some documents
will not exist at the organization in paper form. In those
cases, preservation of the best available evidentiary documents,
for example, computer disks or photocopies, should be acceptable.

This has been reflected in the final rule by changing the
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reference to original documents to "original documents or
business record equivalents. "

Investigation and Proof Burdens. One commenter
expressed the concern that a banking organization would need to
establish probable cause before reporting crimes for which an
essential element of the proof of the crime was the intent of the
actor. The Board does not intend that banking organizations
assume the burden of proving illegal conduct; rather, banking
organizations are required to report known or suspected crimes or
suspicious activities in accordance with this final rule.

Supplementary or Corrective Information; Reporting of
Multiple Crimes or Suspects. Material information that
supplements or corrects a SAR should be filed with FInCEN by
means of a subsequent SAR. The first page of the SAR provides
boxes for the reporter to indicate whether the report is an
initial, a corrected or a supplemental report.

One commenter requested guidance on the reporting of
multiple crimes or related crimes committed by more than one
individual. The instructions to the SAR contemplate that
additional suspects may be reported by means of a supplemental
page. Likewise, multiple crimes committed by a suspect may be
reported by means of multiple check-offs on the SAR, or if
needed, by a written addendum to the SAR. In the event that
related crimes have been committed by more than one person, a
description of the related crimes may be made by addendum to the

SAR. The Board encourages filers to make a complete report of
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all known or suspected criminal or suspicious activity. The SAR
may be supplemented in order to facilitate a complete disclosure.

Calculation of Time Frame for Reporting. A number of
commenters requested that the Board clarify the application of
the deadline for filing SARs. The Board's proposed regulation
used the broadest possible language to set the time frames for
the reporting of known or suspected criminal offenses and
suspicious activities in order to best guide reporting
institutions. Absolute deadlines for the filing of SARs are
important to the investigatory and prosecutorial efforts of law
enforcement authorities. It is expected that banking
organizations will meet the filing deadlines once conduct
triggering the reporting requirements is identified. Further
clarification of the time frames is not needed in the Board’s
view.

Board Notification Requirements. Several commenters
expressed general support for the modification of the reporting
requirement that permits reporting of SARs to a committee of the
board. As a matter of clarification, notification of a committee
of the board relieves the banking organization of the obligation
to disclose the SARs filed to the entire board. It would be
expected, however, that the appointed committee, such as the
audit committee, would report to the full board at regular
intervals with respect to routine matters in the same manner and
to the same extent as other committees report at board meetings.

With respect to serious crimes or insider malfeasance, the
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appointed committee likely should consider it appropriate to make
more immediate disclosure to the full board.

Some larger banking organizations expressed the view
that prompt disclosure of SARs to the board or a committee would
impose a serious burden because larger organizations typically
file a larger number of criminal referral forms (now, SARS).
While the Board acknowledges that larger institutions may have
more SARs to report to the board or a committee, this does not
alter the directors’ fiduciary obligation to monitor, for
example, the condition of the institution and to take action to
prevent losses. The final regulation does not dictate the
content of the board or committee notification, and, in some
cases, such as when relatively minor non-insider crimes are to be
reported, it may be completely appropriate to provide only a
summary listing of SARs filed. The Board expects the management
of banking organizations to provide a more detailed notification
to the boards or committees of SARs involving insiders or a
potential material loss to the institutions.

Information Sharing. Commenters suggested that the
final regulations should somehow facilitate the sharing of
information among banking organizations in order to better detect
new fraudulent schemes. It is anticipated that the Treasury
Department, through FInCEN, and the Agencies, will keep reporting
entities apprised of recent developments and trends in banking-
related crimes through periodic pronouncements, meetings, and

seminars.
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Single Filing Requirement; Acknowledgement of Filings.
Some commenters requested clarification of the single form filing
requirement. The Board reiterates that the filing of a SAR with
FINCEN is the only filing that is required. Federal and state
law enforcement and bank supervisory agencies will have access to
the database created and maintained by FInCEN on behalf of the
Agencies and the Department of Treasury; thus, a single filing
with FINCEN is all that is required under the new reporting
system.

Commenters also requested that the final rule permit
the filing of SARs via telecopier. Such filings are not
compatible with the system developed by the Agencies and FinCEN.
Banking organizations can file the SAR via magnetic media using
the computer software to be provided to all banking organizations
by the Board and each of the other Agencies with respect the
institutions they supervise. Larger banking organizations that
currently file currency transaction reports via magnetic tape
with FINCEN may also file SARs by magnetic tape.
Regulatory Flexibility Act

The Board certifies that this final regulation will not
have a significant financial impact on a substantial number of
small banks or other small entities.
Paperwork Reduction Act

In accordance with Section 3506 of the Paperwork

Reduction Act of 1995 (44 U.S.C. Ch. 35; 5 CFR 1320 Appendix
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A.1), the Board reviewed the rule under the authority delegated
to the Board by the Office of Management and Budget.

The collection of information requirements in this
regulation are found in 12 CFR 208.20, 211.8, 211.24, and 225.4.
This information is mandatory and is necessary to inform
appropriate law enforcement agencies of known or suspected
criminal or suspicious activities that take place at or were
perpetrated against financial institutions. Information
collected on this form is confidential (5 U.S.C. 552(b)(7) and
552a(k)(2), and 31 U.S.C. 5318(g)). The federal financial
institution regulatory agencies and the U.S. Department of
Justice may use and share the information. The
respondents/recordkeepers are for-profit financial institutions,
including small businesses.

The Federal Reserve may not conduct or sponsor, and an
organization is not required to respond to, this information
collection unless it displays a currently valid OMB control
number. The OMB control number is 7100-0212.

No comments specifically addressing the hour burden
estimate were received.

It is estimated that there will be 12,000 responses
from state member banks, bank holding companies, Edge and
agreement corporations, and U.S. branches and agencies of foreign
banks.

Both the new regulation and revisions made to the

proposed regulation and reflected in this final rule simplify the
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submission of the reporting form and shorten the records
retention requirement. However, the same amount of information
will be collected under the new rule. The burden per respondent
varies depending on the nature of the criminal or suspicious
activity being reported. The Federal Reserve estimates that the
average annual burden for reporting and recordkeeping per
response will remain .6 hours. Thus the Federal Reserve
estimates the total annual hour burden to be 7,200 hours. Based
on an hourly cost of $20, the annual cost to the public is
estimated to be $144,000.

Send comments regarding the burden estimate, or any
other aspect of this collection of information, including
suggestions for reducing the burden, to: Secretary, Board of
Governors of the Federal Reserve System, 20th and C Streets,
N.W., Washington, D.C. 20551 and to the Office of Management and
Budget, Paperwork Reduction Project (7100-0212), Washington,
D.C. 20503.

List of Subjects
12 CFR Part 208

Accounting, Agriculture, Banks, Banking, Confidential
Business information, Crime, Currency, Federal Reserve System,
Flood insurance, Mortgages, Reporting and recordkeeping
requirements, Securities.

12 CFR Part 211
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Exports, Federal Reserve System, Foreign Banking,
Holding companies, Investments, Reporting and recordkeeping

requirements.
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12 CFR Part 225

Administrative practice and procedures, Banks, Banking,
Federal Reserve System, Holding companies, Reporting and
recordkeeping requirements, Securities.

For the reasons set forth in the preamble, Parts 208,
211 and 225 of chapter Il of title 12 of the Code of Federal
Regulations are amended as set forth below:

PART 208 -- MEMBERSHIP OF STATE BANKING INSTITUTIONS IN THE
FEDERAL RESERVE SYSTEM (REGULATION H)

1. The Authority citation for 12 CFR Part 208
continues to read as follows:

Authority: 12 U.S.C. 36, 248(a), 248(c), 321-338a,
371d, 461, 481-486, 601, 611, 1814, 1823(j), 1828(0), 1831lo,
1831p-1, 3105, 3310, 3331-3351, and 3906-3909; 15 U.S.C. 78b,
781(b), 781(g), 781(i), 780-4(c)(5), 78q, 78g-1 and 78w; 31
U.S.C. 5318; 42 U.S.C. 4102a, 4104a, 4104b, 4106, and 4128.

2. Section 208.20 and its heading are revised to read
as follows:

§ 208.20 Suspicious Activity Reports.

(@) Purpose. This section ensures that a state member
bank files a Suspicious Activity Report when it detects a known
or suspected violation of Federal law, or a suspicious
transaction related to a money laundering activity or a violation
of the Bank Secrecy Act. This section applies to all state
member banks.

(b) Definitions. For the purposes of this section:
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(1) FIinCEN means the Financial Crimes Enforcement
Network of the Department of the Treasury.

(2) Institution-affiliated party means any

institution-affiliated party as that term is defined in 12 U.S.C.
1786(r), or 1813(u) and 1818(b)(3),(4) or (5).

(3) SAR means a Suspicious Activity Report on the form
prescribed by the Board.

(c) SARs required. A state member bank shall file a
SAR with the appropriate Federal law enforcement agencies and the
Department of the Treasury in accordance with the form’s
instructions by sending a completed SAR to FinCEN in the
following circumstances:

(1) Insider abuse involving any amount. Whenever the

state member bank detects any known or suspected Federal criminal
violation, or pattern of criminal violations, committed or
attempted against the bank or involving a transaction or
transactions conducted through the bank, where the bank believes
that it was either an actual or potential victim of a criminal
violation, or series of criminal violations, or that the bank was
used to facilitate a criminal transaction, and the bank has a
substantial basis for identifying one of its directors, officers,
employees, agents or other institution-affiliated parties as

having committed or aided in the commission of a criminal act
regardless of the amount involved in the violation.

(2) Violations aggregating $5,000 or more where a

suspect can be identified. Whenever the state member bank
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detects any known or suspected Federal criminal violation, or
pattern of criminal violations, committed or attempted against
the bank or involving a transaction or transactions conducted
through the bank and involving or aggregating $5,000 or more in
funds or other assets, where the bank believes that it was either
an actual or potential victim of a criminal violation, or series
of criminal violations, or that the bank was used to facilitate a
criminal transaction, and the bank has a substantial basis for
identifying a possible suspect or group of suspects. If it is
determined prior to filing this report that the identified
suspect or group of suspects has used an "alias, " then
information regarding the true identity of the suspect or group
of suspects, as well as alias identifiers, such as drivers’
license or social security numbers, addresses and telephone
numbers, must be reported.

(3) Violations aggregating $25,000 or more regardless

of a potential suspect. Whenever the state member bank detects

any known or suspected Federal criminal violation, or pattern of
criminal violations, committed or attempted against the bank or
involving a transaction or transactions conducted through the
bank and involving or aggregating $25,000 or more in funds or
other assets, where the bank believes that it was either an
actual or potential victim of a criminal violation, or series of
criminal violations, or that the bank was used to facilitate a
criminal transaction, even though there is no substantial basis

for identifying a possible suspect or group of suspects.
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(4) Transactions aggregating $5,000 or more that

involve potential money laundering or violations of the Bank

Secrecy Act. Any transaction (which for purposes of this
paragraph (c)(4) means a deposit, withdrawal, transfer between
accounts, exchange of currency, loan, extension of credit,

purchase or sale of any stock, bond, certificate of deposit, or
other monetary instrument or investment security, or any other
payment, transfer, or delivery by, through, or to a financial
institution, by whatever means effected) conducted or attempted
by, at or through the state member bank and involving or
aggregating $5,000 or more in funds or other assets, if the bank

knows, suspects, or has reason to suspect that:

(i) The transaction involves funds derived from
illegal activities or is intended or conducted in
order to hide or disguise funds or assets derived
from illegal activities (including, without

limitation, the ownership, nature, source,

location, or control of such funds or assets) as
part of a plan to violate or evade any law or
regulation or to avoid any transaction reporting
requirement under federal law;

(i) The transaction is designed to evade any
regulations promulgated under the Bank Secrecy
Act; or

(i) The transaction has no business or apparent

lawful purpose or is not the sort in which the

September 1997
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particular customer would normally be expected to
engage, and the bank knows of no reasonable
explanation for the transaction after examining
the available facts, including the background and
possible purpose of the transaction.

(d) Time for reporting. A state member bank is

required to file a SAR no later than 30 calendar days after the
date of initial detection of facts that may constitute a basis

for filing a SAR. If no suspect was identified on the date of
detection of the incident requiring the filing, a state member
bank may delay filing a SAR for an additional 30 calendar days to
identify a suspect. In no case shall reporting be delayed more
than 60 calendar days after the date of initial detection of a
reportable transaction. In situations involving violations

requiring immediate attention, such as when a reportable
violation is on-going, the financial institution shall

immediately notify, by telephone, an appropriate law enforcement
authority and the Board in addition to filing a timely SAR.

(e) Reports to state and local authorities. State

member banks are encouraged to file a copy of the SAR with state
and local law enforcement agencies where appropriate.

() Exceptions. (1) A state member bank need not
file a SAR for a robbery or burglary committed or attempted that

is reported to appropriate law enforcement authorities.

Bank Secrecy Act Manual September 1997
Page 31



1002.0 Suspicious Activity Report

30
(2) A state member bank need not file a SAR for lost,
missing, counterfeit, or stolen securities if it files a report
pursuant to the reporting requirements of 17 CFR 240.17f-1.

(g) Retention of records. A state member bank shall

maintain a copy of any SAR filed and the original or business
record equivalent of any supporting documentation for a period of
five years from the date of the filing of the SAR. Supporting
documentation shall be identified and maintained by the bank as
such, and shall be deemed to have been filed with the SAR. A
state member bank must make all supporting documentation
available to appropriate law enforcement agencies upon request.

(h)  Notification to board of directors. The

management of a state member bank shall promptly notify its board
of directors, or a committee thereof, of any report filed
pursuant to this section.

(i) Compliance. Failure to file a SAR in accordance
with this section and the instructions may subject the state
member bank, its directors, officers, employees, agents, or other
institution-affiliated parties to supervisory action.

() Confidentiality of SARs. SARs are confidential.

Any state member bank subpoenaed or otherwise requested to
disclose a SAR or the information contained in a SAR shall

decline to produce the SAR or to provide any information that

would disclose that a SAR has been prepared or filed citing this
section, applicable law ( e.g. , 31 U.S.C. 5318(g)), or both, and
notify the Board.
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(k) Safe Harbor. The safe harbor provisions of
31 U.S.C. 5318(g), which exempts any state member bank that makes
a disclosure of any possible violation of law or regulation from
liability under any law or regulation of the United States, or
any constitution, law or regulation of any state or political
subdivision, covers all reports of suspected or known criminal
violations and suspicious activities to law enforcement and
financial institution supervisory authorities, including
supporting documentation, regardless of whether such reports are
filed pursuant to this section or are filed on a voluntary basis.
PART 211 -- INTERNATIONAL BANKING OPERATIONS (REGULATION K)
1. The Authority citation for 12 CFR Part 211
continues to read as follows:
Authority: 12 U.S.C. 221 et seq., 1818, 1841 et seq., -
3101 et seq., 3901 et seq..
88 211.8 and 211.24 [Amended]
2. In 88 211.8 and 211.24(f), remove the words
"criminal referral form " and add, in their place, the words
"suspicious activity report
PART 225 -- BANK HOLDING COMPANIES AND CHANGE IN BANK CONTROL
(REGULATION Y)
1. The Authority citation for 12 CFR Part 225
continues to read as follows:
Authority: 12 U.S.C. 1817(j)(13), 1818, 1831i,
1831p-1, 1843(c)(8), 1844(b), 1972(l), 3106, 3108, 3310, 3331-
3351, 3907, and 3909.
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§ 225.4 [Amended]
2. In 8 225.4, the heading of paragraph (f) is revised

"

to read "Suspicious Activity Report.

3. In 8§ 225.4(f), remove the words "criminal referral
form " and add, in their place, the words "suspicious activity

report ".

By order of the Board of Governors of the Federal
Reserve System, January 30, 1996.

(signed) William W. Wiles

William W. Wiles,
Secretary of the Board.
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Payable Through Accounts

Introduction Section 1101.0
WHAT IS A PAYABLE THROUGH Deposits into the master account may flow
ACCOUNT? through the foreign bank, which pools them for

daily transfer to the U.S. banking entity, or the

A Payable Through Account (PTA) is a demandunds may flow directly to the U.S. banking
deposit account through which banking entitiegntity for credit to the master account, with
located in the United States extend checkfurther creditto the sub-account. Checks encode
writing privileges to the customers of a foreignWwith the foreign bank’s account number, along
bank. Under this PTA arrangement, a U.S. banRvith @ numeric code to identify the sub-account
Edge corporation or the U.S. branch or agencprovide sub-account holders with access ts
of a foreign bank (“U.S. banking entities”), the U.S. payments system. Thus, the PT/
opens a master checking account in the name gfechanism permits the foreign bank operating
a foreign bank operating outside the UnitecPutside the U.S. to offer its customers, the
States. sub-accountholders, U.S. dollar denominate
The master account subsequently is divide@hecks and ancillary services, which may includ
by the foreign bank into “sub-accounts,” eachthe ability to receive wire transfers and deposit:
in the name of one of the foreign bank’sinto the sub-accounts, and to cash checks.
customers. The foreign bank extends signature U-S. banking entities may require foreign
authority on its master account to its ownbanks to execute a contract stipulating that a
customers. The number of sub-accounts permifdatters pertaining to sub-accounts are the so
ted under this arrangement is virtually unlim-responsibility of the foreign bank. Sub-accoun

ited. See Diagram 1. records are typically maintained by the foreign
Diagram 1
Master Accounts Sub-Accounts Sub-Accounts
(first tier) (second tier) (third tier)
Checking
Foreign Accounts Commercial
| Bank Business

/

Monetary Traveler's
Instruments y

Foreign ¢ > Casa de
Bank Bank Cambio

o - #o
T e M e g

Foreign Casa de
Bank Cambio

Transactions ’k* va *4\

> Foreign Finance < > COmlTIerCial
Bank Company Business

Foreign

/)

/N

)
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bank in the foreign jurisdiction in which it is BENEFITS AND RISKS
chartered and, for the most part, statements apiSSOCIATED WITH PAYABLE
account activity notices are also issued by th§ HROUGH ACCOUNTS

foreign bank outside of the United States.

Certain aspects of the PTA arrangement mayhe objectives of U.S. banking entities market-
provide opportunities for illicit activities. First, ing PTAs, and foreign banks which subscribe to
weak licensing laws, promulgated by a proliferthe PTA service, may vary from situation to
ating offshore financial services sector and comsituation. However, there are essentially three
pounded by weak or absent bank supervision ibenefits that currently drive provider and user
some offshore financial centers, have created anterest: a) permits U.S. banking entities to
environment in which access to banking licensesttract dollar deposits from the home market of
is unencumbered and unregulated. foreign banks without jeopardizing the foreign

Second, in the PTA arrangement, the U.Shank’s relationship with its clients; b) provides
banking entity may regard the foreign bank agee income potential for both the U.S. PTA
its sole customer. This means that even if therovider and the foreign bank; and, c) the
U.S. banking entity has adequate “know yourforeign bank can offer its customers efficient and
customer” guidelines in place with respect tolow cost access to the U.S. payment system.
its own customers, such guidelines may not The safety and soundness risks most likely to
be extended to the customers of the foreighe encountered by U.S. banking entities provid-
bank. ing PTA services to foreign banks, in addition to

In addition, some U.S. banking entities rou-the possible use of the banking entities in money
tinely permit sub-account holders to have castrundering schemes, are *“reputational,” with
deposit and cash withdrawal privileges from théhe potential related loss of business, and the
foreign bank’s master account. These activitieayment of legal expenses. Violations of the
especially if they are frequent and involve largd3ank Secrecy Act and related statutes, the
amounts, indicate a potential for abuse, in lighthternational Emergency Economic Powers Act,
of uncertainty as to the true identity of theand the Trading with the Enemy Act can also
sub-account holders. Finally, PTAs used in contesult from the PTA arrangement.
junction with a U.S. office of the foreign bank,
such as a representative office or a subsidiary,
may enable the foreign bank to, in effect, offer
the same services as a branch without bein@ONTRACTUAL AGREEMENTS
subject to Federal Reserve supervision.

PTAs have been used for many years by cred-il'Eh

unions, insurance companies and investme . .
companies. More recently, PTAs have beeff€MNg the PTA a_nd the foreign bank: that
overns their relationship and, among other

marketed to foreign banks that do not have g]ings, the requirements of the account and

U.S. presence as a way to clear U.S. dollar _ * .
denominated checks through the U.S. paymen rvices offered, eligible sub-account holders,
g e accounting and recordkeeping to be done

system. This product has also been offere both parti ¢ nd required minimum
under different names by a variety of bankin y both parties, tees, a equired minimu
alance, the provision of overdraft lines of

entities. Although the most common alternativ L e
names used by banking entiies are “passc_:redlt, indemnification for bad checks and losses,

through account’ or “pass-by account,’ the and the legal jurisdiction under which disputes
banking entity may have another name ;‘or thigwll be resolved. It is important to note that the

: : e contract is between the U.S. banking entity and
product which does not identify it as a PTA. In he foreign bank. The written agreement should

this event, a further check into the foreign bani) revi d it m rovid iden nd
correspondent relationships existing at th dscu?xgarg:tior?sfolr thsypc?li(c:)i\gs ear?(;”p(raoé::dﬁres
examined institution may be necessary. that the U.S. banking entity has developed.

ere may be a comprehensive written contract
reement between the U.S. banking entity

September 1997 Bank Secrecy Act Manual
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Payable Through Accounts
Examination Procedures Section 1102.0

Y N Comments

1. Review the U.S.-based bank’s deposit ledger a
determine if the bank offers payable throug
accounts to foreign banks. If so, identify whic
banks and country(s) of origin. If no, do ng
complete this section.

T 55

Advisory #1 use of their payable through account facilities by
foreign banks and their customers.

The Federal Reserve has established guidelinesFor each payable through account maintaine
for the maintenance of payable through accountfor a foreign financial institution, the U.S. bank-
(See SR 95-10 (SUP), March 3, 1995, Secing entity should either: (1) obtain adequate
tion 1402.0 of the BSA Examination Manual).information about the ultimate users of the
The guidelines state that it is inconsistent withpayable through accounts; (2) be able to rely o
the principles of safe and sound banking fothe home country supervisor to require the
U.S.-based banking entities to offer payabldoreign bank to identify and monitor the trans-
through account services without developingctions of its own customers; or (3) ensure tha
and maintaining policies and procedures designéts payable through account is not being used fo
to guard against the possible improper or illegamoney laundering or other illicit purposes.

Y N Comments

2. Review the contract with the foreign bank. Does the
contract:

a. address procedures for opening sub-accounts?

b. require the master account holder to provide the
U.S.-based bank with the true identity of suk
account holders?

c. allow cash transactions by sub-account holders
within the U.S. borders?

d. require the foreign bank to investigate suspi
cious transactions and report findings to the
U.S.-based bank?

o

e. clearly state the liability of both the U.S.-base
bank and the foreign bank to which the payab
through service is being offered?

D
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Y N Comments

f. have approval of personnel with appropriat
authority?

[¢)

g. have approval of the legal department?

3. Does the U.S.-based bank have an effective system
of internal controls for opening and monitoring
payable through accounts that include written poli-
cies and procedures providing for:

a. procedures for opening accounts?
b. operational procedures?

c. staff responsibilities?

d. training?

e. audit?

f. identifying and reporting of unusual or suspi
cious transactions (e.g., money laundering)?

4. Does the U.S.-based bank apply its “know your
customer” policy to:

a. payable through accounts
b. sub-account holders?

c. Review documentation to determin
effectiveness.

11

5. Does the U.S.-based bank prohibit foreign banks
from openingsub-accountgsecond tier) for other
foreign banks, casas de cambios, finance companies
or other financial intermediaries? If not, what pra
cedures are in place for the U.S. bank to understand
the identity of these second-tier sub-accounts ho|d-
ers and the nature of the business transactions (see
Diagram #1 in Section 1101.0)?

6. Does the U.S.-based bank review the listing pf
account and sub-account holders to ensure that{no
accounts have been opened to individuals or busi-
nesses located in countries that are prohibited wjth
doing business with the U.S. and Specially Desig-
nated Nationals or Specially Designated Narcotics
Traffickers as determined by the Treasury’s Offige
of Foreign Assets Control?
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1102.0

10.

11.

12.

13.

14.

Comments

. Does the U.S.-based bank have written internal

controls policies to monitor account activity fo

suspicious transactions? Determine how monitoring

occurs.

. Do the foreign banks that maintain the payable

through relationship properly review and explain

suspicious transactions to the U.S.-based bank?

Review and determine if written procedures provide
for the explanation of suspicious accounts.

. Does the U.S.-based bank allow cash transactions
by sub-account holders? If so, does the U.S. bank

properly report CTRs for large cash transactions?

Does the U.S.-based bank conduct audits of paygble
through accounts to ensure compliance with the
contract and appropriate laws and regulations?| If

so, note the scope and frequency of the audit.

Does the U.S.-based bank conduct audits of the

foreign bank, or review in some other way:

a. the procedures of the foreign bank for opening

accounts, to determine if they are consistent

with U.S. requirements?

b. the foreign bank’s monitoring of sub-account
holder activities to detect and report suspiciolis
or unusual transactions?

Does the U.S.-based bank maintain adequate dgcu-

mentary information (i.e. financial statements,
licensing confirmation, etc.) regarding the foreign
bank?

Has the examiner determined, if possible, whether
the home country supervisor of the foreign bank

requires banks in that jurisdiction to identify and
monitor the transactions of its own customers
consistent with U.S. requirements?

Has the U.S.-based bank determined whether the
home country supervisor of the foreign bank requires

banks in that jurisdiction to identify and monitor the

transactions of its own customers consistent with

U.S. requirements?

Bank Secrecy Act Manual
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Y N Comments
15. After reviewing the responses to procedures
1 through 14, above, answer the questions listed
below:
a. Does the U.S.-based bank obtain adequate
information about the ultimate users of the
payable through accounts?
b. Isthe U.S.-based bank able to rely on the home
country supervisor to require the foreign bank
to identify and monitor the transactions of its
own customers?
c. Can the U.S.-based bank ensure that its payable
through account is not being used for money
laundering or other illicit purposes?
Advisory H#2 negative, Federal Reserve guidelines recom-

mend that the U.S.-based banking entity termi-
If procedure 15, a, b and ¢ is answered in th@ate the payable through arrangement with the
affirmative, you may stop. In the event that thgforeign bank as expeditiously as possible.
answer to procedure 15 a, b, or c is in the

Y N Comments

16. Has the U.S.-based bank taken steps to termirjate
the account relationship as expeditiously as possible?

Advisory #3 note this in the “Examiners Comments and
Conclusions” page of the examination report,

In those cases where the U.S.-based institutionnd bring the inappropriate practice to the atten-

fails to take appropriate steps to terminate thon of bank management.

account relationship, the examiner should so
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Report of Foreign Bank and Financial Accounts
TD F 90-22.1 Section 1201.0

REPORT OF FOREIGN BANK AND Part 103. The BSA is not an income tax statute

FINANCIAL ACCOUNTS, TD F and Form 90-22.1, though filed with the Internal

90-22.1. BY “BANKS” LOCATED Revenue Service, is not a tax form. Accordingly.

IN TH.E’UNITED STATES a person may have a Form 90-22.1 reportin
obligation even though that person’s assets hel

gg%\kl%DHIENSGC')A\EECI\I)gE(SEI\?NBRNKS) _through foreign accounts produce no taxabl
income.

In general, each United States person havin

The regulation that calls for the reporting ofa financial interest in, or signatory authority
foreign financial accounts implements the Curover, foreign financial accounts with an aggre
rency and Foreign Transactions Reporting Acyate value exceeding $10,000, must report th
of 1970, commonly referred to as the Bankaccount relationships to the Internal Revenu:
Secrecy Act (BSA). In the late 1960’s, law Service. See form 90-22.1, Instruction A, anc
enforcement and tax collection officials noted arSections 103.24 and 103.27 of the Bank Secrec
increased use of foreign bank accounts by U.3\ct regulations, 31 C.F.R. Part 103. A report
citizens and residents to evade taxes. Suahust be filed for each calendar year in which the
citizens established and maintained financiadggregate value of the foreign accounts exceed:
accounts in “tax haven” countries with strict U.S. $10,000. No report is required for calenda
bank secrecy laws in order to hinder U.S. invesyears where the aggregate value of the foreig
tigations into their unlawful activities. For exam-financial accounts at no time exceeded U.S
ple, funds obtained from illicit narcotics sales in$10,000.
the U.S. would be deposi.ted into foreign bank The term “United States person” means (1) &
accounts and then repatriated back to the U..S. citizen, (2) a resident of the United State:
owner in the form of innocent-appearing shang g., any individual who was in the United States
loans or investments. for any 60 consecutive day period during the

The Form 90-22.1 requirements serve twaeporting year, (3) a domestic partnership, (4)
useful purposes in combating the use of foreigndomestic corporation, or (5) a domestic estate ¢
financial accounts to circumvent U.S. law. Firstfrust. A branch, agency, or representative offic
the information provides leads to investigator®f a foreign corporation, including a foreign
in identifying or tracing illicit funds or unre- bank, which is not recognizable as a separat
ported income maintained or generated abroatbgal personality is not a United States persol
Also, and often more importantly, the Formfor the purposes of this form.
90-22.1 filing requirements provide an addi- An officer or employee of a federally-insured
tional prosecutorial tool in combating moneydepository institution branch, or agency office
laundering, tax evasion, drug trafficking, andwithin the United States of a foreign bank that is
numerous white collar crimes. Often it is diffi- subject to the supervision of a federal bank
cult or impossible to obtain detailed evidence ofegulatory agency need not report that he or sh
financial activity and assets from outside of thénas signature or other authority over a foreigr
jurisdiction of the U.S. Frequently, this evidencebank, securities or other financial account main
is critical in convicting violators of U.S. law tained by such entities unless he or she has
who use foreign financial accounts to “cover thepersonal financial interest in the account. Se
tracks” of their illegal activities. Generally, such form 90-22.1, Instruction A.
persons do no comply with the Form 90-22.1 Form 90-22.1 shall be filed on or before
filing requirement as they do not want to notify june 30 of each calendar year with the Internz
the government of their interest in foreign finanrevenue Service, Post Office Box 32621, Detroit
cial accounts. Accordingly, persons may bevichigan 48232. The year for which the report
prosecuted for criminal violation of the report-is made must be identified on the form. Pleas
ing requirements instead of for commission ofote that if an extension of time to file is needed
the underlying crimes. request such extension by writing to the Finan

Treasury Form 90-22.1 is used to reportial Crimes Enforcement Network, Departmen
foreign account relationships and is required bypf the Treasury, 1500 Pennsylvania Avenue
section 103.24 of the BSA regulations, 31 C.F.RN.W., Washington, D.C. 20220.
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1201.0 Report of Foreign Bank and Financial Accounts

Accounts subject to reporting are all main-by U.S. persons. Also, international, interbank
tained with a bank (except a military bankingtransfer accounts (“nostro accounts”) held
facility as defined in Instruction E) or broker orby domestic banks are not subject to reporting
dealer in securities that is located in a foreigron Form 90-22.1 52FR 11436, 11438 (April 8,
country, even is it is part of a Unites States bank987).
or other institution. Accounts maintained with a Reportable bank accounts include both deposit
branch, agency, or other office of a foreign banlaccounts and loan/credit line accounts. The term
or other institution that is located in the United“bank deposit account” means a savings,
States, Guam, Puerto Rico, the Northern Mariandemand, checking, or any other funds deposit
Islands, American Samoa, the Trust Territory oficcount maintained with a financial institution
the Pacific Islands, and the Virgin Islands arer other person engaged in the business of
not foreign accounts and are not subject tdanking. It includes certificates of deposit. The
reporting. Foreign assets (such as securitigerm “loan/credit line account” means dis-
issued by foreign corporations) that are heldbursed loan, funds drawn under credit lines, and
directly by a U.S. person, or through an accoungecured, undrawn credit lines and other secured,
maintained with a U.S. office of a bank or othemundisbursed extensions of credit by a financial
institution are not subject to the BSA foreigninstitution to a U.S. person. A federally insured
account reporting requirements. Form 90-22.#epository institution, however, should not report
is for the reporting of foreign accounts, andany loans and credit extensions from foreign
not all “foreign” assets owned or controlled banks.
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Anti-Money Laundering Program Review
for U.S. Overseas Offices
Examination Procedures Section 1202.0

Advisory #1 Advisory #2

The Federal Reserve has developed examinatidine following examination procedures have beel
procedures for reviewing compliance by U.S.designed to be completed in two parts. The firs
based institutions, whether domestic or foreigris to be completed at the head office in the U.S
operated, with the Bank Secrecy Act (“BSA") prior to conducting the on-site examination of
and other related anti-money laundering stathe overseas branch or subsidiary of the U.S
utes. These procedures, entitled the “Workprobased institution. The second relates to th
gram for Financial Recordkeeping and Reporten-sight foreign country review.
ing of Currency and Foreign Transactions
Examination,” is designed for conducting BSA
reviews of the U.S-based operations only anfPART 1: HEAD OFFICE REVIEW
can be located at Section 100 of tHRSA . . . .
Examination Manual Operational Considerations On-Site

In contrast, the following examination proce-in the U.S.
dures should be utilized by the examiner when
conducting BSA on-site reviews of the oversea€ontact the appropriate U.S. representative wit
operations of U.S.-based institutions. It isoverseas branch/subsidiary responsibility tc
imperative that the examiner understand thadvise that information regarding BSA and
each foreign country may have its own antitelated anti-money laundering laws is needed t
money laundering statutes, if any at all, andonduct the initial portion of the examination.
that the statutes may differ significantly fromFollow-up the conversation in writing to request
those utilized in the U.S. The availability of the needed information.
records may also differ significantly from the The following information, at a minimum,
u.s. should be obtained from the head office:

Y N Comments

1. Policies and Procedures

Does the head office maintain and periodical
review policies and procedures for overseas
operations?

<

The following should be reviewed:

a. Policies and procedures applicable to the for-
eign offices such as the corporate policy stat
ment or program designed to monitor compl
ance with U.S. and local anti-money laundering
statutes.

D
T

b. Applicable laws and regulations affecting th
foreign operations. Does the foreign country i
which the institution operates maintain similg
reporting requirements as that of the U.S.?.

= 5O
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Y N Comments

c. The mission statement and a detailed descrip-
tion of the foreign branch/subsidiary’s primar
business and a listing of the services offered
(i.e. retail, wholesale, private banking, trus,
money exchange, letters of credit secured with
cash or time deposits).

d. Organization Chart, including a listing of man
agement and other key personnel at the foreign
offices.

e. Listing of financial reports available from thg
foreign branch/subsidiary and copies of th
most recent reports forwarded by the foreig
operation to the head office to determine:
 addresses/recipients
* method of reporting to the U.S.

« content of required reports

frequency of reports

required responses to provided reports (review

responses)

record retention requirements at the foreig
operation

* type of accounting systems in place (manugl

or automated)

S @ ©

]

Advisory #3 available in a foreign language only and if so,
what arrangements can be made to translate the

The examiner should determine whether or nanformation.

the records on-site at the foreign operation are

Y N Comments

2. Audit
Are internal or external audit reports available?

Contact should be made with the auditor respon-
sible for the on-site overseas audit to determine the:

a. scope of internal/external audits
b. frequency of audits
c. location of audit workpapers

d. audit procedures implemented

o®

reporting lines
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Y N Comments

2. Audit (Continued)

Is a copy of the latest internal and/or external audit
of the overseas operation available at the head
office? If so, review the audit for pertinent inform
tion that may assist the conducting of the on-site
review.

Has senior management reviewed the internal and/or
external audits and implemented corrective actions
regarding criticisms noted within the audits?

Bank Secrecy Act Manual September 1997
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Advisory #4 Advisory #5

. - The U.S. Department of Treasury’s Office of
Section 1502 of thé8SA Examination Manual roreign Assets Control (“OFAC”) administers

contains information regarding the Financial : : ; ;
- - aws that impose economic sanctions against
Action Task Force (FATF) and its recornrnendaToreign countries to further U.S. foreign policy

tions to member countries in adopting anti-ynq national security objectives. OFAC is also
money I_aund(_erlng statutes. For each foreig sponsible for making regulations that restrict
country in which the U.S. institution operates,nsations by U.S. persons or entities (includ-
management should be able to provide mformq-ng banks), located in the U.S. or abroad, with
tion regarding the foreign country’s adoption of . o :

? > certain foreign countries, their nationals or “spe-
the FATF recommendations. Keep in mind that 3, ; ; EA larl
foreign country’s formal adoption of the FATF%Ia y designated national$, OFAC regularly

: : rovides to banks, or banks may subscribe to
recommendations does not necessarily me

- . rtain databases or other informational provid-
that the anti-money laundering statutes and regilig (including theFederal Registar current

lations are now in place, or that the statutes anﬁ*JS .
: X . ] ationals that are prohibited from conducting
the financial community or monitored by t.hebusiness with any U.S. entity or individual.

country’s federal government. The foreigng,me of the OFAC examination procedures
country on-site_examination ShQUId_ be able @sted below can be conducted at the head office
assist you in making the determination as 0 thgjje others may have to be checked during the
adequacy of the country’s adoption of the FAT on-site foreign country review. Refer to Section

recommendations. 1505 for additional information.

1. Includes “specially designated narcotics traffickers,”
“specially designated terrorists,” “blocked persons,” and
“blocked vessels.”

Y N Comments

3. Office of Foreign Assets Control (OFAC)

Does the institution have policies and procedures|in

place for complying with OFAC laws and

regulations?

Does the U.S. bank maintain a current listing of

OFAC information?

Is the OFAC information disseminated to foreign

country offices?

Are new accounts compared to the OFAC listing

prior to opening?

Are established accounts regularly compared |to

current OFAC listings?
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Advisory #6 the on-site portion of the examination. Tailor the
first day letter to reflect information obtained

Deliver a first day letter to the U.S. office forfrom the U.S. head office examination. The

each foreign branch or subsidiary to be examfollowing is a list of some of the information

ined. The head office should be able to providéhat should be available prior to the on-site

the name(s) of responsible personnel to beountry review:

contacted and to ensure their presence during

Y N Comments
4. First Day Letter
List of the different currencies used in cash
operations.
Average amount of cash held on premises in|a
normal working day.
Information concerning customers, including type
of business and location, who frequently condugct
large cash transactions.
List of banks that ship/receive currency with the
foreign country offices.
Copy of procedures and sample reports used|to
monitor large currency deposits.
Description of teller systems (automated or manugl).
Description of and sample reports utilized in con-
ducting electronic funds transfers.
Average volume of daily funds transfers.
List of private banking/trust accounts, including
name and country of origin.
List of banks that clear dollar denominated instry-
ments (e.g., checks, money orders, and traveller's
checks).
Advisory #7 Advisory #8

Upon completion of the examination of the headPrior to the commencement of the on-site for-
office records, you may be able to make arign country review, you should check with
adequate assessment of the entire operatiopsur Reserve Bank BSA representative to detel
efforts, both domestically and internationally, inmine the nature and scope of any examinatio
complying with the BSA and other relatedconducted on the institution or foreign country
statutes. Nonetheless, you should complete asti-money laundering initiatives by either the
many of the overseas on-site procedures locatétbme country supervisor or team of FATF
in Part 2 as possible. auditors.
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PART 2: ON-SITE FOREIGN COUNTRY EXAMINATION

Y N Comments

5. Internal Compliance Program and Procedures
Does the institution follow a written program?
Does the written program provide for the following:

a. a system of internal controls to ensure compli-
ance with applicable rules, regulations and
internal policies?

b. independent testing for compliance? If con-
ducted by an outside party, list the name of the

party.

c. a designated position(s) responsible for daily
compliance with BSA and related statutes? List
name(s) of individuals.

d. training for personnel?

e. adequate control of currency flows and cash
transactions?

6. Know Your Customer Policy

Does the institution have policies and procedures t
require reasonable efforts to be made to ascertain the
identity of individuals and/or stated business purpose
of each commercial enterprise with whom the insti-
tution conducts business? (Refer to Section 600
of the BSA Examination Manuat‘Know Your
Customer”)

Does the institution allow accounts to be opened
under fictitious names? If so, does the institutign
maintain records containing the actual names and
other identifying information regarding the individu
als and their stated “activities?”

Do the bank employees receive adequate training
regarding the identifying and reporting of unusual
suspicious transactions?

Does the bank have an adequate monitoring system
to identify unusual or suspicious transactions (struc-
turing of cash transactions, concentration of accounts,
unusual wire transfer activity, cash collateralized
loans, or other transactions inconsistent with the
nature of a customer’s stated business activity)?

September 1997 Bank Secrecy Act Manual
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Y N Comments

7. Private Banking and Trust Departments

=

Does the institution provide for private banking
trust services in the host country? If so, determine
what requirements are necessary for opening |an
account:

a. identification
b. recommendation from third party
c. business or profession

Are numbered accounts or accounts with coded
names permitted? If so, review documentation of:

a. actual names and country of origination
b. concentration of accounts by country

Determine the source and destination of fungs
(checks, wires).

8. Wire Transfers

=]

What systems are in place for recording the initiatig
and reception of wire transfers (automated, manugl)?

Is documentation available to identify the remitter,
destination and description of the transaction?

Does the institution maintain daily transaction log
for both incoming and outgoing transfers?

7]

Does the institution accept cash from non-customers
to initiate funds transfers?

Do wire room personnel receive regular training in
anti-money laundering procedures and the identifi-
cation of unusual or suspicious activities?

Bank Secrecy Act Manual September 1997
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Advisory #9 entities. In view of the numerous methods and
complex nature of such transactions, you should
Credit extensions can serve as one of the chagomplete the following procedures. The list is
nels to conceal money laundering activitiespot meant to be exhaustive, rather, it should
whether extended to individuals or businesprovide a conceptual framework for analysis.

Y N Comments

9. Credit Extensions

Does the bank have a clear understanding of |its
customers business and credit needs?

Does the bank clearly understand the ownersk
structure of corporate borrowers?

p

Is the purpose of the credit extension well defined
and commensurate with the business activity?

Are the sources of payment well defined? What |is
the repayment history (are extensions paid down
ahead of schedule?)?

@

Are credits secured with cash? If so, what is th
reasoning and is this structure in line with th
client’'s business objectives and needs?

¢

Are cross-border credit extensions being booked pn
the basis of cash deposits at an affiliate or corie-
spondent bank?

Is the pricing of credit services in line with general
practices, including the payment of “up-front”
fees?

September 1997 Bank Secrecy Act Manual
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Advisory #10 Findings, particularly criticisms, should be
noted in the consolidated examination repor

Section 1100 of the BSA Examination Manua/@nd brought to management's attention.
provides information on “Payable Through

Accounts.” You should determine whether the

foreign country operation deals in such accountddvisory #11

and what policies and procedures are in place

for the proper opening and monitoring of suchf there are adequate policies, procedures ar
relationships. A review of the correspondeninternal controls regarding currency flows, stor
bank relationships should also be conducted. here. If not, proceed to #10.

Y N Comments

10. Bank Secrecy Act (Anti-Money Laundering Statutes)

Does the foreign branch/subsidiary accept cash for
deposits, loan payments or other financial transac-
tions? If so, review the following:

a. teller operations, including daily cash proof
sheets, tapes, computer-generated reports and
any other documents to support the cash activity.

b. sources of cash (clients, non-clients)

c. uses of cash (deposits, wire transfers, purchase
of monetary instruments)

Are deposits accepted for U.S. accounts? If do,
ascertain how credit is accomplished (pouch deliv-
ery, nostro account debit/credit). Determine the
make-up of the deposits.

Is the U.S. foreign office in compliance with local
anti-money laundering statutes regarding reporting
and record retention.
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Sound Practices Paper—Private Banking
Prepared by the Federal Reserve Bank
of New York, July 1997 Section 1301.0

This paper presents the observations of examimastitutions, including securities dealers, anc
ers of the Federal Reserve Bank of New Yorkasset management and brokerage firms. Accor
regarding sound risk management and internahgly, there are increased pressures on the rel
control practices with respect to private bankingionship managers and marketing officers o
activities. Findings are based on a year-lonfpanking organizations to obtain new clients,
cycle of on-site examinations of the risk man-increase their assets under management, a
agement practices of approximately forty insti-contribute a greater percentage to the net incon
tutions in the Second Federal Reserve Distriadf their organizations.

that are engaged in the provision of financial The reviews underlying this paper focusec
services to high net worth individuals, which isprimarily on assessing each banking institu.
commonly referred to as private banking. Theséon's ability to recognize and manage the
examinations represented a cross section @btential reputational and legal risks that may
commercial banks, Edge Act corporations, trusbe associated with inadequate knowledge an
companies, and U.S. branches of foreign banksnderstanding of the clients’ personal and busi
Our examiners found varying degrees of sophisaess background, source of wealth and use ¢
tication and depth in private banking activities.their private banking accounts. Also considerec
And, we recognize that what constitutes soundere the essential characteristics of an appropr
practice may vary according to the particulars ofite control infrastructure that is suited to suppor
each organization’s business. the effective management of these risks.

To varying degrees, the sound practices ider

regulation and should not be interpreted as suc@ieOI here either are currently in place or are ir
The sound practices reflect the type of informalN€ Process of being implemented in most insti
tion banks need to have to satisfy existing legdtions, although it is recognized that practice:
requirements as well as transactions testingPServed in the United States may differ from

performed by examiners, and the types of co lobal practices. The discussion is structured &

trols essential to minimize reputational and legal®!lows: (1) management oversight, (Il) policies

risk and deter money laundering. The goal of th&1d Procedures, (llf) risk management practice
paper is to ensure that banks are aware of tf!d monitoring systems, and (IV) segregation o

major issues currently under review by reguladuties, compliance and audit.
tory and legal authorities and to further the
dialogue with institutions engaged in private

banking. l. MANAGEMENT OVERSIGHT OF
Heightened supervisory interest in private  PRIVATE BANKING

banking activities primarily reflects market

developments. Recently, domestic and foreigSenior management's active oversight of privats
banking organizations have been increasing thelfranking activities and the creation of an appro
private banking activities and their reliance orpriate corporate culture are crucial elements of
income from this business line. Several largsound risk management and control environ
institutions reported plans to increase sharplynent. Senior management is responsible fc
the net contribution of private banking to theiridentifying clearly the purpose and objectives of
organizations’ earnings. Additionally, the targetthe organization’s private banking activities. A
market for private banking—high net worth statement that describes the target client bas
individuals—is growing and becoming morethe range of services offered to clients, and th
sophisticated and diverse with regard to produdtnancial objectives and risk tolerances shoulc
and service preferences and risk appetites. Ase approved by senior management and esta
the target market for private banking is growingJish accountability for risk management and
so is the level of competition among institutionscontrol functions. Well-developed goals and
that provide private banking services. Bankingbjectives not only describe the target clien
organizations are experiencing competition fobase in terms of factors such as minimum ne
private banking clients from non-bank financialworth, investable assets and the types of proc

The guidance presented in this paper is not
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ucts and services sought, but specifically indiKnow Your Customer Policies and

cate the types of clients the institution will andprocedures

will not accept, and establish multiple and

segregated levels of authorization for new cIienNea”y all of the institutions examined had
acceptance. Institutions that follow such soungitten KYC policies and procedures—most of
pra_ctices will be better pos_itioned to design a”?vhich captured the spirit of sound KYC guide-
deliver products and services that match theifes. These institutions have taken a reasonable
cllen'gs‘ needs, whlle.reducmg the likelihood tha‘approach to including essential components of
unsuitable clients will be accepted. ~a sound KYC policy in their written policies,

_ Senior management should be activelysych as: obtaining identification and basic back-
involved in strategic planning for the privateground information on the clients, describing
banking operation. Sound strategic planninghe clients’ source of wealth and line of busi-
should involve not only setting targets such agess, requesting references, handling referrals
revenue, assets under management, and thRd identifying red-flags or suspicious trans-
number of new accounts, but also include th@ctions. Policies also should require that the
establishment of control and risk managementjients’ source of wealth and funds be corrobo-
goals, such as satisfactory audit and compliangted and include specific guidelines on how to
reviews. The most control-conscious institutionggrroporate information provided by the client.
have passed these and other specific qualitativgyund policies also define acceptable KYC
goals through to relationship managers. In Som@formation for different types of account hold-
cases, they have included these factors igrs such as individuals, operating companies,
employee compensation schemes, thus prom@fersonal investment companies (“PICs”), trusts,
ing accountability and responsibility for risk clients of financial advisers or other intermedi-
management and control processes. _ aries, and financial advisers. These policies also

The culture that exists within the privateshould recognize that contact/visitation reports
banking operation |nvar|ably reflects seniokyritten by private bankers, which document
management’s level of commitment to controlsheir meetings with clients in their home coun-
and risk management. A focused, integratedries and places of business, are an important
‘top-down” approach to embracing risk man- component to the KYC process.
agement and control concepts will most effec- agditionally, sound policies require that the
tively foster an environment in which managersype and volume of transactions expected to be
and staff are knowledgeable and aware of thgassing through the clients’ accounts be docu-
risks in their portfolio. This approach to private mented, with actual flows monitored to assist in
banking activities will help ensure that staffgetecting suspicious or unusual transactions.
members apply consistent practices, communjsccountability for following up on suspicious
cate effectll\./ely, and assume responsibility angctivities and making such reports as may be
accountability for controls. _ required should also be clearly assigned.

Each organization should ensure that its poli- Compliance with policies should be expected
_cies anq _p_rocedures for conducting private banlb-y senior management as a matter of course;
ing activities are evaluated and updated regyyajvers should be the exception, not the rule,
larly, and that there is a clear delineation ofynq reasons for any exception should be docu-
roles, responsibilites and accountability formented. Moreover, all waivers should be handled
implementing such policies and procedures.  y authorized personnel—thus reinforcing senior

management’s oversight of the risk management

process. Clearly, the best written policies and
Il. POLICIES AND PROCEDURES procedures will not work unless they are imple-

mented effectively and modified appropriately

As a private banking operation frequently funcyg (efiect changing industry practices.
e

tions as a “bank within a bank,” there ar
different policies and procedures needed to

govern its activities and operations. This paper . o

focuses primarily on the significance of soundCredit Policies and Procedures

Know Your Customer (“KYC”) policies and

procedures in managing the reputational andending to high net worth individuals and their
legal risks inherent in private banking activities.business concerns often takes on unique banking
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characteristics. The majority of private bankingheir relationship are important components o
lending is fully secured—often by cash, securithe KYC process, and institutions routinely
ties and other assets held by the private bankirghould seek to obtain these references. Furthe
function. Thus, the extensions of credit to highmore, if internal references from personnel tha
net worth individuals on a secured basis shoulderve the client from an affiliated office are used
not result in compromising sound underwritingsuch references should be accompanied &
standards. If credit is extended based on collatetailed, well-supported documentation.
eral, even if the collateral is cash, repayment is Institutions employ a wide array of sound
not assured. For example, collateral derivegractices to corroborate a client's source o
from illicit activities may be subject to govern- wealth and business activities, in addition tc
ment forfeiture. Accordingly, when extendingobtaining references. For example, some insti
secured private banking loans, institutions shoultutions have obtained private credit agency
be satisfied as to the source and legitimacy akports on their clients’ businesses, including
the client’'s collateral, the borrower’s intendedthose in foreign countries. Private bankers hav
use of the proceeds and the source of repaymeialso sought out public information on high
Some institutions have appropriately recognizeg@rofile clients in the press, periodicals and
that, when lending to high net worth individuals,through standard database searches. Sound pr
whether on a secured or unsecured basis, thiee also suggests that private bankers obtai
creditworthiness determination is bolstered by &inancial statements, marketing brochures, an
thorough and well-structured KYC process. annual reports of clients’ businesses as add
tional corroboration sourcé€Examinations have
confirmed that there are relatively easy an

. RISK MANAGEMENT unobtrusive ways to corroborate a private bank
’ PRACTICES AND ing client’s source of wealth, whether that client

is from the United States or abroad.
MONITORING SYSTEMS A concerted effort should be made to embrac
these due diligence practices with prospectiv

h he KYC polici hsénd existing private banking clients to assure
tems that carry out the policies are theyar 5 client's source of funds is legitimate.

foundation of a sound risk management proceSgyjje most institutions emphasized the signifi-
These practices should be well-integrated withifgnce of documentation and due diligence dur
the organization and reassessed on an ongoifih he client acceptance process, it is equall
basis. Additionally, relevant personnel shouldn,ortant to ensure that client profiles are
recognize their roles in the process, as well agpnropriately updated throughout the relation
their accountability. ship with the client.
Most banking institutions maintain and man-
age accounts for PICs in their U.S. offices; in
Documentation and Due Diligence  fact, frequently PICs are established for the
client—the beneficial owner of the PIC—by one
Virtually all institutions perform more due dili- of the institution’s affiliated trust companies in
gence on relationships established currently thaan offshore secrecy jurisdiction. The majority of
on accounts that were opened in the past. Thahese institutions employ the sound practice o
are supplementing basic account-opening inforapplying the same general KYC standards t
mation, such as identification through passportBICs as they do to personal private banking
and national identity cards and other basi@accounts—they identify and profile the benefi-
personal and business data, including the clieial owners. Most institutions had KYC docu-
ent’'s mailing address, profession, and estimateuientation on the beneficial owners of the PIC:
net worth, with more detailed and substantivén their U.S. files.
information. Sound practice requires institutions
to obtain references on their clients from reli-
able, independent sources, such as other finan4. Note that dealings with certain types of entities—
cial institutions, the client’s business associategension funds or public entities such as municipalities—
attorneys or accountants. Independent refef€de addiional procedures. When dealing with a pensio
. it . quirements of ERISA may apply,
ences that describe the capacity in which thg.q a knowledge of relevant statutes or regulations may b
referring party knew the client and the nature ofequired when dealing with public entities.
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The beneficial owners of PICs have a legiti-Use of “Omnibus” and

mate right to protect their financial privacy, and“Concentration” Accounts

some high net worth private clients may have a

special and legitimate need for confidentiality—Sound practice calls for each private banking
because of their public prominence, for examclient to have its own account(s) at the bank,
ple. The needed confidentiality in these casefrough which all of the client's transactions are
may be afforded by promulgating special progirected. Private banking operations should have
tections as to access to the records revealing thge policies and controls in place to confirm that
identity of a beneficial owner of a PIC. How- g client’s funds flow into and out of the client’s
ever, the ability to make proper identification Ofaccount(s), and not through any other account,
the beneficial owner remains an important consych as the organization’s suspense, omnibus or
trol within the banking organization. First, with- concentration accounts. Generally, it is inadvis-
out this control, the banking organization cannogple from a risk management and control per-
satisfy its compliance obligations with respect taspective for institutions to allow their clients to
legal process served on the banking organizafirect transactions through the organization’s
tion, which might reach property owned orsyspense account(s). Such practices effectively
controlled by a particular beneficial owner,prevent association of the clients’ names and
including the PIC itself. If the banking organi- account numbers with specific account activity,
zation has structured its records in a way thaould easily mask unusual transactions and
makes it impossible to comply with such pro-flows, the monitoring of which is essential to

cess, this could cause the organization seriougund risk management in private banking, and
compliance problems. Second, the lack of trangould easily be abused.

parency may be an impediment to the banking
organization’s understanding of its overall rela-

tionship with a particular beneficial owner; and .
the existence of accounts for one or more PICManagemem Information Systems

could confuse the organization about the natur: : . “ ”
and depth of the overall relationship if the‘Iehe management information systems ("MIS")

identity of the beneficial owner is masked withinasso{:"'jlted with private banking activities were

; . . reviewed with a focus on the utility, thorough-
management information systems. Finally, therﬁess, timeliness and accuracy of data reported to

is no legal impediment to maintaining appropri- A .
ate recgrds. 'Irfhe law in the foreign Jrquriggict?onmanagement and responsible individuals. While

where the PIC is organized ordinarily shouldthe size and complexity of the private banking

present no obstacle to recording the benefici qperatlon at each organization will affect the

cvner ' record that e banling organzatiof=00 =% SeL0i 16 WS pricte harkng
maintains with respect to a PIC account in th P

United States. (?echnology to support their risk management

KYC standards for the beneficial owners Offramework. The level of MIS support given to

PICs (and similarly for those of offshore trusts'orivate banking frequently was weaker than the

. . support given to other areas of the same banking
and foundations) should be no different froméhrganization. In such cases, institutions should

those of other personal private banking account o

Further, institutions maintaining such account ev_elop specific plans to change or upgrade
. . eir MIS.

in the United States should be able to mak MIS should be miarating towards providin
available, within a reasonable period of time, th?nana ement with tin%el ir?formation Eecessagr
identities and full KYC profiles of the beneficial 9 y Y

owners when requested by supervisors perfornﬁ? analyze and manage efiectively the private

- - anking business. The types of reports that may

ing test-checks of their KYC programs. meet this objective are those that reflect each

- client’s holdings, including those held through
2. Similarly, KYC standards should be no different thanPICs and any affiliated accounts; any missing

those applicable to private banking accounts when the instg ccount opening documentation; transactions
tution deals with a financial adviser or other type of interme- ; )
diary acting on behalf of a client. In order to perform its KYC made throth a client's accounts that are
responsibilities, the institution should identify the beneficial
owner of the account (usually the intermediary’s client, but, in
rare cases, the intermediary itself) and perform its KYCof an intermediary between the institution and the counter
analysis with respect to the beneficial owner. The impositiorparty should not lessen the private bank’s KYC responsibilities.
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unusual; and the private banking function’dations, which became effective April 1, 1996,
profitability. Institutions that manage privateand are similar to regulations issued by the
banking activities on a decentralized, functionaDCC, FDIC, OTS, NCUA and the Treasury,
basis may face challenges in uneven implemenmpose a duty to file a Suspicious Activity
tation of policies and procedures and in aggreReport (“SAR”) for any transaction that:
gating a client's total relationship with the
institution, as the client’s account balances might “has no business or apparent lawful purpose or i
be recorded on disparate systems. Institutions not the sort in which the particular customer would
with integrated management of private banking normally be expected to engage, and the institutio
activities have more success in capturing and knows of no reasonable explanation for the trans
reporting a client's complete relationship. Man- action after examining the available facts including
agement’s ability to measure and analyze each the background and possible purpose of the
client’'s complete relationship with the organiza- transaction.”
tion is a key element for sound risk manage-
ment, and MIS should support that objective.  Some institutions with global private banking
MIS should be capable of monitoring accountsctivities have recognized the advantages i
for unusual and potentially suspicious activitiesapplying their suspicious activity monitoring
Many institutions are developing or enhancingprocedures globally, as they will be better
systems which will identify transactions thatequipped to detect and analyze patterns ar
warrant explanation and evaluation because afends of suspicious transactions within theil
their size, volume, pattern, source or destinatiororganizations. Private banking senior manage
Systems that identify individual transactions orment should ensure that sound practices al
an exception basis, for example those that afseing followed throughout their organization.
above established thresholds in dollar amourNanagement should ensure there is a proactiv
and volume, are more appropriate in the dete@pproach and well-established procedures co
tion of aberrations in transactional behavior thagring the SAR process and that accountabilit
systems that only recognize net balance changesxists within their organization for the analysis
There is a wide array of thresholds used tand follow-up of internally identified suspicious
initiate exception reports—some institutions usectivity, for the decision-making process as tc
a dollar minimum for each transaction, regardwhether or not to file a SAR, and for maintain-
less of the type of client or activity, while othersing or closing an account. Because there is
segregate their client base and establish differefggal requirement to report suspicious trans
dollar/volume thresholds for transactions peractions, it is essential for banking organization:s
taining to each client grouping or to each indi4to maintain internal programs that ensure
vidual client account. Each institution shouldcompliance.
implement exception reporting that makes sense
and provides appropriate information within the
context of its particular business. It shouldV. SEGREGATION OF DUTIES,
recognize that the systems and reports are valu- COMPLIANCE AND AUDIT
able only if there are individuals who are
responsible for receiving, analyzing and actingnsuring effective implementation of estab-
on the information generated. lished policies and procedures is a significan
challenge to many private banking operations
. o o Institutions that evidence ongoing progress
Reporting Suspicious Activity towards conformity with stated policies and
procedures are those that recognize the impo
Procedures established to investigate and, #ance of segregation of duties and provide
necessary, report suspicious private bankingdequate attention, direction and support to th
activity also were reviewed. If legal, reputa-individuals responsible for compliance and
tional, and other risks are to be controlled, thergnternal audit.
must be a heightened focus on preventing and
detecting money laundering and other unlawful
activity. Financial institutions clearly have a keySegregation of Duties
responsibility in that process. The Federal
Reserve’s Suspicious Activity Reporting regu-Adequate segregation of duties in the KYC
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process is of critical importance. Institutionsnature of potentially suspicious activities, and to
should not rely exclusively on any individual follow through on their inquiries and suspicions.
relationship manager or immediate superviso€ompliance functions work effectively only
to, for example, waive documentation requiredvhen they have senior management commit-
to open an account, approve the client profilement and sufficient resources to accomplish
authorize a new client relationship, fully iden-their mission.
tify (or “know”) the client, and monitor client In creating a culture that follows best prac-
accounts for unusual transactions. The mortices of risk management and internal control,
control-conscious institutions ensure that amnstitutions should conduct frequent training of
independent unit—such as compliance, rislpersonnel that is reinforced at regular intervals,
management or senior management—also haarticularly in providing the “how to” of client
responsibility for these functions. Some instituprofiling, conducting due diligence, preparing
tions have segregated KYC duties in a KYCcustomer call reports and detecting and respond-
committee comprised of relationship managersng to unusual activities. In some cases, KYC
compliance, and senior management to detetraining has been incorporated into the overall
mine, prior to the acceptance of any new clientmarketing and sales training programs. This
if the potential client’s profile meets the institu-serves to integrate the concepts of knowing the
tion’'s KYC standards. Many institutions haveclient’'s personal and business background, and
also introduced the concept of “back-up relasource and legitimacy of wealth with those
tionship managers” or “client teams” to mini- relating to the selling of appropriate products
mize the risk of a single relationship manageand services that meet the client's needs and
having exclusive knowledge and control oveiinterests. The majority of institutions provide
individual relationships. training on money laundering and documen-
Segregation of duties clearly facilitates thefation requirements for their compliance staff.
private banking operation’s compliance withlnstitutions also should incorporate this training
policies and procedures and, consequently, miniato programs conducted for their relationship
mizes reputational and legal risk. Institutiongnanagers.
that have not already established independent
control over the above-mentioned activities are
urged to introduce such measures as soon §sternal Audit
possible.

Comprehensive private banking audit programs
are based on risk ratings that apply an appropri-
Compliance ate weighting to the major risks of the business,
such as reputational and legal risk, and audits

. . L that are conducted with sufficient frequency and
Compliance functions are most effective if theyinvolve adequate transaction testing to deter-

are proactive in ensuring the integrity of themine the effectiveness of the internal control

control infrastructure of the private bankingg iconment. KYC testing, for example should
operation, as opposed to being reactive to Spgz, o i slament

cific, isolated events. They should ensure thal As internal audit plays a crucial role in

Eglr:fjﬁ;iﬁndfrgrojsr?;éeﬁoirfe\?iiug gjrigvrggtsbll'ndependently evaluating the risk management
9 g and controls, management should ensure that

that measure how different groups within the, | 7,0 ctions are staffed adequately with indi-
private banking function are complying with the

e U A ~viduals who are well-versed in private banking.
policies and procedures. Some institutions assigll” - qdition. auditors should be proactive in
to compllan_ce th_e respo_n5|b|I|ty for re.V'e‘.'V'ngfollowing-urlJ on their findings and criticisms
all prospective client profiles to determine if the ’

relationship managers have satisfied the institu-

tions’ profiling requirements, obtained neces- )

sary documentation and taken appropriate actidgonclusion

where problems arise. Compliance functions

should also be in a position to recognizeThe purpose of this paper is to provide sound
promptly any client activity that may be unusual practice guidance to institutions that are engaged
to question relationship managers about thia private banking, while at the same time
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contribute to the ongoing national and internain size, complexity and diversity over the next
tional discussion of the difficult challenges ofseveral years, with the result that business pra
implementing effective Know Your Customertices, policies and procedures will need to be
policies and procedures. Banks face a majaeviewed and revised to ensure effective risk
responsibility with their affirmative legal obli- management. We look forward to continuing
gation to prevent money laundering. This isour dialogue with banks engaged in private
particularly true in light of the general expecta-banking.

tion that private banking will grow significantly
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AD 93-56 (FIS)
Section 1401.0

BOARD OF GOVERNORS
of the

FEDERAL RESERVE SYSTEM
Washington, D.C. 20551

AD 93-56 (FIS)
September 22, 1993

TO THE OFFICER IN CHARGE OF SUPERVISION
AT EACH FEDERAL RESERVE BANK

SUBJECT: Bank Secrecy Act—Department of the Treasury Rulings and Directives

The Department of the Treasury, Office ofand record the identity of individuals conducting
Financial Enforcement, recently issued twaeportable currency transactions. However, cel
Administrative Rulings, a policy statement andain elderly or disabled patrons do not posses
a directive with regard to Bank Secrecy Actidentification documents that would normally
(BSA) compliance. Summaries of these are sdie accepted within the banking community
forth below. Additionally, copies of the Admin- (e.g. driver's license, passport, state-issue
istrative Rulings and the policy statement arédentification card). Administrative Ruling 92-1
attached. Reserve Banks are requested to distAD 92-1) allows for other methods of verifica-
seminate this information to the examinatiortion of identification to be utilized. Financial
staff and, in accordance with a request from thenstitutions must establish formal written proce-
Department of the Treasury, to all domestic andlures consistent with AD 92-1 and, once imple:
foreign banking organizations supervised by thenented, there can be no exceptions to th
Federal Reserve. procedures.

ADMINISTRATIVE RULINGS

The following Administrative Rulings issued by . . .
the Department of the Treasury are with regard\dministrative Ruling 92-2—Proper
to: 1) the identification of elderly or disabled Completion Of The Currency
patrons that conduct large cash transactions drransaction Report (CTR),

purchase monetary instruments with currencyRS Form 4789, When Reporting

in amounts between $3,000 and $10,000; anfultiple Transactions

2) proper completion of the Currency Trans-

action Report (IRS Form 4789) for multiple

Ml The BSA requires financial institutions to report
transactions:

currency transactions that exceed either $10,0(

or an exempted account’s established limit

o . . Multiple currency transactions are treated as

Administrative Ruling 92-1— single transaction when the institution has knowl

Identification Of Elderly Or Disabled edge that the transactions by or on behalf of an

Patrons Conducting Large Currency person, conducted during any business da;

Transactions exceed either $10,000 or the exemption limit

When reporting multiple transactions, item 30

The BSA requires financial institutions to verify of the CTR must be checked and the informatiol

in item 48 of the CTR must be provided.

Administrative Ruling 92-2 explains the proce-

1. Administrative rulings located in prior sections of BSA dures to be followed in completing a CTR for
manual. these cases.
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Exemption Policy For Retail magnetically, banks must file the CTR’s with
Accounts In Which Retail and Money the IRS Detroit Computing Center within
Order Sale Proceeds Are Commingle&5 days following the date on which a reportable
transaction occurs.

The Department of the Treasury has issued a !t IS important to empha’\5|z_e that this exemp-
policy statement with regard to exemption profion applies only to CTR's filed magnetically
cedures for retail accounts in which retail andPUrsuant to an agreement between a bank and
money order sale proceeds are commingled. THB€ IRS. If for any reason a bank should with-
policy statement amends the current policy thefraw from the magnetic tape program or f’or any
such accounts cannot be exempted from tn@ther reason file paper CTR's, these CTR’s must

filing of CTRs. be filed within the 15-day period following the
reportable transaction (31 C.F.R. 103.27(a)(1)
(1989)).
If h i i h
CURRENCY TRANSACTION procacures, you may oall Richard amall, Specia
REPORTS FILING DEADLINES Counsel, at (202) 452-5235, or Dan Soto, Senior
DIRECTIVE Special Examiner, at (202) 728-5829.

In 1988, the Department of the Treasury .
exempted all banks from the 15-day filing Stephen C. Schemering
requirements of the BSA (31 C.F.R. 103.26 Deputy Director
(a)(1)(1987)) with respect to the filing of CTR’s

on magnetic tape. For CTR’s that are filedAttachment
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DEPARTMENT OF THE TREASURY
WASHINGTON

OFFICE OF FINANCIAL ENFORCEMENT EXEMPTION POLICY
FOR RETAIL ACCOUNTS IN WHICH RETAIL AND MONEY ORDER SALE
PROCEEDS ARE COMMINGLED

(August 27, 1993).

Section 103.22(b)(2)(i) of the Bank Secrecy Acproduce information of little value to law
(BSA) regulations authorizes a bank to unilatenforcement.
erally exempt from the Currency Transaction Therefore, Treasury will consider on a case
Report (CTR) reporting requirement deposits tdy-base basis, requests from banks for speci
or withdrawals of currency from an existing exemption authorization to exempt accounts o
account by an established depositor who is eetail stores in which money order receipts are
United States resident and operates a retail tymmmmingled with retail proceeds under the fol-
of business in the United States. However, thiowing conditions. First, the Bank must verify
BSA regulations do ¥ . . not permit a bank to that the business is not a nonbank financic
exempt its transactions with nonbank financiainstitution by taking the following steps. The
institutions (except for check cashing service®ank should review any records it has available
licensed by state or local government and théo confirm that: (1) money order sale proceed:
United States Postal Service). .” 31 C.F.R. do not exceed $150,000 in any 30-day periot
103.22(c). Any business which sells more tharfcalendar month); (2) money order sale proceec
$150,000 worth of money orders or traveler'shave never exceeded $150,000 in any 30-de
checks within any given 30-day period is definecberiod (calendar month); and retail proceed:
to be a “financial institution.” 31 CFR 103.11 account for more than 50% of the business
(1) (4). gross revenues. In the event that multiple loca
In view of this, and the fact that illegally tions deposit to a .single account, the exemptio
obtained funds are frequently laundered througgriteria should be applied to each location. Ir
purchases of money orders and other monetagddition, the Bank must require the business t
instruments, Treasury’s policy has been thadttest to both facts in its Exemption Statement
banks could not exempt accounts of retail busi- The following examples illustrate application
nesses into which retail receipts and monegf the above verification provision:
order sale proceeds are commingled. However, Retail business with one location which com-
Treasury recognizes that many operators ahingles the location’s retail and money order
retail businesses, especially grocery, discoumroceeds in one account:
and convenience stores sell money orders asThe account may be considered for exemp
an incidental service to their customers and thaton only if a bank confirms that both the money
the majority of these sales are for legitimateorder sale proceeds do not exceed and ha
purposes. never exceeded $150,000 in any 30-day perio
Provided that the Bank monitors the accountécalendar month) and the retail proceeds accoul
to detect unusual activity and reports suspicioufor more than 50% of the business’ gross rev
transactions law enforcement’'s concerns arenues. If either of the thresholds is not met, the
satisfied. Provided also that money order salegccount may not be exempted.
do not exceed $150,000 in any 30-day period Retail business with multiple locations which
defined as any calendar month (e.g. Januasommingles the locations’ retail and money
1-31; February 1-28/29; June 1-30). and thairder proceeds in one account:
retail proceeds account for more than 50% of a The account may be considered for exemp
business’ gross revenues, such a business is rimn only if a bank confirms that the money
a financial institution as defined in the BSAorder sale proceeds do not exceed and hay
regulations. To withhold exemption authoritynever exceeded $150,000 in any 30-day perio
and to require routine CTR reporting in such gcalendar month) and the retail proceeds accou
situation is burdensome to banks and could wefbr more than 50% of the business’ gross rev
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enues for each location. If either of the threshether exemption requirements as described in
olds is exceeded by any location, the accourifreasury’sExemption Handbook.
may not be exempted. This authority is limited to the customers and
Retail business which deposits retail andaccount numbers[s]identified in a bank’s request
money order proceeds in separate accounts. and continues in effect only until otherwise
The separate money order account is nevalirected by Treasury through any subsequent
exemptible, irrespective of whether or not theapplicable regulation or Administrative Ruling
business’ money order sale proceeds are lesgich address this issue. Please be advised that
than or exceed $150,000 in any 30 day periodhould a bank become aware of any accounts of
(calendar month). The retail proceeds accoumetail businesses that also sell money orders and
may be considered for exemption only if retailare currently exempted, the Bank must make
proceeds account for more than 50% of theeparate application to Treasury for exemption
business’ gross revenues. within 60 days. However, the exemption need
After an account has been exempted, thaot be revoked. If the account is not exempted,
Bank must monitor the account and request thaintil such time as special exemption authority is
the business notify.it immediately should any ofgranted, the Bank must report all currency
the above conditions change. If any of theransactions in excess of $10,000. Applications
thresholds are exceeded, the exemption must lier special exemptions of such accounts must be
suspended immediately. As set forth in thenade to the Director, Office of Financial
Exemption HandbookTreasury recommends Enforcement (Room 5000, Annex), Department
that the Bank review this exemption at leasof the Treasury, 1500 Pennsylvania Avenue
once a year, preferably every six months. At thé.W., Washington, D.C. 20220.
time of the review, the Bank shall again ensure With respect to retail businesses which sell
that money order sale proceeds have not aridttery tickets and traveler's checks and/or money
have never exceeded $150,000 in any 30-dayrders, a bank may request additional authority
period (calendar month) and retail proceeds stiio exempt the account. Authority to exempt such
account for more than 50% of the gross reva business’ account will be granted under the
enues. The Bank must require that a deposit@ame conditions described above provided that
renew its attestations by signing a now Exempthe retail proceeds account for more than 50% of
tion Statement. Beyond the foregoing speciahe business’ gross revenues.
requirements, the Bank must comply with all
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SR 95-10 (FIS)

TO THE OFFICER IN CHARGE OF SUPERVISION
AT EACH FEDERAL RESERVE BANK

SUBJECT: Payable Through Accounts

BACKGROUND customers that reside outside of the Unite
States who, for a fee, are provided with the
Over the past year, Board staff has becomgeans to conduct banking transactions in th
aware of the increasing use of an accourgnited States through the foreign bank’s accour
service known as a “payable through account’at the U.S. banking entity. Typically, the foreign
that is being marketed by U.S. banks, Edg&ank will provide its customers, commonly
corporations and the U.S. branches and agencitgferred to as “sub-account holders,” with checks
of foreign banks (“U.S. banking entity(ies)”) to that enable the sub-account holder to draw o
foreign banks that otherwise would not have théhe foreign bank’s account at the U.S. banking
ability to offer their customers direct access teentity. The group of sub-account holders, whict
the U.S. banking system. This account servicgnay number several hundred for one payabl
has also been referred to by other names, such tigough account, all become signatories on th
“pass through accounts” and “pass by accounts.foreign bank’s account at the U.S. banking
We have worked with representatives from thentity? This results in individuals and busi-
Federal Deposit Insurance Corporation, th@esses, who may not have been subject to tf
Office of the Comptroller of the Currency, andsame requirements imposed on U.S. citizens
the Office of Thrift Supervision to monitor residents for opening an account at a U.S
payable through account activities and to ensuriganking entity, possessing the ability to write
that all banking organizations supervised by thehecks and make deposits at a U.S. bankin
Federal Reserve and the other agencies ae#tity, as if such individuals and businesse:
advised about the matters described below. were the actual account holders at the U.S
The payable through account mechanism haganking entity?
long been used in the United States by credit
unions €.g.,for checking account services) and
Inve.Stmem companlee_.(q.,for checking account 1. In a recent adaptation of the payable through accour
services associated with money market managgsrvice, foreign banks have opened accounts at U.S. bankir
ment accounts) to offer their respective customentities and then solicited other foreign banks, rather thai
ers the full range of banking services that only apdividuals, to use their accounts at the U.S. banking entities
commercial bank has the abiltyto provide. The"s secon i orean bnke e seit vl o
problems described below do not relate to thesgeds, of individuals having signatory authority over a single

traditional uses of payable through accountccount ata U.S. banking entity.

relationships. 2. Payable through account activities should not be con
fused with traditional correspondent banking relationships
Under typical correspondent banking arrangements, a small
bank will enter into an agreement with a larger bank to proces
and complete transactions on behalf of the smaller bank’

EXPLANATION OF “PAYABLE customers or the smaller bank itself. In such an arrangemer
THROUGH ACCOUNTS” the smaller bank’s customers are not aware of the correspol

dent banking relationships their bank has with other financia
institutions. The smaller bank’s customers certainly do no
The recent use of payable through accounts &ave access to their bank’s account at the larger corresponde
an account service being offered by U.S. bankhank. This differs significantly from the payable through

; o R ; account situations where the sub-account holders have dire
ing entities to foreign banks involves the U'S'control of the payable through account at the U.S. bankin

banking_ entity opening a f:heCking account f_OBntity by virtue of their signatory authority over the foreign
the foreign bank. The foreign bank then solicitsank’s account at the U.S. banking entity.
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It appears that some U.S. banking entities arefforts, confirm that some money laundering
not exercising the same degree of care witlnd related illicit schemes have involved the use
respect to payable through accounts that theyf foreign banks’ payable through account
exercise for domestic customers that want tarrangements at U.S. banking entities. Should
open checking or other types of account relaaccounts at U.S. banking entities be used for
tionships directly with the banking organiza-illegal purposes, the entities could be exposed
tions. Our experience has shown that some U.80t only to reputational risks, but also to serious
banking entities simply collect signature cardsisks of financial losses as a result of asset
that have been completed abroad and have beseizures and forfeitures brought by law enforce-
submitted to them in bulk by the foreign banksment authorities.
and then proceed to process thousands of checks
issued by the sub-account holders, as well as
other banking transactions, through the forei
banks’ accognts at the U.S. bargl]king entitigs?.EUIDEI-INES ON PAYABLE
These U.S. banking entities undertake little or nd HROUGH ACCOUNT
effort independently to obtain or verify informa- ACTIVITIES
tion about the individuals and businesses who
use their accounts. Because of the possibility of illicit activities

being conducted through payable through
accounts at U.S. banking entities, we believe
that it is inconsistent with the principles of safe

POSSIBLE ILLEGAL OR and sound banking for U.S. banking entities to
IMPROPER CONDUCT offer payable through account services without
ASSOCIATED WITH PAYABLE developing and maintaining policies and proce-
THROUGH ACCOUNTS dures designed to guard against the possible

improper or illegal use of their payable through

The traditional use of payable through accountgccount facilities by foreign banks and their
by financial organizations in the United Stategustomers.
(i.e., credit unions and investment companies) These policies and procedures must be fash-
has not been a cause for concern by banlkned to enable each U.S. banking entity offering
regulators. These organizations are regulated tpayable through account services to foreign
federal or state agencies, or are otherwise subanks to identify sufficiently the ultimate users
ject to established industry standards; and thegf its foreign bank customers’ payable through
appear to have adopted adequate policies amgdcounts, including obtaining (or having the
procedures to establish the identity of, andbility to obtain) in the United States substan-
monitor the activity of, sub-account holders—intially the same type of information on the
essence the credit union’s depositors or thaeltimate users as the U.S. banking entity obtains
investment company’s mutual fund account holdfor its domestic customers. This may require a
ers. The same types of safeguards do not appeaview of the foreign bank’s own procedures for
to be present in some U.S. banking entities thadentifying and monitoring sub-account holders,
provide payable through account services tas well as the relevant statutory and regulatory
foreign banks. requirements placed on the foreign bank to

Board staff is concerned that the use ofdentify and monitor the transactions of its own
payable through accounts by foreign banks atustomers by its home country supervisory
U.S. banking entities may facilitate unsafe anduthorities. In addition, U.S. banking entities
unsound banking practices and other miscorshould have procedures whereby they monitor
duct, including money laundering and relatediccount activities conducted in their payable
criminal activities. Unless a U.S. banking entitythrough accounts with foreign banks and report
is able to identify adequately, and understanguspicious or unusual activity in accordance
the transactions of, the ultimate users—all owith applicable Federal Reserve criminal refer-
most of whom are off-shore—of the foreignral regulations.
bank’s account maintained at the U.S. banking In those situations where (1) adequate infor-
entity, there is a potential for serious illegalmation about the ultimate users of the payable
conduct. Recent reports from law enforcementhrough accounts cannot be obtained; (2) the
agencies, as well as our own investigatoryJ.S. banking entity cannot adequately rely on
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the home country supervisor to require themprovements and enhancements at U.S. ban
foreign bank to identify and monitor the trans-ing entities where some deficiencies in this are
actions of its own customers; or (3) the U.Sare discovered and not include criticisms of U.S
banking entity is unable to ensure that its paybanking entities’ payable through account
able through accounts are not being used factivities in your reports of examination. In
money laundering or other illicit purposes, it isaddition, we request that your Reserve Bank nc
recommended that the U.S. banking entity terrecommend any follow-up supervisory actions
minate the payable through arrangement withelated to a U.S. banking entity’s policies and
the foreign bank as expeditiously as possible. procedures regarding its payable through accou
activities until the fourth quarter of 1995, unless
your examiners find apparent violations of the
Bank Secrecy Act or indicia of other serious

NOTICE TO U.S. BANKING

criminal misconduct associated with such
ENTITIES AND activities_
NEW EXAMINATION
PROCEDURES

Because of the existing and potential problemgOLI—ECTION OF DATA RELATED

associated with payable through accounts, wéO PAYABLE THROUGH

are asking that U.S. banking entities immediACCOUNTS

ately begin to establish and maintain policies

and procedures designed to guard against tfRoard staff is in the process of collecting data or

possible improper or illegal use of their payablepayable through accounts in order to determin

through account facilities, and that your Reserv@s soon as possible the extent of such activitie

Bank start to review such activities during thein the United States. In this regard, please

course of future examinations. To assist th@rovide the following information to Ronald J.

banking organizations in your District with their Ranochak, Senior Financial Analyst, Interna:

understanding of our concerns in this area, wéonal Supervision Section, Mail Stop 182, as

have attached a suggested letter to disseming@0n as such information becomes availabl

our payable through account guidelines to théhrough your upcoming examinations, contact:

state member banks, Edge corporations, artith U.S. banking entities following the dissemi-

U.S. branches and agencies of foreign banks iation of the attached suggested letter, or throuc

your District. We have also developed newother sources:

examination procedures that should be used by

your examination staff to review payable throughl. The name and location of each U.S. bankin

account activities. The new examination proce- entity offering payable through accounts to

dures will be sent to you under separate cover foreign banks.

shortly. 2. For each such banking entity, as identifiec
After your Reserve Bank disseminates the above:

attached suggested letter and begins to use thea. the name, location and licensing authority

new payable through account examination pro-
cedures, we ask that, for the next six months,
your examiners concentrate on reviewing U.S.
banking entities’ existing policies and proce-
dures related to monitoring payable through
account activities, to the extent that the banking
organizations conduct such activities, and that
they make suggestions for improvements or

enhancements, where appropriate, consistent c.

with our new guidelines in this area. Because the
Federal Reserve, as well as other federal bank
regulators, have not previously issued any guid-
ance regarding the operation of payable through

of each foreign bank that maintains a
payable through account, to the extent tha
such information is available at the U.S.
banking entity;

. the ownership structure data on each for

eign bank, to the extent that such infor-
mation is available at the U.S. banking
entity; and

the number of sub-account holders in eac
payable through account, including the
name and number of foreign banks tha
are sub- account holders.

accounts at U.S. banking entities, we requesh the event that you have any questions con
that, until September 30, 1995, you focus orterning any of the matters described hereir
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please contact Richard A. Small, Special Coun-

sel, at (202) 452-5235, or Daniel D. Soto, Senior

Special Examiner, at (202) 728-5829. For ques-
tions related to the collection of data on payable

through accounts, Mr. Ranochak can be reached
at (202) 452-5275.

Richard Spillenkothen
Director

Attachment
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SUGGESTED LETTER

TO THE CHIEF EXECUTIVE OFFICER OF EACH STATE MEMBER BANK,
EDGE CORPORATION, AND U.S. BRANCH AND AGENCY OF A FOREIGN BANK

SUBJECT: PAYABLE THROUGH ACCOUNTS

DEAR . atthe U.S. banking entity. Typically, the foreign
bank will provide its customers, commonly
Over the past year, the Federal Reserve hasferred to as “sub-account holders,” with checks
become aware of the increasing use of athat enable the sub-account holder to draw o
account service known as a “payable throughhe foreign bank’s account at the U.S. banking
account” that is being marketed by U.S. banksentity. The group of sub-account holders, whick
Edge corporations and the U.S. branches anday number several hundred for one payabl
agencies of foreign banks (“U.S. banking enti-through account, all become signatories on th
ty(ies)”) to foreign banks that otherwise wouldforeign bank’s account at the U.S. banking
not have the ability to offer their customersentity® This results in individuals and busi-
access to the U.S. banking system. This accounesses, who may not have been subject to tt
service has also been referred to by other namesame requirements imposed on U.S. citizens ¢
such as “pass through accounts” and “pass byesidents for opening an account at a U.S
accounts.” We have worked with representabanking entity, possessing the ability to write
tives from the Federal Deposit Insurance Corehecks and make deposits at a U.S. bankin
poration, the Office of the Comptroller of theentity, as if such individuals and businesse:
Currency, and the Office of Thrift Supervision towere the actual account holders at the U.S
monitor payable through account activities andbanking entity?
to ensure that all banking organizations super- It appears that some U.S. banking entities ar
vised by the Federal Reserve and the othetot exercising the same degree of care witl
agencies are advised about the matters describegbpect to payable through accounts that the
below. exercise for domestic customers that want t
The payable through account mechanism hagpen checking or other types of account rela
long been used in the United States by credtionships directly with the banking organiza-
unions €.g.,for checking account services) andtions. Our experience has shown that some U.
investment companies.@.,for checking account banking entities simply collect signature cards
services associated with money market manag#at have been completed abroad and have be
ment accounts) to offer their respective customsubmitted to them in bulk by the foreign banks,
ers the full range of banking services that only a
commercial ban-k has the ability to provide. Thmt adaptation of the payable through accour
proplgms described below do not relate to thes&rvice, foreign banks have opened accounts at U.S. bankir
traditional uses of payable through accoungnities and then solicited other foreign banks, rather tha
relationships. individuals, to use their accounts at the U.S. banking entities
These second tier foreign banks then solicit individuals a:
customers. This has resulted in thousands, rather than hu
dreds, of individuals having signatory authority over a single
account at a U.S. banking entity.

EXPLANATION OF “PAYABLE 2. Payable through account activities should not be con
THROUGH ACCOUNTS” fused with traditional correspondent banking relationships

Under typical correspondent banking arrangements, a small
bank will enter into an agreement with a larger bank to proces
The recent use of payable through accounts asd complete transactions on behalf of the smaller bank’
an account service being offered by U.S. bankeustomers or the smaller bank itself. In such an arrangemer

; o : ; the smaller bank’s customers are not aware of the correspol
ing entities to foreign banks involves the U'S'dent banking relationships their bank has with other financia

banking entity opening a checking account fOfnsitutions. The smaller bank's customers certainly do no
the foreign bank. The foreign bank then solicitsiave access to their bank’s account at the larger corresponde
customers that reside outside of the Unitedjank. This differs significantly from the payable through

States who. for a fee. are provided with théelccount situations where the sub-account holders have dire
’ o p X . control of the payable through account at the U.S. bankin
means to conduct banking transactions in thgity by virtue of their signatory authority over the foreign

United States through the foreign bank’s accouniank’s account at the U.S. banking entity.
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and then proceed to process thousands of ched&JIDELINES ON PAYABLE

issued by the sub-account holders, as well SSHROUGH ACCOUNT
other banking transactions, through the foreigiCTIVITIES

banks’ accounts at the U.S. banking entities.

These U.S. banking entities undertake little or N@ecause of the possibility of illicit activities

e_ffortlndependgntly_to obtain or ver!fylnforma- being conducted through payable through

tion about the individuals and businesses whgccounts at U.S. banking entities, we believe

use their accounts. that it is inconsistent with the principles of safe
and sound banking for U.S. banking entities to
offer payable through account services without

POSSIBLE ILLEGAL OR developing and maintaining policies and proce-
IMPROPER CONDUCT dures designed to guard against the possible

improper or illegal use of their payable through
ASSOCIATED WITH PAYABLE account facilities by foreign banks and their

THROUGH ACCOUNTS customers.

The traditional use of payable through accounts Thde?e poIL(iies amdupgol:)eduk(es mlﬁt bfef f"’.‘Sh'
by financial organizations in the United State<ON€d l0 enable each U.>. banking entity oftering

(i.e., credit unions and investment companiespP@yaple through account services to foreign
has, not been a cause for concern by ban anks to identify sufficiently the ultimate users
regulators. These organizations are regulated %{:(l:tgufr?tflgirr:cll)sgil:] Cugkt)?;?ﬁi;s p(%);aﬁfvit:mltj[?:
federal or state agencies, or are otherwise subs ! 9 g g

ject to established industry standards; and theg2!Ity to obtain) in the United States substan-
ﬁlly the same type of information on the

appear to have adopted adequate policies a imate users as the U. S. banking entity obtains

procedures to establish the identity of, an o1 its domestic customers. This mav require a
monitor the activity of, sub-account holders—in > . u S y requ
essence the credit union’s depositors or thESVIEW pf the fore'gf? ba}nksown procedures for
investment company’s mutual fund account hold'-dem'fylng and monitoring sub-account holders,
ers. The same types of safeguards do not app well as the relevant statutory arjd regulatory
to be present in some U.S. banking entities thg£duirements placed on the foreign bank to
provide payable through account services tbden“fy and monitor the transactions of its own
customers by its home country supervisory

foreign banks. - o ] >
Federal Reserve staff is concerned that the u§uthont|es. In addition, U.S. banking entities

X fould have procedures whereby they monitor
gfgaﬁzalﬁggrgﬂgzef?;;t% g%tgflggsg?gk:n ccount activities c_onduct_ed in their payable
uﬁsbund banking practices and other misco prough accounts with forelgn banks and report
duct, including money laundering and relate%/qs‘)'c'ou.s or unusual activity in _ac_cordance

L L . .—with applicable Federal Reserve criminal refer-
criminal activities. Unless a U.S. banking entity

is able to identify adequately, and understamrll"jII regulatlor)s. ) )

the transactions of, the ultimate users—all or N those situations where (1) adequate infor-
most of whom are off-shore—of the foreignmation about the ultimate users of the payable
bank’s account maintained at the U.S. bankin{r0ugh accounts cannot be obtained; (2) the
entity, there is a potential for serious illegalY-S- banking entity cannot adequately rely
conduct. Recent reports from law enforcemerf? the home country supervisor to require
agencies, as well as the Federal Reserve’s ovffe foreign bank to identify and monitor the
investigatory efforts, confirm that some moneyfransactions of its own customers; or (3) the
laundering and related illicit schemes have?-S- banking entity is unable to ensure that
involved the use of foreign banks’ payable!tS Payable through accounts are not being
through account arrangements at U.S. bankig%Sed for money laundering or other illicit pur-
entities. Should accounts at U.S. banking entitie€0S€S, it is recommended that the U.S. banking
be used for illegal purposes, the entities could bgNtity terminate the payable through arrange-
exposed not only to reputational risks, but als"€nt with the foreign bank as expeditiously as
to serious risks of financial losses as a result dOSSible.

asset seizures and forfeitures brought by law Even though we are asking that you begin
enforcement authorities. immediately to establish and maintain policies
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and procedures designed to guard against theln order to provide your banking organization
possible improper or illegal use of payablewith sufficient time to implement our guidelines
through account facilities, we understand thain this area, our examiners will not include
such new policies and procedures will take someriticisms of any U.S. banking entity’s payable
time to implement fully. As a first step, you through account activities in reports of exam-
should contact each foreign bank that maintainmations until the fourth quarter of 1995.
any type of payable through account relationAlso, we will not recommend any follow-up
ship with your banking organization in ordersupervisory actions addressing deficiencies i
to bring the records related to its accountshis area until the fourth quarter of 1995, excep
into conformity with the aforementioned in those situations where examiners find appal
guidelines. ent violations of the Bank Secrecy Act or indicia
Over the next several months, during ouof other serious criminal misconduct associate!
regular examinations, Reserve Bank examinemith such activities.
will be reviewing your existing policies and  Should you have any questions with regard t
procedures related to payable through accoumflis matter, please contact at the
activities, to the extent that you conduct suctReserve Bank. -
activities, any improvements or enhancements
that you may make in light of the aforemen-
tioned guidelines, and your efforts, if needed, to
contact foreign banks that maintain payable
through accounts at your institution. Sincerely,
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SR 97-19 (SUP)
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TO THE OFFICER IN CHARGE OF SUPERVISION
AT EACH FEDERAL RESERVE BANK

SUBJECT: Private Banking Activities

Private banking activities, which involve, among The sound practices paper provides bankin
other things, personalized services such as moneyganizations with guidance regarding the basi
management, financial advice, and investmerontrols necessary to minimize reputational ani
services for high net worth clients, have becoméegal risk and to deter illicit activities, such as
an increasingly important aspect of the operamoney laundering. The essential elements ass
tions of some large, internationally active bank<ciated with sound private banking activities are
ing organizations. The Federal Reserve has brief outline, as follows:

traditionally reviewed private banking activities

in connection with regular on-site examinations. Management OversighSenior management’s
In 1996 and 1997, the Federal Reserve Bank active oversight of private banking activities
of New York undertook a comprehensive review and the creation of an appropriate corporat
of private banking activities at approximately culture are crucial elements of a sound risk
40 domestic and foreign banking organizations management and control environment. Goal
in the Second District in order to enhance the gnd objectives must be set at high levels, an
Federal Reserve’s understanding about private senior management must be proactive in ovel
banking operations. Examiners focused princi- seeing compliance with corporate policies anc
pally on assessing each institution’s ability to procedures.

recognize and manage the potential reputational

and legal risks that may be associated With pyjicies and Proceduresall well run private

inadequate knowledge and understanding of its banking operations have written “Know Your
clients’ personal and business backgrounds, ¢ stomer” policies and procedures, consis
sources of wealth, and uses of private banking (ant with guidance provided by the Federa
accounts. In carrying out the reviews, examiners paserve over the past several years, th:
considered the parameters of an appropriate qqire hanking organizations to obtain iden:
control infrastructure that is suited to support the ification and basic background information

effective management of these risks. . on their clients, describe the clients’ source o
The reviews indicated that there are certain wealth and lines of business, request refer

essential elements associated with sound privateences, handle referrals, and identify red flag

banking activities, and these elements are ng guspicious transactions. They also hav
described in a paper, prepared by the Federalyqequate written credit policies and proce
Reserve Bank of New York, entitled “Guidance 4,,res that address among other things, mone

on Sound Risk Management Practices GOVern- |5 ndering-related issues, such as lendin
ing Private Banking Activities.” A copy of the ¢ reg by cash collateral.
sound practices paper is attached for the use of

your examiners, and we are requesting that you Risk Management Practices and Monitoring

provide copies to each domestic and foreign SvstemsSound private banking operations
banking organization in your District that con- y . P 9 oper
stress the importance of the acquisition an

ducts private banking activitiesA suggested retention of documentation relating to their

transmittal letter is also attached. . o ;
clients, as well as due diligence regarding
I obtaining follow-up information where needed
1. See section 1301 of the BSA manual. to verify or corroborate information provided
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by a customer or his or her representativeto start field testing these new procedures within
Inherent in sound private banking operationshe next three months.
is the retention of beneficial owner informa- In the next few weeks, the Federal Reserve
tion in the United States for accounts openewvill also distribute an updated Bank Secrecy Act
by financial advisors or through the use ofexamination manual. The updated version will
off-shore facilities. Adequate managementnclude examination procedures relating to recent
information systems capable of, among otheadditions and changes to the Bank Secrecy Act,
things, monitoring all aspects of an organizaas well as updated sections related to anti-
tion’s private banking activities are alsomoney laundering initiatives.
stressed. These include systems that provide Staff is in the process of developing a draft
management with timely information neces-~egulation that would require banking organiza-
sary to analyze and effectively manage théions to establish “Know Your Customer” poli-
private banking business and systems thafies and procedures. The results of the private
enable management to monitor accounts fdsanking reviews will be incorporated into the
suspicious transactions and to report any sugbroposed regulation. In moving forward with
instances to law enforcement authorities anthis initiative, the Federal Reserve will coordi-
banking regulators as required by the regulanate its efforts with the other federal banking
tors’ suspicious activity reporting regulations.agencies regarding the breadth and scope of the
rules in order to ensure that all banking organi-
Segregation of Duties, Compliance, andzations in the United States operate under the
Audit. Because private banking activities aresame standards.
generally conducted through relationship man- In the event you have any questions regarding
agers, banking organizations need to have ahe attached sound practices paper, please con-
effective system of oversight by senior offi-tact Ms. Nancy Bercovici, Senior Vice Presi-
cials and by board committees, as well aslent, Federal Reserve Bank of New York, at
guidelines pertaining to the segregation 0f212) 720-8227, or Mr. Richard A. Small, Spe-
duties to prevent the unauthorized waiver otial Counsel, Division of Banking Supervision
documentation requirements, poorly docuand Regulation, at (202) 452-5235. Other ques-
mented referrals, and overlooked suspiciousons can be directed to Mr. Small.
activities. Likewise, strong compliance and
internal audit programs are essential to ensure Richard Spillenkothen
the integrity of the risk management and Director
internal control environment established by
senior management and the board of director&aTTACHMENTS TRANSMITTED
ELECTRONICALLY BELOW

OTHER RELATED PROJECTS AND
PRODUCTS

The lessons learned from the private banking
reviews will be incorporated into a new exami-
nation manual for private banking activities.
The manual will be in two parts: one which
describes the examination procedures for a com-
prehensive, top to bottom review of a private
banking operation; and the other, a set of “risk
focused” guidelines aimed at assisting examin-
ers in determining which procedures should be
followed depending, for example, on the level of
private banking activity, any noted deficiencies,
management’s responsiveness in implementing
corrective action, and the sufficiency of the
organization’s internal audit program. We expect
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SUGGESTED LETTER

TO THE CHIEF EXECUTIVE OFFICER OR GENERAL MANAGER

OF EACH STATE MEMBER BANK, BANK HOLDING COMPANY, AND
U.S. BRANCH AND AGENCY OF A FOREIGN BANK

THAT CONDUCTS PRIVATE BANKING ACTIVITIES

SUBJECT: “SOUND PRACTICES” FOR PRIVATE BANKING ACTIVITIES

DEAR .+ Management OversighSenior management’s
active oversight of private banking activities

Private banking activities, which involve, among @nd the creation of an appropriate corporat
other things, personalized services such as moneyculture are crucial elements of a sound risl
management, financial advice, and investment Management and control environment. Goal
services for high net worth clients, have become and objectives must be set at high levels, an
an increasingly important aspect of the opera- S€nior management must be proactive in ove
tions of some large, internationally active Se€ing compliance with corporate policies anc
banking organizations. The Federal Reserve Procedures.
has traditionally reviewed private banking
activities in connection with regular on-site* Policies and ProceduresAll well run private
examinations. In 1996 and 1997, the Federal banking operations have written “Know Your
Reserve Bank of New York undertook a com- Customer” policies and procedures, consis
prehensive review of private banking activities tent with guidance provided by the Federa
at approximately 40 domestic and foreign bank- Reserve over the past several years, th:
ing organizations in the Second District in order require banking organizations to obtain iden:
to enhance the Federal Reserve’s understandingdification and basic background information
about private banking operations. Examiners On their clients, describe the clients’ source o
focused principally on assessing each institu- wealth and lines of business, request refer
tion's ability to recognize and manage the ences, handle referrals, and identify red flag
potential reputational and legal risks that may be and suspicious transactions. They also hav
associated with inadequate knowledge and adequate written credit policies and proce
understanding of its clients’ personal and busi- dures that address, among other things, mone
ness backgrounds, sources of wealth, and usedaundering-related issues, such as lendin
of private banking accounts. In carrying out the secured by cash collateral.
reviews, examiners considered the parameters
of an appropriate control infrastructure that i Risk Management Practices and Monitoring
suited to support the effective management of SystemsSound private banking operations
these risks. stress the importance of the acquisition an
retention of documentation relating to their
clients, as well as due diligence regarding
obtaining follow-up information where needed
to verify or corroborate information provided
by a customer or his or her representative
Inherent in sound private banking operation:s
is the retention of beneficial owner informa-
tion in the United States for accounts opene
by financial advisors or through the use of
off-shore facilities. Adequate managemen
The sound practices paper provides you with information systems capable of, among othe
guidance regarding the basic controls necessarythings, monitoring all aspects of an organiza:
to minimize reputational and legal risk and to tion’s private banking activities are also
deter illicit activities, such as money laundering. stressed. These include systems that provic
The essential elements associated with soundmanagement with timely information neces-
private banking activities are, in brief outline, as sary to analyze and effectively manage th¢
follows: private banking business and systems the

The reviews indicated that there are certain
essential elements associated with sound private
banking activities, and these elements are
described in a paper, prepared by the Federal
Reserve Bank of New York, entitled “Guidance
on Sound Risk Management Practices Govern-
ing Private Banking Activities.” A copy of the
sound practices paper is attached for your
information.
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enable management to monitor accounts for internal audit programs are essential to ensure
suspicious transactions and to report any suchthe integrity of the risk management and
instances to law enforcement authorities and internal control environment established by
banking regulators as required by the regula- senior management and the board of directors.
tors’ suspicious activity reporting regulations.

In the event you have any questions regarding
Segregation of Duties, Compliance, andhe attached sound practices paper, please con-
Audit. Because private banking activities argact Ms. Nancy Bercovici, Senior Vice Presi-
generally conducted through relationship mandent, Federal Reserve Bank of New York, at
agers, banking organizations need to have g212) 720-8227, or Mr. Richard A. Small, Spe-
effective system of oversight by senior offi-cial Counsel, Division of Banking Supervision
cials and by board committees, as well agsnd Regulation, Board of Governors of the
guidelines pertaining to the segregation ofederal Reserve System, at (202) 452-5235.
duties to prevent the unauthorized waiver of
documentation requirements, poorly docu- Sincerely,
mented referrals, and overlooked suspicious
activities. Likewise, strong compliance andEnclosure
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Basle Committee Statement of

Principles

Prevention of Criminal Use of the Banking System
for the Purpose of Money-Laundering Section 1501.0

PREAMBLE

1. Banks and other financial institutions may be
unwittingly used as intermediaries for the
transfer or deposit of funds derived from
criminal activity. Criminals and their associ-
ates use the financial system to make pay-
ments and transfers of funds from one account
to another; to hide the source and beneficial
ownership of money; and to provide storage
for bank-notes through a safe-deposit facility.
These activities are commonly referred to as
money-laundering.

2. Efforts undertaken hitherto with the objective

of preventing the banking system from being?.

used in this way have largely been under-
taken by judicial and regulatory agencies at a
national level. However, the increasing inter-
national dimension of organized criminal
activity, notably in relation to the narcotics
trade, has prompted collaborative initiatives
at the international level. One of the earliest
such initiatives was undertaken by the Com-
mittee of Ministers of the Council of Europe
in June 1980. In its repdrthe Committee of
Ministers concluded that.“. . the banking
system can play a highly effective preventa-
tive role while the cooperation of the banks

also assists in the repression of such crimind.

acts by the judicial authorities and the police”.
In recent years the issue of how to prevent
criminals laundering the proceeds of crime
through the financial system has attracted
increasing attention from legislative authori-

ties, law enforcement agencies and banking.

supervisors in a number of countries.

3. The various national banking supervisory
authorities represented on the Basle Commit-
tee on Banking Regulations and Supervisory
Practice3 do not have the same roles and
responsibilities in relation to the suppression

1. Measures against the transfer and safeguarding of funds
of criminal origin. Recommendation No. R(80)10 adopted
by the Committee of Ministers of the Council of Europe on
27th June 1980.

2. The Committee comprises representatives of the central
banks and supervisory authorities of the following countries:
Belgium, Canada, France, Germany, Italy, Japan, Netherlands,
Sweden, Switzerland, United Kingdom, United States, and
Luxembourg.

of money-laundering. In some countries super
visors have a specific responsibility in this
field; in others they may have no direct
responsibility. This reflects the role of bank-
ing supervision, the primary function of which
is to maintain the overall financial stability
and soundness of banks rather than to ensu
that individual transactions conducted by
bank customers are legitimate. Nevertheles:
despite the limits in some countries on theil
specific responsibility, all members of the
Committee firmly believe that supervisors
cannot be indifferent to the use made of
banks by criminals.

Public confidence in banks, and hence thei
stability, can be undermined by adverse pub
licity as a result of inadvertent association by
banks with criminals. In addition, banks may
lay themselves open to direct losses fron
fraud, either through negligence in screenin
undesirable customers or where the integrit
of their own officers has been underminec
through association with criminals. For these
reasons the members of the Basle Committe
consider that banking supervisors have :
general role to encourage ethical standards «
professional conduct among banks and othe
financial institutions.

The Committee believes that one way tc
promote this objective, consistent with dif-
ferences in national supervisory practice, i
to obtain international agreement to a State
ment of Principles to which financial institu-
tions should be expected to adhere.

The attached Statement is a general stat
ment of ethical principles which encourage
banks’ management to put in place effective
procedures to ensure that all persons conduc
ing business with their institutions are prop-
erly identified; that transactions that do not
appear legitimate are discouraged; and the
cooperation with law enforcement agencie:
is achieved. The Statement is not a lega
document and its implementation will depenc
on national practice and law. In particular, it
should be noted that in some countries bank
may be subject to additional more stringent
legal regulations in this field and the State-
ment is not intended to replace or diminish
those requirements. Whatever the legal pos
tion in different countries, the Committee
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1501.0 Basle Committee Statement of Principles

considers that the first and most important|. Customer Identification

safeguard against money-laundering is the

integrity of banks’ own managements andwith a view to ensuring that the financial system
their vigilant determination to prevent theiris not used as a channel for criminal funds,
institutions becoming associated with crimi-banks should make reasonable efforts to deter-
nals or being used as a channel for moneymine the true identity for all customers request-
laundering. The Statement is intended tang the institution's services. Particular care
reinforce those standards of conduct. should be taken to identify the ownership of all
accounts and those using safe-custody facilities.
Rl banks should institute effective procedures
h for obtaining identification from new customers.
in the Statement. To the extent that thesg 14 pe an explicit policy that significant
matters fall within the competence of supery,qiness transactions will not be conducted with

visory authorities in different member coun-¢ ;1o mers who fail to provide evidence of their
tries, the authorities will recommend and(ijdentity

encourage all banks to adopt policies an

practices consistent with the Statement. With

a view to its acceptance worldwide, the . .
Committee would also recommend the Statelll. Compliance with Laws
ment to Supervisory authorities in other

7. The supervisory authorities represented o
the Committee support the principles set ou

countries. Banks’ management should ensure that business
is conducted in conformity with high ethical
Basle, December 1988 standards and that laws and regulations pertain-

ing to financial transactions are adhered to. As
regards transactions executed on behalf of cus-
tomers, it is accepted that banks may also have
no means of knowing whether the transaction

STATEMENT OF PRINCIPLES stems from or forms part of criminal activity.
Similarly, in an international context it may be
I. Purpose difficult to ensure that cross-border transactions

on behalf of customers are in compliance with

Banks and other financial institutions maythe regulations of another country. Nevertheless,

unwittingly be used as intermediaries for the?@nks should not set out to offer services or

transfer or deposit of money derived from crimi-Provide active assistance in transactions whlch

nal activity. The intention behind such transacth®y have good reason to suppose are associated

tions is often to hide the beneficial ownershipVith money-laundering activities.

of funds. The use of the financial system in this

way is of direct concern to police and other law

enforcement agencies; it is also a matter ofV. Cooperation with Law

concern to banking supervisors and banks’ man-  Enforcement Authorities

agements, since public confidence in banks may

be undermined through their association withBanks should cooperate fully with national law

criminals. enforcement authorities to the extent permitted
This Statement of Principles is intended tdy specific local regulations relating to customer

outline some basic policies and procedures thabnfidentiality. Care should be taken to avoid

banks’ managements should ensure are in plageoviding support or assistance to customers

within their institutions with a view to assisting seeking to deceive law enforcement agencies

in the suppression of money-laundering througkhrough the provision of altered, incomplete or

the banking system, national and internationamisleading information. Where banks become

The Statement thus sets out to reinforce existingware of facts which lead to the reasonable

best practices among banks and, specifically, foresumption that money held on deposit derives

encourage vigilance against criminal use of th&com criminal activity or that transactions

payments system, implementation by banks céntered into are themselves criminal in purpose,

effective preventive safeguard, and cooperatioappropriate measures, consistent with the law,

with law enforcement agencies. should be taken, for example, to deny assistance,
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sever relations with the customer and close aof the bank’s policy in this regard. Attention
freeze accounts. should be given to staff training in matters

covered by the Statement. To promote adheren

to these principles, banks should implemen
V. Adherence to the Statement specific procedures for customer identificatior

and for retaining internal records of transac:
All banks should formally adopt policies con-tions. Arrangements for internal audit may neec
sistent with the principles set out in this Stateto be extended in order to establish an effectivi
ment and should ensure that all members of themeans of testing for general compliance with the
staff concerned, wherever located, are informe8tatement.
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Financial Action Task Force and its 40 Recommendations

Section 1502.0

INTRODUCTION

1.

The Financial Action Task Force on Money5.

Laundering (FATF) is an inter-governmental
body whose purpose is the development and
promotion of policies to combat money
laundering—the processing of criminal pro-
ceeds in order to disguise their illegal origin.
These policies aim to prevent such proceeds
from being utilized in future criminal activi-
ties and from affecting legitimate economic
activities.

. The FATF currently consists of 26 countfies

and two international organizatioAslts
membership includes the major financial cen-
ter countries of Europe, North America and
Asia. It is a multi-disciplinary body—as is

essential in dealing with money laundering—5.

bringing together the policy-making power
of legal, financial and law enforcement
experts.

. This need to cover all relevant aspects of

the fight against money laundering is
reflected in the scope of the forty FATF
Recommendations—the measures which the
Task Force have agreed to implement and
which all countries are encouraged to adopt.
The Recommendations were originally drawn
up in 1990. In 1996 the forty Recommenda-

tions were revised to take into account the'.

experience gained over the last six years and
to reflect the changes which have occurred in
the money laundering problefn.

. These forty Recommendations set out the

cial system and its regulation, and interna:
tional cooperation.

It was recognized from the outset of the
FATF that countries have diverse legal anc
financial systems and so all cannot take
identical measures. The Recommendation
are therefore the principles for action in this
field, for countries to implement according
to their particular circumstances and consti
tutional frameworks allowing countries a
measure of flexibility rather than prescribing
every detail. The measures are not particu
larly complex or difficult, provided there

is the political will to act. Nor do they

compromise the freedom to engage in legiti-
mate transactions or threaten economit
development.

FATF countries are clearly committed to
accept the discipline of being subjected tc
multilateral surveillance and peer review. All
member countries have their implementatior
of the forty Recommendations monitored
through a two-pronged approach: an annuz
self-assessment exercise and the more detail
mutual evaluation process under which eacl
member country is subject to an on-site
examination. In addition, the FATF carries
out cross-country reviews of measures take
to implement particular Recommendations.
These measures are essential for the creati
of an effective anti-money laundering
framework.

basic framework for anti-money launderingTHE FORTY

efforts and they are designed to be of univerRECOMMENDATIONS OF THE
sal application. They cover the criminal jUS-FINANCIAL ACTION TASK

tice system and law enforcement; the finan:

FORCE ON MONEY

LAUNDERING

1. Reference in this document to “countries” should be

taken to apply equally to “territories” or “jurisdictions.” The
twenty six FATF member countries and governments areA  General Framework of the
Australia, Austria, Belgium, Canada, Denmark, Finland,
France, Germany, Greece, Hong Kong, Iceland, Ireland, Italy,
Japan, Luxembourg, the Kingdom of the Netherlands,
New Zealand, Norway, Portugal, Singapore, Spain, Sweden,1. Each country should take immediate step
Switzerland, Turkey, United Kingdom, and the United States.

2. The two international organizations are: the European

Commission and the Gulf Cooperation Council.

3. During the period 1990 to 1995, the FATF also elabo-

rated various Interpretive Notes which are designed to clarify

the application of specific Recommendations. Some of these
Interpretive Notes have been updated in the Stocktaking

Review to reflect changes in the Recommendations (not
included in this manual).

Recommendations

to ratify and to implement fully, the 1988
United Nations Convention against lllicit
Traffic in Narcotic Drugs and Psychotropic
Substances (the Vienna Convention).

2. Financial institution secrecy laws should be

conceived so as not to inhibit implementa-
tion of these recommendations.
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Financial Action Task Force and its 40 Recommendations

3. An effective money laundering enforcement
program should include increased multilat-
eral co-operation and mutual legal assis-
tance in money laundering investigations
and prosecutions and extradition in money
laundering cases, where possible.

B. Role of National Legal Systems in
Combating Money Laundering

Scope of the Criminal Offense of Money C.

Laundering

4. Each country should take such measures a
may be necessary, including legislative ones,
to enable it to criminalize money laundering
as set forth in the Vienna Convention. Each
country should extend the offense of drug
money laundering to one based on serious
offenses. Each country would determine
which serious crimes would be designated
as money laundering predicate offenses.

5. As provided in the Vienna Convention, the
offense of money laundering should apply
at least to knowing money laundering activ-

ity, including the concept that knowledge g

may be inferred from objective factual
circumstances.

6. Where possible, corporations themselves—
not only their employees—should be sub-
ject to criminal liability.

Provisional Measures and Confiscation

7. Countries should adopt measures similar to
those set forth in the Vienna Convention, as
may be necessary, including legislative ones,
to enable their competent authorities to
confiscate property laundered, proceeds
from, instrumentalities used in or intended
for use in the commission of any money

In addition to confiscation and criminal
sanctions, countries also should consider
monetary and civil penalties, and/or pro-
ceedings including civil proceedings, to void
contracts entered into by parties, where
parties knew or should have known that as
a result of the contract, the State would be
prejudiced in its ability to recover financial
claims, e.g. through confiscation or collec-
tion of fines and penalties.

Role of the Financial System in
Combating Money Laundering

8. Recommendations 10 to 29 should apply

not only to banks, but also to non-bank
financial institutions. Even for those non-
bank financial institutions which are not
subject to a formal prudential supervisory
regime in all countries, for example bureaux
de change, governments should ensure that
these institutions are subject to the same
anti-money laundering laws or regulations
as all other financial institutions and that
these laws or regulations are implemented
effectively.

The appropriate national authorities should
consider applying Recommendations 10
to 21 and 23 to the conduct of financial
activities as a commercial undertaking by
businesses or professions which are not
financial institutions, where such conduct is
allowed or not prohibited. Financial activi-
ties include, but are not limited to, those
listed in the annex at the end of this docu-
ment. It is left to each country to decide
whether special situations should be defined
where the application of anti-money laun-
dering measures is not necessary, for exam-
ple, when a financial activity is carried out
on an occasional or limited basis.

laundering offense, or property of corre-Customer ldentification and
sponding value, without prejudicing the Recordkeeping Rules

rights of bona fide third parties.

Such measures should include the authot0. Financial institutions should not keep anony-

ity to: 1) identify, trace and evaluate property

which is subject to confiscation; 2) carry out

provisional measures, such as freezing and
seizing, to prevent any dealing, transfer or
disposal of such property; and 3) take any
appropriate investigative measures.

mous accounts or accounts in obviously
fictitious names: they should be required
(by law, by regulations, by agreements
between supervisory authorities and finan-
cial institutions or by self-regulatory agree-
ments among financial institutions) to iden-

September 1997
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1502

11.

12.

tify, on the basis of an official or other
reliable identifying document, and record
the identity of their clients, either occa-
sional or usual, when establishing business

relations or conducting transactions (in pard3.

ticular opening of accounts or passbooks,
entering into fiduciary transactions, renting
of safe deposit boxes, performing large cash
transactions).

In order to fulfill identification require-
ments concerning legal entities, financial
institutions should, when necessary, take
measures:

These documents should be available t

domestic competent authorities in the con:
text of relevant criminal prosecutions and
investigations.
Countries should pay special attention tc
money laundering threats inherent in new o
developing technologies that might favor
anonymity, and take measures, if needed, t
prevent their use in money laundering
schemes.

Increased Diligence of Financial

(i) to verify the legal existence and struc-Institutions

ture of the customer by obtaining either

from a public register or from the 14. Financial institutions should pay special

customer or both, proof of incorpora-
tion, including information concerning
the customer’'s name, legal form,
address, directors and provisions regu-
lating the power to bind the entity.

(i) to verify that any person purporting to
act on behalf of the customer is so
authorized and identify that person.

Financial institutions should take reason-

able measures to obtain information aboul5.

the true identity of the persons on whose
behalf an account is opened or a transaction
conducted if there are any doubts as to

whether these clients or customers are act6.

ing on their own behalf, for example, in the
case of domiciliary companies (i.e. institu-
tions, corporations, foundations, trusts, etc.
that do not conduct any commercial or
manufacturing business or any other form
of commercial operation in the country
where their registered office is located).
Financial institutions should maintain, for at
least five years, all necessary records on
transactions, both domestic or international,
to enable them to comply swiftly with

information requests from the competentl?.

authorities. Such records must be sufficient
to permit reconstruction of individual trans-
actions (including the amounts and types of
currency involved if any) so as to provide, if
necessary, evidence for prosecution of crimi-
nal behavior.
Financial institutions should keep records
on customer identification (e.g. copies or

records of official identification documents19.

like passports, identity cards, driving licenses
or similar documents), account files and
business correspondence for at least five
years after the account is closed.

18.

attention to all complex, unusual large trans:
actions, and all unusual patterns of transac
tions, which have no apparent economic o
visible lawful purpose. The background anc
purpose of such transactions should, as fe
as possible, be examined, the findings
established inwriting, and be available to
help supervisors, auditors and law enforce
ment agencies.

If financial institutions suspect that funds
stem from a criminal activity, they should
be required to report promptly their suspi-
cions to the competent authorities.
Financial institutions, their directors, offi-
cers and employees should be protected b
legal provisions from criminal or civil lia-
bility for breach of any restriction on dis-
closure of information imposed by contract
or by any legislative, regulatory or admin-
istrative provision, if they report their sus-
picions in good faith to the competent
authorities, even if they did not know pre-
cisely what the underlying criminal activity
was, and regardless of whether illegal
activity actually occurred.

Financial institutions, their directors, offi-
cers and employees, should not, or, wher
appropriate, should not be allowed to, warr
their customers when information relating
to them is being reported to the competen
authorities.

Financial institutions reporting their suspi-
cions should comply with instructions from
the competent authorities.

Financial institutions should develop pro-
grams against money laundering. These prc
grams should include, as a minimum:

(i) the development of internal policies,

procedures and controls, including the
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designation of compliance officers at
management level, and adequate screen-
ing procedures to ensure high stan-
dards when hiring employees;

(ii) an ongoing employee training program;
(iii) an audit function to test the system. 24.

Measures to Cope with the Problem of
Countries with No or Insufficient
Anti-Money Laundering Measures

20. Financial institutions should ensure that th@5.
principles mentioned above are also applied
to branches and majority owned subsidi-
aries located abroad, especially in countries
which do not or insufficiently apply these
Recommendations, to the extent that local
applicable laws and regulations permit.

amount, to a national central agency with a
computerized data base, available to com-
petent authorities for use in money launder-
ing cases, subject to strict safeguards to
ensure proper use of the information.
Countries should further encourage in gen-
eral the development of modern and secure
techniques of money management, includ-
ing increased use of checks, payment cards,
direct deposit of salary checks, and book
entry recording of securities, as a means to
encourage the replacement of cash transfers.
Countries should take notice of the potential
for abuse of shell corporations by money
launderers and should consider whether
additional measures are required to prevent
unlawful use of such entities.

When local applicable laws and regulationdmplementation, and Role of Regulatory
prohibit this implementation, competentand other Administrative Authorities

authorities in the country of the mother
institution should be informed by the finan-26.
cial institutions that they cannot apply these
Recommendations.

21. Financial institutions should give special
attention to business relations and transac-
tions with persons, including companies
and financial institutions, from countries
which do not or insufficiently apply these
Recommendations. Whenever these transac-
tions have no apparent economic or visible
lawful purpose, their background and pur-27.
pose should, as far as possible, be exam-
ined, the findings established in writing, and
be available to help supervisors, auditors
and law enforcement agencies.

28.
Other Measures to Avoid Money
Laundering

22. Countries should consider implementing fea-
sible measures to detect or monitor the
physical cross-border transportation of cash
and bearer negotiable instruments, subject
to strict safeguards to ensure proper use of
information and without impeding in any 29
way the freedom of capital movements.

23. Countries should consider the feasibility
and utility of a system where banks and
other financial institutions and intermediar-
ies would report all domestic and interna-
tional currency transactions above a fixed

The competent authorities supervising banks
or other financial institutions or intermedi-
aries, or other competent authorities, should
ensure that the supervised institutions have
adequate programs to guard against money
laundering. These authorities should coop-
erate and lend expertise spontaneously or
on request with other domestic judicial or
law enforcement authorities in money laun-
dering investigations and prosecutions.

Competent authorities should be designated
to ensure an effective implementation of all
these Recommendations, through adminis-
trative supervision and regulation, in other
professions dealing with cash as defined by
each country.

The competent authorities should establish
guidelines which will assist financial insti-
tutions in detecting suspicious patterns of
behavior by their customers. It is under-
stood that such guidelines must develop
over time, and will never be exhaustive. Itis
further understood that such guidelines will
primarily serve as an educational tool for
financial institutions’ personnel.

The competent authorities regulating or
supervising financial institutions should
take the necessary legal or regulatory
measures to guard against control or acqui-
sition of a significant participation in finan-

cial institutions by criminals or their

confederates.
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D.

Strengthening of International
Cooperation

Administrative Cooperation

34.

Exchange of general information

30. National administrations should consider

31.

Exchange of information relating to suspicious

recording, at least in the aggregate, interna-
tional flows of cash in whatever currency,
so that estimates can be made of cash flows

and reflows from various sources abroadgs,

when this is combined with central bank
information. Such information should be
made available to the International Mone-
tary Fund and the Bank for International
Settlements to facilitate international studies.
International competent authorities, perhaps
Interpol and the World Customs Organi-

different standards concerning the inten-
tional element of the infraction—do not
affect the ability or willingness of countries
to provide each other with mutual legal
assistance.

International cooperation should be sup
ported by a network of bilateral and multi-
lateral agreements and arrangements bas
on generally shared legal concepts witt
the aim of providing practical measures to
affect the widest possible range of mutual
assistance.

Countries should be encouraged to ratif
and implement relevant international con-
ventions on money laundering such as th
1990 Council of Europe Convention on
Laundering, Search, Seizure and Confisce
tion of the Proceeds from Crime.

zation, should be given responsibility for Focus of improved mutual assistance on
gathering and disseminating information tomoney laundering issues

competent authorities about the latest devel-

opments in money laundering and money6. Cooperative investigations among coun

laundering techniques. Central banks and
bank regulators could do the same on their
network. National authorities in various
spheres, in consultation with trade associa-
tions, could then disseminate this to finan-
cial institutions in individual countries.

transactions

32.

Each country should make efforts to improve
a spontaneous or “"upon request" inter-
national information exchange relating to
suspicious transactions, persons and corpo-
rations involved in those transactions

between competent authorities. Strict safes%3

guards should be established to ensure thai
this exchange of information is consistent
with national and international provisions

on privacy and data protection.

Other Forms of Cooperation

Basis and means for co-operation in
confiscation, mutual assistance and extradition

33.

39.

Countries should try to ensure, on a bilateral
or multilateral basis, that different knowl-
edge standards in national definitions—i.e.

tries’ appropriate competent authorities
should be encouraged. One valid and effec
tive investigative technique in this respect is
controlled delivery related to assets knowr
or suspected to be the proceeds of crime
Countries are encouraged to support thi
technique, where possible.

37. There should be procedures for mutua

assistance in criminal matters regarding the
use of compulsory measures including the
production of records by financial institu-
tions and other persons, the search of pel
sons and premises, seizure and obtaining «
evidence for use in money laundering
investigations and prosecutions and ir
related actions in foreign jurisdictions.
There should be authority to take expedi
tious action in response to requests by
foreign countries to identify, freeze, seize
and confiscate proceeds or other property ¢
corresponding value to such proceeds, base
on money laundering or the crimes under-
lying the laundering activity. There should
also be arrangements for coordinating sei
zure and confiscation proceedings whick
may include the sharing of confiscated
assets.

To avoid conflicts of jurisdiction, consider-
ation should be given to devising and
applying mechanisms for determining the
best venue for prosecution of defendants i
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40.

Annex to Recommendation 9: List of L
Financial Activities Undertaken by Business 12
or Professions Which Are Not Financial '
Institutions
4,
1. Acceptance of deposits and other repayable

2.

the interests of justice in cases that are3.
subject to prosecution in more than one 4.
country. Similarly, there should be arrange- 5.
ments for coordinating seizure and confis-
cation proceedings which may include the
sharing of confiscated assets. 6.
Countries should have procedures in placer.
to extradite, where possible, individuals
charged with a money laundering offense or
related offenses. With respect to its national
legal system, each country should recognize
money laundering as an extraditable offense.
Subject to their legal frame-works, coun-
tries may consider simplifying extradition

by allowing direct transmission of extradi-
tion requests between appropriate minis- 8.
tries, extraditing persons based only on
warrants of arrests or judgements, extradit-
ing their nationals, and/or introducing a 9.
simplified extradition of consenting persons
who waive formal extradition proceedings.10.

funds from the public.
Lending?

Financial leasing.

Money transmission services.

Issuing and managing means of payment

(e.g. credit and debit cards, cheques, travel-

ler's cheques and bankers’ disft. .).

Financial guarantees and commitments.

Trading for account of customers (spot,

forward, swaps, futures, optien . .) in:

(@) money market instruments (cheques,
bills, CDs, etc.);

(b) foreign exchange;

(c) exchange, interest rate and
instruments;

(d) transferable securities;

(e) commodity futures trading.

Participation in securities issues and the

provision of financial services related to

such issues.

Individual and

management.

Safekeeping and administration of cash or

liquid securities on behalf of clients.

Life insurance and other investment related

insurance.

Money changing.

index

collective  portfolio

Including inter alia

« consumer credit

* mortgage credit

« factoring, with or without recourse

« finance of commercial transactions (including forfeiting)
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Financial Crimes Enforcement Network
Guidance on the New Currency Transaction Report (CTR)
(September 1995) Section 1503.0

INTRODUCTION also lists broad categories of transactions, whic
were intended to make it easier to complete an

The Treasury Department's Financial Crimegnalyze. It eliminates duplication of information

Enforcement Network (FinCEN) offers the fol- and information that was difficult to obtain or of

lowing guidance to filers of the new Currencylimited value to law enforcement.

Transaction Report (CTR) Form 4789 (Rev.

October 1995). This guidance is intended to

answer general, basic questions about complet-

ing and filing the new CTR. It is not meant to beeHOW CTR USED

comprehensive and does not replace the CTR . . . .

Form instructions and/or the regulations. Itdnformation from CTRs is routinely used in a

development is based on questions receiveffide variety of criminal, tax, and regulatory

from the financial community by FinCEN and Investigations and proceedings, and prosect

advice received from the Treasury Department'd0nS, as investigative leads, intelligence for the

Bank Secrecy Act Advisory Group (BSAAG). trac!«ng of currency flowg, corroborating |nfpr-

The BSAAG, comprised of approximately 30 pri-Mation, and probative evidence. The analysis ¢

vate (bank and non-bank) and government regiz | R data, which is a major function of the

resentatives, was established by the Treasu}yeasury Department's FInCEN, is a vital tool

Department in March 1994 pursuant to thdl combating money laundering. CTRs filed by

Annunzio-Wylie Anti-Money Laundering Act financial institutions facilitate the detection of
of 1992. money laundering because they provide a “pape

Copies of this FinCEN “Guidance on the rail” for large cash transactions that may point
New CTR” (published in September 1995) to tr_]e financial S|_de of criminal activity.
may be ordered: (1) by calling FinCEN's FinCEN uses ItS. computer' accgss to CTR
recording at 1-800-949-2732, or (2) via cc,m_lndependently and in conjunction with other law
puter with a modem from the Treasury Bankenforcement agency data bases to respond
Secrecy Act (BSA) Bulletin Board at requests by law e.nforcement. agencies for tact
313-234-1453. cal reports on subjects under investigation. Alsc
FINnCEN uses CTR data to examine and foreca:
the currency flow in a particular area, and it
produces strategic intelligence reports contain
WHY CTR REVISED ing this information for use by law enforcement
in detecting money laundering and other finan
The purpose of revising the CTR was to furthecial crimes.
the goal of reducing regulatory burdens on Additionally, FInCEN has developed an Arti-
financial institutions. This CTR revision reducedficial Intelligence system. The system reviews
the amount of information required by approxi-BSA filings in order to identify potentially
mately 30 percent, which makes it the first timesuspicious activity. Each filing is matched to
(in the 25-year history of the Bank Secrecyother filings by the same subjects and accessir
Act’s requirement that CTRs be filed by finan-the same accounts, and all transactions, accoun
cial institutions) that the form has been reviseénd subjects of BSA filings are evaluated again:s
to reduce the amount of regulatory informatiorstandard sets of criteria developed by FInCEN’.
required. The revised CTR is designed to beomputer scientists in close consultation with
beneficial to both the law enforcement and=inCEN agents and analysts. The FinCEN
financial communities because it focuses on thartificial Intelligence system links and evaluates
quality of information rather than the quantity. reports of large cash transactions to identify
Generally, the new CTR was revised to requirgpotential money laundering. Its objective is to
only basic information, such as who conductedliscover previously unknown, potential high
the transaction, on whose behalf it was convalue leads for possible investigation.
ducted, the amount, a description of the trans- Another FinCEN program, called “Gate-
action, and where it occurred. The revised CTRvay,” provides state and local law enforcement
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agencies withdirect electronic access to all of
the forms pursuant to the BSA that are on file in
the IRS Detroit Computing Center. Gateway
makes greater use of the information captured
by the BSA and at the same time provides a
coordination mechanism to agencies using the
data for investigative purposes. It also saves
investigative time and money because agencies
do not have to rely on the resources of another
agency to obtain BSA information. 3.

WHO, WHAT, WHEN, AND
WHERE

1. Question:Who should file the revised CTR
Form 47897

Answer:Each financial institution identified

in the regulations in 31 CFR Part 103 (other 4,
than a casino, which instead must file
Form 8362 and the U.S. Postal Service for
which there are separate rules), must file a
revised CTR Form 4789 for each deposit,
withdrawal, exchange of currency, or other
payment or transfer, by, through, or to the
financial institution which involves a trans-
action in currency totaling more than
$10,000 in one business day. Multiple trans-
actions must be treated as a single trans-
action if the financial institution has knowl-
edge that: (1) they are by or on behalf of the
same person, and (2) they result in either
currency received (Cash In) or currency
disbursed (Cash Out) by the financial insti-
tution totaling more than $10,000 in any
one business day.

2. Question: Should the revised CTR Form 5.
4789 be used to report suspicious activity?

Answer:The revised CTR should NOT be
filed for SUSPICIOUS TRANSACTIONS
involving $10,000 or less in currency OR to
note that a transaction of more than $10,000
in currency is suspicious. Any suspicious or
unusual activity should be reported by a
financial institution in the manner pre-
scribed by its appropriate federal regulator
or FinCEN. If a transaction is suspicious
and in excess of $10,000 in currency, then
both a revised CTR and the appropriate
referral form must be filed.

distribution before the end of 199%or use

in reporting suspicious transactions involv-
ing $10,000 or less in currency OR to note
that a transaction of more than $10,000 in
currency is suspicious. Until a similar form
is developed for non-bank financial institu-
tions, they should write “SUSPICIOUS”
across the top of the revised CTR.

Question: When should financial institu-
tions begin using the revised CTR Form
47897

Answer:The revised CTR becomes effective
on the business dayf October 1, 1995.
Filers must continue to use the current CTR
Form 4789 (Rev. July 1994) for reportable
transactions that occur before October 1,
1995 (business day).

Question:Where can | get usable copies of
the revised CTR Form 4789?

Answer: In September of 1995, usable
copies of the revised CTR will be available
from the IRS Forms Distribution Centers
by calling 1-800-TAX-FORMS (1-800-829-
3676). Prior to September 1995, an
ADVANCE COPY of the revised CTR
Form 4789 (that has been available since
May 1995) could be ordered from the Inter-
nal Revenue Service (IRS) Forms Distribu-
tion Centers. This ADVANCE COPY of the
revised CTR was for use by financial insti-
tutions to train employees and make other
necessary changes required in order to com-
plete and file the revised CTR, effective on
the business day of October 1, 1995.

Question:May the old CTR be filed after
October 1, 1995?

Answer: FinCEN is allowing a necessary
transition time until the end of December
1995 for financial institutions to start filing
the new CTR. Between October 1 and
December 31, 1995, paper filers witlot

be penalized for continuing to file the old
CTR or the ADVANCE COPY of the new
CTR, which has been available for training
purposes since May 1995, while making
every “good faith” effort to obtain and file
the new CTR as soon as possible after
October 1, 1995 (business day). This same

For banks, a new Suspicious Activity

Report (SAR) Form is being prepared for 1.

Effective April 1, 1996

September 1997
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policy will also apply to magnetic CTR
filers. (SeeAnswerto Question #7below.)

. Question:Where can | get specifications for
MAGNETIC FILING of the revised CTR?

Answer: Requests for specifications on
magnetic filing of the revised CTR should
be directed to the IRS Detroit Computing
Center, ATTN: CTR Magnetic Media
Coordinator, P.O. Box 33604, Detroit, Ml
48232-5604.

. Question: The IRS Detroit Computing
Center issued specifications on magnetic
filing of the revised CTR during the week of
June 12, 1995. It will take at least six (6)
months from the time of receipt of these
specifications until they are fullly installed
and usable on financial institutions’ sys-
tems. Is it acceptable for financial institu-
tions to continue to file magnetically the old
CTR Form 4789 (Rev. July 1994) until
December 1995?

Answer: Yes, for purposes of completing
the new CTR, a U.S. passport is considere
an acceptable form of identification.
Although verification of an address by offi-
cial document or other means.g.,through
credit bureaus) is desirable, acceptable ider
tification may be made by an official docu-
ment containing name and a photograpl
(preferably with address) that is normally
acceptable by financial institutions as a
means of identification when cashing check:
for nondepositors.

10. Question:What is a cedular card?

Answer:A cedular card is the term used for
a personal identification card issued by
foreign governments, particularly in Latin
America and Spain, to citizens above &
certain age (not issued to minors) and withir
certain categories (excluding certain classi
fications of citizense.g, military).

Answer:Yes, because of the transition timeSpecific Instructions

necessary to file the revised CTR magneti-
cally, financial institutions will not be
penalized for continuing to use the old CTR
while making every “good faith” effort to
work with the IRS Detroit Computing Cen-
ter to implement specifications for magnetic
filing of the revised CTR. It is expected that
this process should be completed at the
latest by the end of December 1995. This
same policy will also apply to paper CTR
filers. (SeeAnswerto Question #5above.)

. Question:Where should | file the revised
CTR?

Answer:File the CTR by the 15th calendar
day after the day of the transaction with the
IRS Detroit Computing Center, ATTN: CTR,

P.O. Box 33604, Detroit, Ml 48232-5604 or

with your local IRS office. Keep a copy 1o

(either paper or electronic) of each CTR for
at least five years from the date filed.

Identification Requirements

9. Question: Is a U.S. passport acceptable

identification since it does not contain an
address and is not specifically listed in the
regulations (31 CFR Part 103.28)?

11. Question:What should be included on addi-

tional sheets attached to the original CTR®

Answer:In order for attached sheets to be
clearly associated with the original CTR, it
would be desirable to have as much iden
tifying information as possible on the
attached sheets, including: (1) the name o
the bank filing the form and (2) the date of
the transaction. At a minimum, on all
attached sheets of paper to the origina
CTR, the financial institution should note
the following: (1) the name(s) of the per-
son(s) or organization(s) on whose behal
the transaction(s) is conducted and (2) the
social security or employer identification
number(s).

Question:Must a financial institution amend
an incomplete old CTR after October 1,
1995, if the missing information is no longer
required on the revised CTR.g.,a CTR is
filed on September 28, 1995, then the finan
cial institution discovers additional informa-
tion on October 3 that should have beer
provided as an amendment to the old CTR
however, that information is no longer
required on the new CTR)?Itém 1la:
Amends prior repor}.
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13.

14.

15.

Answer:Because the revised CTR requires
less information, after October 1, 1995,
there is no requirement to amend old CTRs
when the amendment concerns information
on fields that have been eliminated on the
revised CTR.

Question:When should the box for “mul-
tiple persons” be checkedMém 1b: Mul-
tiple persons.

Answer: Multiple person transactions are
those conducted by or on behalf of two or

This should be reported as a multiple
transaction. However, if the customer places
one bag containing the five deposits in the
night depository over a weekend, and the
teller processes the deposit on Monday
morning, totaling the five deposits and show-
ing a single cash-in transaction, the finan-
cial institution may report it as a single
transaction so that the CTR reflects the
financial institution’s records.

more individuals; on behalf of two or more PART |

organizations, or on behalf of at least one

individual and at least one organization. InSection A: Person(s) on Whose
these cases, box “1b” (multiple persons)Behalf Transaction(s) Is Conducted

should be checked.

Question: Do all holders of the account,
even if they do not come to the bank, needp
to be put on the revised CTR as “Person(sy

ducted”?

One of the major changes on the new CTR is the
eversal of Sections A and B from the old CTR:
erson(s) on Whose Behalf Transaction(s) is

) onducted” which was Section B on the old
on Whose Behalf Transaction(s) Is Con--TR is now Section A. and

“Individuals(s)

Conducting Transaction(s)” which was for-

Answer: For deposits, all those who aremerly Section A is now Section B. This was
known to benefit from the transaction mustdone to place a greater emphasis on all those
be identified on the CTR. However, if awho benefit from (the beneficiaries of) the
person makes a withdrawal from a jointtransaction by noting that information first in
account, only his name needs to be listed agection A.

the beneficiary of the transaction if: (1) he
states that the withdrawal is on his ownl6.
behalf or the financial institution knows that
the person making the withdrawal is the
only beneficiary, and (2) the financial insti-
tution has no reason to believe otherwise.

Question:When should the box for “mul-
tiple transactions” be checked®dm 1c:
Multiple transactiony

Answer: Multiple transactions are any two
or more transactions which the financial
institution has knowledge are conducted by
or on behalf of any person during the same
business day and which result in a total
cash-in or cash-out of over $10,000. In
these cases, box “1c” (multiple transac-
tions) should be checked.

Example:A customer places one depositl7.
bag into the night depository at a bank on
Friday night, two deposit bags on Saturday
and two on Sunday; then on Monday morn-
ing, a teller processes all five deposit bags
and deposit slips at the same time, but posts
each individual deposit separately.

Question:Must the financial institution note
whether the number provided in ltem 6 is a
social security number (SSN) or an employer
identification number (EIN) since there is
no separate configuration of spaces?

Answer:lt is not necessary to note whether
the number in Item 6 is an SSN or EIN, and
the revised CTR has been simplified to
eliminate the separate configuration of these
numbers because they may be differentiated
solely on the basis of their initial numbers.
IRS Service Centers assign EINs, which
start with numbers not assigned to SSNs;
whereas, the Social Security Administration
assigns SSNs, which start with numbers not
assigned to EINs.

Question:While an SSN or EIN is required
on a CTR, if a CTR is filed without an SSN
or EIN, should the financial institution
amend the CTR if it subsequently obtains
an SSN or EIN? (Items 6 and 19)

Answer:Yes, the CTR should be amended if
an SSN or EIN is subsequently obtained.

September 1997
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18.

Question: Are the terms “homemaker,”
“retired,” or “unemployed” acceptable as
descriptions for occupationsfgm 13

Answer: “Homemaker,” “retired,” or
“unemployed” are acceptable as occupa-
tion descriptions, but financial institutions
should attempt to get more specific infor-
mation. As a basic part of “know your
customer” programs, financial institutions
should pay particular attention to customers
with such non-specific occupations who
continually make large cash deposits. “Self-
employed” is not acceptable without addi-
tional information as it is too non-specific.

Section B: Individual(s) Conducting
Transaction(s) (if other than above)

19.

20.

21.

Question: Instructions state that financial
institutions should enter as much informa-

aggregation of multiple transactions has
exceeded the reporting thresholdPaft —
Section B box d: Multiple Transactions

Answer:Yes, box “d” in Part I—Section B
of the revised CTR is the same as box 3d fo
Multiple Transactions in Part | of the old
CTR, and should be checked to indicate tha
some or all of the information required in
Items 15-25 is missing because the trans
action being reported is a multiple transac-
tion. Areasonable effortto obtain information
for reporting multiple transactions that when
aggregated exceeded the reporting threst
old might include a check of bank records,
telephone calls to customers, and obtainin
information from tellers who handled the
multiple transactions. However, if complete
information is still not obtained, then box
“d” in Part I—Section B must be checked
to explain why.

tion as is available in Section B. Does thisPART I

mean that if it is not available, then they do
not have to provide it? Should the financial

institution refuse to conduct the transactionAmount and Type of Transaction(s)

if the customer refuses to provide the
required information?

Answer:The law requires financial institu-
tions to file complete and accurate CTRs.
The CTR Form 4789 indicates the only
circumstances in which incomplete data is
acceptabled.g.,Armored Car Service, Mail
Deposit or Shipment, etc.). If a financial
institution elects to conduct a transaction
for which it files an incomplete CTR other
than for these specified circumstances, then
it should attach an explanation of why the
CTR is incomplete.

Questionif box “a” in Section B is checked
for Armored Car Service, should the pro-
vider's name be inserted?

Answer:No, the Armored Car Service pro-
vider's name does not have to be recorded
on the CTR.

Question:ls box “d” for Multiple Transac-
tions on the revised CTR’s Part [—Section
B the same as the old CTR’s Part |, box 3d?
If so, what is considered a “reasonable
effort” for obtaining information when the

22. Question: Should “multiple transactions”

be aggregated?

Answer: Yes, to report multiple transac-
tions, all the individual transactions of which
the financial institution has knowledge must
be aggregated, which means that debit
must be added to debits, and credits must b
added to credits. If the cash debits or the
cash credits totals exceed $10,000 in «
business day, a CTR is required. If debits
and credits each exceed $10,000, they ca
both be reported on a single CTR. Do not
mix debits and credits by off-setting one
against the other; that is, do not mix cash-ir
transactions with cash-out transactions. Fol
lowing are several examples of how to
report aggregated transactions:

Example A:The financial institution has
knowledge that an individual deposits $5,00C
in cash into his account and returns later ir
the day to deposit another $5,500 in casl
into his account. Both cash-ins should be
added (totaling $10,500) and reported on «
CTR. Complete Section A on the indi-
vidual, and enter his ID in Item 14; in
Section B check box d (Multiple Transac-
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tions) and box e (Conducted On Own
Behalf) to explain why Section B is left
blank.

Example BAn individual deposits $5,000 23,
in cash into his personal account and returns
later in the day to deposit $6,000 in cash
into his employer's business account.
Because the financial institution has knowl-
edge that this individual has deposited
$11,000 in one business day, it must file a
CTR. Complete two Section As (one Sec-
tion A on the individual, entering his ID in
ltem 14, and the other Section A on his
employer’s business account, entering N/A
in Item 14); in Section B check box d
(Multiple Transactions) and box e (Con-
ducted On Own Behalf) to indicate why
Section B is left blank.

Example C: An individual acting on
behalf of several others, deposits and with-
draws various amounts during the day.
Regardless of how many visits he makes, if
the financial institution has knowledge that
either the debit or the credit total exceeds
$10,000, a CTR must be filed. When the
individual conducting the transactions does
not benefit, complete Section B with infor-
mation on him, entering his ID in Item 25, 24.
and complete separate Section As on all
beneficiaries of the transactions, entering
their identifications in Item 14. (If benefi-
ciaries’ identifications are not available
because individuals are not present or are
not applicable because beneficiaries are
organizations, enter N/A in Item 14.) When
the individual also benefits from the trans-
actions, enter information on him and all
other beneficiaries in separate Section As,
indicating his ID and the identifications of
others in Item 14, if available and applica-
ble; in Section B check box d (Multiple
Transactions) and box e (Conducted On
Own Behalf) to indicate why Section B is
left blank.

Example D: Two or more individuals
conduct separate transactions on behalf of
the same account holder (a store) in the
same business day. If the financial institu-
tion has knowledge that the aggregate of the
transactions exceeds $10,000, a CTR i§5
required. Complete Section A with informa-"~""
tion on the same account holder (a store),
indicating N/A for ID in Item 14, and
complete separate Section Bs on the indi-
viduals who conducted the transactions but

were not beneficiaries, entering their iden-
tifications in ltem 25.

Question:How should trusts and other third
party accounts be reported?

Answer: If Jane Doe, the trustee of the
John Smith Trust, makes a reportable deposit
to the Trust Account, information on Jane
Doe, the trustee, including the method used
to verify her identification, must be entered
in Part I, Section A. Identifying information
on the John Smith Trust, who is the bene-
ficiary of the transaction, must also be
reported in a separate Section A (on the
back of the CTR Form). Then check box e
(Conducted On Own Behalf) to indicate
why Section B is left blank. However, if
the transaction is conducted for Jane Doe,
the trustee, by her secretary, then in addition
to identifying Jane Doe, the trustee, and
the John Smith Trust, the beneficiary, in
separate Section “As,” report identifying
information on the secretary, who actually
conducted the transaction, in Part |, Sec-
tion B.

Question:When an individual presents an
on-us check drawn on an account of some-
one other than the presenter’s account, which
box should a reporting bank check? When
an individual presents an on-us check drawn
on the account of the presenter to withdraw
funds from his/her own account, which box
should be checked?

Answer: When an individual presents
an on-us check drawn on an account of
someone other than the presenter’s account,
the bank should check box 32 (Negotia-
ble Instrument(s) Cashed). When an
individual presents an on-us check drawn
on the account of the presenter to withdraw
funds from his/her own account, box 32
could be checked or box 34 (Deposit(s)/
Withdrawal(s)) may be checked to indicate
that the transaction is a withdrawal. In any
case, list account numbers in Item 35
(Account Number(s) Affected).

Question:When a corporation/retail store’s
transaction exceeds its exempt limit, should
a CTR be filed?

Answer:Yes, if a customer’s transaction(s)
exceeds its exempt limit, a CTR must be
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26.

27.

28.

filed on the entire amount of the cashPART Il

transaction, not just the difference between

the amount exempted and the amount of thFinancial Institution Where

transaction.

Transaction(s) Takes Place

Question: How should the purchase and,q qyestion:Should dashes be used in record

redemption of a Certificate of Deposit (CD)
be reported?

Answer: It is preferred that box 34
(Deposit(s)/Withdrawal(s) be checked since
the purchase of a CD is a deposit and the
redemption is a withdrawal. However, it is
also acceptable if a bank checks Item 36
(Other) and writes in CD redeemed/y
purchased. In either case, enter the CD
number(s) in Item 35 (Account Number(s)
Affected).

Question:How should such transactions as
loan and credit card payments be reported?

Answer: Transactions such as loan and
credit card payments should be indicated
and described in Item 36 (Other) with
account numbers affected recorded in

Item 35. 31.

Question:If a customer uses a chedke(, a
negotiable instrument) to purchase $20,000
U.S. equivalent worth of foreign currency,
how should the revised CTR be completed?

Answer: If a check is used to purchase32
$20,000 in foreign currency, check box 36"

(Other), indicate “check cashed to purchase
foreign currency,” and complete Items 27

(Cash Out-Amount) and 29 (Foreign Cur-

rency). It would also be considered accept-
able to check Item 32 (Negotiable Instru-

ment Cashed) because the check is a
negotiable instrument and complete

Iltems 27 and 29.

ing the depository institution’s Magnetic
Ink Character Recognition MCR) number?
(Item 43)

Answer:No, dashes should not be insertec
in recording of the MICR number in
Item 43.

0. Question:May the preparer and the approver

of the new CTR be the same person?

Answer:Yes, the preparer and the approv-
ing official of the new CTR may be the
same person. This is a change in policy
based on standardizing paper filing with
magnetic filing of the CTR. However, it is
still strongly recommended that financial
institutions, as a matter of internal review of
CTRs, have two people involved.

Question:Must the signature of the approv-
ing official be an original, or may it be
pre-printed? (Item 45)

Answer: The signature of the approving
official in Iltem 45 must be an original
signature; it may not be pre-printed.

Question: May a department's name be
pre-printed instead of the name of a persol
to contact? (Iltem 48)

Answer:The name of a person to contact for
guestions about the CTR (not a depart:
ment's name) is preferred in ltem 48; how-
ever, the name of the compliance office ol
other designated department would be
acceptable.
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Bank Secrecy Act Recordkeeping Rule for Funds Transfers

and Transmittals of Funds
31 CFR Part 103

Section 1504.0

The following staff interpretive guidance
addresses frequently asked questions about the
new recordkeeping rules for funds transfers and
transmittals of funds, which were issued under
the Bank Secrecy Act by the Federal Reserve
Board and the Financial Crimes Enforcement
Network (FINCEN) of the Department of the

Treasury.

The new requirements become effective on

May 28.

This guidance is not meant to be comprehen-
sive and does not replace or supersede the terms

of the rule itself.

SECTION 103.11—MEANING OF
TERMS

1. Question:Beneficiary, Beneficiary’s Bank.

Which parties are the beneficiary’s bank
and the beneficiary with respect to a funds
transfer in which payment is made to a
customer of a foreign bank?

Answer:The foreign bank receiving a pay-
ment order for payment to its customer is
the beneficiary’s bank. The foreign bank’s
customer is the beneficiary.

. Question:Beneficiary, Beneficiary’s Bank,
Recipient, Recipient's Financial Institu-
tion, Intermediary Financial Institution.
Which parties are the beneficiary, the ben-
eficiary’s bank, the recipient’s financial
institution, and the recipient when funds are
received by a bank for credit to an account

of a licensed transmitter of funds or other 4.

person engaged in the business of transmit-
ting funds (“money transmitter”) for fur-
ther credit to the money transmitter's
customer?

Answer:The bank holding the money trans-
mitter’'s account is the beneficiary’s bank
(and an intermediary financial institution);
the money transmitter is both the recipient’s
financial institution and the beneficiary; the
money transmitter’s customer is the recipient.

. Question:Financial Institution. What types
of “financial institutions” are covered by
the rule?

Answer: The rule applies to all financial
institutions subject to the Bank Secrecy Act
regulations. Financial institutions, as definec
in 8103.11(n), include banks as well as
nonbank financial institutions (NBFIs) such
as securities brokers or dealers required t
be registered with the SEC, currency
exchange houses, casinos, and persol
engaged in the business of transmitting
funds. The definition of financial institution
is limited to those institutions located within
the United States.

While the terms “beneficiary’s bank”
and “originator’s bank,” as defined in
§103.11(e) and 8§103.11(w), respectively
include institutions located outside the
United States, the requirements of the Banl
Secrecy Act generally do not apply to
foreign beneficiary’s banks or foreign origi-
nator's banks. The definitions of “benefi-
ciary’s bank” and “originator’s bank” were
expanded to include foreign institutions in
order to clarify the role of domestic institu-
tions involved in international transactions.
Thus, domestic banks involved in interna-
tional transactions are not required unde
the rule to contact the foreign bank for
missing information on the foreign bank’s
customer. The Board and the Treasur
Department encourage foreign banks, how
ever, to comply with efforts to obtain and
include complete information on the parties
to a transfer where not otherwise forbidder
by law.

Question: Funds Transfer. Does the rule
apply only to “wire transfers”?

Answer: No. The rule applies to funds

transfers and transmittals of funds, which
cover a broad range of methods for moving
funds. The rule includes certain internal
transfers, e.g., when a bank transfers fund
from an originator's account to a beneficia-
ry’s account at the same bank (if the origi-
nator and beneficiary are different parties)
as well as orders made in person or by
telephone, facsimile, or electronic message
sent or delivered by a customer or by ar
NBFI on behalf of a customer to the NBFI's

bank. The definition includes all funds trans-
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fers that are made within the United States, 9.
regardless of whether the transfer originates
or terminates abroad.

. Question: Originator. If a corporation has

one or several individuals who are autho-
rized by the corporation to order funds
transfers through the corporation’s account,
who is the originator in such a transfer?

Answer:The corporation, and not the indi- 10.
vidual(s) authorized to issue the order on
behalf of the corporation, is the originator.
Accordingly, the information must be
retrievable by name of the corporation, not
by the name of the individual ordering the
funds transfer.

. Question: Originator, Originator's Bank.
Which parties are the originator and the
originator's bank with respect to a funds
transfer initiated by a customer of a foreign
bank?

Answer:The customer of the foreign bank,

i.e., the sender of the first payment order, is
the originator. The foreign bank accepting
the payment order from that customer is the
originator’s bank.

. Question: Originator, Originator’s Bank,
Transmittor, Transmittor’'s Financial Insti-
tution, Intermediary Financial Institution.

Question:Originator’'s Bank. If a customer
initiates a funds transfer through Bank 1,
which uses Bank 2 as its correspondent,
which bank is considered the originator's
bank?

Answer: The customer is the originator;
Bank 1 is the originator’s bank; Bank 2 is an
intermediary bank.

Question:Payment Orderls an instruction

to a bank to effect payment under a letter of
credit a payment order and subject to the
recordkeeping requirements?

Answer:This issue is discussed at length in
Official Comment 3 to UCC 4A-104. As a
general matter, the instruction to a bank to
effect payment under a letter of credit is
subject to a requirement that the beneficiary
perform some act such as delivery of docu-
ments. Because the term “payment order”
is limited to instructions that do not state a
condition to payment to the beneficiary
other than time of payment, the transaction
is not a payment order and not a funds
transfer subject to the recordkeeping require-
ments. Certain other transactions connected
with a letter of credit, however, may meet
the definition of “payment order.”

Which parties are the originator and tranSSECTION 103.33—RECORDS TO

mittor of a funds transfer/transmittal of
funds when funds are wired by a mone)}3
transmitter (on behalf of its customer)
through an account at a bank?

E MADE AND RETAINED BY
FINANCIAL INSTITUTIONS

(The following questions and answers, which

Answer:The transmittor is the money trans-use the terminology associated with funds trans-
mitter's customer; the money transmitter isfers through banks, also are applicable to
both the transmittor’s financial institution transmittals of funds through nonbank financial
and the originator; the bank is the origina-institutions (NBFIs).)

tor's bank and an intermediary financial

institution.

. Question: Originator, Originator's Bank. 8103.33(e)(1)—Recordkeeping
Who is the originator in a transaction whereRequirements.
a trustee initiates a funds transfer from an

account at a bank held by the trust? 11. Question: When does the recordkeeping
rule take effect?

Answer:May 28, 1996.

Answer: The trustee is merely the person
authorized to act on behalf of the trust,
which is a separate legal entity. The trust,
itself, is the originator of the funds transfer12 Question:Are all funds transfers subject to

and the bank holding the account is the  the recordkeeping rule, regardless of the
originator's bank. size of the transaction?
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13.

14.

15.

16.

17.

Answer:No. Only funds transfers equal to
or greater than $3,000 are subject to the
rule.

Question:How long must the information 18.

collected under the rule be kept?

Answer: Pursuant to §103.38(d), all infor-

mation required to be collected under the
rule must be retained for at least five (5)
years.

19.

Question:Does the rule require any report-
ing to the government of any information?

Answer:No. Information related to a funds
transfer may be subject to the Bank Secrecy
Act’s suspicious activity reporting require-
ments, however, which became effective on
April 1, 1996.

Question:What is the relationship between20.

the funds transfer recordkeeping rule and
the rules for reporting suspicious transac-
tions by financial institutions?

Answer: The funds transfer recordkeeping
requirements do not affect an institution’s
responsibility to report a transaction as
suspicious under the terms of the rules
requiring such reporting. The two rules are
separate and distinct requirements under the
Bank Secrecy Act. Circumstances under
which a bank should report a funds transfer
as suspicious are discussed more fully at
61 FR 4326et seq, February 5, 1996.

Question:If oral payment order instructions
initially are recorded on audio tape, must
the record of those instructions required by
this rule be kept in that form?

Answer: No. The bank may retain either

the original or a microfiche, other copy, or

electronic record of the instructions. The
copy of an audio recording of the payment
order need not be a verbatim transcription,
so long as it contains the required
information.

Question:May a bank use a code name or
pseudonym for its customer?

Answer: Banks might, for a number of

reasons, use various classification schemes

in connection with their funds transfer
records. A bank must be able to retrieve the

records, however, based on its customer’
true name, rather than the code name ¢
pseudonym.

Question:Is retaining the city and state (or
country) considered a sufficient address’

Answer: Banks should obtain a complete
address including street information when
possible.

Question:If a customer arranges to have its
mail held for pick up at a bank location,

may it use the bank’s address as the addre:
of its customer?

Answer: No. The bank should retain a
record of the customer s address, rather the
the address of the bank location at which the
customer’s mail is held for pickup.

Question:In some circumstances, transmit-
tal orders may be “aggregated.” For exam-
ple, a casa de cambio in Texas may collec
several transmittal orders for small amount:
from different individuals who are sending
money to relatives in Mexico and “bundle”
them into a single transmittal order to a
Texas bank as part of a transmittal of fund:
to a Mexican casa de cambio. The “aggre-
gate” transmittal order does not identify the
individual transmittors or recipients of the
underlying transmittal orders. The Texas
bank sends the “aggregate” transmittal ordel
to a Mexican bank (for which it holds a
clearing account), and the Mexican bank
pays the Mexican casa de cambio. The cas
de cambio pays the Mexican recipients
based on the separate transmittal orders th
it received directly from the Texas casa de
cambio. What are the recordkeeping require
ments for the Texas casa de cambio and th
Texas bank?

Answer:In this example, the payments are
completed by a combination of (1) transmit-
tals of funds between the casas’ de cambi
customers and (2) a separate funds transf
between the casas de cambio themselve
With respect to the first set of transmittals of
funds, the individuals in Texas are the
transmittors and the Texas casa de cambi
is the transmittor's financial institution,

which must collect and retain the informa-
tion regarding the individual transmittal

orders as required by §103.33(f)(1)(i) (excep
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for any transmittal order that is less than§103_33(e)(3)_|3eneficiaries other
$3,000). The Texas casa de cambio sendfan established customers.

messages (by telephone or telegraph), which

are transmittal orders, to the Mexican casa3. Question:If a beneficiary’s bank attempts

de cambio providing instructions for pay-
ment to the recipients. The Mexican casa
de cambio is the recipient’s financial insti-
tution. The Mexican individuals are the
recipients.

These transmittals of funds are settled
through the separate “aggregated” funds
transfer, in which the Texas casa de cambio
is the originator and the Texas bank is the
originator's bank. This is a separate funds
transfer because the Texas bank has aggre-
gated several discrete transmittals of funds,
thereby changing the payment order amount
as well as the parties to the transfer. The
Texas bank is required to collect and retain
the information regarding the Texas casa de
cambio required by §103.33(e)(1)(i). With
respect to the aggregated funds transfer, the
Mexican bank is the beneficiary’s bank
and the Mexican casa de cambio is the
beneficiary.

21. Question: Are there any differences in
recordkeeping requirements for nonbank
financial institutions compared to financial
institutions?

Answer: There is one incremental record-

keeping requirement on NBFIs. NBFls, but
not banks, must keep the original or a copy
of any form relating to the transmittal of

funds that is completed or signed by the
person placing the transmittal order. (See
8103.33(f)(1)(1)(G).) The transmittor’s finan-

cial institution may either keep the original

or a microfilm, other copy, or electronic

record of the information contained on the
form.

to obtain identification from a beneficiary
who is not an established customer, and the
person is unable or unwilling to provide the
identification, should the bank refuse the
transaction?

Answer: The responsibility of a beneficia-
ry’'s bank that accepts a payment order
involves laws other than the funds transfer
recordkeeping rule. The recordkeeping rule
does not affect that responsibility. If the
beneficiary’s bank is instructed to make
payment to the beneficiary in person and the
person claiming to be the beneficiary fails to
provide identification required by the rule,
the beneficiary’s bank’s responsibility to
make that payment may be affected. If the
beneficiary s bank does not believe, how-
ever, that the lack of cooperation of the
person claiming to be the beneficiary pro-
vides an adequate basis for withholding
payment, it should note in the record the
lack of identification required by the rule. In
addition, bank personnel should report any
suspicious transactions to law enforcement
authorities as required by the suspicious
activity reporting rules.

The rule does not require identification
when proceeds are not delivered in person
to the beneficiary. The beneficiary’s bank
should retain a copy of the check or other
instrument used to effect payment, or the
information contained thereon, as well as
the name and address of the person to which
it was sent.

§103.33(e)(4)—Retrievability
Requirements.

8103.33(e)(2)—Originators other than
established customers.

22. Question:Is a bank obligated to accept a
payment order from someone that is not an
established customer?

Answer:No. This rule merely sets forth the
requirements for payment orders accepted
by a financial institution.

24. Question: How quickly must records be

retrieved?

Answer: The retrievability standard is set

forth in 8103.38(d). Under this standard, the
expected timeliness of retrievability will

vary based on the circumstances. Generally,
records should be accessible within a rea-
sonable period of time, considering the
quantity of records requested, the nature
and age of the record, the amount and type
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25.

26.

27.

of information provided by the law enforce-
ment agency making the request, as well as
the particular bank’s volume and capacity
to retrieve the records. As a practical matter28.
the expected timeliness for retrievability
will depend on the terms of the request.

Question:How must records be retrievable?

Answer: Information retained by an origi-
nator's bank must be retrievable by the
originator's name and, if the originator
maintains an account that has been used for
funds transfers, by the originator’'s account
number. A beneficiary’s bank must retain
and retrieve information by the beneficia-
ry’'s name and, if the beneficiary is an
established customer with an account, by
account number.

The information need not be retained in
any particular manner, as long as the bank
retains the required records in such way that
it is able to meet the retrieval requirements
of the rule. A bank may take intermediary
steps as necessary to retrieve a requested
record. For example, if a bank were directed

Answer: No. There is no requirement for
records to be maintained on-site.

Question:Must a bank automate its funds
transfer records and retrieval systems ir
order to comply with the regulation?

Answer: No. Although an automated rec-
ordkeeping and retrieval system is not
required by the rule, a bank may wish to
consider implementing an automated sys
tem, depending on the demand for fund:
transfer records and its current means o
keeping the records. Based on the volum
of law enforcement requests, a bank shouls
weigh the costs of implementing an auto-
mated system versus the costs of searchir
manual records. The rule does not requir
that information be maintained in any par-
ticular order. For example, a bank may
retain information about its customers in its
customer file and information about funds
transfers in a separate file and may cros
reference and retrieve the information.

to retrieve a transfer based on the name 103.33(e)(6) Exceptions.

its customer, the bank may first look up the
account number for that customer, and thepg
review the customer account statements for
the specific funds transfer(s). Using the
transaction number identifying the specific
transfer that is included on the customer
statement, the bank may then retrieve that
transfer from its funds transfer records. In
addition, if the bank accepts transfers from
noncustomers, the bank also must retrieve
records of any noncustomer transfers based
on the name provided.

Question: When there are two or more
names on an account, must banks be able to
retrieve records by all names on the account
or just the primary account holder(s)?

Answer: Whenever a bank is obligated to
provide records under this rule and the
request contains the specific name of an
individual, the bank must be able to retrieve
records by that name, regardless of whether
the person is a primary account holder.

Question:Must records retained under the
rule be maintained on-site?

Question: What types of transfers are
excepted from the rule?

Answer:The following transfers are excepted

from the rule:

i) transfers of less than $3,000;

i) debit transfers;

iii) transfers governed by the Electronic
Fund Transfer Act, as well as any other
funds transfers made through ATM,
ACH, and POS systems;

iv) transfers where both the originator and

the beneficiary are any of the following:

(A) A domestic bank;

(B) A wholly-owned domestic subsid-
iary of a domestic bank;

(C) A domestic broker or dealer in
securities;

(D) A wholly-owned domestic subsid-
iary of a domestic broker or dealer
in securities;

(E) The United States;

(F) A state or local government; or
(G) A federal, state or local govern-
ment agency or instrumentality;
transfers where both 1) the originator
and the beneficiary are the same persor

v)
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30.

31.

32.

33.

34.

and 2) the originator's bank and the
beneficiary’s bank are the same domes-
tic bank.

Question:Does the rule apply to transfers
from a person’s individual bank account to
the person’s joint bank account at the same
domestic bank?

Answer:No. The originator and beneficiary
are the same person, and the originator's
and beneficiary’s bank are the same domes-
tic bank. These transfers are excepted from
the rule.

Question:Does the rule apply to intrabank
transfers where the originator and the bene-
ficiary are different persons?

Answer:Yes. Intrabank transfers are excepted
from the rule only if the originator and
beneficiary are the same person (unless the
originator and the beneficiary are both35.
excepted entities, as described in A33).

Question:Does the rule apply to transfers
where the originator and beneficiary are the
same person and the originator's bank and
beneficiary’s bank are separate banks owned
by the same bank holding company?

Answer: Yes. The rule applies to these
transfers, because although the banks are
affiliated, they are separate legal entities.
Transfers between U.S. branches of the
same domestic bank, even across state lines,
are excepted, however, if the originator and
the beneficiary are the same person.

Question:Please clarify the application of
the exceptions for funds transfers contained
in 8103.33(e)(6).

Answer: If both counterparties (originator
and beneficiary) to a funds transfer are any
of the listed excepted entities, the transac-
tion is excepted. Examples of excepted
transfers would include a transfer from the
U.S. Treasury to a public school district (a
local government instrumentality); a trans-
fer from a domestic bank to a domestic
broker/dealer; and a transfer from a domes-
tic broker/dealer to a state treasurer.

Question:A bank’s trust department uses a
nominee, which is a partnership (not a

wholly-owned subsidiary of the bank), and
this nominee sends recurring wire transfers
from the nominee account to an account in
the nominee name at another bank. Are
these transactions excepted from the record-
keeping requirements?

Answer:It is not uncommon for a bank to
establish a nominee for purposes of regis-
tering stock certificates, commercial paper,
participations, and registered bonds. The
nominee generally is a partnership of des-
ignated officers or staff members and pos-
sesses a legal name (different from the
bank) that is registered in accordance with
state laws. Because the nominee is a sepa-
rate legal entity, and not a wholly-owned
subsidiary of the bank, its funds transfers
are not excepted from the recordkeeping
requirements.

Question: Comment 5 to UCC 4A-104
states that there are limited instances in
which the paper on which a check is printed
can be used as a means of transmitting a
payment order that is covered by Article
4A. For example, if an originator's bank
(Bank A) does not have a correspondent
relationship with the beneficiary’s bank
(Bank B), Bank A may send a teller's check
to Bank B if the amount of the transfer is
small and Bank A and Bank B do not have
an account relationship. Bank A may
execute the originator’'s payment order by
issuing a teller's check payable to Bank B
along with instructions to credit the benefi-
ciary account in that amount. The instruc-
tion to Bank B to credit the beneficiary’s
account is a payment order, and the check is
the means by which Bank A pays its obli-
gation as sender of the payment order. The
instructions may be given in a separate
letter accompanying the check, or printed
on the check. According to the Official
Commentary to UCC 4A-104, the instruc-
tion to pay the beneficiary is the payment
order, but the check itself is an instrument
under Article 3 and not a payment order. Is
this type of transaction subject to the rule’s
recordkeeping requirements?

Answer:Yes. If a transaction is defined as a
funds transfer under UCC 4A and not sub-
ject to any of the specific exceptions in the
rule, it is subject to the rule’s requirements.
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The Treasury and the Board have attempted
to conform the definitions of the rule as
closely as possible to UCC 4A definitions to
avoid confusion in the banking industry.
The Treasury and the Board do not plan to
expand the exceptions to the rule at this

time, but may consider whether modifica-
tions to the exceptions would be appropriate
as part of Treasury's study of the industry
and law enforcement’s experience under thi
rule.
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Office of Foreign Asset Control
Section 1505.0

INTRODUCTION an institution’s OFAC compliance program. Spe-
cific questions regarding possible applicable

The Office of Foreign Assets Control of the U.Stransactions or other general OFAC question

Department of Treasury (“OFAC”) administers can be directed to OFAC offices in a variety of

and enforces economic and trade sanctiongays, including by phone at 1-800-540-OFAC

against targeted foreign countries, terrorisnf6322).

sponsoring organizations and international nar-

cotics traffickers based on U.S. foreign policy

and national security goals. OFAC acts unde
Presidential wartime and national emergenc E)?/IEI\/IRSII\_IIEE%E)I?\IVEF OFAC

powers, as well as authority granted by specifi
legislation, to impose controls on transaction PDATES

and freeze foreign assets under U.S. jurisdiction. . .
Many of the sanctions are based on United he Federal Reserve System disseminates OF/

Nations and other international mandates, ardPdates to points of contact at each Feder:
multilateral in scope, and involve close cooperaRk€serve Bank. Specific questions regarding th
tion with allied governments. While OFAC is dlssemlnatlon of !nformatlon or compliance
responsible for promulgating, developing andquestlpns can be directed to the Federal Reser
administering the sanctions for the Secretar{p0ard’s Special Investigations and Examina
under eight basic statutes (not listed here), all gfons Section at 202-452-3168.

the bank regulatory agencies cooperate in ensur-

ing financial institution compliance with the

regulations. OFAC HOME PAGE SITE

General information regarding prohibited trans:
EXAMINATION PROCEDURES actions, compliance, penalties and other matte

can be located on OFAC’'s home page site
Contained within the BSA Workprogram is ahttp//www.ustreas.gov/treasury/services/fac
series of questions regarding the examination dac.html.
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Interim Exemption Procedure

for Currency Transaction Reporting

U.S. Department of the Treasury

Financial Crimes Enforcement Network Section 1506.0

INTRODUCTION tory exemption requirements, and grants signifi
cant relief to banks. The Financial Crimes

This document is intended to answer generafnforcement Network believes that the benefit
basic questions about how to implement the newf this rule will motivate banks to adopt this new
CTR exemption procedures. It is not meant to bgrocedure voluntarily.

comprehensive and does not replace or supple-

ment the regulations.

The existing administrative exemption pro-
cess is being amended to revise, expand and
simplify the exemption procedures. A copy of
this interim rule is located in section 502 of this
manual. We welcome comments on how tq\l
simplify or otherwise improve the proceduresb
still further.

Copies of this FInCEN document “new
exemption procedures for currency transactio

4. Is there a transition period between
the old exemption procedures, and the
new exemption procedure, for currency
transaction reporting by banks?

0. There is no formal transition period, becaust
anks are not required to implement these ne
exemption procedures. A bank may continue t
operate under the previous, more labor-intensiv
Hnd cumbersome procedures if it wishes. But, i
%a bank does so, the bank remains subject to &
. the requirements, and to the penalty rules gov
;:)e;rzug ﬁgf‘;sﬁizgescy Act (BSA) Bulletin erning that system. The Financial Crimes
: Enforcement Network anticipates that banks
will use the new exemption procedures becaus
they require significantly less effort and afford

A. New Procedures banks a limitation on liability.

1. What new exemption procedures are i

effect? 5. Wil this interim rule become

permanent?

The Financial Crimes Enforcement Network haﬁ.he Financial Crimes Enforcement Network is

issued an interim rule that eliminates the requiréseeking public comment on this rule. The com.

ment that banks file currency transaction reports s will be analyzed and any appropriate
t(rca;zf;clgt)er:g?alyR:;eer?];? pseerrs\g(rzli form 4789) forame.ndments wiII. be made. The rule will thgn be
) published as a final (or permanent) rule in the

Federal Register Again, comments are wel-

2. What is an interim rule? come regarding this rule and any suggestions t
improve or clarify it.

An interim rule becomes effective immediately,

without a notice and comment period. One

reason for its use is to grant immediate relieB, Suspicious Transaction Reporting

from an existing regulatory requirement. and Other Bank Secrecy Act

Reporting

3. Are banks required to adopt the new
exemption procedure? 6. If a customer is exempt from currency
transaction reporting, is it then also
No. This interim rule permits but does not exempt from other BSA requirements?
require banks to use the new simplified exemp-
tion procedure for certain types of customersNo. This is especially important for banks to
This rule implements Bank Secrecy Act mandaremember, because of the new suspicious tran

Bank Secrecy Act Manual September 1997
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1506.0 Interim Exemption Procedure for Currency Transaction Reporting

action reporting requirements. A customer thabusiness account with a bank or a governmental
is exempt from currency transaction reportingunit is generally sufficient. Such documentation
is, nonetheless, fully subject to the suspicioumight include a corporate resolution by the other
transaction reporting requirements. bank authorizing the establishment of an account

If a bank knows, suspects, or has reason tand granting signature authority over its account
suspect that a currency transaction constitutesta named individuals. In addition, any documen-
suspicious transaction, as defined in the suspiation that demonstrates that a customer is a
cious transaction reporting rules that becambank is sufficient. A bank is expected to exercise
effective April 1, 1996, a Suspicious Activity the same prudent standards of due diligence that
Report is required. Thus, for example, if a bankt employs in the conduct of its banking activities.
suspects that a government agency is engaged inThe Financial Crimes Enforcement Network
suspicious activity, the bank must file a suspiis aware that certain small governmental units,
cious activity report. Similarly, if a customer is such as a volunteer fire department, or a rural
engaged in frequent, large currency transactiongater authority may not issue detailed documen-
that lack any apparent business purpose and thetion that specifically attests to their govern-
bank knows of no reasonable explanation for thenental status. A bank may rely on reasonable
transactions, the bank may be required to file documentation, based on the type and nature of
Suspicious Activity Report. the governmental agency involved. In addition,

a bank may rely on community knowledge or
knowledge based on the customer s name to
C. Exempt Person make such a determination.

In the case of an entity exercising governmen-
tal authority, a bank must determine and docu-
ment characteristics that make such an author-
ity governmental in nature. Such characteris-
ics include the authority to exercise eminent

omain, the authority to tax the public, and the
t<§1uthority to routinely exercise police powers. A
clear example of governmental authority is the

c) any entity exercising governmental authority”©"t of New Orleans.

(such as the power to tax, to exercise eminent It is important to note that government con-
domain, or to exercise police powers); and tractors arenot governmental authorities solely

d) any corporation whose common stock iy virtue of the services that they provide to the

listed on the New York Stock Exchange government.

the American Stock Exchange (but not the

Emerging Company Marketyr the NASDAQ 9. How does a bank determine that a

National Market (but not the NASDAQ  corporation’s common stock is listed

Small-Cap Issues Market). on one of the exchanges that make the
e) any subsidiary of any listed exempt corpora- corporation eligible for exemption?

tion if it filed a consolidated federal income

tax return with the publicly traded corporation.The business section of many newspapers, and
business weeklies, such &sarron’s, the Wall
V§treet Journalpr Investor’s Dailycontain list-
Ings for businesses that are listed on the stock
exchanges.

7. What is an “exempt person”?
An “exempt” person is:

a) a bank (wherever chartered) to the extent
its United States activities;

b) federal, state, or local government depar
ment or agency

8. What documentation do | need to sho
that an entity is exempt?

In general, a bank must take steps to assure itself

that a customer is exempt comparable to those). How does a bank determine that a

that a reasonable and prudent bank would take business is a subsidiary of one of the

to protect itself from fraud based on mis- exemption-eligible corporationand

identification of a person’s status. The rule that it files a consolidated tax return

includes operating rules to make this easier. with the publicly traded corporation?
In the case of a bank or federal, state or local

government, the same documentation a bankny reasonable documentation will be suffi-

receives now authorizing the establishment of aient. Examples of such documentation might

September 1997 Bank Secrecy Act Manual
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Interim Exemption Procedure for Currency Transaction Reporting 150¢

include a letter signed by a company officer, ol4. Should a bank file a separate

by a company official listed as a signatory on a  exemption for each account, or one
company account, or a copy of the affiliation  for all accounts that an eligible
schedule for the tax return filed. customer has?

A single designation of exemption should be
11. How are franchises treated under filed for each ‘exempt person’ that is a custome
these rules? at a bank, regardless of the number of accoun
held by an exempt person.
Franchises ar@ot exempt simply because the
company that awards the franchise license
is exempt. For example, McDonald’s ownsl5. What if an exempt customer does not
approximately 20% of all restaurants nation-  have an account at the bank?
wide. Thus, for the 80% of McDonald's restau-
rants that are franchises, a bank must determirfen exempt customer, which does not have al
whether the franchise is itself a publicly tradedaccount at a bank, is nonetheless exempt, anc
corporation or its consolidated subsidiary. Indesignation of exemption may be made. Com
many cases the result will be that the franchise ision examples are governmental agencies. It |
not exempt. not uncommon for the United States govern
ment, especially the armed forces, to cash larg
checks at banks at which it does not have a

. . . account. Such transactions are by exem
D. Designation of Exemption y :

persons.
A bank should bear in mind that large cur-
12. Is the designation of exemption rency transactions by many types of listed cor
automatic, once a bank determines porations, in contrast, may be suspicious, if the
that a customer is exempt? corporation does not have an account at th

bank. Such suspicious transactions may b
No. There is one additional requirement. To takeequired to be reported.
advantage of this new procedure, a bank must
generally make a designation of exemption
within 30 days of a reportable transaction, an . .
stop filing CTRs. A desﬁgnation of exemption is%' Benefits and General Information
made by filing a single CTR in which Part I,
Section A and Part 1l are fully completed and16. What is the benefit of this new
box 36 is marked “Designation of Exempt exemption procedure to the bank?
Person.” The bank must file one such designa-
tion of exemption for each customer that it treatg here are several benefits. First, this is fa
as an exempt person. simpler than the existing system and shoul
reduce the filing burden for banks.
Second—a bank that exempts a customer i
13. When a bank files a designation of this manneicannot be penalizefbr a failure to
exemption, must it describe why a  file a CTR unless the bank knowingly filed a
particular customer is exempt? false or incomplete report, or if the bakkew
or had reason to believinat the customer or the
No. However, internal records maintained at théransaction was not exempt or was not trans
bank should indicate why a particular customeacted by the exempt customer.
is exempt €.g.,a public school is a government
agency, General Electric Corp. is listed on the
New York Stock Exchange, etc.). In addition, on17. What is the benefit of this rule to the
the designation of exemption, the bank must  public?
state the occupation of the exempt person, and
may state County government or State police ofhis rule will significantly reduce the Bank
similar occupations that will indicate why the Secrecy Act compliance burden and liability for
customer is exempt. banks, while maintaining the usefulness of CTR:
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1506.0 Interim Exemption Procedure for Currency Transaction Reporting

for law enforcement, and regulatory purposesheld firms should be able to be exempted, under
As such, this rule advances the principles oén exemption process that takes into account
Executive Order 12866 to create “regulationghe lower level of public scrutiny afforded such
that are effective, consistent, sensible, anfirms. FinCEN is aware that the new proce-
understandable.” By making the CTR processlure will provide the greatest benefit to large
more consistent, sensible and understandableanks in urban areas, and may provide less
these rules will be more effective for both thebenefit to smaller, community-based banks.
government and for the banking industries.  FinCEN remains committed to providing a simi-

lar degree of regulatory relief to community-

based banks, and intends to propose a regulation
18. Will the Treasury Department exemptthat will exempt other types of businesses as

other types of businesses? well.

The Treasury Department is committed to

reducing the number of CTRs while retainingl9. To whom may a bank go should it

filings that arehighly usefulfor tax, regulatory, have further questions?

and criminal proceedings. FiINCEN has solicited

public comments on whether businesses ndtny bank may contact its primary Bank Secrecy

incorporated that have equity interests publichAct examination authority, or the Treasury

traded on major exchanges should be deemdkpartment’s Financial Crimes Enforcement

‘exempt persons.’ Network can be contacted regarding questions
The Financial Crimes Enforcement Networkon the Bank Secrecy Act rule at (800) 949-2732

is interested in comments on whether privatelpr (703) 905-3920.
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Workpaper Content and Retention
Section 1601.0

Workpapers are the written documentation of Cash flow and/or Intelligence data obtainec
the procedures followed and the conclusions during examination, if applicable.
reached during a Bank Secrecy Act examinas Bank Secrecy Act policies and procedures.
tion. In addition, the workpapers are used to Audit workprogram/independent review
document management’s responses and commit-program.
ments to issues raised during the course of the Most recent internal audit/independent review
examination. Accordingly, they include, but are results.
not necessarily limited to, examination proce= Bank Secrecy Act training program.
dures and verifications, memoranda, schedules,Exemption list and related documentation.
questionnaires, checklists, abstracts of bank IRS and Treasury correspondence regardin
documents and analyses prepared or obtained byspecial exemptions.
examiners. * Know Your Customer policies.
The workpapers are important to the supervie Copy of completed examiner BSA
sory process because they are expected to supworkprogram.
port the information and conclusions contained Anti-money laundering/suspicious activity
in the related report of examination. The pri- reporting program.
mary purposes of workpapers are to:
Judgment is required as to what workpaper
» Organize the material assembled during ashould be retained for each examination. Length
examination to facilitate review and futuredocuments should be summarized or highlighte
reference. (underlined) so that the examiner who is per:
 Aid the examiner in efficiently conducting the forming the work in the related area can readily
examination. locate the important provisions without having
Document the policies, practices, procedure® read the entire document. If the document
and internal controls of the institution. are voluminous, as may be the case with th
» Provide written support of the examinationBank Secrecy Act policies and procedures,
and audit procedures performed during theummary of the document or table of content
examination. should be included rather than the entire
Document the results of testing and formalizelocument.
the examiner’s conclusions.
Substantiate the assertions of fact or opinion
contained in the report of examination. WORKPAPER RETENTION
* Aid the examiner-in-charge in planning,
directing, and coordinating the work of theExaminers should retain on a readily available
assistants. basis those workpapers from:
Guide future examinations in terms of esti-
mated personnel and time requirements. ¢ the most recent Federal Reserve System Bar
Secrecy Act examination.
Workpapers are to be prepared in a manner past Federal Reserve System Bank Secrec
designed to facilitate an objective review, orga- Act examinations where adverse findings art
nized to support an examiner’s current findings, cited, up to a five-year period.
and should document the scope of the current examinations performed by other regulatory
examination. The following is a listing of pos- agencies where adverse findings are cited (u
sible workpapers to support the Bank Secrecy to five years).
Act examination. The list is not meant to be alle examinations disclosing conditions which lead
inclusive and the final contents should be dic- or may eventually lead, to a suspicious activ:
tated by the scope of the examination: ity report or criminal investigation.

e Copy of previous findings/management These guidelines are the minimum requirec

responses. retention period for workpapers; longer reten:
« Listing of Currency Transaction Reportstion periods may be set by individual Reserve
obtained from the IRS database. Banks.
Bank Secrecy Act Manual September 1997
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