Report of Foreign Bank and Financial Accounts
TD F 90-22.1 Section 1201.0

REPORT OF FOREIGN BANK AND Part 103. The BSA is not an income tax statute

FINANCIAL ACCOUNTS, TD F and Form 90-22.1, though filed with the Internal

90-22.1. BY “BANKS” LOCATED Revenue Service, is not a tax form. Accordingly.

IN TH.E’UNITED STATES a person may have a Form 90-22.1 reportin
obligation even though that person’s assets hel

gg%\kl%DHIENSGC')A\EECI\I)gE(SEI\?NBRNKS) _through foreign accounts produce no taxabl
income.

In general, each United States person havin

The regulation that calls for the reporting ofa financial interest in, or signatory authority
foreign financial accounts implements the Curover, foreign financial accounts with an aggre
rency and Foreign Transactions Reporting Acyate value exceeding $10,000, must report th
of 1970, commonly referred to as the Bankaccount relationships to the Internal Revenu:
Secrecy Act (BSA). In the late 1960’s, law Service. See form 90-22.1, Instruction A, anc
enforcement and tax collection officials noted arSections 103.24 and 103.27 of the Bank Secrec
increased use of foreign bank accounts by U.3\ct regulations, 31 C.F.R. Part 103. A report
citizens and residents to evade taxes. Suahust be filed for each calendar year in which the
citizens established and maintained financiadggregate value of the foreign accounts exceed:
accounts in “tax haven” countries with strict U.S. $10,000. No report is required for calenda
bank secrecy laws in order to hinder U.S. invesyears where the aggregate value of the foreig
tigations into their unlawful activities. For exam-financial accounts at no time exceeded U.S
ple, funds obtained from illicit narcotics sales in$10,000.
the U.S. would be deposi.ted into foreign bank The term “United States person” means (1) &
accounts and then repatriated back to the U..S. citizen, (2) a resident of the United State:
owner in the form of innocent-appearing shang g., any individual who was in the United States
loans or investments. for any 60 consecutive day period during the

The Form 90-22.1 requirements serve twaeporting year, (3) a domestic partnership, (4)
useful purposes in combating the use of foreigndomestic corporation, or (5) a domestic estate ¢
financial accounts to circumvent U.S. law. Firstfrust. A branch, agency, or representative offic
the information provides leads to investigator®f a foreign corporation, including a foreign
in identifying or tracing illicit funds or unre- bank, which is not recognizable as a separat
ported income maintained or generated abroatbgal personality is not a United States persol
Also, and often more importantly, the Formfor the purposes of this form.
90-22.1 filing requirements provide an addi- An officer or employee of a federally-insured
tional prosecutorial tool in combating moneydepository institution branch, or agency office
laundering, tax evasion, drug trafficking, andwithin the United States of a foreign bank that is
numerous white collar crimes. Often it is diffi- subject to the supervision of a federal bank
cult or impossible to obtain detailed evidence ofegulatory agency need not report that he or sh
financial activity and assets from outside of thénas signature or other authority over a foreigr
jurisdiction of the U.S. Frequently, this evidencebank, securities or other financial account main
is critical in convicting violators of U.S. law tained by such entities unless he or she has
who use foreign financial accounts to “cover thepersonal financial interest in the account. Se
tracks” of their illegal activities. Generally, such form 90-22.1, Instruction A.
persons do no comply with the Form 90-22.1 Form 90-22.1 shall be filed on or before
filing requirement as they do not want to notify june 30 of each calendar year with the Internz
the government of their interest in foreign finanrevenue Service, Post Office Box 32621, Detroit
cial accounts. Accordingly, persons may bevichigan 48232. The year for which the report
prosecuted for criminal violation of the report-is made must be identified on the form. Pleas
ing requirements instead of for commission ofote that if an extension of time to file is needed
the underlying crimes. request such extension by writing to the Finan

Treasury Form 90-22.1 is used to reportial Crimes Enforcement Network, Departmen
foreign account relationships and is required bypf the Treasury, 1500 Pennsylvania Avenue
section 103.24 of the BSA regulations, 31 C.F.RN.W., Washington, D.C. 20220.
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1201.0 Report of Foreign Bank and Financial Accounts

Accounts subject to reporting are all main-by U.S. persons. Also, international, interbank
tained with a bank (except a military bankingtransfer accounts (“nostro accounts”) held
facility as defined in Instruction E) or broker orby domestic banks are not subject to reporting
dealer in securities that is located in a foreigron Form 90-22.1 52FR 11436, 11438 (April 8,
country, even is it is part of a Unites States bank987).
or other institution. Accounts maintained with a Reportable bank accounts include both deposit
branch, agency, or other office of a foreign banlaccounts and loan/credit line accounts. The term
or other institution that is located in the United“bank deposit account” means a savings,
States, Guam, Puerto Rico, the Northern Mariandemand, checking, or any other funds deposit
Islands, American Samoa, the Trust Territory oficcount maintained with a financial institution
the Pacific Islands, and the Virgin Islands arer other person engaged in the business of
not foreign accounts and are not subject tdanking. It includes certificates of deposit. The
reporting. Foreign assets (such as securitigerm “loan/credit line account” means dis-
issued by foreign corporations) that are heldbursed loan, funds drawn under credit lines, and
directly by a U.S. person, or through an accoungecured, undrawn credit lines and other secured,
maintained with a U.S. office of a bank or othemundisbursed extensions of credit by a financial
institution are not subject to the BSA foreigninstitution to a U.S. person. A federally insured
account reporting requirements. Form 90-22.#epository institution, however, should not report
is for the reporting of foreign accounts, andany loans and credit extensions from foreign
not all “foreign” assets owned or controlled banks.
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Anti-Money Laundering Program Review
for U.S. Overseas Offices
Examination Procedures Section 1202.0

Advisory #1 Advisory #2

The Federal Reserve has developed examinatidine following examination procedures have beel
procedures for reviewing compliance by U.S.designed to be completed in two parts. The firs
based institutions, whether domestic or foreigris to be completed at the head office in the U.S
operated, with the Bank Secrecy Act (“BSA") prior to conducting the on-site examination of
and other related anti-money laundering stathe overseas branch or subsidiary of the U.S
utes. These procedures, entitled the “Workprobased institution. The second relates to th
gram for Financial Recordkeeping and Reporten-sight foreign country review.
ing of Currency and Foreign Transactions
Examination,” is designed for conducting BSA
reviews of the U.S-based operations only anfPART 1: HEAD OFFICE REVIEW
can be located at Section 100 of tHRSA . . . .
Examination Manual Operational Considerations On-Site

In contrast, the following examination proce-in the U.S.
dures should be utilized by the examiner when
conducting BSA on-site reviews of the oversea€ontact the appropriate U.S. representative wit
operations of U.S.-based institutions. It isoverseas branch/subsidiary responsibility tc
imperative that the examiner understand thadvise that information regarding BSA and
each foreign country may have its own antitelated anti-money laundering laws is needed t
money laundering statutes, if any at all, andonduct the initial portion of the examination.
that the statutes may differ significantly fromFollow-up the conversation in writing to request
those utilized in the U.S. The availability of the needed information.
records may also differ significantly from the The following information, at a minimum,
u.s. should be obtained from the head office:

Y N Comments

1. Policies and Procedures

Does the head office maintain and periodical
review policies and procedures for overseas
operations?

<

The following should be reviewed:

a. Policies and procedures applicable to the for-
eign offices such as the corporate policy stat
ment or program designed to monitor compl
ance with U.S. and local anti-money laundering
statutes.

D
T

b. Applicable laws and regulations affecting th
foreign operations. Does the foreign country i
which the institution operates maintain similg
reporting requirements as that of the U.S.?.

= 5O
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1202.0 Anti-Money Laundering Program Review for U.S. Overseas Offices

Y N Comments

c. The mission statement and a detailed descrip-
tion of the foreign branch/subsidiary’s primar
business and a listing of the services offered
(i.e. retail, wholesale, private banking, trus,
money exchange, letters of credit secured with
cash or time deposits).

d. Organization Chart, including a listing of man
agement and other key personnel at the foreign
offices.

e. Listing of financial reports available from thg
foreign branch/subsidiary and copies of th
most recent reports forwarded by the foreig
operation to the head office to determine:
 addresses/recipients
* method of reporting to the U.S.

« content of required reports

frequency of reports

required responses to provided reports (review

responses)

record retention requirements at the foreig
operation

* type of accounting systems in place (manugl

or automated)

S @ ©

]

Advisory #3 available in a foreign language only and if so,
what arrangements can be made to translate the

The examiner should determine whether or nanformation.

the records on-site at the foreign operation are

Y N Comments

2. Audit
Are internal or external audit reports available?

Contact should be made with the auditor respon-
sible for the on-site overseas audit to determine the:

a. scope of internal/external audits
b. frequency of audits
c. location of audit workpapers

d. audit procedures implemented

o®

reporting lines
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Anti-Money Laundering Program Review for U.S. Overseas Offices 120z

Y N Comments

2. Audit (Continued)

Is a copy of the latest internal and/or external audit
of the overseas operation available at the head
office? If so, review the audit for pertinent inform
tion that may assist the conducting of the on-site
review.

Has senior management reviewed the internal and/or
external audits and implemented corrective actions
regarding criticisms noted within the audits?

Bank Secrecy Act Manual September 1997
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1202.0 Anti-Money Laundering Program Review for U.S. Overseas Offices

Advisory #4 Advisory #5

. - The U.S. Department of Treasury’s Office of
Section 1502 of thé8SA Examination Manual roreign Assets Control (“OFAC”) administers

contains information regarding the Financial : : ; ;
- - aws that impose economic sanctions against
Action Task Force (FATF) and its recornrnendaToreign countries to further U.S. foreign policy

tions to member countries in adopting anti-ynq national security objectives. OFAC is also
money I_aund(_erlng statutes. For each foreig sponsible for making regulations that restrict
country in which the U.S. institution operates,nsations by U.S. persons or entities (includ-
management should be able to provide mformq-ng banks), located in the U.S. or abroad, with
tion regarding the foreign country’s adoption of . o :

? > certain foreign countries, their nationals or “spe-
the FATF recommendations. Keep in mind that 3, ; ; EA larl
foreign country’s formal adoption of the FATF%Ia y designated national$, OFAC regularly

: : rovides to banks, or banks may subscribe to
recommendations does not necessarily me

- . rtain databases or other informational provid-
that the anti-money laundering statutes and regilig (including theFederal Registar current

lations are now in place, or that the statutes anﬁ*JS .
: X . ] ationals that are prohibited from conducting
the financial community or monitored by t.hebusiness with any U.S. entity or individual.

country’s federal government. The foreigng,me of the OFAC examination procedures
country on-site_examination ShQUId_ be able @sted below can be conducted at the head office
assist you in making the determination as 0 thgjje others may have to be checked during the
adequacy of the country’s adoption of the FAT on-site foreign country review. Refer to Section

recommendations. 1505 for additional information.

1. Includes “specially designated narcotics traffickers,”
“specially designated terrorists,” “blocked persons,” and
“blocked vessels.”

Y N Comments

3. Office of Foreign Assets Control (OFAC)

Does the institution have policies and procedures|in

place for complying with OFAC laws and

regulations?

Does the U.S. bank maintain a current listing of

OFAC information?

Is the OFAC information disseminated to foreign

country offices?

Are new accounts compared to the OFAC listing

prior to opening?

Are established accounts regularly compared |to

current OFAC listings?
September 1997 Bank Secrecy Act Manual
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Anti-Money Laundering Program Review for U.S. Overseas Offices 120z

Advisory #6 the on-site portion of the examination. Tailor the
first day letter to reflect information obtained

Deliver a first day letter to the U.S. office forfrom the U.S. head office examination. The

each foreign branch or subsidiary to be examfollowing is a list of some of the information

ined. The head office should be able to providéhat should be available prior to the on-site

the name(s) of responsible personnel to beountry review:

contacted and to ensure their presence during

Y N Comments
4. First Day Letter
List of the different currencies used in cash
operations.
Average amount of cash held on premises in|a
normal working day.
Information concerning customers, including type
of business and location, who frequently condugct
large cash transactions.
List of banks that ship/receive currency with the
foreign country offices.
Copy of procedures and sample reports used|to
monitor large currency deposits.
Description of teller systems (automated or manugl).
Description of and sample reports utilized in con-
ducting electronic funds transfers.
Average volume of daily funds transfers.
List of private banking/trust accounts, including
name and country of origin.
List of banks that clear dollar denominated instry-
ments (e.g., checks, money orders, and traveller's
checks).
Advisory #7 Advisory #8

Upon completion of the examination of the headPrior to the commencement of the on-site for-
office records, you may be able to make arign country review, you should check with
adequate assessment of the entire operatiopsur Reserve Bank BSA representative to detel
efforts, both domestically and internationally, inmine the nature and scope of any examinatio
complying with the BSA and other relatedconducted on the institution or foreign country
statutes. Nonetheless, you should complete asti-money laundering initiatives by either the
many of the overseas on-site procedures locatétbme country supervisor or team of FATF
in Part 2 as possible. auditors.
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1202.0 Anti-Money Laundering Program Review for U.S. Overseas Offices

PART 2: ON-SITE FOREIGN COUNTRY EXAMINATION

Y N Comments

5. Internal Compliance Program and Procedures
Does the institution follow a written program?
Does the written program provide for the following:

a. a system of internal controls to ensure compli-
ance with applicable rules, regulations and
internal policies?

b. independent testing for compliance? If con-
ducted by an outside party, list the name of the

party.

c. a designated position(s) responsible for daily
compliance with BSA and related statutes? List
name(s) of individuals.

d. training for personnel?

e. adequate control of currency flows and cash
transactions?

6. Know Your Customer Policy

Does the institution have policies and procedures t
require reasonable efforts to be made to ascertain the
identity of individuals and/or stated business purpose
of each commercial enterprise with whom the insti-
tution conducts business? (Refer to Section 600
of the BSA Examination Manuat‘Know Your
Customer”)

Does the institution allow accounts to be opened
under fictitious names? If so, does the institutign
maintain records containing the actual names and
other identifying information regarding the individu
als and their stated “activities?”

Do the bank employees receive adequate training
regarding the identifying and reporting of unusual
suspicious transactions?

Does the bank have an adequate monitoring system
to identify unusual or suspicious transactions (struc-
turing of cash transactions, concentration of accounts,
unusual wire transfer activity, cash collateralized
loans, or other transactions inconsistent with the
nature of a customer’s stated business activity)?

September 1997 Bank Secrecy Act Manual
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Anti-Money Laundering Program Review for U.S. Overseas Offices 120z

Y N Comments

7. Private Banking and Trust Departments

=

Does the institution provide for private banking
trust services in the host country? If so, determine
what requirements are necessary for opening |an
account:

a. identification
b. recommendation from third party
c. business or profession

Are numbered accounts or accounts with coded
names permitted? If so, review documentation of:

a. actual names and country of origination
b. concentration of accounts by country

Determine the source and destination of fungs
(checks, wires).

8. Wire Transfers

=]

What systems are in place for recording the initiatig
and reception of wire transfers (automated, manugl)?

Is documentation available to identify the remitter,
destination and description of the transaction?

Does the institution maintain daily transaction log
for both incoming and outgoing transfers?

7]

Does the institution accept cash from non-customers
to initiate funds transfers?

Do wire room personnel receive regular training in
anti-money laundering procedures and the identifi-
cation of unusual or suspicious activities?

Bank Secrecy Act Manual September 1997
Page 7



1202.0 Anti-Money Laundering Program Review for U.S. Overseas Offices

Advisory #9 entities. In view of the numerous methods and
complex nature of such transactions, you should
Credit extensions can serve as one of the chagomplete the following procedures. The list is
nels to conceal money laundering activitiespot meant to be exhaustive, rather, it should
whether extended to individuals or businesprovide a conceptual framework for analysis.

Y N Comments

9. Credit Extensions

Does the bank have a clear understanding of |its
customers business and credit needs?

Does the bank clearly understand the ownersk
structure of corporate borrowers?

p

Is the purpose of the credit extension well defined
and commensurate with the business activity?

Are the sources of payment well defined? What |is
the repayment history (are extensions paid down
ahead of schedule?)?

@

Are credits secured with cash? If so, what is th
reasoning and is this structure in line with th
client’'s business objectives and needs?

¢

Are cross-border credit extensions being booked pn
the basis of cash deposits at an affiliate or corie-
spondent bank?

Is the pricing of credit services in line with general
practices, including the payment of “up-front”
fees?

September 1997 Bank Secrecy Act Manual
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Anti-Money Laundering Program Review for U.S. Overseas Offices 120z

Advisory #10 Findings, particularly criticisms, should be
noted in the consolidated examination repor

Section 1100 of the BSA Examination Manua/@nd brought to management's attention.
provides information on “Payable Through

Accounts.” You should determine whether the

foreign country operation deals in such accountddvisory #11

and what policies and procedures are in place

for the proper opening and monitoring of suchf there are adequate policies, procedures ar
relationships. A review of the correspondeninternal controls regarding currency flows, stor
bank relationships should also be conducted. here. If not, proceed to #10.

Y N Comments

10. Bank Secrecy Act (Anti-Money Laundering Statutes)

Does the foreign branch/subsidiary accept cash for
deposits, loan payments or other financial transac-
tions? If so, review the following:

a. teller operations, including daily cash proof
sheets, tapes, computer-generated reports and
any other documents to support the cash activity.

b. sources of cash (clients, non-clients)

c. uses of cash (deposits, wire transfers, purchase
of monetary instruments)

Are deposits accepted for U.S. accounts? If do,
ascertain how credit is accomplished (pouch deliv-
ery, nostro account debit/credit). Determine the
make-up of the deposits.

Is the U.S. foreign office in compliance with local
anti-money laundering statutes regarding reporting
and record retention.
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Sound Practices Paper—Private Banking
Prepared by the Federal Reserve Bank
of New York, July 1997 Section 1301.0

This paper presents the observations of examimastitutions, including securities dealers, anc
ers of the Federal Reserve Bank of New Yorkasset management and brokerage firms. Accor
regarding sound risk management and internahgly, there are increased pressures on the rel
control practices with respect to private bankingionship managers and marketing officers o
activities. Findings are based on a year-lonfpanking organizations to obtain new clients,
cycle of on-site examinations of the risk man-increase their assets under management, a
agement practices of approximately forty insti-contribute a greater percentage to the net incon
tutions in the Second Federal Reserve Distriadf their organizations.

that are engaged in the provision of financial The reviews underlying this paper focusec
services to high net worth individuals, which isprimarily on assessing each banking institu.
commonly referred to as private banking. Theséon's ability to recognize and manage the
examinations represented a cross section @btential reputational and legal risks that may
commercial banks, Edge Act corporations, trusbe associated with inadequate knowledge an
companies, and U.S. branches of foreign banksnderstanding of the clients’ personal and busi
Our examiners found varying degrees of sophisaess background, source of wealth and use ¢
tication and depth in private banking activities.their private banking accounts. Also considerec
And, we recognize that what constitutes soundere the essential characteristics of an appropr
practice may vary according to the particulars ofite control infrastructure that is suited to suppor
each organization’s business. the effective management of these risks.

To varying degrees, the sound practices ider

regulation and should not be interpreted as suc@ieOI here either are currently in place or are ir
The sound practices reflect the type of informalN€ Process of being implemented in most insti
tion banks need to have to satisfy existing legdtions, although it is recognized that practice:
requirements as well as transactions testingPServed in the United States may differ from

performed by examiners, and the types of co lobal practices. The discussion is structured &

trols essential to minimize reputational and legal®!lows: (1) management oversight, (Il) policies

risk and deter money laundering. The goal of th&1d Procedures, (llf) risk management practice
paper is to ensure that banks are aware of tf!d monitoring systems, and (IV) segregation o

major issues currently under review by reguladuties, compliance and audit.
tory and legal authorities and to further the
dialogue with institutions engaged in private

banking. l. MANAGEMENT OVERSIGHT OF
Heightened supervisory interest in private  PRIVATE BANKING

banking activities primarily reflects market

developments. Recently, domestic and foreigSenior management's active oversight of privats
banking organizations have been increasing thelfranking activities and the creation of an appro
private banking activities and their reliance orpriate corporate culture are crucial elements of
income from this business line. Several largsound risk management and control environ
institutions reported plans to increase sharplynent. Senior management is responsible fc
the net contribution of private banking to theiridentifying clearly the purpose and objectives of
organizations’ earnings. Additionally, the targetthe organization’s private banking activities. A
market for private banking—high net worth statement that describes the target client bas
individuals—is growing and becoming morethe range of services offered to clients, and th
sophisticated and diverse with regard to produdtnancial objectives and risk tolerances shoulc
and service preferences and risk appetites. Ase approved by senior management and esta
the target market for private banking is growingJish accountability for risk management and
so is the level of competition among institutionscontrol functions. Well-developed goals and
that provide private banking services. Bankingbjectives not only describe the target clien
organizations are experiencing competition fobase in terms of factors such as minimum ne
private banking clients from non-bank financialworth, investable assets and the types of proc

The guidance presented in this paper is not
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1301.0 Sound Practices Paper—Private Banking

ucts and services sought, but specifically indiKnow Your Customer Policies and

cate the types of clients the institution will andprocedures

will not accept, and establish multiple and

segregated levels of authorization for new cIienNea”y all of the institutions examined had
acceptance. Institutions that follow such soungitten KYC policies and procedures—most of
pra_ctices will be better pos_itioned to design a”?vhich captured the spirit of sound KYC guide-
deliver products and services that match theifes. These institutions have taken a reasonable
cllen'gs‘ needs, whlle.reducmg the likelihood tha‘approach to including essential components of
unsuitable clients will be accepted. ~a sound KYC policy in their written policies,

_ Senior management should be activelysych as: obtaining identification and basic back-
involved in strategic planning for the privateground information on the clients, describing
banking operation. Sound strategic planninghe clients’ source of wealth and line of busi-
should involve not only setting targets such agess, requesting references, handling referrals
revenue, assets under management, and thRd identifying red-flags or suspicious trans-
number of new accounts, but also include th@ctions. Policies also should require that the
establishment of control and risk managementjients’ source of wealth and funds be corrobo-
goals, such as satisfactory audit and compliangted and include specific guidelines on how to
reviews. The most control-conscious institutionggrroporate information provided by the client.
have passed these and other specific qualitativgyund policies also define acceptable KYC
goals through to relationship managers. In Som@formation for different types of account hold-
cases, they have included these factors igrs such as individuals, operating companies,
employee compensation schemes, thus prom@fersonal investment companies (“PICs”), trusts,
ing accountability and responsibility for risk clients of financial advisers or other intermedi-
management and control processes. _ aries, and financial advisers. These policies also

The culture that exists within the privateshould recognize that contact/visitation reports
banking operation |nvar|ably reflects seniokyritten by private bankers, which document
management’s level of commitment to controlsheir meetings with clients in their home coun-
and risk management. A focused, integratedries and places of business, are an important
‘top-down” approach to embracing risk man- component to the KYC process.
agement and control concepts will most effec- agditionally, sound policies require that the
tively foster an environment in which managersype and volume of transactions expected to be
and staff are knowledgeable and aware of thgassing through the clients’ accounts be docu-
risks in their portfolio. This approach to private mented, with actual flows monitored to assist in
banking activities will help ensure that staffgetecting suspicious or unusual transactions.
members apply consistent practices, communjsccountability for following up on suspicious
cate effectll\./ely, and assume responsibility angctivities and making such reports as may be
accountability for controls. _ required should also be clearly assigned.

Each organization should ensure that its poli- Compliance with policies should be expected
_cies anq _p_rocedures for conducting private banlb-y senior management as a matter of course;
ing activities are evaluated and updated regyyajvers should be the exception, not the rule,
larly, and that there is a clear delineation ofynq reasons for any exception should be docu-
roles, responsibilites and accountability formented. Moreover, all waivers should be handled
implementing such policies and procedures.  y authorized personnel—thus reinforcing senior

management’s oversight of the risk management

process. Clearly, the best written policies and
Il. POLICIES AND PROCEDURES procedures will not work unless they are imple-

mented effectively and modified appropriately

As a private banking operation frequently funcyg (efiect changing industry practices.
e

tions as a “bank within a bank,” there ar
different policies and procedures needed to

govern its activities and operations. This paper . o

focuses primarily on the significance of soundCredit Policies and Procedures

Know Your Customer (“KYC”) policies and

procedures in managing the reputational andending to high net worth individuals and their
legal risks inherent in private banking activities.business concerns often takes on unique banking
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Sound Practices Paper—Private Banking 1301.

characteristics. The majority of private bankingheir relationship are important components o
lending is fully secured—often by cash, securithe KYC process, and institutions routinely
ties and other assets held by the private bankirghould seek to obtain these references. Furthe
function. Thus, the extensions of credit to highmore, if internal references from personnel tha
net worth individuals on a secured basis shoulderve the client from an affiliated office are used
not result in compromising sound underwritingsuch references should be accompanied &
standards. If credit is extended based on collatetailed, well-supported documentation.
eral, even if the collateral is cash, repayment is Institutions employ a wide array of sound
not assured. For example, collateral derivegractices to corroborate a client's source o
from illicit activities may be subject to govern- wealth and business activities, in addition tc
ment forfeiture. Accordingly, when extendingobtaining references. For example, some insti
secured private banking loans, institutions shoultutions have obtained private credit agency
be satisfied as to the source and legitimacy akports on their clients’ businesses, including
the client’'s collateral, the borrower’s intendedthose in foreign countries. Private bankers hav
use of the proceeds and the source of repaymeialso sought out public information on high
Some institutions have appropriately recognizeg@rofile clients in the press, periodicals and
that, when lending to high net worth individuals,through standard database searches. Sound pr
whether on a secured or unsecured basis, thiee also suggests that private bankers obtai
creditworthiness determination is bolstered by &inancial statements, marketing brochures, an
thorough and well-structured KYC process. annual reports of clients’ businesses as add
tional corroboration sourcé€Examinations have
confirmed that there are relatively easy an

. RISK MANAGEMENT unobtrusive ways to corroborate a private bank
’ PRACTICES AND ing client’s source of wealth, whether that client

is from the United States or abroad.
MONITORING SYSTEMS A concerted effort should be made to embrac
these due diligence practices with prospectiv

h he KYC polici hsénd existing private banking clients to assure
tems that carry out the policies are theyar 5 client's source of funds is legitimate.

foundation of a sound risk management proceSgyjje most institutions emphasized the signifi-
These practices should be well-integrated withifgnce of documentation and due diligence dur
the organization and reassessed on an ongoifih he client acceptance process, it is equall
basis. Additionally, relevant personnel shouldn,ortant to ensure that client profiles are
recognize their roles in the process, as well agpnropriately updated throughout the relation
their accountability. ship with the client.
Most banking institutions maintain and man-
age accounts for PICs in their U.S. offices; in
Documentation and Due Diligence  fact, frequently PICs are established for the
client—the beneficial owner of the PIC—by one
Virtually all institutions perform more due dili- of the institution’s affiliated trust companies in
gence on relationships established currently thaan offshore secrecy jurisdiction. The majority of
on accounts that were opened in the past. Thahese institutions employ the sound practice o
are supplementing basic account-opening inforapplying the same general KYC standards t
mation, such as identification through passportBICs as they do to personal private banking
and national identity cards and other basi@accounts—they identify and profile the benefi-
personal and business data, including the clieial owners. Most institutions had KYC docu-
ent’'s mailing address, profession, and estimateuientation on the beneficial owners of the PIC:
net worth, with more detailed and substantivén their U.S. files.
information. Sound practice requires institutions
to obtain references on their clients from reli-
able, independent sources, such as other finan4. Note that dealings with certain types of entities—
cial institutions, the client’s business associategension funds or public entities such as municipalities—
attorneys or accountants. Independent refef€de addiional procedures. When dealing with a pensio
. it . quirements of ERISA may apply,
ences that describe the capacity in which thg.q a knowledge of relevant statutes or regulations may b
referring party knew the client and the nature ofequired when dealing with public entities.
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The beneficial owners of PICs have a legiti-Use of “Omnibus” and

mate right to protect their financial privacy, and“Concentration” Accounts

some high net worth private clients may have a

special and legitimate need for confidentiality—Sound practice calls for each private banking
because of their public prominence, for examclient to have its own account(s) at the bank,
ple. The needed confidentiality in these casefrough which all of the client's transactions are
may be afforded by promulgating special progirected. Private banking operations should have
tections as to access to the records revealing thge policies and controls in place to confirm that
identity of a beneficial owner of a PIC. How- g client’s funds flow into and out of the client’s
ever, the ability to make proper identification Ofaccount(s), and not through any other account,
the beneficial owner remains an important consych as the organization’s suspense, omnibus or
trol within the banking organization. First, with- concentration accounts. Generally, it is inadvis-
out this control, the banking organization cannogple from a risk management and control per-
satisfy its compliance obligations with respect taspective for institutions to allow their clients to
legal process served on the banking organizafirect transactions through the organization’s
tion, which might reach property owned orsyspense account(s). Such practices effectively
controlled by a particular beneficial owner,prevent association of the clients’ names and
including the PIC itself. If the banking organi- account numbers with specific account activity,
zation has structured its records in a way thaould easily mask unusual transactions and
makes it impossible to comply with such pro-flows, the monitoring of which is essential to

cess, this could cause the organization seriougund risk management in private banking, and
compliance problems. Second, the lack of trangould easily be abused.

parency may be an impediment to the banking
organization’s understanding of its overall rela-

tionship with a particular beneficial owner; and .
the existence of accounts for one or more PICManagemem Information Systems

could confuse the organization about the natur: : . “ ”
and depth of the overall relationship if the‘Iehe management information systems ("MIS")

identity of the beneficial owner is masked withinasso{:"'jlted with private banking activities were

; . . reviewed with a focus on the utility, thorough-
management information systems. Finally, therﬁess, timeliness and accuracy of data reported to

is no legal impediment to maintaining appropri- A .
ate recgrds. 'Irfhe law in the foreign Jrquriggict?onmanagement and responsible individuals. While

where the PIC is organized ordinarily shouldthe size and complexity of the private banking

present no obstacle to recording the benefici qperatlon at each organization will affect the

cvner ' record that e banling organzatiof=00 =% SeL0i 16 WS pricte harkng
maintains with respect to a PIC account in th P

United States. (?echnology to support their risk management

KYC standards for the beneficial owners Offramework. The level of MIS support given to

PICs (and similarly for those of offshore trusts'orivate banking frequently was weaker than the

. . support given to other areas of the same banking
and foundations) should be no different froméhrganization. In such cases, institutions should

those of other personal private banking account o

Further, institutions maintaining such account ev_elop specific plans to change or upgrade
. . eir MIS.

in the United States should be able to mak MIS should be miarating towards providin
available, within a reasonable period of time, th?nana ement with tin%el ir?formation Eecessagr
identities and full KYC profiles of the beneficial 9 y Y

owners when requested by supervisors perfornﬁ? analyze and manage efiectively the private

- - anking business. The types of reports that may

ing test-checks of their KYC programs. meet this objective are those that reflect each

- client’s holdings, including those held through
2. Similarly, KYC standards should be no different thanPICs and any affiliated accounts; any missing

those applicable to private banking accounts when the instg ccount opening documentation; transactions
tution deals with a financial adviser or other type of interme- ; )
diary acting on behalf of a client. In order to perform its KYC made throth a client's accounts that are
responsibilities, the institution should identify the beneficial
owner of the account (usually the intermediary’s client, but, in
rare cases, the intermediary itself) and perform its KYCof an intermediary between the institution and the counter
analysis with respect to the beneficial owner. The impositiorparty should not lessen the private bank’s KYC responsibilities.
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unusual; and the private banking function’dations, which became effective April 1, 1996,
profitability. Institutions that manage privateand are similar to regulations issued by the
banking activities on a decentralized, functionaDCC, FDIC, OTS, NCUA and the Treasury,
basis may face challenges in uneven implemenmpose a duty to file a Suspicious Activity
tation of policies and procedures and in aggreReport (“SAR”) for any transaction that:
gating a client's total relationship with the
institution, as the client’s account balances might “has no business or apparent lawful purpose or i
be recorded on disparate systems. Institutions not the sort in which the particular customer would
with integrated management of private banking normally be expected to engage, and the institutio
activities have more success in capturing and knows of no reasonable explanation for the trans
reporting a client's complete relationship. Man- action after examining the available facts including
agement’s ability to measure and analyze each the background and possible purpose of the
client’'s complete relationship with the organiza- transaction.”
tion is a key element for sound risk manage-
ment, and MIS should support that objective.  Some institutions with global private banking
MIS should be capable of monitoring accountsctivities have recognized the advantages i
for unusual and potentially suspicious activitiesapplying their suspicious activity monitoring
Many institutions are developing or enhancingprocedures globally, as they will be better
systems which will identify transactions thatequipped to detect and analyze patterns ar
warrant explanation and evaluation because afends of suspicious transactions within theil
their size, volume, pattern, source or destinatiororganizations. Private banking senior manage
Systems that identify individual transactions orment should ensure that sound practices al
an exception basis, for example those that afseing followed throughout their organization.
above established thresholds in dollar amourNanagement should ensure there is a proactiv
and volume, are more appropriate in the dete@pproach and well-established procedures co
tion of aberrations in transactional behavior thagring the SAR process and that accountabilit
systems that only recognize net balance changesxists within their organization for the analysis
There is a wide array of thresholds used tand follow-up of internally identified suspicious
initiate exception reports—some institutions usectivity, for the decision-making process as tc
a dollar minimum for each transaction, regardwhether or not to file a SAR, and for maintain-
less of the type of client or activity, while othersing or closing an account. Because there is
segregate their client base and establish differefggal requirement to report suspicious trans
dollar/volume thresholds for transactions peractions, it is essential for banking organization:s
taining to each client grouping or to each indi4to maintain internal programs that ensure
vidual client account. Each institution shouldcompliance.
implement exception reporting that makes sense
and provides appropriate information within the
context of its particular business. It shouldV. SEGREGATION OF DUTIES,
recognize that the systems and reports are valu- COMPLIANCE AND AUDIT
able only if there are individuals who are
responsible for receiving, analyzing and actingnsuring effective implementation of estab-
on the information generated. lished policies and procedures is a significan
challenge to many private banking operations
. o o Institutions that evidence ongoing progress
Reporting Suspicious Activity towards conformity with stated policies and
procedures are those that recognize the impo
Procedures established to investigate and, #ance of segregation of duties and provide
necessary, report suspicious private bankingdequate attention, direction and support to th
activity also were reviewed. If legal, reputa-individuals responsible for compliance and
tional, and other risks are to be controlled, thergnternal audit.
must be a heightened focus on preventing and
detecting money laundering and other unlawful
activity. Financial institutions clearly have a keySegregation of Duties
responsibility in that process. The Federal
Reserve’s Suspicious Activity Reporting regu-Adequate segregation of duties in the KYC
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process is of critical importance. Institutionsnature of potentially suspicious activities, and to
should not rely exclusively on any individual follow through on their inquiries and suspicions.
relationship manager or immediate superviso€ompliance functions work effectively only
to, for example, waive documentation requiredvhen they have senior management commit-
to open an account, approve the client profilement and sufficient resources to accomplish
authorize a new client relationship, fully iden-their mission.
tify (or “know”) the client, and monitor client In creating a culture that follows best prac-
accounts for unusual transactions. The mortices of risk management and internal control,
control-conscious institutions ensure that amnstitutions should conduct frequent training of
independent unit—such as compliance, rislpersonnel that is reinforced at regular intervals,
management or senior management—also haarticularly in providing the “how to” of client
responsibility for these functions. Some instituprofiling, conducting due diligence, preparing
tions have segregated KYC duties in a KYCcustomer call reports and detecting and respond-
committee comprised of relationship managersng to unusual activities. In some cases, KYC
compliance, and senior management to detetraining has been incorporated into the overall
mine, prior to the acceptance of any new clientmarketing and sales training programs. This
if the potential client’s profile meets the institu-serves to integrate the concepts of knowing the
tion’'s KYC standards. Many institutions haveclient’'s personal and business background, and
also introduced the concept of “back-up relasource and legitimacy of wealth with those
tionship managers” or “client teams” to mini- relating to the selling of appropriate products
mize the risk of a single relationship manageand services that meet the client's needs and
having exclusive knowledge and control oveiinterests. The majority of institutions provide
individual relationships. training on money laundering and documen-
Segregation of duties clearly facilitates thefation requirements for their compliance staff.
private banking operation’s compliance withlnstitutions also should incorporate this training
policies and procedures and, consequently, miniato programs conducted for their relationship
mizes reputational and legal risk. Institutiongnanagers.
that have not already established independent
control over the above-mentioned activities are
urged to introduce such measures as soon §sternal Audit
possible.

Comprehensive private banking audit programs
are based on risk ratings that apply an appropri-
Compliance ate weighting to the major risks of the business,
such as reputational and legal risk, and audits

. . L that are conducted with sufficient frequency and
Compliance functions are most effective if theyinvolve adequate transaction testing to deter-

are proactive in ensuring the integrity of themine the effectiveness of the internal control

control infrastructure of the private bankingg iconment. KYC testing, for example should
operation, as opposed to being reactive to Spgz, o i slament

cific, isolated events. They should ensure thal As internal audit plays a crucial role in

Eglr:fjﬁ;iﬁndfrgrojsr?;éeﬁoirfe\?iiug gjrigvrggtsbll'ndependently evaluating the risk management
9 g and controls, management should ensure that

that measure how different groups within the, | 7,0 ctions are staffed adequately with indi-
private banking function are complying with the

e U A ~viduals who are well-versed in private banking.
policies and procedures. Some institutions assigll” - qdition. auditors should be proactive in
to compllan_ce th_e respo_n5|b|I|ty for re.V'e‘.'V'ngfollowing-urlJ on their findings and criticisms
all prospective client profiles to determine if the ’

relationship managers have satisfied the institu-

tions’ profiling requirements, obtained neces- )

sary documentation and taken appropriate actidgonclusion

where problems arise. Compliance functions

should also be in a position to recognizeThe purpose of this paper is to provide sound
promptly any client activity that may be unusual practice guidance to institutions that are engaged
to question relationship managers about thia private banking, while at the same time
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contribute to the ongoing national and internain size, complexity and diversity over the next
tional discussion of the difficult challenges ofseveral years, with the result that business pra
implementing effective Know Your Customertices, policies and procedures will need to be
policies and procedures. Banks face a majaeviewed and revised to ensure effective risk
responsibility with their affirmative legal obli- management. We look forward to continuing
gation to prevent money laundering. This isour dialogue with banks engaged in private
particularly true in light of the general expecta-banking.

tion that private banking will grow significantly
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AD 93-56 (FIS)
Section 1401.0

BOARD OF GOVERNORS
of the

FEDERAL RESERVE SYSTEM
Washington, D.C. 20551

AD 93-56 (FIS)
September 22, 1993

TO THE OFFICER IN CHARGE OF SUPERVISION
AT EACH FEDERAL RESERVE BANK

SUBJECT: Bank Secrecy Act—Department of the Treasury Rulings and Directives

The Department of the Treasury, Office ofand record the identity of individuals conducting
Financial Enforcement, recently issued twaeportable currency transactions. However, cel
Administrative Rulings, a policy statement andain elderly or disabled patrons do not posses
a directive with regard to Bank Secrecy Actidentification documents that would normally
(BSA) compliance. Summaries of these are sdie accepted within the banking community
forth below. Additionally, copies of the Admin- (e.g. driver's license, passport, state-issue
istrative Rulings and the policy statement arédentification card). Administrative Ruling 92-1
attached. Reserve Banks are requested to distAD 92-1) allows for other methods of verifica-
seminate this information to the examinatiortion of identification to be utilized. Financial
staff and, in accordance with a request from thenstitutions must establish formal written proce-
Department of the Treasury, to all domestic andlures consistent with AD 92-1 and, once imple:
foreign banking organizations supervised by thenented, there can be no exceptions to th
Federal Reserve. procedures.

ADMINISTRATIVE RULINGS

The following Administrative Rulings issued by . . .
the Department of the Treasury are with regard\dministrative Ruling 92-2—Proper
to: 1) the identification of elderly or disabled Completion Of The Currency
patrons that conduct large cash transactions drransaction Report (CTR),

purchase monetary instruments with currencyRS Form 4789, When Reporting

in amounts between $3,000 and $10,000; anfultiple Transactions

2) proper completion of the Currency Trans-

action Report (IRS Form 4789) for multiple

Ml The BSA requires financial institutions to report
transactions:

currency transactions that exceed either $10,0(

or an exempted account’s established limit

o . . Multiple currency transactions are treated as

Administrative Ruling 92-1— single transaction when the institution has knowl

Identification Of Elderly Or Disabled edge that the transactions by or on behalf of an

Patrons Conducting Large Currency person, conducted during any business da;

Transactions exceed either $10,000 or the exemption limit

When reporting multiple transactions, item 30

The BSA requires financial institutions to verify of the CTR must be checked and the informatiol

in item 48 of the CTR must be provided.

Administrative Ruling 92-2 explains the proce-

1. Administrative rulings located in prior sections of BSA dures to be followed in completing a CTR for
manual. these cases.
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Exemption Policy For Retail magnetically, banks must file the CTR’s with
Accounts In Which Retail and Money the IRS Detroit Computing Center within
Order Sale Proceeds Are Commingle&5 days following the date on which a reportable
transaction occurs.

The Department of the Treasury has issued a !t IS important to empha’\5|z_e that this exemp-
policy statement with regard to exemption profion applies only to CTR's filed magnetically
cedures for retail accounts in which retail andPUrsuant to an agreement between a bank and
money order sale proceeds are commingled. THB€ IRS. If for any reason a bank should with-
policy statement amends the current policy thefraw from the magnetic tape program or f’or any
such accounts cannot be exempted from tn@ther reason file paper CTR's, these CTR’s must

filing of CTRs. be filed within the 15-day period following the
reportable transaction (31 C.F.R. 103.27(a)(1)
(1989)).
If h i i h
CURRENCY TRANSACTION procacures, you may oall Richard amall, Specia
REPORTS FILING DEADLINES Counsel, at (202) 452-5235, or Dan Soto, Senior
DIRECTIVE Special Examiner, at (202) 728-5829.

In 1988, the Department of the Treasury .
exempted all banks from the 15-day filing Stephen C. Schemering
requirements of the BSA (31 C.F.R. 103.26 Deputy Director
(a)(1)(1987)) with respect to the filing of CTR’s

on magnetic tape. For CTR’s that are filedAttachment
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DEPARTMENT OF THE TREASURY
WASHINGTON

OFFICE OF FINANCIAL ENFORCEMENT EXEMPTION POLICY
FOR RETAIL ACCOUNTS IN WHICH RETAIL AND MONEY ORDER SALE
PROCEEDS ARE COMMINGLED

(August 27, 1993).

Section 103.22(b)(2)(i) of the Bank Secrecy Acproduce information of little value to law
(BSA) regulations authorizes a bank to unilatenforcement.
erally exempt from the Currency Transaction Therefore, Treasury will consider on a case
Report (CTR) reporting requirement deposits tdy-base basis, requests from banks for speci
or withdrawals of currency from an existing exemption authorization to exempt accounts o
account by an established depositor who is eetail stores in which money order receipts are
United States resident and operates a retail tymmmmingled with retail proceeds under the fol-
of business in the United States. However, thiowing conditions. First, the Bank must verify
BSA regulations do ¥ . . not permit a bank to that the business is not a nonbank financic
exempt its transactions with nonbank financiainstitution by taking the following steps. The
institutions (except for check cashing service®ank should review any records it has available
licensed by state or local government and théo confirm that: (1) money order sale proceed:
United States Postal Service). .” 31 C.F.R. do not exceed $150,000 in any 30-day periot
103.22(c). Any business which sells more tharfcalendar month); (2) money order sale proceec
$150,000 worth of money orders or traveler'shave never exceeded $150,000 in any 30-de
checks within any given 30-day period is definecberiod (calendar month); and retail proceed:
to be a “financial institution.” 31 CFR 103.11 account for more than 50% of the business
(1) (4). gross revenues. In the event that multiple loca
In view of this, and the fact that illegally tions deposit to a .single account, the exemptio
obtained funds are frequently laundered througgriteria should be applied to each location. Ir
purchases of money orders and other monetagddition, the Bank must require the business t
instruments, Treasury’s policy has been thadttest to both facts in its Exemption Statement
banks could not exempt accounts of retail busi- The following examples illustrate application
nesses into which retail receipts and monegf the above verification provision:
order sale proceeds are commingled. However, Retail business with one location which com-
Treasury recognizes that many operators ahingles the location’s retail and money order
retail businesses, especially grocery, discoumroceeds in one account:
and convenience stores sell money orders asThe account may be considered for exemp
an incidental service to their customers and thaton only if a bank confirms that both the money
the majority of these sales are for legitimateorder sale proceeds do not exceed and ha
purposes. never exceeded $150,000 in any 30-day perio
Provided that the Bank monitors the accountécalendar month) and the retail proceeds accoul
to detect unusual activity and reports suspicioufor more than 50% of the business’ gross rev
transactions law enforcement’'s concerns arenues. If either of the thresholds is not met, the
satisfied. Provided also that money order salegccount may not be exempted.
do not exceed $150,000 in any 30-day period Retail business with multiple locations which
defined as any calendar month (e.g. Januasommingles the locations’ retail and money
1-31; February 1-28/29; June 1-30). and thairder proceeds in one account:
retail proceeds account for more than 50% of a The account may be considered for exemp
business’ gross revenues, such a business is rimn only if a bank confirms that the money
a financial institution as defined in the BSAorder sale proceeds do not exceed and hay
regulations. To withhold exemption authoritynever exceeded $150,000 in any 30-day perio
and to require routine CTR reporting in such gcalendar month) and the retail proceeds accou
situation is burdensome to banks and could wefbr more than 50% of the business’ gross rev
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enues for each location. If either of the threshether exemption requirements as described in
olds is exceeded by any location, the accourifreasury’sExemption Handbook.
may not be exempted. This authority is limited to the customers and
Retail business which deposits retail andaccount numbers[s]identified in a bank’s request
money order proceeds in separate accounts. and continues in effect only until otherwise
The separate money order account is nevalirected by Treasury through any subsequent
exemptible, irrespective of whether or not theapplicable regulation or Administrative Ruling
business’ money order sale proceeds are lesgich address this issue. Please be advised that
than or exceed $150,000 in any 30 day periodhould a bank become aware of any accounts of
(calendar month). The retail proceeds accoumetail businesses that also sell money orders and
may be considered for exemption only if retailare currently exempted, the Bank must make
proceeds account for more than 50% of theeparate application to Treasury for exemption
business’ gross revenues. within 60 days. However, the exemption need
After an account has been exempted, thaot be revoked. If the account is not exempted,
Bank must monitor the account and request thaintil such time as special exemption authority is
the business notify.it immediately should any ofgranted, the Bank must report all currency
the above conditions change. If any of theransactions in excess of $10,000. Applications
thresholds are exceeded, the exemption must lier special exemptions of such accounts must be
suspended immediately. As set forth in thenade to the Director, Office of Financial
Exemption HandbookTreasury recommends Enforcement (Room 5000, Annex), Department
that the Bank review this exemption at leasof the Treasury, 1500 Pennsylvania Avenue
once a year, preferably every six months. At thé.W., Washington, D.C. 20220.
time of the review, the Bank shall again ensure With respect to retail businesses which sell
that money order sale proceeds have not aridttery tickets and traveler's checks and/or money
have never exceeded $150,000 in any 30-dayrders, a bank may request additional authority
period (calendar month) and retail proceeds stiio exempt the account. Authority to exempt such
account for more than 50% of the gross reva business’ account will be granted under the
enues. The Bank must require that a deposit@ame conditions described above provided that
renew its attestations by signing a now Exempthe retail proceeds account for more than 50% of
tion Statement. Beyond the foregoing speciahe business’ gross revenues.
requirements, the Bank must comply with all
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SR 95-10 (FIS)

TO THE OFFICER IN CHARGE OF SUPERVISION
AT EACH FEDERAL RESERVE BANK

SUBJECT: Payable Through Accounts

BACKGROUND customers that reside outside of the Unite
States who, for a fee, are provided with the
Over the past year, Board staff has becomgeans to conduct banking transactions in th
aware of the increasing use of an accourgnited States through the foreign bank’s accour
service known as a “payable through account’at the U.S. banking entity. Typically, the foreign
that is being marketed by U.S. banks, Edg&ank will provide its customers, commonly
corporations and the U.S. branches and agencitgferred to as “sub-account holders,” with checks
of foreign banks (“U.S. banking entity(ies)”) to that enable the sub-account holder to draw o
foreign banks that otherwise would not have théhe foreign bank’s account at the U.S. banking
ability to offer their customers direct access teentity. The group of sub-account holders, whict
the U.S. banking system. This account servicgnay number several hundred for one payabl
has also been referred to by other names, such tigough account, all become signatories on th
“pass through accounts” and “pass by accounts.foreign bank’s account at the U.S. banking
We have worked with representatives from thentity? This results in individuals and busi-
Federal Deposit Insurance Corporation, th@esses, who may not have been subject to tf
Office of the Comptroller of the Currency, andsame requirements imposed on U.S. citizens
the Office of Thrift Supervision to monitor residents for opening an account at a U.S
payable through account activities and to ensuriganking entity, possessing the ability to write
that all banking organizations supervised by thehecks and make deposits at a U.S. bankin
Federal Reserve and the other agencies ae#tity, as if such individuals and businesse:
advised about the matters described below. were the actual account holders at the U.S
The payable through account mechanism haganking entity?
long been used in the United States by credit
unions €.g.,for checking account services) and
Inve.Stmem companlee_.(q.,for checking account 1. In a recent adaptation of the payable through accour
services associated with money market managgsrvice, foreign banks have opened accounts at U.S. bankir
ment accounts) to offer their respective customentities and then solicited other foreign banks, rather thai
ers the full range of banking services that only apdividuals, to use their accounts at the U.S. banking entities
commercial bank has the abiltyto provide. The"s secon i orean bnke e seit vl o
problems described below do not relate to thesgeds, of individuals having signatory authority over a single

traditional uses of payable through accountccount ata U.S. banking entity.

relationships. 2. Payable through account activities should not be con
fused with traditional correspondent banking relationships
Under typical correspondent banking arrangements, a small
bank will enter into an agreement with a larger bank to proces
and complete transactions on behalf of the smaller bank’

EXPLANATION OF “PAYABLE customers or the smaller bank itself. In such an arrangemer
THROUGH ACCOUNTS” the smaller bank’s customers are not aware of the correspol

dent banking relationships their bank has with other financia
institutions. The smaller bank’s customers certainly do no
The recent use of payable through accounts &ave access to their bank’s account at the larger corresponde
an account service being offered by U.S. bankhank. This differs significantly from the payable through

; o R ; account situations where the sub-account holders have dire
ing entities to foreign banks involves the U'S'control of the payable through account at the U.S. bankin

banking_ entity opening a f:heCking account f_OBntity by virtue of their signatory authority over the foreign
the foreign bank. The foreign bank then solicitsank’s account at the U.S. banking entity.
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It appears that some U.S. banking entities arefforts, confirm that some money laundering
not exercising the same degree of care witlnd related illicit schemes have involved the use
respect to payable through accounts that theyf foreign banks’ payable through account
exercise for domestic customers that want tarrangements at U.S. banking entities. Should
open checking or other types of account relaaccounts at U.S. banking entities be used for
tionships directly with the banking organiza-illegal purposes, the entities could be exposed
tions. Our experience has shown that some U.80t only to reputational risks, but also to serious
banking entities simply collect signature cardsisks of financial losses as a result of asset
that have been completed abroad and have beseizures and forfeitures brought by law enforce-
submitted to them in bulk by the foreign banksment authorities.
and then proceed to process thousands of checks
issued by the sub-account holders, as well as
other banking transactions, through the forei
banks’ accognts at the U.S. bargl]king entitigs?.EUIDEI-INES ON PAYABLE
These U.S. banking entities undertake little or nd HROUGH ACCOUNT
effort independently to obtain or verify informa- ACTIVITIES
tion about the individuals and businesses who
use their accounts. Because of the possibility of illicit activities

being conducted through payable through
accounts at U.S. banking entities, we believe
that it is inconsistent with the principles of safe

POSSIBLE ILLEGAL OR and sound banking for U.S. banking entities to
IMPROPER CONDUCT offer payable through account services without
ASSOCIATED WITH PAYABLE developing and maintaining policies and proce-
THROUGH ACCOUNTS dures designed to guard against the possible

improper or illegal use of their payable through

The traditional use of payable through accountgccount facilities by foreign banks and their
by financial organizations in the United Stategustomers.
(i.e., credit unions and investment companies) These policies and procedures must be fash-
has not been a cause for concern by banlkned to enable each U.S. banking entity offering
regulators. These organizations are regulated tpayable through account services to foreign
federal or state agencies, or are otherwise subanks to identify sufficiently the ultimate users
ject to established industry standards; and thegf its foreign bank customers’ payable through
appear to have adopted adequate policies amgdcounts, including obtaining (or having the
procedures to establish the identity of, andbility to obtain) in the United States substan-
monitor the activity of, sub-account holders—intially the same type of information on the
essence the credit union’s depositors or thaeltimate users as the U.S. banking entity obtains
investment company’s mutual fund account holdfor its domestic customers. This may require a
ers. The same types of safeguards do not appeaview of the foreign bank’s own procedures for
to be present in some U.S. banking entities thadentifying and monitoring sub-account holders,
provide payable through account services tas well as the relevant statutory and regulatory
foreign banks. requirements placed on the foreign bank to

Board staff is concerned that the use ofdentify and monitor the transactions of its own
payable through accounts by foreign banks atustomers by its home country supervisory
U.S. banking entities may facilitate unsafe anduthorities. In addition, U.S. banking entities
unsound banking practices and other miscorshould have procedures whereby they monitor
duct, including money laundering and relatediccount activities conducted in their payable
criminal activities. Unless a U.S. banking entitythrough accounts with foreign banks and report
is able to identify adequately, and understanguspicious or unusual activity in accordance
the transactions of, the ultimate users—all owith applicable Federal Reserve criminal refer-
most of whom are off-shore—of the foreignral regulations.
bank’s account maintained at the U.S. banking In those situations where (1) adequate infor-
entity, there is a potential for serious illegalmation about the ultimate users of the payable
conduct. Recent reports from law enforcementhrough accounts cannot be obtained; (2) the
agencies, as well as our own investigatoryJ.S. banking entity cannot adequately rely on
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the home country supervisor to require themprovements and enhancements at U.S. ban
foreign bank to identify and monitor the trans-ing entities where some deficiencies in this are
actions of its own customers; or (3) the U.Sare discovered and not include criticisms of U.S
banking entity is unable to ensure that its paybanking entities’ payable through account
able through accounts are not being used factivities in your reports of examination. In
money laundering or other illicit purposes, it isaddition, we request that your Reserve Bank nc
recommended that the U.S. banking entity terrecommend any follow-up supervisory actions
minate the payable through arrangement withelated to a U.S. banking entity’s policies and
the foreign bank as expeditiously as possible. procedures regarding its payable through accou
activities until the fourth quarter of 1995, unless
your examiners find apparent violations of the
Bank Secrecy Act or indicia of other serious

NOTICE TO U.S. BANKING

criminal misconduct associated with such
ENTITIES AND activities_
NEW EXAMINATION
PROCEDURES

Because of the existing and potential problemgOLI—ECTION OF DATA RELATED

associated with payable through accounts, wéO PAYABLE THROUGH

are asking that U.S. banking entities immediACCOUNTS

ately begin to establish and maintain policies

and procedures designed to guard against tfRoard staff is in the process of collecting data or

possible improper or illegal use of their payablepayable through accounts in order to determin

through account facilities, and that your Reserv@s soon as possible the extent of such activitie

Bank start to review such activities during thein the United States. In this regard, please

course of future examinations. To assist th@rovide the following information to Ronald J.

banking organizations in your District with their Ranochak, Senior Financial Analyst, Interna:

understanding of our concerns in this area, wéonal Supervision Section, Mail Stop 182, as

have attached a suggested letter to disseming@0n as such information becomes availabl

our payable through account guidelines to théhrough your upcoming examinations, contact:

state member banks, Edge corporations, artith U.S. banking entities following the dissemi-

U.S. branches and agencies of foreign banks iation of the attached suggested letter, or throuc

your District. We have also developed newother sources:

examination procedures that should be used by

your examination staff to review payable throughl. The name and location of each U.S. bankin

account activities. The new examination proce- entity offering payable through accounts to

dures will be sent to you under separate cover foreign banks.

shortly. 2. For each such banking entity, as identifiec
After your Reserve Bank disseminates the above:

attached suggested letter and begins to use thea. the name, location and licensing authority

new payable through account examination pro-
cedures, we ask that, for the next six months,
your examiners concentrate on reviewing U.S.
banking entities’ existing policies and proce-
dures related to monitoring payable through
account activities, to the extent that the banking
organizations conduct such activities, and that
they make suggestions for improvements or

enhancements, where appropriate, consistent c.

with our new guidelines in this area. Because the
Federal Reserve, as well as other federal bank
regulators, have not previously issued any guid-
ance regarding the operation of payable through

of each foreign bank that maintains a
payable through account, to the extent tha
such information is available at the U.S.
banking entity;

. the ownership structure data on each for

eign bank, to the extent that such infor-
mation is available at the U.S. banking
entity; and

the number of sub-account holders in eac
payable through account, including the
name and number of foreign banks tha
are sub- account holders.

accounts at U.S. banking entities, we requesh the event that you have any questions con
that, until September 30, 1995, you focus orterning any of the matters described hereir
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please contact Richard A. Small, Special Coun-

sel, at (202) 452-5235, or Daniel D. Soto, Senior

Special Examiner, at (202) 728-5829. For ques-
tions related to the collection of data on payable

through accounts, Mr. Ranochak can be reached
at (202) 452-5275.

Richard Spillenkothen
Director

Attachment

September 1997
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SUGGESTED LETTER

TO THE CHIEF EXECUTIVE OFFICER OF EACH STATE MEMBER BANK,
EDGE CORPORATION, AND U.S. BRANCH AND AGENCY OF A FOREIGN BANK

SUBJECT: PAYABLE THROUGH ACCOUNTS

DEAR . atthe U.S. banking entity. Typically, the foreign
bank will provide its customers, commonly
Over the past year, the Federal Reserve hasferred to as “sub-account holders,” with checks
become aware of the increasing use of athat enable the sub-account holder to draw o
account service known as a “payable throughhe foreign bank’s account at the U.S. banking
account” that is being marketed by U.S. banksentity. The group of sub-account holders, whick
Edge corporations and the U.S. branches anday number several hundred for one payabl
agencies of foreign banks (“U.S. banking enti-through account, all become signatories on th
ty(ies)”) to foreign banks that otherwise wouldforeign bank’s account at the U.S. banking
not have the ability to offer their customersentity® This results in individuals and busi-
access to the U.S. banking system. This accounesses, who may not have been subject to tt
service has also been referred to by other namesame requirements imposed on U.S. citizens ¢
such as “pass through accounts” and “pass byesidents for opening an account at a U.S
accounts.” We have worked with representabanking entity, possessing the ability to write
tives from the Federal Deposit Insurance Corehecks and make deposits at a U.S. bankin
poration, the Office of the Comptroller of theentity, as if such individuals and businesse:
Currency, and the Office of Thrift Supervision towere the actual account holders at the U.S
monitor payable through account activities andbanking entity?
to ensure that all banking organizations super- It appears that some U.S. banking entities ar
vised by the Federal Reserve and the othetot exercising the same degree of care witl
agencies are advised about the matters describegbpect to payable through accounts that the
below. exercise for domestic customers that want t
The payable through account mechanism hagpen checking or other types of account rela
long been used in the United States by credtionships directly with the banking organiza-
unions €.g.,for checking account services) andtions. Our experience has shown that some U.
investment companies.@.,for checking account banking entities simply collect signature cards
services associated with money market manag#at have been completed abroad and have be
ment accounts) to offer their respective customsubmitted to them in bulk by the foreign banks,
ers the full range of banking services that only a
commercial ban-k has the ability to provide. Thmt adaptation of the payable through accour
proplgms described below do not relate to thes&rvice, foreign banks have opened accounts at U.S. bankir
traditional uses of payable through accoungnities and then solicited other foreign banks, rather tha
relationships. individuals, to use their accounts at the U.S. banking entities
These second tier foreign banks then solicit individuals a:
customers. This has resulted in thousands, rather than hu
dreds, of individuals having signatory authority over a single
account at a U.S. banking entity.

EXPLANATION OF “PAYABLE 2. Payable through account activities should not be con
THROUGH ACCOUNTS” fused with traditional correspondent banking relationships

Under typical correspondent banking arrangements, a small
bank will enter into an agreement with a larger bank to proces
The recent use of payable through accounts asd complete transactions on behalf of the smaller bank’
an account service being offered by U.S. bankeustomers or the smaller bank itself. In such an arrangemer

; o : ; the smaller bank’s customers are not aware of the correspol
ing entities to foreign banks involves the U'S'dent banking relationships their bank has with other financia

banking entity opening a checking account fOfnsitutions. The smaller bank's customers certainly do no
the foreign bank. The foreign bank then solicitsiave access to their bank’s account at the larger corresponde
customers that reside outside of the Unitedjank. This differs significantly from the payable through

States who. for a fee. are provided with théelccount situations where the sub-account holders have dire
’ o p X . control of the payable through account at the U.S. bankin
means to conduct banking transactions in thgity by virtue of their signatory authority over the foreign

United States through the foreign bank’s accouniank’s account at the U.S. banking entity.

Bank Secrecy Act Manual September 1997
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and then proceed to process thousands of ched&JIDELINES ON PAYABLE

issued by the sub-account holders, as well SSHROUGH ACCOUNT
other banking transactions, through the foreigiCTIVITIES

banks’ accounts at the U.S. banking entities.

These U.S. banking entities undertake little or N@ecause of the possibility of illicit activities

e_ffortlndependgntly_to obtain or ver!fylnforma- being conducted through payable through

tion about the individuals and businesses whgccounts at U.S. banking entities, we believe

use their accounts. that it is inconsistent with the principles of safe
and sound banking for U.S. banking entities to
offer payable through account services without

POSSIBLE ILLEGAL OR developing and maintaining policies and proce-
IMPROPER CONDUCT dures designed to guard against the possible

improper or illegal use of their payable through
ASSOCIATED WITH PAYABLE account facilities by foreign banks and their

THROUGH ACCOUNTS customers.

The traditional use of payable through accounts Thde?e poIL(iies amdupgol:)eduk(es mlﬁt bfef f"’.‘Sh'
by financial organizations in the United State<ON€d l0 enable each U.>. banking entity oftering

(i.e., credit unions and investment companiespP@yaple through account services to foreign
has, not been a cause for concern by ban anks to identify sufficiently the ultimate users
regulators. These organizations are regulated %{:(l:tgufr?tflgirr:cll)sgil:] Cugkt)?;?ﬁi;s p(%);aﬁfvit:mltj[?:
federal or state agencies, or are otherwise subs ! 9 g g

ject to established industry standards; and theg2!Ity to obtain) in the United States substan-
ﬁlly the same type of information on the

appear to have adopted adequate policies a imate users as the U. S. banking entity obtains

procedures to establish the identity of, an o1 its domestic customers. This mav require a
monitor the activity of, sub-account holders—in > . u S y requ
essence the credit union’s depositors or thESVIEW pf the fore'gf? ba}nksown procedures for
investment company’s mutual fund account hold'-dem'fylng and monitoring sub-account holders,
ers. The same types of safeguards do not app well as the relevant statutory arjd regulatory
to be present in some U.S. banking entities thg£duirements placed on the foreign bank to
provide payable through account services tbden“fy and monitor the transactions of its own
customers by its home country supervisory

foreign banks. - o ] >
Federal Reserve staff is concerned that the u§uthont|es. In addition, U.S. banking entities

X fould have procedures whereby they monitor
gfgaﬁzalﬁggrgﬂgzef?;;t% g%tgflggsg?gk:n ccount activities c_onduct_ed in their payable
uﬁsbund banking practices and other misco prough accounts with forelgn banks and report
duct, including money laundering and relate%/qs‘)'c'ou.s or unusual activity in _ac_cordance

L L . .—with applicable Federal Reserve criminal refer-
criminal activities. Unless a U.S. banking entity

is able to identify adequately, and understamrll"jII regulatlor)s. ) )

the transactions of, the ultimate users—all or N those situations where (1) adequate infor-
most of whom are off-shore—of the foreignmation about the ultimate users of the payable
bank’s account maintained at the U.S. bankin{r0ugh accounts cannot be obtained; (2) the
entity, there is a potential for serious illegalY-S- banking entity cannot adequately rely
conduct. Recent reports from law enforcemerf? the home country supervisor to require
agencies, as well as the Federal Reserve’s ovffe foreign bank to identify and monitor the
investigatory efforts, confirm that some moneyfransactions of its own customers; or (3) the
laundering and related illicit schemes have?-S- banking entity is unable to ensure that
involved the use of foreign banks’ payable!tS Payable through accounts are not being
through account arrangements at U.S. bankig%Sed for money laundering or other illicit pur-
entities. Should accounts at U.S. banking entitie€0S€S, it is recommended that the U.S. banking
be used for illegal purposes, the entities could bgNtity terminate the payable through arrange-
exposed not only to reputational risks, but als"€nt with the foreign bank as expeditiously as
to serious risks of financial losses as a result dOSSible.

asset seizures and forfeitures brought by law Even though we are asking that you begin
enforcement authorities. immediately to establish and maintain policies
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and procedures designed to guard against theln order to provide your banking organization
possible improper or illegal use of payablewith sufficient time to implement our guidelines
through account facilities, we understand thain this area, our examiners will not include
such new policies and procedures will take someriticisms of any U.S. banking entity’s payable
time to implement fully. As a first step, you through account activities in reports of exam-
should contact each foreign bank that maintainmations until the fourth quarter of 1995.
any type of payable through account relationAlso, we will not recommend any follow-up
ship with your banking organization in ordersupervisory actions addressing deficiencies i
to bring the records related to its accountshis area until the fourth quarter of 1995, excep
into conformity with the aforementioned in those situations where examiners find appal
guidelines. ent violations of the Bank Secrecy Act or indicia
Over the next several months, during ouof other serious criminal misconduct associate!
regular examinations, Reserve Bank examinemith such activities.
will be reviewing your existing policies and  Should you have any questions with regard t
procedures related to payable through accoumflis matter, please contact at the
activities, to the extent that you conduct suctReserve Bank. -
activities, any improvements or enhancements
that you may make in light of the aforemen-
tioned guidelines, and your efforts, if needed, to
contact foreign banks that maintain payable
through accounts at your institution. Sincerely,

Bank Secrecy Act Manual September 1997
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TO THE OFFICER IN CHARGE OF SUPERVISION
AT EACH FEDERAL RESERVE BANK

SUBJECT: Private Banking Activities

Private banking activities, which involve, among The sound practices paper provides bankin
other things, personalized services such as moneyganizations with guidance regarding the basi
management, financial advice, and investmerontrols necessary to minimize reputational ani
services for high net worth clients, have becoméegal risk and to deter illicit activities, such as
an increasingly important aspect of the operamoney laundering. The essential elements ass
tions of some large, internationally active bank<ciated with sound private banking activities are
ing organizations. The Federal Reserve has brief outline, as follows:

traditionally reviewed private banking activities

in connection with regular on-site examinations. Management OversighSenior management’s
In 1996 and 1997, the Federal Reserve Bank active oversight of private banking activities
of New York undertook a comprehensive review and the creation of an appropriate corporat
of private banking activities at approximately culture are crucial elements of a sound risk
40 domestic and foreign banking organizations management and control environment. Goal
in the Second District in order to enhance the gnd objectives must be set at high levels, an
Federal Reserve’s understanding about private senior management must be proactive in ovel
banking operations. Examiners focused princi- seeing compliance with corporate policies anc
pally on assessing each institution’s ability to procedures.

recognize and manage the potential reputational

and legal risks that may be associated With pyjicies and Proceduresall well run private

inadequate knowledge and understanding of its banking operations have written “Know Your
clients’ personal and business backgrounds, ¢ stomer” policies and procedures, consis
sources of wealth, and uses of private banking (ant with guidance provided by the Federa
accounts. In carrying out the reviews, examiners paserve over the past several years, th:
considered the parameters of an appropriate qqire hanking organizations to obtain iden:
control infrastructure that is suited to support the ification and basic background information

effective management of these risks. . on their clients, describe the clients’ source o
The reviews indicated that there are certain wealth and lines of business, request refer

essential elements associated with sound privateences, handle referrals, and identify red flag

banking activities, and these elements are ng guspicious transactions. They also hav
described in a paper, prepared by the Federalyqequate written credit policies and proce
Reserve Bank of New York, entitled “Guidance 4,,res that address among other things, mone

on Sound Risk Management Practices GOVern- |5 ndering-related issues, such as lendin
ing Private Banking Activities.” A copy of the ¢ reg by cash collateral.
sound practices paper is attached for the use of

your examiners, and we are requesting that you Risk Management Practices and Monitoring

provide copies to each domestic and foreign SvstemsSound private banking operations
banking organization in your District that con- y . P 9 oper
stress the importance of the acquisition an

ducts private banking activitiesA suggested retention of documentation relating to their

transmittal letter is also attached. . o ;
clients, as well as due diligence regarding
I obtaining follow-up information where needed
1. See section 1301 of the BSA manual. to verify or corroborate information provided
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by a customer or his or her representativeto start field testing these new procedures within
Inherent in sound private banking operationshe next three months.
is the retention of beneficial owner informa- In the next few weeks, the Federal Reserve
tion in the United States for accounts openewvill also distribute an updated Bank Secrecy Act
by financial advisors or through the use ofexamination manual. The updated version will
off-shore facilities. Adequate managementnclude examination procedures relating to recent
information systems capable of, among otheadditions and changes to the Bank Secrecy Act,
things, monitoring all aspects of an organizaas well as updated sections related to anti-
tion’s private banking activities are alsomoney laundering initiatives.
stressed. These include systems that provide Staff is in the process of developing a draft
management with timely information neces-~egulation that would require banking organiza-
sary to analyze and effectively manage théions to establish “Know Your Customer” poli-
private banking business and systems thafies and procedures. The results of the private
enable management to monitor accounts fdsanking reviews will be incorporated into the
suspicious transactions and to report any sugbroposed regulation. In moving forward with
instances to law enforcement authorities anthis initiative, the Federal Reserve will coordi-
banking regulators as required by the regulanate its efforts with the other federal banking
tors’ suspicious activity reporting regulations.agencies regarding the breadth and scope of the
rules in order to ensure that all banking organi-
Segregation of Duties, Compliance, andzations in the United States operate under the
Audit. Because private banking activities aresame standards.
generally conducted through relationship man- In the event you have any questions regarding
agers, banking organizations need to have ahe attached sound practices paper, please con-
effective system of oversight by senior offi-tact Ms. Nancy Bercovici, Senior Vice Presi-
cials and by board committees, as well aslent, Federal Reserve Bank of New York, at
guidelines pertaining to the segregation 0f212) 720-8227, or Mr. Richard A. Small, Spe-
duties to prevent the unauthorized waiver otial Counsel, Division of Banking Supervision
documentation requirements, poorly docuand Regulation, at (202) 452-5235. Other ques-
mented referrals, and overlooked suspiciousons can be directed to Mr. Small.
activities. Likewise, strong compliance and
internal audit programs are essential to ensure Richard Spillenkothen
the integrity of the risk management and Director
internal control environment established by
senior management and the board of director&aTTACHMENTS TRANSMITTED
ELECTRONICALLY BELOW

OTHER RELATED PROJECTS AND
PRODUCTS

The lessons learned from the private banking
reviews will be incorporated into a new exami-
nation manual for private banking activities.
The manual will be in two parts: one which
describes the examination procedures for a com-
prehensive, top to bottom review of a private
banking operation; and the other, a set of “risk
focused” guidelines aimed at assisting examin-
ers in determining which procedures should be
followed depending, for example, on the level of
private banking activity, any noted deficiencies,
management’s responsiveness in implementing
corrective action, and the sufficiency of the
organization’s internal audit program. We expect
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SUGGESTED LETTER

TO THE CHIEF EXECUTIVE OFFICER OR GENERAL MANAGER

OF EACH STATE MEMBER BANK, BANK HOLDING COMPANY, AND
U.S. BRANCH AND AGENCY OF A FOREIGN BANK

THAT CONDUCTS PRIVATE BANKING ACTIVITIES

SUBJECT: “SOUND PRACTICES” FOR PRIVATE BANKING ACTIVITIES

DEAR .+ Management OversighSenior management’s
active oversight of private banking activities

Private banking activities, which involve, among @nd the creation of an appropriate corporat
other things, personalized services such as moneyculture are crucial elements of a sound risl
management, financial advice, and investment Management and control environment. Goal
services for high net worth clients, have become and objectives must be set at high levels, an
an increasingly important aspect of the opera- S€nior management must be proactive in ove
tions of some large, internationally active Se€ing compliance with corporate policies anc
banking organizations. The Federal Reserve Procedures.
has traditionally reviewed private banking
activities in connection with regular on-site* Policies and ProceduresAll well run private
examinations. In 1996 and 1997, the Federal banking operations have written “Know Your
Reserve Bank of New York undertook a com- Customer” policies and procedures, consis
prehensive review of private banking activities tent with guidance provided by the Federa
at approximately 40 domestic and foreign bank- Reserve over the past several years, th:
ing organizations in the Second District in order require banking organizations to obtain iden:
to enhance the Federal Reserve’s understandingdification and basic background information
about private banking operations. Examiners On their clients, describe the clients’ source o
focused principally on assessing each institu- wealth and lines of business, request refer
tion's ability to recognize and manage the ences, handle referrals, and identify red flag
potential reputational and legal risks that may be and suspicious transactions. They also hav
associated with inadequate knowledge and adequate written credit policies and proce
understanding of its clients’ personal and busi- dures that address, among other things, mone
ness backgrounds, sources of wealth, and usedaundering-related issues, such as lendin
of private banking accounts. In carrying out the secured by cash collateral.
reviews, examiners considered the parameters
of an appropriate control infrastructure that i Risk Management Practices and Monitoring
suited to support the effective management of SystemsSound private banking operations
these risks. stress the importance of the acquisition an
retention of documentation relating to their
clients, as well as due diligence regarding
obtaining follow-up information where needed
to verify or corroborate information provided
by a customer or his or her representative
Inherent in sound private banking operation:s
is the retention of beneficial owner informa-
tion in the United States for accounts opene
by financial advisors or through the use of
off-shore facilities. Adequate managemen
The sound practices paper provides you with information systems capable of, among othe
guidance regarding the basic controls necessarythings, monitoring all aspects of an organiza:
to minimize reputational and legal risk and to tion’s private banking activities are also
deter illicit activities, such as money laundering. stressed. These include systems that provic
The essential elements associated with soundmanagement with timely information neces-
private banking activities are, in brief outline, as sary to analyze and effectively manage th¢
follows: private banking business and systems the

The reviews indicated that there are certain
essential elements associated with sound private
banking activities, and these elements are
described in a paper, prepared by the Federal
Reserve Bank of New York, entitled “Guidance
on Sound Risk Management Practices Govern-
ing Private Banking Activities.” A copy of the
sound practices paper is attached for your
information.
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enable management to monitor accounts for internal audit programs are essential to ensure
suspicious transactions and to report any suchthe integrity of the risk management and
instances to law enforcement authorities and internal control environment established by
banking regulators as required by the regula- senior management and the board of directors.
tors’ suspicious activity reporting regulations.

In the event you have any questions regarding
Segregation of Duties, Compliance, andhe attached sound practices paper, please con-
Audit. Because private banking activities argact Ms. Nancy Bercovici, Senior Vice Presi-
generally conducted through relationship mandent, Federal Reserve Bank of New York, at
agers, banking organizations need to have g212) 720-8227, or Mr. Richard A. Small, Spe-
effective system of oversight by senior offi-cial Counsel, Division of Banking Supervision
cials and by board committees, as well agsnd Regulation, Board of Governors of the
guidelines pertaining to the segregation ofederal Reserve System, at (202) 452-5235.
duties to prevent the unauthorized waiver of
documentation requirements, poorly docu- Sincerely,
mented referrals, and overlooked suspicious
activities. Likewise, strong compliance andEnclosure
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Basle Committee Statement of

Principles

Prevention of Criminal Use of the Banking System
for the Purpose of Money-Laundering Section 1501.0

PREAMBLE

1. Banks and other financial institutions may be
unwittingly used as intermediaries for the
transfer or deposit of funds derived from
criminal activity. Criminals and their associ-
ates use the financial system to make pay-
ments and transfers of funds from one account
to another; to hide the source and beneficial
ownership of money; and to provide storage
for bank-notes through a safe-deposit facility.
These activities are commonly referred to as
money-laundering.

2. Efforts undertaken hitherto with the objective

of preventing the banking system from being?.

used in this way have largely been under-
taken by judicial and regulatory agencies at a
national level. However, the increasing inter-
national dimension of organized criminal
activity, notably in relation to the narcotics
trade, has prompted collaborative initiatives
at the international level. One of the earliest
such initiatives was undertaken by the Com-
mittee of Ministers of the Council of Europe
in June 1980. In its repdrthe Committee of
Ministers concluded that.“. . the banking
system can play a highly effective preventa-
tive role while the cooperation of the banks

also assists in the repression of such crimind.

acts by the judicial authorities and the police”.
In recent years the issue of how to prevent
criminals laundering the proceeds of crime
through the financial system has attracted
increasing attention from legislative authori-

ties, law enforcement agencies and banking.

supervisors in a number of countries.

3. The various national banking supervisory
authorities represented on the Basle Commit-
tee on Banking Regulations and Supervisory
Practice3 do not have the same roles and
responsibilities in relation to the suppression

1. Measures against the transfer and safeguarding of funds
of criminal origin. Recommendation No. R(80)10 adopted
by the Committee of Ministers of the Council of Europe on
27th June 1980.

2. The Committee comprises representatives of the central
banks and supervisory authorities of the following countries:
Belgium, Canada, France, Germany, Italy, Japan, Netherlands,
Sweden, Switzerland, United Kingdom, United States, and
Luxembourg.

of money-laundering. In some countries super
visors have a specific responsibility in this
field; in others they may have no direct
responsibility. This reflects the role of bank-
ing supervision, the primary function of which
is to maintain the overall financial stability
and soundness of banks rather than to ensu
that individual transactions conducted by
bank customers are legitimate. Nevertheles:
despite the limits in some countries on theil
specific responsibility, all members of the
Committee firmly believe that supervisors
cannot be indifferent to the use made of
banks by criminals.

Public confidence in banks, and hence thei
stability, can be undermined by adverse pub
licity as a result of inadvertent association by
banks with criminals. In addition, banks may
lay themselves open to direct losses fron
fraud, either through negligence in screenin
undesirable customers or where the integrit
of their own officers has been underminec
through association with criminals. For these
reasons the members of the Basle Committe
consider that banking supervisors have :
general role to encourage ethical standards «
professional conduct among banks and othe
financial institutions.

The Committee believes that one way tc
promote this objective, consistent with dif-
ferences in national supervisory practice, i
to obtain international agreement to a State
ment of Principles to which financial institu-
tions should be expected to adhere.

The attached Statement is a general stat
ment of ethical principles which encourage
banks’ management to put in place effective
procedures to ensure that all persons conduc
ing business with their institutions are prop-
erly identified; that transactions that do not
appear legitimate are discouraged; and the
cooperation with law enforcement agencie:
is achieved. The Statement is not a lega
document and its implementation will depenc
on national practice and law. In particular, it
should be noted that in some countries bank
may be subject to additional more stringent
legal regulations in this field and the State-
ment is not intended to replace or diminish
those requirements. Whatever the legal pos
tion in different countries, the Committee
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considers that the first and most important|. Customer Identification

safeguard against money-laundering is the

integrity of banks’ own managements andwith a view to ensuring that the financial system
their vigilant determination to prevent theiris not used as a channel for criminal funds,
institutions becoming associated with crimi-banks should make reasonable efforts to deter-
nals or being used as a channel for moneymine the true identity for all customers request-
laundering. The Statement is intended tang the institution's services. Particular care
reinforce those standards of conduct. should be taken to identify the ownership of all
accounts and those using safe-custody facilities.
Rl banks should institute effective procedures
h for obtaining identification from new customers.
in the Statement. To the extent that thesg 14 pe an explicit policy that significant
matters fall within the competence of supery,qiness transactions will not be conducted with

visory authorities in different member coun-¢ ;1o mers who fail to provide evidence of their
tries, the authorities will recommend and(ijdentity

encourage all banks to adopt policies an

practices consistent with the Statement. With

a view to its acceptance worldwide, the . .
Committee would also recommend the Statelll. Compliance with Laws
ment to Supervisory authorities in other

7. The supervisory authorities represented o
the Committee support the principles set ou

countries. Banks’ management should ensure that business
is conducted in conformity with high ethical
Basle, December 1988 standards and that laws and regulations pertain-

ing to financial transactions are adhered to. As
regards transactions executed on behalf of cus-
tomers, it is accepted that banks may also have
no means of knowing whether the transaction

STATEMENT OF PRINCIPLES stems from or forms part of criminal activity.
Similarly, in an international context it may be
I. Purpose difficult to ensure that cross-border transactions

on behalf of customers are in compliance with

Banks and other financial institutions maythe regulations of another country. Nevertheless,

unwittingly be used as intermediaries for the?@nks should not set out to offer services or

transfer or deposit of money derived from crimi-Provide active assistance in transactions whlch

nal activity. The intention behind such transacth®y have good reason to suppose are associated

tions is often to hide the beneficial ownershipVith money-laundering activities.

of funds. The use of the financial system in this

way is of direct concern to police and other law

enforcement agencies; it is also a matter ofV. Cooperation with Law

concern to banking supervisors and banks’ man-  Enforcement Authorities

agements, since public confidence in banks may

be undermined through their association withBanks should cooperate fully with national law

criminals. enforcement authorities to the extent permitted
This Statement of Principles is intended tdy specific local regulations relating to customer

outline some basic policies and procedures thabnfidentiality. Care should be taken to avoid

banks’ managements should ensure are in plageoviding support or assistance to customers

within their institutions with a view to assisting seeking to deceive law enforcement agencies

in the suppression of money-laundering througkhrough the provision of altered, incomplete or

the banking system, national and internationamisleading information. Where banks become

The Statement thus sets out to reinforce existingware of facts which lead to the reasonable

best practices among banks and, specifically, foresumption that money held on deposit derives

encourage vigilance against criminal use of th&com criminal activity or that transactions

payments system, implementation by banks céntered into are themselves criminal in purpose,

effective preventive safeguard, and cooperatioappropriate measures, consistent with the law,

with law enforcement agencies. should be taken, for example, to deny assistance,
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sever relations with the customer and close aof the bank’s policy in this regard. Attention
freeze accounts. should be given to staff training in matters

covered by the Statement. To promote adheren

to these principles, banks should implemen
V. Adherence to the Statement specific procedures for customer identificatior

and for retaining internal records of transac:
All banks should formally adopt policies con-tions. Arrangements for internal audit may neec
sistent with the principles set out in this Stateto be extended in order to establish an effectivi
ment and should ensure that all members of themeans of testing for general compliance with the
staff concerned, wherever located, are informe8tatement.
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Section 1502.0

INTRODUCTION

1.

The Financial Action Task Force on Money5.

Laundering (FATF) is an inter-governmental
body whose purpose is the development and
promotion of policies to combat money
laundering—the processing of criminal pro-
ceeds in order to disguise their illegal origin.
These policies aim to prevent such proceeds
from being utilized in future criminal activi-
ties and from affecting legitimate economic
activities.

. The FATF currently consists of 26 countfies

and two international organizatioAslts
membership includes the major financial cen-
ter countries of Europe, North America and
Asia. It is a multi-disciplinary body—as is

essential in dealing with money laundering—5.

bringing together the policy-making power
of legal, financial and law enforcement
experts.

. This need to cover all relevant aspects of

the fight against money laundering is
reflected in the scope of the forty FATF
Recommendations—the measures which the
Task Force have agreed to implement and
which all countries are encouraged to adopt.
The Recommendations were originally drawn
up in 1990. In 1996 the forty Recommenda-

tions were revised to take into account the'.

experience gained over the last six years and
to reflect the changes which have occurred in
the money laundering problefn.

. These forty Recommendations set out the

cial system and its regulation, and interna:
tional cooperation.

It was recognized from the outset of the
FATF that countries have diverse legal anc
financial systems and so all cannot take
identical measures. The Recommendation
are therefore the principles for action in this
field, for countries to implement according
to their particular circumstances and consti
tutional frameworks allowing countries a
measure of flexibility rather than prescribing
every detail. The measures are not particu
larly complex or difficult, provided there

is the political will to act. Nor do they

compromise the freedom to engage in legiti-
mate transactions or threaten economit
development.

FATF countries are clearly committed to
accept the discipline of being subjected tc
multilateral surveillance and peer review. All
member countries have their implementatior
of the forty Recommendations monitored
through a two-pronged approach: an annuz
self-assessment exercise and the more detail
mutual evaluation process under which eacl
member country is subject to an on-site
examination. In addition, the FATF carries
out cross-country reviews of measures take
to implement particular Recommendations.
These measures are essential for the creati
of an effective anti-money laundering
framework.

basic framework for anti-money launderingTHE FORTY

efforts and they are designed to be of univerRECOMMENDATIONS OF THE
sal application. They cover the criminal jUS-FINANCIAL ACTION TASK

tice system and law enforcement; the finan:

FORCE ON MONEY

LAUNDERING

1. Reference in this document to “countries” should be

taken to apply equally to “territories” or “jurisdictions.” The
twenty six FATF member countries and governments areA  General Framework of the
Australia, Austria, Belgium, Canada, Denmark, Finland,
France, Germany, Greece, Hong Kong, Iceland, Ireland, Italy,
Japan, Luxembourg, the Kingdom of the Netherlands,
New Zealand, Norway, Portugal, Singapore, Spain, Sweden,1. Each country should take immediate step
Switzerland, Turkey, United Kingdom, and the United States.

2. The two international organizations are: the European

Commission and the Gulf Cooperation Council.

3. During the period 1990 to 1995, the FATF also elabo-

rated various Interpretive Notes which are designed to clarify

the application of specific Recommendations. Some of these
Interpretive Notes have been updated in the Stocktaking

Review to reflect changes in the Recommendations (not
included in this manual).

Recommendations

to ratify and to implement fully, the 1988
United Nations Convention against lllicit
Traffic in Narcotic Drugs and Psychotropic
Substances (the Vienna Convention).

2. Financial institution secrecy laws should be

conceived so as not to inhibit implementa-
tion of these recommendations.
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3. An effective money laundering enforcement
program should include increased multilat-
eral co-operation and mutual legal assis-
tance in money laundering investigations
and prosecutions and extradition in money
laundering cases, where possible.

B. Role of National Legal Systems in
Combating Money Laundering

Scope of the Criminal Offense of Money C.

Laundering

4. Each country should take such measures a
may be necessary, including legislative ones,
to enable it to criminalize money laundering
as set forth in the Vienna Convention. Each
country should extend the offense of drug
money laundering to one based on serious
offenses. Each country would determine
which serious crimes would be designated
as money laundering predicate offenses.

5. As provided in the Vienna Convention, the
offense of money laundering should apply
at least to knowing money laundering activ-

ity, including the concept that knowledge g

may be inferred from objective factual
circumstances.

6. Where possible, corporations themselves—
not only their employees—should be sub-
ject to criminal liability.

Provisional Measures and Confiscation

7. Countries should adopt measures similar to
those set forth in the Vienna Convention, as
may be necessary, including legislative ones,
to enable their competent authorities to
confiscate property laundered, proceeds
from, instrumentalities used in or intended
for use in the commission of any money

In addition to confiscation and criminal
sanctions, countries also should consider
monetary and civil penalties, and/or pro-
ceedings including civil proceedings, to void
contracts entered into by parties, where
parties knew or should have known that as
a result of the contract, the State would be
prejudiced in its ability to recover financial
claims, e.g. through confiscation or collec-
tion of fines and penalties.

Role of the Financial System in
Combating Money Laundering

8. Recommendations 10 to 29 should apply

not only to banks, but also to non-bank
financial institutions. Even for those non-
bank financial institutions which are not
subject to a formal prudential supervisory
regime in all countries, for example bureaux
de change, governments should ensure that
these institutions are subject to the same
anti-money laundering laws or regulations
as all other financial institutions and that
these laws or regulations are implemented
effectively.

The appropriate national authorities should
consider applying Recommendations 10
to 21 and 23 to the conduct of financial
activities as a commercial undertaking by
businesses or professions which are not
financial institutions, where such conduct is
allowed or not prohibited. Financial activi-
ties include, but are not limited to, those
listed in the annex at the end of this docu-
ment. It is left to each country to decide
whether special situations should be defined
where the application of anti-money laun-
dering measures is not necessary, for exam-
ple, when a financial activity is carried out
on an occasional or limited basis.

laundering offense, or property of corre-Customer ldentification and
sponding value, without prejudicing the Recordkeeping Rules

rights of bona fide third parties.

Such measures should include the authot0. Financial institutions should not keep anony-

ity to: 1) identify, trace and evaluate property

which is subject to confiscation; 2) carry out

provisional measures, such as freezing and
seizing, to prevent any dealing, transfer or
disposal of such property; and 3) take any
appropriate investigative measures.

mous accounts or accounts in obviously
fictitious names: they should be required
(by law, by regulations, by agreements
between supervisory authorities and finan-
cial institutions or by self-regulatory agree-
ments among financial institutions) to iden-

September 1997
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11.

12.

tify, on the basis of an official or other
reliable identifying document, and record
the identity of their clients, either occa-
sional or usual, when establishing business

relations or conducting transactions (in pard3.

ticular opening of accounts or passbooks,
entering into fiduciary transactions, renting
of safe deposit boxes, performing large cash
transactions).

In order to fulfill identification require-
ments concerning legal entities, financial
institutions should, when necessary, take
measures:

These documents should be available t

domestic competent authorities in the con:
text of relevant criminal prosecutions and
investigations.
Countries should pay special attention tc
money laundering threats inherent in new o
developing technologies that might favor
anonymity, and take measures, if needed, t
prevent their use in money laundering
schemes.

Increased Diligence of Financial

(i) to verify the legal existence and struc-Institutions

ture of the customer by obtaining either

from a public register or from the 14. Financial institutions should pay special

customer or both, proof of incorpora-
tion, including information concerning
the customer’'s name, legal form,
address, directors and provisions regu-
lating the power to bind the entity.

(i) to verify that any person purporting to
act on behalf of the customer is so
authorized and identify that person.

Financial institutions should take reason-

able measures to obtain information aboul5.

the true identity of the persons on whose
behalf an account is opened or a transaction
conducted if there are any doubts as to

whether these clients or customers are act6.

ing on their own behalf, for example, in the
case of domiciliary companies (i.e. institu-
tions, corporations, foundations, trusts, etc.
that do not conduct any commercial or
manufacturing business or any other form
of commercial operation in the country
where their registered office is located).
Financial institutions should maintain, for at
least five years, all necessary records on
transactions, both domestic or international,
to enable them to comply swiftly with

information requests from the competentl?.

authorities. Such records must be sufficient
to permit reconstruction of individual trans-
actions (including the amounts and types of
currency involved if any) so as to provide, if
necessary, evidence for prosecution of crimi-
nal behavior.
Financial institutions should keep records
on customer identification (e.g. copies or

records of official identification documents19.

like passports, identity cards, driving licenses
or similar documents), account files and
business correspondence for at least five
years after the account is closed.

18.

attention to all complex, unusual large trans:
actions, and all unusual patterns of transac
tions, which have no apparent economic o
visible lawful purpose. The background anc
purpose of such transactions should, as fe
as possible, be examined, the findings
established inwriting, and be available to
help supervisors, auditors and law enforce
ment agencies.

If financial institutions suspect that funds
stem from a criminal activity, they should
be required to report promptly their suspi-
cions to the competent authorities.
Financial institutions, their directors, offi-
cers and employees should be protected b
legal provisions from criminal or civil lia-
bility for breach of any restriction on dis-
closure of information imposed by contract
or by any legislative, regulatory or admin-
istrative provision, if they report their sus-
picions in good faith to the competent
authorities, even if they did not know pre-
cisely what the underlying criminal activity
was, and regardless of whether illegal
activity actually occurred.

Financial institutions, their directors, offi-
cers and employees, should not, or, wher
appropriate, should not be allowed to, warr
their customers when information relating
to them is being reported to the competen
authorities.

Financial institutions reporting their suspi-
cions should comply with instructions from
the competent authorities.

Financial institutions should develop pro-
grams against money laundering. These prc
grams should include, as a minimum:

(i) the development of internal policies,

procedures and controls, including the

Bank Secrecy Act Manual
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designation of compliance officers at
management level, and adequate screen-
ing procedures to ensure high stan-
dards when hiring employees;

(ii) an ongoing employee training program;
(iii) an audit function to test the system. 24.

Measures to Cope with the Problem of
Countries with No or Insufficient
Anti-Money Laundering Measures

20. Financial institutions should ensure that th@5.
principles mentioned above are also applied
to branches and majority owned subsidi-
aries located abroad, especially in countries
which do not or insufficiently apply these
Recommendations, to the extent that local
applicable laws and regulations permit.

amount, to a national central agency with a
computerized data base, available to com-
petent authorities for use in money launder-
ing cases, subject to strict safeguards to
ensure proper use of the information.
Countries should further encourage in gen-
eral the development of modern and secure
techniques of money management, includ-
ing increased use of checks, payment cards,
direct deposit of salary checks, and book
entry recording of securities, as a means to
encourage the replacement of cash transfers.
Countries should take notice of the potential
for abuse of shell corporations by money
launderers and should consider whether
additional measures are required to prevent
unlawful use of such entities.

When local applicable laws and regulationdmplementation, and Role of Regulatory
prohibit this implementation, competentand other Administrative Authorities

authorities in the country of the mother
institution should be informed by the finan-26.
cial institutions that they cannot apply these
Recommendations.

21. Financial institutions should give special
attention to business relations and transac-
tions with persons, including companies
and financial institutions, from countries
which do not or insufficiently apply these
Recommendations. Whenever these transac-
tions have no apparent economic or visible
lawful purpose, their background and pur-27.
pose should, as far as possible, be exam-
ined, the findings established in writing, and
be available to help supervisors, auditors
and law enforcement agencies.

28.
Other Measures to Avoid Money
Laundering

22. Countries should consider implementing fea-
sible measures to detect or monitor the
physical cross-border transportation of cash
and bearer negotiable instruments, subject
to strict safeguards to ensure proper use of
information and without impeding in any 29
way the freedom of capital movements.

23. Countries should consider the feasibility
and utility of a system where banks and
other financial institutions and intermediar-
ies would report all domestic and interna-
tional currency transactions above a fixed

The competent authorities supervising banks
or other financial institutions or intermedi-
aries, or other competent authorities, should
ensure that the supervised institutions have
adequate programs to guard against money
laundering. These authorities should coop-
erate and lend expertise spontaneously or
on request with other domestic judicial or
law enforcement authorities in money laun-
dering investigations and prosecutions.

Competent authorities should be designated
to ensure an effective implementation of all
these Recommendations, through adminis-
trative supervision and regulation, in other
professions dealing with cash as defined by
each country.

The competent authorities should establish
guidelines which will assist financial insti-
tutions in detecting suspicious patterns of
behavior by their customers. It is under-
stood that such guidelines must develop
over time, and will never be exhaustive. Itis
further understood that such guidelines will
primarily serve as an educational tool for
financial institutions’ personnel.

The competent authorities regulating or
supervising financial institutions should
take the necessary legal or regulatory
measures to guard against control or acqui-
sition of a significant participation in finan-

cial institutions by criminals or their

confederates.
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D.

Strengthening of International
Cooperation

Administrative Cooperation

34.

Exchange of general information

30. National administrations should consider

31.

Exchange of information relating to suspicious

recording, at least in the aggregate, interna-
tional flows of cash in whatever currency,
so that estimates can be made of cash flows

and reflows from various sources abroadgs,

when this is combined with central bank
information. Such information should be
made available to the International Mone-
tary Fund and the Bank for International
Settlements to facilitate international studies.
International competent authorities, perhaps
Interpol and the World Customs Organi-

different standards concerning the inten-
tional element of the infraction—do not
affect the ability or willingness of countries
to provide each other with mutual legal
assistance.

International cooperation should be sup
ported by a network of bilateral and multi-
lateral agreements and arrangements bas
on generally shared legal concepts witt
the aim of providing practical measures to
affect the widest possible range of mutual
assistance.

Countries should be encouraged to ratif
and implement relevant international con-
ventions on money laundering such as th
1990 Council of Europe Convention on
Laundering, Search, Seizure and Confisce
tion of the Proceeds from Crime.

zation, should be given responsibility for Focus of improved mutual assistance on
gathering and disseminating information tomoney laundering issues

competent authorities about the latest devel-

opments in money laundering and money6. Cooperative investigations among coun

laundering techniques. Central banks and
bank regulators could do the same on their
network. National authorities in various
spheres, in consultation with trade associa-
tions, could then disseminate this to finan-
cial institutions in individual countries.

transactions

32.

Each country should make efforts to improve
a spontaneous or “"upon request" inter-
national information exchange relating to
suspicious transactions, persons and corpo-
rations involved in those transactions

between competent authorities. Strict safes%3

guards should be established to ensure thai
this exchange of information is consistent
with national and international provisions

on privacy and data protection.

Other Forms of Cooperation

Basis and means for co-operation in
confiscation, mutual assistance and extradition

33.

39.

Countries should try to ensure, on a bilateral
or multilateral basis, that different knowl-
edge standards in national definitions—i.e.

tries’ appropriate competent authorities
should be encouraged. One valid and effec
tive investigative technique in this respect is
controlled delivery related to assets knowr
or suspected to be the proceeds of crime
Countries are encouraged to support thi
technique, where possible.

37. There should be procedures for mutua

assistance in criminal matters regarding the
use of compulsory measures including the
production of records by financial institu-
tions and other persons, the search of pel
sons and premises, seizure and obtaining «
evidence for use in money laundering
investigations and prosecutions and ir
related actions in foreign jurisdictions.
There should be authority to take expedi
tious action in response to requests by
foreign countries to identify, freeze, seize
and confiscate proceeds or other property ¢
corresponding value to such proceeds, base
on money laundering or the crimes under-
lying the laundering activity. There should
also be arrangements for coordinating sei
zure and confiscation proceedings whick
may include the sharing of confiscated
assets.

To avoid conflicts of jurisdiction, consider-
ation should be given to devising and
applying mechanisms for determining the
best venue for prosecution of defendants i
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40.

Annex to Recommendation 9: List of L
Financial Activities Undertaken by Business 12
or Professions Which Are Not Financial '
Institutions
4,
1. Acceptance of deposits and other repayable

2.

the interests of justice in cases that are3.
subject to prosecution in more than one 4.
country. Similarly, there should be arrange- 5.
ments for coordinating seizure and confis-
cation proceedings which may include the
sharing of confiscated assets. 6.
Countries should have procedures in placer.
to extradite, where possible, individuals
charged with a money laundering offense or
related offenses. With respect to its national
legal system, each country should recognize
money laundering as an extraditable offense.
Subject to their legal frame-works, coun-
tries may consider simplifying extradition

by allowing direct transmission of extradi-
tion requests between appropriate minis- 8.
tries, extraditing persons based only on
warrants of arrests or judgements, extradit-
ing their nationals, and/or introducing a 9.
simplified extradition of consenting persons
who waive formal extradition proceedings.10.

funds from the public.
Lending?

Financial leasing.

Money transmission services.

Issuing and managing means of payment

(e.g. credit and debit cards, cheques, travel-

ler's cheques and bankers’ disft. .).

Financial guarantees and commitments.

Trading for account of customers (spot,

forward, swaps, futures, optien . .) in:

(@) money market instruments (cheques,
bills, CDs, etc.);

(b) foreign exchange;

(c) exchange, interest rate and
instruments;

(d) transferable securities;

(e) commodity futures trading.

Participation in securities issues and the

provision of financial services related to

such issues.

Individual and

management.

Safekeeping and administration of cash or

liquid securities on behalf of clients.

Life insurance and other investment related

insurance.

Money changing.

index

collective  portfolio

Including inter alia

« consumer credit

* mortgage credit

« factoring, with or without recourse

« finance of commercial transactions (including forfeiting)

September 1997
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Financial Crimes Enforcement Network
Guidance on the New Currency Transaction Report (CTR)
(September 1995) Section 1503.0

INTRODUCTION also lists broad categories of transactions, whic
were intended to make it easier to complete an

The Treasury Department's Financial Crimegnalyze. It eliminates duplication of information

Enforcement Network (FinCEN) offers the fol- and information that was difficult to obtain or of

lowing guidance to filers of the new Currencylimited value to law enforcement.

Transaction Report (CTR) Form 4789 (Rev.

October 1995). This guidance is intended to

answer general, basic questions about complet-

ing and filing the new CTR. It is not meant to beeHOW CTR USED

comprehensive and does not replace the CTR . . . .

Form instructions and/or the regulations. Itdnformation from CTRs is routinely used in a

development is based on questions receiveffide variety of criminal, tax, and regulatory

from the financial community by FinCEN and Investigations and proceedings, and prosect

advice received from the Treasury Department'd0nS, as investigative leads, intelligence for the

Bank Secrecy Act Advisory Group (BSAAG). trac!«ng of currency flowg, corroborating |nfpr-

The BSAAG, comprised of approximately 30 pri-Mation, and probative evidence. The analysis ¢

vate (bank and non-bank) and government regiz | R data, which is a major function of the

resentatives, was established by the Treasu}yeasury Department's FInCEN, is a vital tool

Department in March 1994 pursuant to thdl combating money laundering. CTRs filed by

Annunzio-Wylie Anti-Money Laundering Act financial institutions facilitate the detection of
of 1992. money laundering because they provide a “pape

Copies of this FinCEN “Guidance on the rail” for large cash transactions that may point
New CTR” (published in September 1995) to tr_]e financial S|_de of criminal activity.
may be ordered: (1) by calling FinCEN's FinCEN uses ItS. computer' accgss to CTR
recording at 1-800-949-2732, or (2) via cc,m_lndependently and in conjunction with other law
puter with a modem from the Treasury Bankenforcement agency data bases to respond
Secrecy Act (BSA) Bulletin Board at requests by law e.nforcement. agencies for tact
313-234-1453. cal reports on subjects under investigation. Alsc
FINnCEN uses CTR data to examine and foreca:
the currency flow in a particular area, and it
produces strategic intelligence reports contain
WHY CTR REVISED ing this information for use by law enforcement
in detecting money laundering and other finan
The purpose of revising the CTR was to furthecial crimes.
the goal of reducing regulatory burdens on Additionally, FInCEN has developed an Arti-
financial institutions. This CTR revision reducedficial Intelligence system. The system reviews
the amount of information required by approxi-BSA filings in order to identify potentially
mately 30 percent, which makes it the first timesuspicious activity. Each filing is matched to
(in the 25-year history of the Bank Secrecyother filings by the same subjects and accessir
Act’s requirement that CTRs be filed by finan-the same accounts, and all transactions, accoun
cial institutions) that the form has been reviseénd subjects of BSA filings are evaluated again:s
to reduce the amount of regulatory informatiorstandard sets of criteria developed by FInCEN’.
required. The revised CTR is designed to beomputer scientists in close consultation with
beneficial to both the law enforcement and=inCEN agents and analysts. The FinCEN
financial communities because it focuses on thartificial Intelligence system links and evaluates
quality of information rather than the quantity. reports of large cash transactions to identify
Generally, the new CTR was revised to requirgpotential money laundering. Its objective is to
only basic information, such as who conductedliscover previously unknown, potential high
the transaction, on whose behalf it was convalue leads for possible investigation.
ducted, the amount, a description of the trans- Another FinCEN program, called “Gate-
action, and where it occurred. The revised CTRvay,” provides state and local law enforcement
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agencies withdirect electronic access to all of
the forms pursuant to the BSA that are on file in
the IRS Detroit Computing Center. Gateway
makes greater use of the information captured
by the BSA and at the same time provides a
coordination mechanism to agencies using the
data for investigative purposes. It also saves
investigative time and money because agencies
do not have to rely on the resources of another
agency to obtain BSA information. 3.

WHO, WHAT, WHEN, AND
WHERE

1. Question:Who should file the revised CTR
Form 47897

Answer:Each financial institution identified

in the regulations in 31 CFR Part 103 (other 4,
than a casino, which instead must file
Form 8362 and the U.S. Postal Service for
which there are separate rules), must file a
revised CTR Form 4789 for each deposit,
withdrawal, exchange of currency, or other
payment or transfer, by, through, or to the
financial institution which involves a trans-
action in currency totaling more than
$10,000 in one business day. Multiple trans-
actions must be treated as a single trans-
action if the financial institution has knowl-
edge that: (1) they are by or on behalf of the
same person, and (2) they result in either
currency received (Cash In) or currency
disbursed (Cash Out) by the financial insti-
tution totaling more than $10,000 in any
one business day.

2. Question: Should the revised CTR Form 5.
4789 be used to report suspicious activity?

Answer:The revised CTR should NOT be
filed for SUSPICIOUS TRANSACTIONS
involving $10,000 or less in currency OR to
note that a transaction of more than $10,000
in currency is suspicious. Any suspicious or
unusual activity should be reported by a
financial institution in the manner pre-
scribed by its appropriate federal regulator
or FinCEN. If a transaction is suspicious
and in excess of $10,000 in currency, then
both a revised CTR and the appropriate
referral form must be filed.

distribution before the end of 199%or use

in reporting suspicious transactions involv-
ing $10,000 or less in currency OR to note
that a transaction of more than $10,000 in
currency is suspicious. Until a similar form
is developed for non-bank financial institu-
tions, they should write “SUSPICIOUS”
across the top of the revised CTR.

Question: When should financial institu-
tions begin using the revised CTR Form
47897

Answer:The revised CTR becomes effective
on the business dayf October 1, 1995.
Filers must continue to use the current CTR
Form 4789 (Rev. July 1994) for reportable
transactions that occur before October 1,
1995 (business day).

Question:Where can | get usable copies of
the revised CTR Form 4789?

Answer: In September of 1995, usable
copies of the revised CTR will be available
from the IRS Forms Distribution Centers
by calling 1-800-TAX-FORMS (1-800-829-
3676). Prior to September 1995, an
ADVANCE COPY of the revised CTR
Form 4789 (that has been available since
May 1995) could be ordered from the Inter-
nal Revenue Service (IRS) Forms Distribu-
tion Centers. This ADVANCE COPY of the
revised CTR was for use by financial insti-
tutions to train employees and make other
necessary changes required in order to com-
plete and file the revised CTR, effective on
the business day of October 1, 1995.

Question:May the old CTR be filed after
October 1, 1995?

Answer: FinCEN is allowing a necessary
transition time until the end of December
1995 for financial institutions to start filing
the new CTR. Between October 1 and
December 31, 1995, paper filers witlot

be penalized for continuing to file the old
CTR or the ADVANCE COPY of the new
CTR, which has been available for training
purposes since May 1995, while making
every “good faith” effort to obtain and file
the new CTR as soon as possible after
October 1, 1995 (business day). This same

For banks, a new Suspicious Activity

Report (SAR) Form is being prepared for 1.

Effective April 1, 1996
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policy will also apply to magnetic CTR
filers. (SeeAnswerto Question #7below.)

. Question:Where can | get specifications for
MAGNETIC FILING of the revised CTR?

Answer: Requests for specifications on
magnetic filing of the revised CTR should
be directed to the IRS Detroit Computing
Center, ATTN: CTR Magnetic Media
Coordinator, P.O. Box 33604, Detroit, Ml
48232-5604.

. Question: The IRS Detroit Computing
Center issued specifications on magnetic
filing of the revised CTR during the week of
June 12, 1995. It will take at least six (6)
months from the time of receipt of these
specifications until they are fullly installed
and usable on financial institutions’ sys-
tems. Is it acceptable for financial institu-
tions to continue to file magnetically the old
CTR Form 4789 (Rev. July 1994) until
December 1995?

Answer: Yes, for purposes of completing
the new CTR, a U.S. passport is considere
an acceptable form of identification.
Although verification of an address by offi-
cial document or other means.g.,through
credit bureaus) is desirable, acceptable ider
tification may be made by an official docu-
ment containing name and a photograpl
(preferably with address) that is normally
acceptable by financial institutions as a
means of identification when cashing check:
for nondepositors.

10. Question:What is a cedular card?

Answer:A cedular card is the term used for
a personal identification card issued by
foreign governments, particularly in Latin
America and Spain, to citizens above &
certain age (not issued to minors) and withir
certain categories (excluding certain classi
fications of citizense.g, military).

Answer:Yes, because of the transition timeSpecific Instructions

necessary to file the revised CTR magneti-
cally, financial institutions will not be
penalized for continuing to use the old CTR
while making every “good faith” effort to
work with the IRS Detroit Computing Cen-
ter to implement specifications for magnetic
filing of the revised CTR. It is expected that
this process should be completed at the
latest by the end of December 1995. This
same policy will also apply to paper CTR
filers. (SeeAnswerto Question #5above.)

. Question:Where should | file the revised
CTR?

Answer:File the CTR by the 15th calendar
day after the day of the transaction with the
IRS Detroit Computing Center, ATTN: CTR,

P.O. Box 33604, Detroit, Ml 48232-5604 or

with your local IRS office. Keep a copy 1o

(either paper or electronic) of each CTR for
at least five years from the date filed.

Identification Requirements

9. Question: Is a U.S. passport acceptable

identification since it does not contain an
address and is not specifically listed in the
regulations (31 CFR Part 103.28)?

11. Question:What should be included on addi-

tional sheets attached to the original CTR®

Answer:In order for attached sheets to be
clearly associated with the original CTR, it
would be desirable to have as much iden
tifying information as possible on the
attached sheets, including: (1) the name o
the bank filing the form and (2) the date of
the transaction. At a minimum, on all
attached sheets of paper to the origina
CTR, the financial institution should note
the following: (1) the name(s) of the per-
son(s) or organization(s) on whose behal
the transaction(s) is conducted and (2) the
social security or employer identification
number(s).

Question:Must a financial institution amend
an incomplete old CTR after October 1,
1995, if the missing information is no longer
required on the revised CTR.g.,a CTR is
filed on September 28, 1995, then the finan
cial institution discovers additional informa-
tion on October 3 that should have beer
provided as an amendment to the old CTR
however, that information is no longer
required on the new CTR)?Itém 1la:
Amends prior repor}.
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13.

14.

15.

Answer:Because the revised CTR requires
less information, after October 1, 1995,
there is no requirement to amend old CTRs
when the amendment concerns information
on fields that have been eliminated on the
revised CTR.

Question:When should the box for “mul-
tiple persons” be checkedMém 1b: Mul-
tiple persons.

Answer: Multiple person transactions are
those conducted by or on behalf of two or

This should be reported as a multiple
transaction. However, if the customer places
one bag containing the five deposits in the
night depository over a weekend, and the
teller processes the deposit on Monday
morning, totaling the five deposits and show-
ing a single cash-in transaction, the finan-
cial institution may report it as a single
transaction so that the CTR reflects the
financial institution’s records.

more individuals; on behalf of two or more PART |

organizations, or on behalf of at least one

individual and at least one organization. InSection A: Person(s) on Whose
these cases, box “1b” (multiple persons)Behalf Transaction(s) Is Conducted

should be checked.

Question: Do all holders of the account,
even if they do not come to the bank, needp
to be put on the revised CTR as “Person(sy

ducted”?

One of the major changes on the new CTR is the
eversal of Sections A and B from the old CTR:
erson(s) on Whose Behalf Transaction(s) is

) onducted” which was Section B on the old
on Whose Behalf Transaction(s) Is Con--TR is now Section A. and

“Individuals(s)

Conducting Transaction(s)” which was for-

Answer: For deposits, all those who aremerly Section A is now Section B. This was
known to benefit from the transaction mustdone to place a greater emphasis on all those
be identified on the CTR. However, if awho benefit from (the beneficiaries of) the
person makes a withdrawal from a jointtransaction by noting that information first in
account, only his name needs to be listed agection A.

the beneficiary of the transaction if: (1) he
states that the withdrawal is on his ownl6.
behalf or the financial institution knows that
the person making the withdrawal is the
only beneficiary, and (2) the financial insti-
tution has no reason to believe otherwise.

Question:When should the box for “mul-
tiple transactions” be checked®dm 1c:
Multiple transactiony

Answer: Multiple transactions are any two
or more transactions which the financial
institution has knowledge are conducted by
or on behalf of any person during the same
business day and which result in a total
cash-in or cash-out of over $10,000. In
these cases, box “1c” (multiple transac-
tions) should be checked.

Example:A customer places one depositl7.
bag into the night depository at a bank on
Friday night, two deposit bags on Saturday
and two on Sunday; then on Monday morn-
ing, a teller processes all five deposit bags
and deposit slips at the same time, but posts
each individual deposit separately.

Question:Must the financial institution note
whether the number provided in ltem 6 is a
social security number (SSN) or an employer
identification number (EIN) since there is
no separate configuration of spaces?

Answer:lt is not necessary to note whether
the number in Item 6 is an SSN or EIN, and
the revised CTR has been simplified to
eliminate the separate configuration of these
numbers because they may be differentiated
solely on the basis of their initial numbers.
IRS Service Centers assign EINs, which
start with numbers not assigned to SSNs;
whereas, the Social Security Administration
assigns SSNs, which start with numbers not
assigned to EINs.

Question:While an SSN or EIN is required
on a CTR, if a CTR is filed without an SSN
or EIN, should the financial institution
amend the CTR if it subsequently obtains
an SSN or EIN? (Items 6 and 19)

Answer:Yes, the CTR should be amended if
an SSN or EIN is subsequently obtained.
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18.

Question: Are the terms “homemaker,”
“retired,” or “unemployed” acceptable as
descriptions for occupationsfgm 13

Answer: “Homemaker,” “retired,” or
“unemployed” are acceptable as occupa-
tion descriptions, but financial institutions
should attempt to get more specific infor-
mation. As a basic part of “know your
customer” programs, financial institutions
should pay particular attention to customers
with such non-specific occupations who
continually make large cash deposits. “Self-
employed” is not acceptable without addi-
tional information as it is too non-specific.

Section B: Individual(s) Conducting
Transaction(s) (if other than above)

19.

20.

21.

Question: Instructions state that financial
institutions should enter as much informa-

aggregation of multiple transactions has
exceeded the reporting thresholdPaft —
Section B box d: Multiple Transactions

Answer:Yes, box “d” in Part I—Section B
of the revised CTR is the same as box 3d fo
Multiple Transactions in Part | of the old
CTR, and should be checked to indicate tha
some or all of the information required in
Items 15-25 is missing because the trans
action being reported is a multiple transac-
tion. Areasonable effortto obtain information
for reporting multiple transactions that when
aggregated exceeded the reporting threst
old might include a check of bank records,
telephone calls to customers, and obtainin
information from tellers who handled the
multiple transactions. However, if complete
information is still not obtained, then box
“d” in Part I—Section B must be checked
to explain why.

tion as is available in Section B. Does thisPART I

mean that if it is not available, then they do
not have to provide it? Should the financial

institution refuse to conduct the transactionAmount and Type of Transaction(s)

if the customer refuses to provide the
required information?

Answer:The law requires financial institu-
tions to file complete and accurate CTRs.
The CTR Form 4789 indicates the only
circumstances in which incomplete data is
acceptabled.g.,Armored Car Service, Mail
Deposit or Shipment, etc.). If a financial
institution elects to conduct a transaction
for which it files an incomplete CTR other
than for these specified circumstances, then
it should attach an explanation of why the
CTR is incomplete.

Questionif box “a” in Section B is checked
for Armored Car Service, should the pro-
vider's name be inserted?

Answer:No, the Armored Car Service pro-
vider's name does not have to be recorded
on the CTR.

Question:ls box “d” for Multiple Transac-
tions on the revised CTR’s Part [—Section
B the same as the old CTR’s Part |, box 3d?
If so, what is considered a “reasonable
effort” for obtaining information when the

22. Question: Should “multiple transactions”

be aggregated?

Answer: Yes, to report multiple transac-
tions, all the individual transactions of which
the financial institution has knowledge must
be aggregated, which means that debit
must be added to debits, and credits must b
added to credits. If the cash debits or the
cash credits totals exceed $10,000 in «
business day, a CTR is required. If debits
and credits each exceed $10,000, they ca
both be reported on a single CTR. Do not
mix debits and credits by off-setting one
against the other; that is, do not mix cash-ir
transactions with cash-out transactions. Fol
lowing are several examples of how to
report aggregated transactions:

Example A:The financial institution has
knowledge that an individual deposits $5,00C
in cash into his account and returns later ir
the day to deposit another $5,500 in casl
into his account. Both cash-ins should be
added (totaling $10,500) and reported on «
CTR. Complete Section A on the indi-
vidual, and enter his ID in Item 14; in
Section B check box d (Multiple Transac-
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tions) and box e (Conducted On Own
Behalf) to explain why Section B is left
blank.

Example BAn individual deposits $5,000 23,
in cash into his personal account and returns
later in the day to deposit $6,000 in cash
into his employer's business account.
Because the financial institution has knowl-
edge that this individual has deposited
$11,000 in one business day, it must file a
CTR. Complete two Section As (one Sec-
tion A on the individual, entering his ID in
ltem 14, and the other Section A on his
employer’s business account, entering N/A
in Item 14); in Section B check box d
(Multiple Transactions) and box e (Con-
ducted On Own Behalf) to indicate why
Section B is left blank.

Example C: An individual acting on
behalf of several others, deposits and with-
draws various amounts during the day.
Regardless of how many visits he makes, if
the financial institution has knowledge that
either the debit or the credit total exceeds
$10,000, a CTR must be filed. When the
individual conducting the transactions does
not benefit, complete Section B with infor-
mation on him, entering his ID in Item 25, 24.
and complete separate Section As on all
beneficiaries of the transactions, entering
their identifications in Item 14. (If benefi-
ciaries’ identifications are not available
because individuals are not present or are
not applicable because beneficiaries are
organizations, enter N/A in Item 14.) When
the individual also benefits from the trans-
actions, enter information on him and all
other beneficiaries in separate Section As,
indicating his ID and the identifications of
others in Item 14, if available and applica-
ble; in Section B check box d (Multiple
Transactions) and box e (Conducted On
Own Behalf) to indicate why Section B is
left blank.

Example D: Two or more individuals
conduct separate transactions on behalf of
the same account holder (a store) in the
same business day. If the financial institu-
tion has knowledge that the aggregate of the
transactions exceeds $10,000, a CTR i§5
required. Complete Section A with informa-"~""
tion on the same account holder (a store),
indicating N/A for ID in Item 14, and
complete separate Section Bs on the indi-
viduals who conducted the transactions but

were not beneficiaries, entering their iden-
tifications in ltem 25.

Question:How should trusts and other third
party accounts be reported?

Answer: If Jane Doe, the trustee of the
John Smith Trust, makes a reportable deposit
to the Trust Account, information on Jane
Doe, the trustee, including the method used
to verify her identification, must be entered
in Part I, Section A. Identifying information
on the John Smith Trust, who is the bene-
ficiary of the transaction, must also be
reported in a separate Section A (on the
back of the CTR Form). Then check box e
(Conducted On Own Behalf) to indicate
why Section B is left blank. However, if
the transaction is conducted for Jane Doe,
the trustee, by her secretary, then in addition
to identifying Jane Doe, the trustee, and
the John Smith Trust, the beneficiary, in
separate Section “As,” report identifying
information on the secretary, who actually
conducted the transaction, in Part |, Sec-
tion B.

Question:When an individual presents an
on-us check drawn on an account of some-
one other than the presenter’s account, which
box should a reporting bank check? When
an individual presents an on-us check drawn
on the account of the presenter to withdraw
funds from his/her own account, which box
should be checked?

Answer: When an individual presents
an on-us check drawn on an account of
someone other than the presenter’s account,
the bank should check box 32 (Negotia-
ble Instrument(s) Cashed). When an
individual presents an on-us check drawn
on the account of the presenter to withdraw
funds from his/her own account, box 32
could be checked or box 34 (Deposit(s)/
Withdrawal(s)) may be checked to indicate
that the transaction is a withdrawal. In any
case, list account numbers in Item 35
(Account Number(s) Affected).

Question:When a corporation/retail store’s
transaction exceeds its exempt limit, should
a CTR be filed?

Answer:Yes, if a customer’s transaction(s)
exceeds its exempt limit, a CTR must be

September 1997
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26.

27.

28.

filed on the entire amount of the cashPART Il

transaction, not just the difference between

the amount exempted and the amount of thFinancial Institution Where

transaction.

Transaction(s) Takes Place

Question: How should the purchase and,q qyestion:Should dashes be used in record

redemption of a Certificate of Deposit (CD)
be reported?

Answer: It is preferred that box 34
(Deposit(s)/Withdrawal(s) be checked since
the purchase of a CD is a deposit and the
redemption is a withdrawal. However, it is
also acceptable if a bank checks Item 36
(Other) and writes in CD redeemed/y
purchased. In either case, enter the CD
number(s) in Item 35 (Account Number(s)
Affected).

Question:How should such transactions as
loan and credit card payments be reported?

Answer: Transactions such as loan and
credit card payments should be indicated
and described in Item 36 (Other) with
account numbers affected recorded in

Item 35. 31.

Question:If a customer uses a chedke(, a
negotiable instrument) to purchase $20,000
U.S. equivalent worth of foreign currency,
how should the revised CTR be completed?

Answer: If a check is used to purchase32
$20,000 in foreign currency, check box 36"

(Other), indicate “check cashed to purchase
foreign currency,” and complete Items 27

(Cash Out-Amount) and 29 (Foreign Cur-

rency). It would also be considered accept-
able to check Item 32 (Negotiable Instru-

ment Cashed) because the check is a
negotiable instrument and complete

Iltems 27 and 29.

ing the depository institution’s Magnetic
Ink Character Recognition MCR) number?
(Item 43)

Answer:No, dashes should not be insertec
in recording of the MICR number in
Item 43.

0. Question:May the preparer and the approver

of the new CTR be the same person?

Answer:Yes, the preparer and the approv-
ing official of the new CTR may be the
same person. This is a change in policy
based on standardizing paper filing with
magnetic filing of the CTR. However, it is
still strongly recommended that financial
institutions, as a matter of internal review of
CTRs, have two people involved.

Question:Must the signature of the approv-
ing official be an original, or may it be
pre-printed? (Item 45)

Answer: The signature of the approving
official in Iltem 45 must be an original
signature; it may not be pre-printed.

Question: May a department's name be
pre-printed instead of the name of a persol
to contact? (Iltem 48)

Answer:The name of a person to contact for
guestions about the CTR (not a depart:
ment's name) is preferred in ltem 48; how-
ever, the name of the compliance office ol
other designated department would be
acceptable.
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Bank Secrecy Act Recordkeeping Rule for Funds Transfers

and Transmittals of Funds
31 CFR Part 103

Section 1504.0

The following staff interpretive guidance
addresses frequently asked questions about the
new recordkeeping rules for funds transfers and
transmittals of funds, which were issued under
the Bank Secrecy Act by the Federal Reserve
Board and the Financial Crimes Enforcement
Network (FINCEN) of the Department of the

Treasury.

The new requirements become effective on

May 28.

This guidance is not meant to be comprehen-
sive and does not replace or supersede the terms

of the rule itself.

SECTION 103.11—MEANING OF
TERMS

1. Question:Beneficiary, Beneficiary’s Bank.

Which parties are the beneficiary’s bank
and the beneficiary with respect to a funds
transfer in which payment is made to a
customer of a foreign bank?

Answer:The foreign bank receiving a pay-
ment order for payment to its customer is
the beneficiary’s bank. The foreign bank’s
customer is the beneficiary.

. Question:Beneficiary, Beneficiary’s Bank,
Recipient, Recipient's Financial Institu-
tion, Intermediary Financial Institution.
Which parties are the beneficiary, the ben-
eficiary’s bank, the recipient’s financial
institution, and the recipient when funds are
received by a bank for credit to an account

of a licensed transmitter of funds or other 4.

person engaged in the business of transmit-
ting funds (“money transmitter”) for fur-
ther credit to the money transmitter's
customer?

Answer:The bank holding the money trans-
mitter’'s account is the beneficiary’s bank
(and an intermediary financial institution);
the money transmitter is both the recipient’s
financial institution and the beneficiary; the
money transmitter’s customer is the recipient.

. Question:Financial Institution. What types
of “financial institutions” are covered by
the rule?

Answer: The rule applies to all financial
institutions subject to the Bank Secrecy Act
regulations. Financial institutions, as definec
in 8103.11(n), include banks as well as
nonbank financial institutions (NBFIs) such
as securities brokers or dealers required t
be registered with the SEC, currency
exchange houses, casinos, and persol
engaged in the business of transmitting
funds. The definition of financial institution
is limited to those institutions located within
the United States.

While the terms “beneficiary’s bank”
and “originator’s bank,” as defined in
§103.11(e) and 8§103.11(w), respectively
include institutions located outside the
United States, the requirements of the Banl
Secrecy Act generally do not apply to
foreign beneficiary’s banks or foreign origi-
nator's banks. The definitions of “benefi-
ciary’s bank” and “originator’s bank” were
expanded to include foreign institutions in
order to clarify the role of domestic institu-
tions involved in international transactions.
Thus, domestic banks involved in interna-
tional transactions are not required unde
the rule to contact the foreign bank for
missing information on the foreign bank’s
customer. The Board and the Treasur
Department encourage foreign banks, how
ever, to comply with efforts to obtain and
include complete information on the parties
to a transfer where not otherwise forbidder
by law.

Question: Funds Transfer. Does the rule
apply only to “wire transfers”?

Answer: No. The rule applies to funds

transfers and transmittals of funds, which
cover a broad range of methods for moving
funds. The rule includes certain internal
transfers, e.g., when a bank transfers fund
from an originator's account to a beneficia-
ry’s account at the same bank (if the origi-
nator and beneficiary are different parties)
as well as orders made in person or by
telephone, facsimile, or electronic message
sent or delivered by a customer or by ar
NBFI on behalf of a customer to the NBFI's

bank. The definition includes all funds trans-
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fers that are made within the United States, 9.
regardless of whether the transfer originates
or terminates abroad.

. Question: Originator. If a corporation has

one or several individuals who are autho-
rized by the corporation to order funds
transfers through the corporation’s account,
who is the originator in such a transfer?

Answer:The corporation, and not the indi- 10.
vidual(s) authorized to issue the order on
behalf of the corporation, is the originator.
Accordingly, the information must be
retrievable by name of the corporation, not
by the name of the individual ordering the
funds transfer.

. Question: Originator, Originator's Bank.
Which parties are the originator and the
originator's bank with respect to a funds
transfer initiated by a customer of a foreign
bank?

Answer:The customer of the foreign bank,

i.e., the sender of the first payment order, is
the originator. The foreign bank accepting
the payment order from that customer is the
originator’s bank.

. Question: Originator, Originator’s Bank,
Transmittor, Transmittor’'s Financial Insti-
tution, Intermediary Financial Institution.

Question:Originator’'s Bank. If a customer
initiates a funds transfer through Bank 1,
which uses Bank 2 as its correspondent,
which bank is considered the originator's
bank?

Answer: The customer is the originator;
Bank 1 is the originator’s bank; Bank 2 is an
intermediary bank.

Question:Payment Orderls an instruction

to a bank to effect payment under a letter of
credit a payment order and subject to the
recordkeeping requirements?

Answer:This issue is discussed at length in
Official Comment 3 to UCC 4A-104. As a
general matter, the instruction to a bank to
effect payment under a letter of credit is
subject to a requirement that the beneficiary
perform some act such as delivery of docu-
ments. Because the term “payment order”
is limited to instructions that do not state a
condition to payment to the beneficiary
other than time of payment, the transaction
is not a payment order and not a funds
transfer subject to the recordkeeping require-
ments. Certain other transactions connected
with a letter of credit, however, may meet
the definition of “payment order.”

Which parties are the originator and tranSSECTION 103.33—RECORDS TO

mittor of a funds transfer/transmittal of
funds when funds are wired by a mone)}3
transmitter (on behalf of its customer)
through an account at a bank?

E MADE AND RETAINED BY
FINANCIAL INSTITUTIONS

(The following questions and answers, which

Answer:The transmittor is the money trans-use the terminology associated with funds trans-
mitter's customer; the money transmitter isfers through banks, also are applicable to
both the transmittor’s financial institution transmittals of funds through nonbank financial
and the originator; the bank is the origina-institutions (NBFIs).)

tor's bank and an intermediary financial

institution.

. Question: Originator, Originator's Bank. 8103.33(e)(1)—Recordkeeping
Who is the originator in a transaction whereRequirements.
a trustee initiates a funds transfer from an

account at a bank held by the trust? 11. Question: When does the recordkeeping
rule take effect?

Answer:May 28, 1996.

Answer: The trustee is merely the person
authorized to act on behalf of the trust,
which is a separate legal entity. The trust,
itself, is the originator of the funds transfer12 Question:Are all funds transfers subject to

and the bank holding the account is the  the recordkeeping rule, regardless of the
originator's bank. size of the transaction?
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1t

13.

14.

15.

16.

17.

Answer:No. Only funds transfers equal to
or greater than $3,000 are subject to the
rule.

Question:How long must the information 18.

collected under the rule be kept?

Answer: Pursuant to §103.38(d), all infor-

mation required to be collected under the
rule must be retained for at least five (5)
years.

19.

Question:Does the rule require any report-
ing to the government of any information?

Answer:No. Information related to a funds
transfer may be subject to the Bank Secrecy
Act’s suspicious activity reporting require-
ments, however, which became effective on
April 1, 1996.

Question:What is the relationship between20.

the funds transfer recordkeeping rule and
the rules for reporting suspicious transac-
tions by financial institutions?

Answer: The funds transfer recordkeeping
requirements do not affect an institution’s
responsibility to report a transaction as
suspicious under the terms of the rules
requiring such reporting. The two rules are
separate and distinct requirements under the
Bank Secrecy Act. Circumstances under
which a bank should report a funds transfer
as suspicious are discussed more fully at
61 FR 4326et seq, February 5, 1996.

Question:If oral payment order instructions
initially are recorded on audio tape, must
the record of those instructions required by
this rule be kept in that form?

Answer: No. The bank may retain either

the original or a microfiche, other copy, or

electronic record of the instructions. The
copy of an audio recording of the payment
order need not be a verbatim transcription,
so long as it contains the required
information.

Question:May a bank use a code name or
pseudonym for its customer?

Answer: Banks might, for a number of

reasons, use various classification schemes

in connection with their funds transfer
records. A bank must be able to retrieve the

records, however, based on its customer’
true name, rather than the code name ¢
pseudonym.

Question:Is retaining the city and state (or
country) considered a sufficient address’

Answer: Banks should obtain a complete
address including street information when
possible.

Question:If a customer arranges to have its
mail held for pick up at a bank location,

may it use the bank’s address as the addre:
of its customer?

Answer: No. The bank should retain a
record of the customer s address, rather the
the address of the bank location at which the
customer’s mail is held for pickup.

Question:In some circumstances, transmit-
tal orders may be “aggregated.” For exam-
ple, a casa de cambio in Texas may collec
several transmittal orders for small amount:
from different individuals who are sending
money to relatives in Mexico and “bundle”
them into a single transmittal order to a
Texas bank as part of a transmittal of fund:
to a Mexican casa de cambio. The “aggre-
gate” transmittal order does not identify the
individual transmittors or recipients of the
underlying transmittal orders. The Texas
bank sends the “aggregate” transmittal ordel
to a Mexican bank (for which it holds a
clearing account), and the Mexican bank
pays the Mexican casa de cambio. The cas
de cambio pays the Mexican recipients
based on the separate transmittal orders th
it received directly from the Texas casa de
cambio. What are the recordkeeping require
ments for the Texas casa de cambio and th
Texas bank?

Answer:In this example, the payments are
completed by a combination of (1) transmit-
tals of funds between the casas’ de cambi
customers and (2) a separate funds transf
between the casas de cambio themselve
With respect to the first set of transmittals of
funds, the individuals in Texas are the
transmittors and the Texas casa de cambi
is the transmittor's financial institution,

which must collect and retain the informa-
tion regarding the individual transmittal

orders as required by §103.33(f)(1)(i) (excep
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for any transmittal order that is less than§103_33(e)(3)_|3eneficiaries other
$3,000). The Texas casa de cambio sendfan established customers.

messages (by telephone or telegraph), which

are transmittal orders, to the Mexican casa3. Question:If a beneficiary’s bank attempts

de cambio providing instructions for pay-
ment to the recipients. The Mexican casa
de cambio is the recipient’s financial insti-
tution. The Mexican individuals are the
recipients.

These transmittals of funds are settled
through the separate “aggregated” funds
transfer, in which the Texas casa de cambio
is the originator and the Texas bank is the
originator's bank. This is a separate funds
transfer because the Texas bank has aggre-
gated several discrete transmittals of funds,
thereby changing the payment order amount
as well as the parties to the transfer. The
Texas bank is required to collect and retain
the information regarding the Texas casa de
cambio required by §103.33(e)(1)(i). With
respect to the aggregated funds transfer, the
Mexican bank is the beneficiary’s bank
and the Mexican casa de cambio is the
beneficiary.

21. Question: Are there any differences in
recordkeeping requirements for nonbank
financial institutions compared to financial
institutions?

Answer: There is one incremental record-

keeping requirement on NBFIs. NBFls, but
not banks, must keep the original or a copy
of any form relating to the transmittal of

funds that is completed or signed by the
person placing the transmittal order. (See
8103.33(f)(1)(1)(G).) The transmittor’s finan-

cial institution may either keep the original

or a microfilm, other copy, or electronic

record of the information contained on the
form.

to obtain identification from a beneficiary
who is not an established customer, and the
person is unable or unwilling to provide the
identification, should the bank refuse the
transaction?

Answer: The responsibility of a beneficia-
ry’'s bank that accepts a payment order
involves laws other than the funds transfer
recordkeeping rule. The recordkeeping rule
does not affect that responsibility. If the
beneficiary’s bank is instructed to make
payment to the beneficiary in person and the
person claiming to be the beneficiary fails to
provide identification required by the rule,
the beneficiary’s bank’s responsibility to
make that payment may be affected. If the
beneficiary s bank does not believe, how-
ever, that the lack of cooperation of the
person claiming to be the beneficiary pro-
vides an adequate basis for withholding
payment, it should note in the record the
lack of identification required by the rule. In
addition, bank personnel should report any
suspicious transactions to law enforcement
authorities as required by the suspicious
activity reporting rules.

The rule does not require identification
when proceeds are not delivered in person
to the beneficiary. The beneficiary’s bank
should retain a copy of the check or other
instrument used to effect payment, or the
information contained thereon, as well as
the name and address of the person to which
it was sent.

§103.33(e)(4)—Retrievability
Requirements.

8103.33(e)(2)—Originators other than
established customers.

22. Question:Is a bank obligated to accept a
payment order from someone that is not an
established customer?

Answer:No. This rule merely sets forth the
requirements for payment orders accepted
by a financial institution.

24. Question: How quickly must records be

retrieved?

Answer: The retrievability standard is set

forth in 8103.38(d). Under this standard, the
expected timeliness of retrievability will

vary based on the circumstances. Generally,
records should be accessible within a rea-
sonable period of time, considering the
quantity of records requested, the nature
and age of the record, the amount and type

September 1997
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1t

25.

26.

27.

of information provided by the law enforce-
ment agency making the request, as well as
the particular bank’s volume and capacity
to retrieve the records. As a practical matter28.
the expected timeliness for retrievability
will depend on the terms of the request.

Question:How must records be retrievable?

Answer: Information retained by an origi-
nator's bank must be retrievable by the
originator's name and, if the originator
maintains an account that has been used for
funds transfers, by the originator’'s account
number. A beneficiary’s bank must retain
and retrieve information by the beneficia-
ry’'s name and, if the beneficiary is an
established customer with an account, by
account number.

The information need not be retained in
any particular manner, as long as the bank
retains the required records in such way that
it is able to meet the retrieval requirements
of the rule. A bank may take intermediary
steps as necessary to retrieve a requested
record. For example, if a bank were directed

Answer: No. There is no requirement for
records to be maintained on-site.

Question:Must a bank automate its funds
transfer records and retrieval systems ir
order to comply with the regulation?

Answer: No. Although an automated rec-
ordkeeping and retrieval system is not
required by the rule, a bank may wish to
consider implementing an automated sys
tem, depending on the demand for fund:
transfer records and its current means o
keeping the records. Based on the volum
of law enforcement requests, a bank shouls
weigh the costs of implementing an auto-
mated system versus the costs of searchir
manual records. The rule does not requir
that information be maintained in any par-
ticular order. For example, a bank may
retain information about its customers in its
customer file and information about funds
transfers in a separate file and may cros
reference and retrieve the information.

to retrieve a transfer based on the name 103.33(e)(6) Exceptions.

its customer, the bank may first look up the
account number for that customer, and thepg
review the customer account statements for
the specific funds transfer(s). Using the
transaction number identifying the specific
transfer that is included on the customer
statement, the bank may then retrieve that
transfer from its funds transfer records. In
addition, if the bank accepts transfers from
noncustomers, the bank also must retrieve
records of any noncustomer transfers based
on the name provided.

Question: When there are two or more
names on an account, must banks be able to
retrieve records by all names on the account
or just the primary account holder(s)?

Answer: Whenever a bank is obligated to
provide records under this rule and the
request contains the specific name of an
individual, the bank must be able to retrieve
records by that name, regardless of whether
the person is a primary account holder.

Question:Must records retained under the
rule be maintained on-site?

Question: What types of transfers are
excepted from the rule?

Answer:The following transfers are excepted

from the rule:

i) transfers of less than $3,000;

i) debit transfers;

iii) transfers governed by the Electronic
Fund Transfer Act, as well as any other
funds transfers made through ATM,
ACH, and POS systems;

iv) transfers where both the originator and

the beneficiary are any of the following:

(A) A domestic bank;

(B) A wholly-owned domestic subsid-
iary of a domestic bank;

(C) A domestic broker or dealer in
securities;

(D) A wholly-owned domestic subsid-
iary of a domestic broker or dealer
in securities;

(E) The United States;

(F) A state or local government; or
(G) A federal, state or local govern-
ment agency or instrumentality;
transfers where both 1) the originator
and the beneficiary are the same persor

v)
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30.

31.

32.

33.

34.

and 2) the originator's bank and the
beneficiary’s bank are the same domes-
tic bank.

Question:Does the rule apply to transfers
from a person’s individual bank account to
the person’s joint bank account at the same
domestic bank?

Answer:No. The originator and beneficiary
are the same person, and the originator's
and beneficiary’s bank are the same domes-
tic bank. These transfers are excepted from
the rule.

Question:Does the rule apply to intrabank
transfers where the originator and the bene-
ficiary are different persons?

Answer:Yes. Intrabank transfers are excepted
from the rule only if the originator and
beneficiary are the same person (unless the
originator and the beneficiary are both35.
excepted entities, as described in A33).

Question:Does the rule apply to transfers
where the originator and beneficiary are the
same person and the originator's bank and
beneficiary’s bank are separate banks owned
by the same bank holding company?

Answer: Yes. The rule applies to these
transfers, because although the banks are
affiliated, they are separate legal entities.
Transfers between U.S. branches of the
same domestic bank, even across state lines,
are excepted, however, if the originator and
the beneficiary are the same person.

Question:Please clarify the application of
the exceptions for funds transfers contained
in 8103.33(e)(6).

Answer: If both counterparties (originator
and beneficiary) to a funds transfer are any
of the listed excepted entities, the transac-
tion is excepted. Examples of excepted
transfers would include a transfer from the
U.S. Treasury to a public school district (a
local government instrumentality); a trans-
fer from a domestic bank to a domestic
broker/dealer; and a transfer from a domes-
tic broker/dealer to a state treasurer.

Question:A bank’s trust department uses a
nominee, which is a partnership (not a

wholly-owned subsidiary of the bank), and
this nominee sends recurring wire transfers
from the nominee account to an account in
the nominee name at another bank. Are
these transactions excepted from the record-
keeping requirements?

Answer:It is not uncommon for a bank to
establish a nominee for purposes of regis-
tering stock certificates, commercial paper,
participations, and registered bonds. The
nominee generally is a partnership of des-
ignated officers or staff members and pos-
sesses a legal name (different from the
bank) that is registered in accordance with
state laws. Because the nominee is a sepa-
rate legal entity, and not a wholly-owned
subsidiary of the bank, its funds transfers
are not excepted from the recordkeeping
requirements.

Question: Comment 5 to UCC 4A-104
states that there are limited instances in
which the paper on which a check is printed
can be used as a means of transmitting a
payment order that is covered by Article
4A. For example, if an originator's bank
(Bank A) does not have a correspondent
relationship with the beneficiary’s bank
(Bank B), Bank A may send a teller's check
to Bank B if the amount of the transfer is
small and Bank A and Bank B do not have
an account relationship. Bank A may
execute the originator’'s payment order by
issuing a teller's check payable to Bank B
along with instructions to credit the benefi-
ciary account in that amount. The instruc-
tion to Bank B to credit the beneficiary’s
account is a payment order, and the check is
the means by which Bank A pays its obli-
gation as sender of the payment order. The
instructions may be given in a separate
letter accompanying the check, or printed
on the check. According to the Official
Commentary to UCC 4A-104, the instruc-
tion to pay the beneficiary is the payment
order, but the check itself is an instrument
under Article 3 and not a payment order. Is
this type of transaction subject to the rule’s
recordkeeping requirements?

Answer:Yes. If a transaction is defined as a
funds transfer under UCC 4A and not sub-
ject to any of the specific exceptions in the
rule, it is subject to the rule’s requirements.
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The Treasury and the Board have attempted
to conform the definitions of the rule as
closely as possible to UCC 4A definitions to
avoid confusion in the banking industry.
The Treasury and the Board do not plan to
expand the exceptions to the rule at this

time, but may consider whether modifica-
tions to the exceptions would be appropriate
as part of Treasury's study of the industry
and law enforcement’s experience under thi
rule.
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Office of Foreign Asset Control
Section 1505.0

INTRODUCTION an institution’s OFAC compliance program. Spe-
cific questions regarding possible applicable

The Office of Foreign Assets Control of the U.Stransactions or other general OFAC question

Department of Treasury (“OFAC”) administers can be directed to OFAC offices in a variety of

and enforces economic and trade sanctiongays, including by phone at 1-800-540-OFAC

against targeted foreign countries, terrorisnf6322).

sponsoring organizations and international nar-

cotics traffickers based on U.S. foreign policy

and national security goals. OFAC acts unde
Presidential wartime and national emergenc E)?/IEI\/IRSII\_IIEE%E)I?\IVEF OFAC

powers, as well as authority granted by specifi
legislation, to impose controls on transaction PDATES

and freeze foreign assets under U.S. jurisdiction. . .
Many of the sanctions are based on United he Federal Reserve System disseminates OF/

Nations and other international mandates, ardPdates to points of contact at each Feder:
multilateral in scope, and involve close cooperaRk€serve Bank. Specific questions regarding th
tion with allied governments. While OFAC is dlssemlnatlon of !nformatlon or compliance
responsible for promulgating, developing andquestlpns can be directed to the Federal Reser
administering the sanctions for the Secretar{p0ard’s Special Investigations and Examina
under eight basic statutes (not listed here), all gfons Section at 202-452-3168.

the bank regulatory agencies cooperate in ensur-

ing financial institution compliance with the

regulations. OFAC HOME PAGE SITE

General information regarding prohibited trans:
EXAMINATION PROCEDURES actions, compliance, penalties and other matte

can be located on OFAC’'s home page site
Contained within the BSA Workprogram is ahttp//www.ustreas.gov/treasury/services/fac
series of questions regarding the examination dac.html.
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Interim Exemption Procedure

for Currency Transaction Reporting

U.S. Department of the Treasury

Financial Crimes Enforcement Network Section 1506.0

INTRODUCTION tory exemption requirements, and grants signifi
cant relief to banks. The Financial Crimes

This document is intended to answer generafnforcement Network believes that the benefit
basic questions about how to implement the newf this rule will motivate banks to adopt this new
CTR exemption procedures. It is not meant to bgrocedure voluntarily.

comprehensive and does not replace or supple-

ment the regulations.

The existing administrative exemption pro-
cess is being amended to revise, expand and
simplify the exemption procedures. A copy of
this interim rule is located in section 502 of this
manual. We welcome comments on how tq\l
simplify or otherwise improve the proceduresb
still further.

Copies of this FInCEN document “new
exemption procedures for currency transactio

4. Is there a transition period between
the old exemption procedures, and the
new exemption procedure, for currency
transaction reporting by banks?

0. There is no formal transition period, becaust
anks are not required to implement these ne
exemption procedures. A bank may continue t
operate under the previous, more labor-intensiv
Hnd cumbersome procedures if it wishes. But, i
%a bank does so, the bank remains subject to &
. the requirements, and to the penalty rules gov
;:)e;rzug ﬁgf‘;sﬁizgescy Act (BSA) Bulletin erning that system. The Financial Crimes
: Enforcement Network anticipates that banks
will use the new exemption procedures becaus
they require significantly less effort and afford

A. New Procedures banks a limitation on liability.

1. What new exemption procedures are i

effect? 5. Wil this interim rule become

permanent?

The Financial Crimes Enforcement Network haﬁ.he Financial Crimes Enforcement Network is

issued an interim rule that eliminates the requiréseeking public comment on this rule. The com.

ment that banks file currency transaction reports s will be analyzed and any appropriate
t(rca;zf;clgt)er:g?alyR:;eer?];? pseerrs\g(rzli form 4789) forame.ndments wiII. be made. The rule will thgn be
) published as a final (or permanent) rule in the

Federal Register Again, comments are wel-

2. What is an interim rule? come regarding this rule and any suggestions t
improve or clarify it.

An interim rule becomes effective immediately,

without a notice and comment period. One

reason for its use is to grant immediate relieB, Suspicious Transaction Reporting

from an existing regulatory requirement. and Other Bank Secrecy Act

Reporting

3. Are banks required to adopt the new
exemption procedure? 6. If a customer is exempt from currency
transaction reporting, is it then also
No. This interim rule permits but does not exempt from other BSA requirements?
require banks to use the new simplified exemp-
tion procedure for certain types of customersNo. This is especially important for banks to
This rule implements Bank Secrecy Act mandaremember, because of the new suspicious tran

Bank Secrecy Act Manual September 1997
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1506.0 Interim Exemption Procedure for Currency Transaction Reporting

action reporting requirements. A customer thabusiness account with a bank or a governmental
is exempt from currency transaction reportingunit is generally sufficient. Such documentation
is, nonetheless, fully subject to the suspicioumight include a corporate resolution by the other
transaction reporting requirements. bank authorizing the establishment of an account

If a bank knows, suspects, or has reason tand granting signature authority over its account
suspect that a currency transaction constitutesta named individuals. In addition, any documen-
suspicious transaction, as defined in the suspiation that demonstrates that a customer is a
cious transaction reporting rules that becambank is sufficient. A bank is expected to exercise
effective April 1, 1996, a Suspicious Activity the same prudent standards of due diligence that
Report is required. Thus, for example, if a bankt employs in the conduct of its banking activities.
suspects that a government agency is engaged inThe Financial Crimes Enforcement Network
suspicious activity, the bank must file a suspiis aware that certain small governmental units,
cious activity report. Similarly, if a customer is such as a volunteer fire department, or a rural
engaged in frequent, large currency transactiongater authority may not issue detailed documen-
that lack any apparent business purpose and thetion that specifically attests to their govern-
bank knows of no reasonable explanation for thenental status. A bank may rely on reasonable
transactions, the bank may be required to file documentation, based on the type and nature of
Suspicious Activity Report. the governmental agency involved. In addition,

a bank may rely on community knowledge or
knowledge based on the customer s name to
C. Exempt Person make such a determination.

In the case of an entity exercising governmen-
tal authority, a bank must determine and docu-
ment characteristics that make such an author-
ity governmental in nature. Such characteris-
ics include the authority to exercise eminent

omain, the authority to tax the public, and the
t<§1uthority to routinely exercise police powers. A
clear example of governmental authority is the

c) any entity exercising governmental authority”©"t of New Orleans.

(such as the power to tax, to exercise eminent It is important to note that government con-
domain, or to exercise police powers); and tractors arenot governmental authorities solely

d) any corporation whose common stock iy virtue of the services that they provide to the

listed on the New York Stock Exchange government.

the American Stock Exchange (but not the

Emerging Company Marketyr the NASDAQ 9. How does a bank determine that a

National Market (but not the NASDAQ  corporation’s common stock is listed

Small-Cap Issues Market). on one of the exchanges that make the
e) any subsidiary of any listed exempt corpora- corporation eligible for exemption?

tion if it filed a consolidated federal income

tax return with the publicly traded corporation.The business section of many newspapers, and
business weeklies, such &sarron’s, the Wall
V§treet Journalpr Investor’s Dailycontain list-
Ings for businesses that are listed on the stock
exchanges.

7. What is an “exempt person”?
An “exempt” person is:

a) a bank (wherever chartered) to the extent
its United States activities;

b) federal, state, or local government depar
ment or agency

8. What documentation do | need to sho
that an entity is exempt?

In general, a bank must take steps to assure itself

that a customer is exempt comparable to those). How does a bank determine that a

that a reasonable and prudent bank would take business is a subsidiary of one of the

to protect itself from fraud based on mis- exemption-eligible corporationand

identification of a person’s status. The rule that it files a consolidated tax return

includes operating rules to make this easier. with the publicly traded corporation?
In the case of a bank or federal, state or local

government, the same documentation a bankny reasonable documentation will be suffi-

receives now authorizing the establishment of aient. Examples of such documentation might

September 1997 Bank Secrecy Act Manual
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include a letter signed by a company officer, ol4. Should a bank file a separate

by a company official listed as a signatory on a  exemption for each account, or one
company account, or a copy of the affiliation  for all accounts that an eligible
schedule for the tax return filed. customer has?

A single designation of exemption should be
11. How are franchises treated under filed for each ‘exempt person’ that is a custome
these rules? at a bank, regardless of the number of accoun
held by an exempt person.
Franchises ar@ot exempt simply because the
company that awards the franchise license
is exempt. For example, McDonald’s ownsl5. What if an exempt customer does not
approximately 20% of all restaurants nation-  have an account at the bank?
wide. Thus, for the 80% of McDonald's restau-
rants that are franchises, a bank must determirfen exempt customer, which does not have al
whether the franchise is itself a publicly tradedaccount at a bank, is nonetheless exempt, anc
corporation or its consolidated subsidiary. Indesignation of exemption may be made. Com
many cases the result will be that the franchise ision examples are governmental agencies. It |
not exempt. not uncommon for the United States govern
ment, especially the armed forces, to cash larg
checks at banks at which it does not have a

. . . account. Such transactions are by exem
D. Designation of Exemption y :

persons.
A bank should bear in mind that large cur-
12. Is the designation of exemption rency transactions by many types of listed cor
automatic, once a bank determines porations, in contrast, may be suspicious, if the
that a customer is exempt? corporation does not have an account at th

bank. Such suspicious transactions may b
No. There is one additional requirement. To takeequired to be reported.
advantage of this new procedure, a bank must
generally make a designation of exemption
within 30 days of a reportable transaction, an . .
stop filing CTRs. A desﬁgnation of exemption is%' Benefits and General Information
made by filing a single CTR in which Part I,
Section A and Part 1l are fully completed and16. What is the benefit of this new
box 36 is marked “Designation of Exempt exemption procedure to the bank?
Person.” The bank must file one such designa-
tion of exemption for each customer that it treatg here are several benefits. First, this is fa
as an exempt person. simpler than the existing system and shoul
reduce the filing burden for banks.
Second—a bank that exempts a customer i
13. When a bank files a designation of this manneicannot be penalizefbr a failure to
exemption, must it describe why a  file a CTR unless the bank knowingly filed a
particular customer is exempt? false or incomplete report, or if the bakkew
or had reason to believinat the customer or the
No. However, internal records maintained at théransaction was not exempt or was not trans
bank should indicate why a particular customeacted by the exempt customer.
is exempt €.g.,a public school is a government
agency, General Electric Corp. is listed on the
New York Stock Exchange, etc.). In addition, on17. What is the benefit of this rule to the
the designation of exemption, the bank must  public?
state the occupation of the exempt person, and
may state County government or State police ofhis rule will significantly reduce the Bank
similar occupations that will indicate why the Secrecy Act compliance burden and liability for
customer is exempt. banks, while maintaining the usefulness of CTR:

Bank Secrecy Act Manual September 1997
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for law enforcement, and regulatory purposesheld firms should be able to be exempted, under
As such, this rule advances the principles oén exemption process that takes into account
Executive Order 12866 to create “regulationghe lower level of public scrutiny afforded such
that are effective, consistent, sensible, anfirms. FinCEN is aware that the new proce-
understandable.” By making the CTR processlure will provide the greatest benefit to large
more consistent, sensible and understandableanks in urban areas, and may provide less
these rules will be more effective for both thebenefit to smaller, community-based banks.
government and for the banking industries.  FinCEN remains committed to providing a simi-

lar degree of regulatory relief to community-

based banks, and intends to propose a regulation
18. Will the Treasury Department exemptthat will exempt other types of businesses as

other types of businesses? well.

The Treasury Department is committed to

reducing the number of CTRs while retainingl9. To whom may a bank go should it

filings that arehighly usefulfor tax, regulatory, have further questions?

and criminal proceedings. FiINCEN has solicited

public comments on whether businesses ndtny bank may contact its primary Bank Secrecy

incorporated that have equity interests publichAct examination authority, or the Treasury

traded on major exchanges should be deemdkpartment’s Financial Crimes Enforcement

‘exempt persons.’ Network can be contacted regarding questions
The Financial Crimes Enforcement Networkon the Bank Secrecy Act rule at (800) 949-2732

is interested in comments on whether privatelpr (703) 905-3920.
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Workpaper Content and Retention
Section 1601.0

Workpapers are the written documentation of Cash flow and/or Intelligence data obtainec
the procedures followed and the conclusions during examination, if applicable.
reached during a Bank Secrecy Act examinas Bank Secrecy Act policies and procedures.
tion. In addition, the workpapers are used to Audit workprogram/independent review
document management’s responses and commit-program.
ments to issues raised during the course of the Most recent internal audit/independent review
examination. Accordingly, they include, but are results.
not necessarily limited to, examination proce= Bank Secrecy Act training program.
dures and verifications, memoranda, schedules,Exemption list and related documentation.
questionnaires, checklists, abstracts of bank IRS and Treasury correspondence regardin
documents and analyses prepared or obtained byspecial exemptions.
examiners. * Know Your Customer policies.
The workpapers are important to the supervie Copy of completed examiner BSA
sory process because they are expected to supworkprogram.
port the information and conclusions contained Anti-money laundering/suspicious activity
in the related report of examination. The pri- reporting program.
mary purposes of workpapers are to:
Judgment is required as to what workpaper
» Organize the material assembled during ashould be retained for each examination. Length
examination to facilitate review and futuredocuments should be summarized or highlighte
reference. (underlined) so that the examiner who is per:
 Aid the examiner in efficiently conducting the forming the work in the related area can readily
examination. locate the important provisions without having
Document the policies, practices, procedure® read the entire document. If the document
and internal controls of the institution. are voluminous, as may be the case with th
» Provide written support of the examinationBank Secrecy Act policies and procedures,
and audit procedures performed during theummary of the document or table of content
examination. should be included rather than the entire
Document the results of testing and formalizelocument.
the examiner’s conclusions.
Substantiate the assertions of fact or opinion
contained in the report of examination. WORKPAPER RETENTION
* Aid the examiner-in-charge in planning,
directing, and coordinating the work of theExaminers should retain on a readily available
assistants. basis those workpapers from:
Guide future examinations in terms of esti-
mated personnel and time requirements. ¢ the most recent Federal Reserve System Bar
Secrecy Act examination.
Workpapers are to be prepared in a manner past Federal Reserve System Bank Secrec
designed to facilitate an objective review, orga- Act examinations where adverse findings art
nized to support an examiner’s current findings, cited, up to a five-year period.
and should document the scope of the current examinations performed by other regulatory
examination. The following is a listing of pos- agencies where adverse findings are cited (u
sible workpapers to support the Bank Secrecy to five years).
Act examination. The list is not meant to be alle examinations disclosing conditions which lead
inclusive and the final contents should be dic- or may eventually lead, to a suspicious activ:
tated by the scope of the examination: ity report or criminal investigation.

e Copy of previous findings/management These guidelines are the minimum requirec

responses. retention period for workpapers; longer reten:
« Listing of Currency Transaction Reportstion periods may be set by individual Reserve
obtained from the IRS database. Banks.
Bank Secrecy Act Manual September 1997
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