Boar(l Oi[; Governors Of tl’le Fecleral Reserve Sys‘cem

Bureau of Consumer Financial Protection



Message from the Inspector General

The Office of Inspector General (OIG) is pleased to present its Strategic Plan 2011 — 2015.
Since we issued our last plan, the global financial crisis has resulted in sweeping changes in
the financial sector and the enactment of the Dodd-Frank Wall Street Reform and Consumer
Protection Act (Dodd-Frank Act). Among other things, the Dodd-Frank Act expanded the
responsibilities of the Board of Governors of the Federal Reserve System (Board). In
addition, it created the Bureau of Consumer Financial Protection (Bureau) to implement and
enforce federal consumer financial protection law and designated our office as the Bureau’s
OIG. These changes are reflected in this Strategic Plan.

We will continue to have a results-oriented and risk-focused vision for our office. Our first
priority will be to meet our statutory and legislative requirements. We also plan to target our
resources on those Board and Bureau programs and operations that pose the highest risk to
achieving their respective strategic goals, objectives, and priorities; meeting budgetary and
financial commitments; and complying with applicable laws, regulations, and guidance.
Internally, we will continue to build our human resources, communications, business
processes, and technological infrastructure to achieve our goals and objectives. Further, we
will seek to build constructive and strategic working relationships with our stakeholders that
will enhance our ability to achieve results. Ultimately, we will work to improve the economy,
efficiency, and effectiveness of Board and Bureau programs and operations; prevent and
detect fraud, waste, and abuse; and strengthen accountability to Congress and the public.

Sincerely,

Elizabeth A. Coleman
Inspector General
April 29, 2011
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Overview of the OIG’s Strategic Plan 2011 - 2015

Mission

The Office of Inspector General (OIG) conducts independent and
objective audits, inspections, evaluations, investigations, and other reviews related to
the programs and operations of the Board of Governors of the Federal Reserve System (Board)
and the Bureau of Consumer Financial Protection (Bureau). Through this work, the OIG promotes
integrity, economy, efficiency, and effectiveness; helps prevent and detect fraud, waste, and
abuse; and strengthens the agencies’ accountability to Congress and the public.

Vision
The OIG promotes positive change, achieves results, fosters constructive working relationships with stakeholders,
and protects the public interest through independent and risk-focused oversight of Board and Bureau programs and operations.

Values

Independence — Integrity — Excellence — Professionalism
Empowerment — Diversity — Public Interest

Goal 1

Enhance Economy, Efficiency, and
Effectiveness; Limit Risk; Detect and Prevent
Fraud and Abuse; and Ensure Compliance in
the Federal Reserve Board’s Programs and
Operations

Goal 3

Enhance the Efficiency and Effectiveness of
the OIG’s Operations and Communications

Enhance Economy, Efficiency, and
Effectiveness; Limit Risk; Detect and Prevent
Fraud and Abuse; and Ensure Compliance in
the Bureau of Consumer Financial Protection’s
Programs and Operations

Objectives Objectives Objectives

. Continue to oversee Board governance.

. Address current and emerging issues related to
the governance, transfer of functions, and

. Enhance human resources management.

2. Review the Board’s functions related to . 3 . 2. Continue to enhance internal communications.
monetary policy and financial stability internal operations of the Bureau. P
. o s . 3. Further expand external communications.
. TR 2. Review the Bureau’s processes for formulating
3. Assess the Board’s responsibilities related to Lo . q : A
s . and issuing rules, orders, and guidance 4. Continue to improve our business processes.
supervision and regulation. 5 i .
implementing federal consumer financial law. G TR (L e e GO (i
4. Review the Board’s oversight of the Federal - . . ‘4 g ey
s . 3. Assess the Bureau’s implementation of its infrastructure.
Reserve Banks’ operations. L. L
supervision and enforcement activities.
5. Evaluate the Board’s consumer and . . N
community affaits programs, 4. Identify and review key aspects of the Bureau’s
role in establishing and implementing financial
6. Conduct investigations of possible fraud, education programs for consumers of financial
waste, abuse, and misconduct associated with services and products.
Board programs and operations. e
progi P 5. Evaluate the Bureau’s functions related to

collecting data, researching trends, and
tracking and publishing market information on
consumer financial products and services.

6. Conduct work on the Bureau’s approach to
collecting, researching, and responding to
consumer complaints.

7. Conduct investigations of possible fraud,
waste, abuse, and misconduct associated with
Bureau programs and operations.
Audits & Attestations Inspections & Evaluations Investigations
Financial/Performance Audits Inspections/Program Evaluations  Criminal/Civil/Administrative Cases
Attestation Engagements Best Practice Reviews
Legal Services Management & Quality Assurance (QA)
Counsel to Inspector General Semiannual and Other Reports
Program/Project Legal Support QA a"_d Peer Rg\{lew
Congressional & Media Liaison Routine Activities
Legislative & Regulatory Review Internal Operations
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OIG Mission, Vision, and Values
Mission

The Office of Inspector General (OIG) conducts independent and objective audits,
inspections, evaluations, investigations, and other reviews related to the programs and
operations of the Board of Governors of the Federal Reserve System (Board) and the
Bureau of Consumer Financial Protection (Bureau). Through this work, the OIG
promotes integrity, economy, efficiency, and effectiveness; helps prevent and detect
fraud, waste, and abuse; and strengthens the agencies’ accountability to Congress and the
public. Through our oversight role, the OIG supports

e the Board in fostering the stability, integrity, and efficiency of the nation’s monetary,
financial, and payment systems to promote optimal macroeconomic performance; and

e the Bureau in implementing and enforcing federal consumer financial law to ensure

that consumers have access to fair, transparent, and competitive financial markets,
products, and services.

Vision
The OIG promotes positive change, achieves results, fosters constructive working

relationships with stakeholders, and protects the public interest through independent and
risk-focused oversight of Board and Bureau programs and operations.

Values

The OIG accomplishes its mission and conducts its day-to-day operations consistent with
the following values:

Independence. Independence is a fundamental value guiding the OIG’s operations and
our relationship with the Board and the Bureau. In all matters, we will make independent
and objective judgments free from

e undue internal and external influences or pressures or other organizational
impairments.

e actual or perceived personal bias, financial conflicts of interest, or other personal
impairments or conflicts of interest.

Integrity. The OIG adheres to the highest standards of integrity in its dealings with its
stakeholders, including the Board, the Bureau, Congress, and the public. We will

e operate under the highest ethical principles.

e be honest, candid, and fair.
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e conduct our work in an objective, fact-based, non-partisan, and non-ideological
manner.

e use government information, resources, and positions for official purposes only.

Excellence. Achieving our mission demands quality; high performance standards; and an
experienced, skilled, and motivated professional workforce. We will

e provide high-quality results on time and in a fiscally responsible manner.

e issue well-supported reports that make constructive recommendations to address
problems and issues, with proper consideration of the Board’s and the Bureau’s
missions, goals, functions, and risks.

e direct our recruitment, hiring, training and development, assignment, and evaluation
processes to ensure a highly competent workforce with the appropriate knowledge,

skills, and abilities.

¢ Dbuild efficiency, effectiveness, quality assurance, and security into our technology
infrastructure, internal operations, and work processes.

Professionalism. We effectively use our knowledge, skills, and experience to perform
our duties, in good faith and with integrity. In our day-to-day work, we will

e exercise good judgment and common sense.

e treat others with respect and dignity.

e follow applicable laws, regulations, and standards.

e conduct our work in a constructive manner.

Empowerment. The OIG recognizes the need to effectively manage its human resources
and remains committed to ensuring a working environment that empowers employee
initiative, productivity, accountability, and professional growth. We will

e reward for excellence.

e foster continuous improvement.

e promote teamwork, innovative thinking, and information sharing.

e provide work-life balance that strives to be family-friendly and considers organization
and employee goals and objectives.
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Diversity. The OIG recognizes and respects individuals’ differences and unique
contributions, and fosters a work environment that optimizes the potential of all
employees. We will

e seek to recruit and maintain a diverse workforce.

e treat employees fairly and equitably.

e respect cultural differences.

e foster continuing education.

Public Interest. The public interest is defined as the collective well-being of the
community of people and entities that we serve. We will seek to

e protect the public interest.

e preserve the public trust.

OIG Roles and Responsibilities

Congress established the OIG as an independent oversight authority within the Board, the
government agency component of the broader Federal Reserve System. In addition, the
Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd-Frank Act)
established the OIG as an independent oversight authority for the Bureau. Within this
framework, the OIG conducts audits, investigations, and other reviews of the Board’s and
the Bureau’s program functions. By law, the OIG is not authorized to perform program
functions.

Consistent with the Inspector General Act of 1978, as amended (IG Act), our office, as
the OIG for the Board and the Bureau,

e conducts and supervises independent and objective audits, investigations, and other
reviews related to Board and Bureau programs and operations;

e promotes economy, efficiency, and effectiveness within the Board and the Bureau;

e helps prevent and detect fraud, waste, abuse, and mismanagement in Board and
Bureau programs and operations;

e reviews existing and proposed legislation and regulations and makes recommendations
regarding possible improvements to Board and Bureau programs and operations; and

e Kkeeps the Board of Governors, the Director of the Bureau, and Congress fully and
timely informed.
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Congress has also mandated additional responsibilities that influence the OIG’s priorities.
Section 38(k) of the Federal Deposit Insurance Act (FDI Act) requires that the OIG
review failed financial institutions supervised by the Board that result in a material loss to
the Deposit Insurance Fund (DIF) and produce a report within six months. The Dodd-
Frank Act amended section 38(Kk) of the FDI Act by raising the materiality threshold, but
also by requiring the OIG to report on the results of any nonmaterial losses to the DIF
that exhibited unusual circumstances warranting an in-depth review.

In addition, section 211(f) of the Dodd-Frank Act requires that the OIG review the
Board’s supervision of any covered financial company that is placed into receivership.
The OIG will produce a report that evaluates the effectiveness of the Board’s supervision,
identifies any acts or omissions by the Board that contributed to or could have prevented
the company’s receivership status, and recommends appropriate administrative or
legislative action.

Furthermore, section 989E of the Dodd-Frank Act established the Council of Inspectors
General on Financial Oversight (CIGFO), which comprises the Inspectors General (IGs)
of the Board, the Commodity Futures Trading Commission, the Department of Housing
and Urban Development (HUD), the Department of the Treasury (Treasury), the Federal
Deposit Insurance Corporation (FDIC), the Federal Housing Finance Agency, the
National Credit Union Administration (NCUA), the Securities and Exchange
Commission, and the Troubled Asset Relief Program. The CIGFO is required to meet at
least quarterly to share information and discuss the ongoing work of each 1G, with a
focus on concerns that may apply to the broader financial sector and ways to improve
financial oversight. Additionally, the CIGFO is required to annually issue a report that
highlights the 1Gs’ concerns and recommendations, as well as issues that may apply to
the broader financial sector.

The Dodd-Frank Act abolishes the Office of Thrift Supervision (OTS) and divides its
authorities among the Board, the FDIC, and the Office of the Comptroller of the
Currency (OCC) effective July 21, 2011. The Board will receive OTS’s authority for
consolidated supervision of savings and loan holding companies and their non-depository
subsidiaries; however, no OTS employees are required to be transferred to the Board.
The act required that, within 180 days of enactment, the Board, the FDIC, the OCC, and
the OTS jointly submit a plan to Congress and the I1Gs of the Board, the FDIC, and the
Treasury detailing the steps the agencies will take to implement specified provisions of
the act. We received the plan fulfilling this requirement on January 25, 2011. The Dodd-
Frank Act required that, within 60 days of receiving the plan, the 1Gs of the Board, the
FDIC, and the Treasury jointly provide a written report to the Board, the FDIC, the OCC,
and the OTS, with copies to Congress, that detailed whether the plan conformed to the
specified provisions of the act and included any additional recommendations for an
orderly and effective process. This report was issued on March 28, 2011. Going
forward, as required by the Dodd-Frank Act, the IGs of the Board, the FDIC, and the
Treasury are to provide a written report on the status of the implementation of the plan
every six months until all aspects of the plan are implemented.
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Under section 1103(b) of the Dodd-Frank Act, the OIG is required, within 30 months of
enactment, to conduct a study of a Freedom of Information Act (FOIA) exemption related
to the Board’s disclosure of certain information on emergency credit facilities, discount
window lending programs, and open market transactions that are authorized or conducted
by the Board or a Federal Reserve Bank. The OIG is required to study the impact of the
FOIA exemption on the ability of the public to access information about the Board’s
administration of emergency credit facilities, discount window lending programs, and
open market operations. In addition, the OIG’s study must include any recommendations
on whether the FOIA exemption should remain in effect.

With respect to information technology (IT), the Federal Information Security
Management Act of 2002 (FISMA), 44 U.S.C. 883541-3549, establishes a legislative
mandate for ensuring the effectiveness of information security controls over resources
that support federal operations and assets. Consistent with FISMA’s requirements, we
perform an annual independent evaluation of the Board’s information security program
and practices, including the effectiveness of security controls and techniques for selected
information systems. We also will conduct an annual independent evaluation of the
Bureau’s information security program and practices after the Bureau is fully operational.

The USA PATRIOT Act of 2001 (USA PATRIOT Act), Public Law No. 107-56, grants
the Board certain federal law enforcement authorities. Our office serves as the external
oversight function (EOF) for the Board’s law enforcement program and operations.

In addition, section 726 of the Gramm-Leach-Bliley Act of 1999 amended the Federal
Reserve Act by adding section 11B, which mandated annual independent audits of the
financial statements of each Federal Reserve Bank and of the Board. We oversee the
annual financial statement audits of the Board and the Federal Financial Institutions
Examination Council (FFIEC).

The OIG carries out these roles and responsibilities through an organizational structure
aligned with the following program areas:

e Audits and Attestations. The Audits and Attestations program area assesses aspects
of economy, efficiency, and effectiveness of Board and Bureau programs and
operations, including (1) the presentation and accuracy of the Board’s and the
FFIEC’s financial statements; (2) the efficiency and effectiveness of processes and
internal controls over the agencies’ programs and operations; (3) the adequacy of
controls and security measures governing the agencies’ financial and management
information systems and the safeguarding of assets and sensitive information; and
(4) compliance with applicable laws and regulations related to the agencies’ financial,
administrative, and program operations.

e Inspections and Evaluations. The Inspections and Evaluations program area
conducts reviews of Board and Bureau programs and activities, including inspections,
program evaluations, enterprise risk management activities, and process design and
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life-cycle evaluations. It also performs statutorily mandated reviews of failed
financial institutions supervised by the Board.

e Investigations. The Investigations program area conducts criminal, civil, and
administrative investigations of alleged fraud, waste, abuse, and employee
misconduct related to Board and Bureau programs and operations.

In addition, our organizational structure includes a Legal Services program that provides
independent legal counsel to the IG, provides legal support for OIG programs and
projects, serves as the OIG congressional and media liaison, and conducts legislative and
regulatory reviews for the OIG. Also, consistent with applicable standards that guide our
work, we have a Management and Quality Assurance function to guide, expand, and
enhance our strategic planning processes; communication protocols; products and
reports; quality and internal control framework for audits, inspections, evaluations, and
investigations; and internal administration. Finally, consistent with the independence of
our office, we also maintain a separate IT infrastructure that provides the essential
automation resources and support that enables us to effectively and efficiently carry out
our program functions.

Overview of the Board and the Bureau

Established under different statutes, the Board and the Bureau have separate and distinct
roles in the federal financial regulatory system, as described below.

Mission of the Board. The Federal Reserve System—the nation’s central bank—was
established by Congress in 1913. It primarily comprises the Federal Reserve Board,
which is an independent federal agency located in Washington, D.C., and 12 regional
Federal Reserve Banks, which combine both public and private elements in their makeup
and organization. The Board’s mission is to foster the stability, integrity, and efficiency
of the nation’s monetary, financial, and payment systems to promote optimal
macroeconomic performance. Within that overall mission, the Federal Reserve System
has six primary goals with interrelated and mutually reinforcing elements:

e Conduct monetary policy that promotes the achievement of the statutory objectives of
maximum employment and stable prices.

e Promote a safe, sound, competitive, and accessible banking system and stable
financial markets.

e Develop certain regulations, policies, and programs designed to inform and protect
consumers, enforce federal consumer protection laws, strengthen market competition,
and promote access to banking services in historically underserved markets.

e Provide high-quality professional oversight of Federal Reserve Banks.
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e Foster the integrity, efficiency, and accessibility of U.S. payment and settlement
systems.

e Foster the integrity, efficiency, and effectiveness of Board programs.

Mission of the Bureau. In July 2010, the Dodd-Frank Act established the Bureau of
Consumer Financial Protection as an independent entity within the Federal Reserve
System. The Bureau’s statutory mission is to ensure that the markets for consumer
financial products and services are fair, transparent, and competitive. The Bureau’s
primary functions include the following:

e Implement and enforce federal consumer financial laws and restrict unfair, deceptive,
and abusive practices.

e Examine (1) large banks, savings associations, and credit unions (with over $10
billion in assets) and their affiliates; (2) mortgage-related nonbank companies
(lenders, brokers, servicers, and loan medication firms), payday lenders, and private
education loan providers; and (3) other nonbank participants in the consumer
financial products and services markets, as defined under Bureau regulations.

e Monitor the marketplace for new risks to consumers and take appropriate action to
make sure markets work as transparently as possible for consumers.

e Operate a center for handling consumer complaints, including the establishment of a
toll-free consumer hotline and a website for complaints and questions about consumer
financial products and services.

e Conduct research on consumer financial markets, and develop and promote financial
education strategies to help consumers better understand financial products.

Business Environment and Challenges

Implementing the Dodd-Frank Act has a direct and substantial impact on the business
environment of and the challenges facing the Board and the Bureau. This wide-ranging
statute amends a large number of federal banking and financial statutes; establishes new
legislative mandates and authorities for nearly all federal financial regulatory agencies;
and establishes the Bureau as an independent regulatory agency, with our office
designated to oversee its programs and operations. The next five years will be a
demanding time for the Board and the Bureau as each agency begins to implement its
respective provisions of the Dodd-Frank Act.

The Board. The implementation of the Dodd-Frank Act will expose the Board to new
and evolving financial and economic markets, instruments, participants, and operations.
Membership in interagency organizations such as the Financial Stability Oversight
Council (FSOC) will require significant Board staff involvement and interagency
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cooperation. As the Board responds to these challenges, it will face significant demands
in the areas of governance, workforce planning, data gathering, physical infrastructure,
and financial management transparency.

In addition, the Board will need to continue upgrading its current facilities to address
fundamental infrastructure requirements, as well as employee safety, continuity of
operations, and physical security, all of which are key Board priorities. Staff turnover
remains a fundamental challenge, driving decisions on recruiting, compensation, benefits,
training, and succession planning. Tight labor markets for key job families will further
constrain the Board’s ability to recruit and retain certain highly skilled staff. Technology
is an integral component of all business processes, and the Board’s IT strategic direction
will be influenced by changes in the requirements of the banking supervision and
research communities, legislative initiatives, demands for more timely information and
greater mobility, and changes in the strategies and standards of the Federal Reserve
System’s IT environment.

The Bureau. The Bureau faces a variety of challenges, as it establishes its initial
governance structure in advance of the designated transfer date and brings together staff
from multiple federal agencies with varying human resource systems.* In order to carry
out its core functions, the Bureau must build its organization in a manner that is
consistent with its broad authority and mission. In addition, the Bureau will face the
demands of establishing and executing a supervisory program for specified nondepository
institutions that have never before been regulated at the federal level. As a result of these
challenges, the Bureau will face substantial demands in the areas of governance,
workforce planning, physical infrastructure, resource management, and organizational
transparency. In addition, the Bureau will be challenged to maintain IT infrastructures
that not only effectively meet user requirements, but also protect against ever-increasing
security concerns.

The OIG. The Board’s and the Bureau’s business environments and challenges will
have a direct impact on the OIG’s strategic direction. Among other things, we are
making substantial adaptations based on the changes at the Board and the creation of the
Bureau. The OIG is focused on reviewing the efficiency and effectiveness of the Board’s
implementation of the Dodd-Frank Act. As the Bureau continues its formation, the
decisions on how different elements of the Bureau are designed and how various
functions are implemented will shape the OIG’s strategic direction.

In addition, the Dodd-Frank Act places other requirements on the OIG. For example, as
stated previously, the Dodd-Frank Act established the CIGFO, an interagency body of
IGs that meet regularly to discuss ongoing work. The CIGFO is required, among other
things, to issue an annual report that includes highlights of each member IG’s concerns

1. The term “designated transfer date” generally refers to the date on which certain authorities under
federal consumer financial law will transfer from other federal agencies to the Bureau. In accordance with
the Dodd-Frank Act, the Secretary of the Treasury has designated July 21, 2011, as the current designated
transfer date; however, the Dodd-Frank Act permits the Secretary to extend this date to no later than 18
months after the date of enactment.
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and recommendations, with a focus on issues that may apply to the broader financial
sector. The Dodd-Frank Act also authorizes the CIGFO to establish working groups to
evaluate the efficiency and effectiveness of FSOC operations. Responding to these and
other Dodd-Frank Act mandates will be a key element of the OIG’s strategic planning
process.

Furthermore, the OIG will continue to carry out its mandate under the FDI Act by
reviewing failed banks supervised by the Board. When the failure of a Board-supervised
bank causes a material loss to the DIF (currently, a material loss is defined as a loss to the
DIF in excess of $200 million, but this amount will decline yearly until January 1, 2014,
when it will reach and remain at $50 million), the OIG is required to review the bank’s
supervision, ascertain why the bank’s problems caused a material loss to the DIF, and
make any recommendations for preventing such loss in the future. For losses below the
materiality threshold, the OIG must review the failure to determine (1) the grounds for
appointing the FDIC as receiver and (2) whether any unusual circumstances exist that
might warrant an in-depth review of the loss by the OIG. If the financial crisis continues
to result in bank failures, the OIG’s review of failed banks will continue to be an integral
component of our ongoing work.

OIG Goals, Objectives, and Strategies

Within the context of this business environment and our mission and values, the OIG has
developed three goals and corresponding objectives to guide our work over the next five
years. Each objective highlights areas of focus where we plan to target our efforts. We
have also developed strategies to help achieve each of our objectives, with specific
projects identified annually and refined as needed. Our strategic goals and objectives
incorporate the Board’s and the Bureau’s overall missions and respective functional areas
to ensure that we provide broad oversight of each agency’s operations, as well as focus
on the areas of highest risk.

Goal 1: Enhance Economy, Efficiency, and Effectiveness; Limit Risk;
Detect and Prevent Fraud and Abuse; and Ensure Compliance
in the Federal Reserve Board’s Programs and Operations

Through our oversight role, the OIG supports the Board’s mission to foster the stability,
integrity, and efficiency of the nation’s monetary, financial, and payment systems to
promote optimal macroeconomic performance. The IG Act establishes broad
requirements for conducting independent audits, investigations, inspections, evaluations,
and other reviews of the Board’s programs and operations. As discussed earlier, we have
other legislative mandates to conduct specific work in Board programs, activities, or
functions, and we have identified additional areas that are high risk or otherwise warrant
our review. We will focus our Goal 1 oversight efforts on the strategic objectives
described below.
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Objective 1: Continue to oversee Board governance.

The Board’s and the FFIEC’s annual financial statement audits. In 1988, the Board
delegated to the OIG the authority to contract for the annual independent audit of the
Board’s financial statements, consistent with the IG Act’s requirement that audit-like
functions being performed by the Board be transferred to the OIG. Section 726 of the
Gramm-Leach-Bliley Act of 1999 amended the Federal Reserve Act by adding section
11B, which mandated annual independent audits of the financial statements of each
Federal Reserve Bank and of the Board, thus codifying the Board’s long-standing
practice that such audits be conducted.

The OIG contracts with an independent public accounting (IPA) firm to annually audit
the financial statements of the Board and the FFIEC (the Board performs the accounting
function for the FFIEC). The OIG oversees the activities of the IPA firm to ensure
compliance with generally accepted government auditing standards and certain Public
Company Accounting Oversight Board auditing standards. The audit objective is to
express an opinion on the Board’s and the FFIEC’s financial statements and obtain
reasonable assurance about whether the financial statements are free of material
misstatement. The auditors also assess the Board’s and the FFIEC’s compliance with
certain laws and regulations.

The IPA firm also expresses an opinion on the operating effectiveness of the Board’s
internal controls over financial reporting, in accordance with Government Auditing
Standards and the Public Company Accounting Oversight Board Auditing Standard No.
5 based upon criteria established in the Internal Control—Integrated Framework issued
by the Committee of Sponsoring Organizations of the Treadway Commission.

The Board’s information security program. FISMA requires agencies to ensure the
effectiveness of information security controls over information resources that support
federal operations and assets. FISMA requires that each agency develop and implement
an agency-wide program to provide information security throughout the life cycle of all
agency systems, including systems managed on behalf of the agency by another agency, a
contractor, or another source.

FISMA also requires that each OIG conduct an annual independent evaluation of their
respective agency’s information security program and practices. The evaluation is
designed to test the effectiveness of controls and techniques for a representative subset of
the agency’s information systems and to assess compliance with FISMA requirements.

In April 2010, the Office of Management and Budget (OMB) issued new reporting
requirements for OIGs’ analysis of their respective agency’s information security
management performance, to include the following areas: certification and accreditation,
continuous monitoring, plans of action and milestones, account and identity management,
remote access, security configuration management, security training, contractor
oversight, contingency planning, and incident response and reporting.
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To optimize our IT resources, we will continue to rotate our review of the major systems
maintained by the Board, as well as the Federal Reserve Bank systems used in support of
Board programs and operations. We will also identify and perform programmatic audits,
inspections, and evaluations on information security topics to help fulfill our statutory
requirement to evaluate the Board’s overall security program and practices and to
respond to areas of interest identified by OMB as part of its annual reporting guidance.

The Board’s law enforcement activities. The USA PATRIOT Act granted the Board
certain federal law enforcement authorities and established the Board’s Law Enforcement
Unit (LEU) and Protective Services Unit (PSU). The LEU consists of uniformed officers
who are responsible for protecting and safeguarding the premises, grounds, property,
personnel, and operations conducted by or on behalf of the Board. The PSU’s mission is
to protect the Board’s Chairman.

To implement its authorities, the Board promulgated the Uniform Regulations for Federal
Reserve Law Enforcement Officers, which designated the Board’s OIG as the EOF
responsible for reviewing and evaluating the Board’s law enforcement programs and
operations. We fulfill our EOF responsibilities by conducting biennial audits,
inspections, and evaluations of the LEU and PSU. We plan to address topics such as
force structure and deployment, contingency planning and readiness, training,
performance evaluations, use of equipment and technology, firearms and ammunition
inventory procedures, and succession planning.

The Board’s internal management functions and operations. The Board’s internal
management function covers many diverse responsibilities, including financial
management, human resource management, facilities management, security, legal
services, records management, publications and communication, and information
technology management. Budgeting and staffing considerations associated with
increased work demands related to the financial crisis and Dodd-Frank Act requirements
will continue to place competing pressures on the Board’s infrastructure, and staff will be
challenged to maintain cost-effective, quality support to all of the Board’s mission areas.

Our level of effort will continue to be commensurate with the varied programmatic
responsibilities and resulting significant resource commitments of the Board’s internal
operations. To continue providing value-added support to the Board’s internal operations
over the next five years, we envision focusing on the following areas:

e Ongoing and emerging security requirements, including physical and
technological infrastructures, and continuity of operations. Threats to both
physical and information security will continue, and likely increase, in the coming
years. Beyond our legislatively-mandated responsibilities under FISMA and the USA
PATRIOT Act, we will also analyze the emerging threats, the associated risks, and
the Board’s mitigation strategies to identify additional opportunities to assist the
Board in maintaining a secure environment conducive to efficient and effective
operations.

OIG Strategic Plan 13 2011 - 2015



e Procurement and contract management activities. Investments in infrastructure
enhancements—both physical and technological—will require potentially large
acquisitions and capital outlays. Our work in this area will be designed to ensure that
adequate controls are in place throughout the procurement and contracting processes
and will include evaluating the reliability and integrity of reported information;
compliance with laws, regulations, policies, and procedures; and the economical and
efficient use of Board resources. Based on the resources and risks involved, we will
monitor and evaluate the Board’s Martin building renovation and visitors center
design project.

e Information technology life-cycle management. One of the objectives of the
Board’s Division of IT is to provide quality support for customer projects in a timely
manner. To support this objective, the IT division has developed a quality assurance
process designed to ensure that systems developed, deployed, and maintained by the
division meet the business requirements of its client community and follow standard
quality processes to reduce business risks. We plan to monitor the life-cycle
management process for high-profile Board IT projects to help ensure that IT division
resources and best practices are efficiently and effectively used and that security
controls are properly included in the application development process.

e Human resources (HR) and training. Maintaining a well-qualified, diverse staff
remains a challenge for the Board. Tight labor markets for key job families can
constrain the Board’s ability to recruit and retain certain highly skilled staff. Staff
training also can provide challenges. We plan to examine the Board’s HR and
training activities to assess their effectiveness.

In addition, the Dodd-Frank Act requires that the Board and each Federal Reserve
Bank establish a diversity and inclusion office that will be responsible for matters
relating to diversity in management, employment, and business activities.
Specifically, the Board’s office will focus on fostering diversity in Board
procurements, with attention on minority-owned and women-owned businesses, and
playing an integral role in the development of standards to assess the diversity
practices of the entities the Board regulates. We plan to review the office’s activities
to assess whether they appropriately implement the requirements of the Dodd-Frank
Act.

Objective 2: Review the Board’s functions related to monetary policy and financial
stability.

The members of the Board comprise a majority of the voting membership of the Federal
Open Market Committee (FOMC), which is responsible for the conduct of the nation’s
monetary policy. The goals of monetary policy are specified in the Federal Reserve Act,
which indicates that the Board of Governors and the FOMC should seek “to promote
effectively the goals of maximum employment, stable prices, and moderate long-term
interest rates.” Board staff support this responsibility by conducting research and
performing analysis related to domestic and international financial and economic matters.
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These activities are mainly carried out by the Division of Monetary Affairs, the Division
of Research and Statistics, and the Division of International Finance.

The Board’s monetary policy activities and process. The OIG is authorized to assess
the economy, efficiency, and integrity of the processes and activities of the Board that
support monetary policymaking. The OIG will initiate an overall scoping review to
determine those areas most appropriate for detailed review.

Security of sensitive information. The Board and the FOMC have agreed that the
Board’s IG will be responsible for investigating apparent breaches of FOMC information
security whenever such an investigation is requested by the FOMC’s General Counsel,
who is also the General Counsel for the Board.

Security controls over sensitive information systems. Secure handling and
transmission of economic information and data is a paramount concern. Our FISMA
work will include assessing Board information systems that collect, employ, and maintain
data to support the monetary policy-related activities and processes. Our work may
include identifying best practices for handling sensitive economic data to determine
whether opportunities exist to enhance the Board’s practices.

Recruitment and retention. Recruitment and retention of highly qualified economists,
analysts, and other experts is critical to achieving the Board’s mission relative to
monetary policy and financial stability. The OIG plans to examine the effectiveness of
the Board’s recruitment and retention activities.

Financial stability oversight. The Dodd-Frank Act created the FSOC to, among other
things, identify and respond to threats to the U.S. financial system. The FSOC is
composed of 10 voting members (including the Chairman of the Board) and 5 non-voting
members. Its responsibilities include designating nonbank financial companies that may
pose a systemic risk. The FSOC may make recommendations to primary financial
regulatory agencies to apply new or heightened standards and safeguards for financial
activities or practices that could create or increase risks of significant liquidity, credit, or
other problems spreading among bank holding companies, nonbank financial companies,
and U.S. financial markets. The Board is required to establish, independently or based on
an FSOC recommendation, heightened prudential standards for two types of institutions:
(1) nonbank financial companies designated by the FSOC as systemically important and
(2) bank holding companies with total consolidated assets of $50 billion or more.

As discussed previously, the Dodd-Frank Act also established the CIGFO and named the
Board’s IG as a member. The CIGFO is authorized to establish working groups to
evaluate the effectiveness and internal operations of the FSOC. Each IG within the
CIGFO may detail staff and resources to such a working group, and the working group
must submit regular reports to the FSOC and Congress regarding its oversight work.
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Objective 3: Assess the Board’s responsibilities related to supervision and
regulation.

State member bank failures. Section 38(Kk) of the FDI Act requires the OIG to review
failed financial institutions supervised by the Board that result in a material loss to the
DIF. The material loss review provisions of section 38(K) require that the IG review the
Board’s supervision of the institution, including the agency’s implementation of prompt
corrective action; ascertain why the institution’s problems resulted in a material loss to
the DIF; and make recommendations for preventing any such loss in the future.

The Dodd-Frank Act amended section 38(Kk) of the FDI Act to raise the materiality
threshold from either exceeding $25 million or 2 percent of the institution’s total assets,
whichever was higher, to $200 million for losses that occur during the period January 1,
2010, through December 31, 2011. However, it reduces the threshold in subsequent
years. As of January 1, 2014, the threshold will remain at $50 million. In addition, the
Dodd-Frank Act amended section 38(k) to require that the OIG prepare a written report in
a manner consistent with the requirements of a material loss review for any nonmaterial
losses to the DIF that exhibit unusual circumstances warranting an in-depth review. We
will continue to conduct reviews of state member bank failures as required.

Supervision of failed nonbank financial companies designated as systemically
important. Section 211(f) of the Dodd-Frank Act requires that the OIG review the
Board’s supervision of any nonbank financial company designated as systemically
important that is placed into receivership. The OIG is also required to produce a report
that evaluates the effectiveness of the Board’s supervision, identifies any acts or
omissions by the Board that contributed to or could have prevented the company’s
receivership status, and recommends appropriate administrative or legislative action. We
will continue to enhance our staff’s technical expertise to ensure that we can meet these
new reporting requirements.

New framework for supervision of large bank holding companies and systemically
important nonbank financial companies. The Dodd-Frank Act requires that the Board
establish a new framework for the supervision of large bank holding companies and
systemically important nonbank financial companies. The Board’s Division of Banking
Supervision and Regulation (BS&R) is leading the effort to create this new framework by
conducting studies and developing and implementing rules, regulations, and guidelines.
BS&R will also support the Board’s new Office of Financial Stability Policy and
Research as part of the Board’s enhanced role in financial stability. We will continue to
monitor the actions taken by BS&R to implement its new framework and will assess the
effectiveness of these initiatives.

Transfer of supervisory responsibility for savings and loan holding companies to the
Board, and wind down of the OTS. The Dodd-Frank Act abolishes the OTS and
transfers its supervisory responsibilities to the Board, the FDIC, and the OCC. These
agencies, along with the OTS, submitted a plan to Congress and the 1Gs for the Treasury,
the FDIC, and the Board outlining the steps they are taking to implement the Dodd-Frank
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Act provisions related to the orderly transfer of functions, authorities, and resources from
the OTS to the other regulators. Our office reviewed the plan, which addresses, among
other things, the incorporation of the supervision of savings and loan holding companies
into the Board’s bank holding company supervision program. We will continue to review
the Board’s implementation of the plan until implementation is complete.

Responsibilities for supervision and financial stability under the Dodd-Frank Act.
Our office will conduct audits of the Board’s approach, activities, and infrastructure to
support supervision and financial stability in response to the Dodd-Frank Act. We have
gathered initial information related to BS&R’s activities for (1) supervising bank holding
companies and systemically important nonbank financial institutions, and (2) monitoring
and responding to emerging systemic risks in the U.S. financial system in support of the
Board’s role as a member of the FSOC. We will perform audits to review specific Board
activities.

Objective 4: Review the Board’s oversight of the Federal Reserve Banks’
operations.

The Federal Reserve Act of 1913 and the Monetary Control Act of 1980 provide the legal
framework for the Federal Reserve’s role in the nation’s payment systems, which is to
foster the integrity, efficiency, and accessibility of U.S. dollar payment and settlement
systems. This mission is fulfilled in part by providing financial services to depository
institutions and serving as the fiscal agent and depository for the U.S. government. The
Federal Reserve Banks and the private sector operate payment, clearing, and settlement
activities. Federal Reserve Banks perform fiscal agency responsibilities on behalf of the
Treasury and maintain the Treasury’s bank account, accept deposits of federal taxes and
fees, pay checks drawn on the Treasury’s account, and handle electronic payments. The
Federal Reserve also provides cash services to depository institutions to foster efficient
distribution that meets both domestic and international demands.

The Board’s Division of Reserve Bank Operations and Payment Systems (RBOPS)
oversees the Federal Reserve Banks’ provision of financial services to depository
institutions and fiscal agency services to the Treasury and other government agencies, as
well as the Banks’ internal support functions. RBOPS also develops policies and
regulations to promote the efficiency and integrity of the U.S. payment systems, works
with other central banks and international organizations to improve the payment systems
more broadly, and conducts research on payment issues. Below are several areas that the
OIG may review during the period covered by this strategic plan.

Board’s oversight of payment, clearing, and settlement services. To support the
Federal Reserve’s mission of fostering the integrity, efficiency, and accessibility of U.S.
dollar payment and settlement systems, the Board performs ongoing analysis of the
operations, rules, and risk-management practices of payment, clearing, and settlement
services crucial to the operation of financial markets. Both the Reserve Banks and the
private sector operate key systems, such as check clearing, automated clearing house
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(ACH) services, wire (fund) transfers, and securities transfers.? In addition, the Monetary
Control Act of 1980 requires the Board to approve the fees for the priced services
provided by the Reserve Banks in order to recover costs associated with providing these
services. We plan to review the Board’s oversight of the Federal Reserve System’s
payment, clearing, and settlement services, to include the pricing of these services. If
private sector entities that provide payment, clearing, or settlement services are
designated as systemically important, we will monitor and evaluate the Board’s actions
taken with respect to these entities.

FOIA exemption review. The Dodd-Frank Act also required that, within 30 months of
enactment, the OIG must complete a study of certain FOIA exemptions applicable to
emergency lending, discount window loans, and open market transactions. We will
conduct this study as required.

RBOPS’s Reserve Bank review activities. We plan to examine RBOPS’s Reserve
Bank review process and identify areas for further assessment, particularly in light of
changes made to the Board’s supervision of financial market utilities (FMUs) and
payment, clearing, and settlement systems pursuant to Title V111 of the Dodd-Frank Act.?
We also plan to review the Board’s oversight of the annual independent audits of (1) the
individual Reserve Bank financial statements and (2) the combined Federal Reserve Bank
financial statements, which are conducted by an IPA firm under contract with RBOPS.

Board oversight of Federal Reserve Bank law enforcement operations. Given the
inherent high risk in federal law enforcement activities, strong oversight is an essential
component of the internal control and risk mitigation framework. While the OIG serves
as the EOF for the Board’s law enforcement programs, the Uniform Regulations for
Federal Reserve Law Enforcement Officers designates RBOPS as the EOF for the
Federal Reserve Bank law enforcement programs. We plan to assess RBOPS’
effectiveness in overseeing the Reserve Bank LEU and fulfilling its EOF responsibilities.

Objective 5: Evaluate the Board’s consumer and community affairs programs.

Although the enactment of the Dodd-Frank Act led to the transfer of certain rulemaking
responsibilities of the Board’s Division of Consumer and Community Affairs (DCCA) to
the Bureau, which we address under Goal 2, DCCA retains a key role in maintaining
consumer financial protection through compliance examinations and enforcement
responsibilities for Board-regulated banks with total assets of $10 billion or less. In
addition, the Board retains rulemaking authority under

o the Community Reinvestment Act,
o the National Flood Insurance Act,

2. ACH is a nationwide electronic funds transfer system that clears interbank electronic payments for
participating depository financial institutions.

3. Under the Dodd-Frank Act, an FMU is defined as “any person that manages or operates a
multilateral system for the purpose of transferring, clearing, or settling payments, securities, or other
financial transactions among financial institutions or between financial institutions and the person.”
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0 the interchange fees provision of the Electronic Funds Transfer Act, and
o several provisions of the Fair Credit Reporting Act.

Also, consumer protection rulemaking for auto dealers remains with the current agencies,
including the Board.

We will initiate scoping activities to assess the risks associated with the various
responsibilities and functional changes in DCCA as a result of the Dodd-Frank Act. In
addition, we plan to review DCCA’s compliance examination and enforcement activities
for Board-regulated banks with total assets of $10 billion or less, as well as other actions
planned to meet the requirements of the Dodd-Frank Act.

Objective 6: Conduct investigations of possible fraud, waste, abuse, and misconduct
associated with Board programs and operations.

Under the authority of the 1G Act, the OIG conducts criminal, civil, and administrative
investigations of alleged fraud, waste, abuse, and misconduct related to the programs and
operations of the Board. In addition, the OIG uses its knowledge of banking, finance,
and the Federal Reserve System to support the criminal and civil investigations of the
Department of Justice. Over the next five years, the OIG envisions that its joint work
with the Department of Justice will continue to evolve, with a focus on detecting and
preventing Bank Secrecy Act violations, money laundering, terrorist financing, fraud, and
other financial crimes. The OIG also expects that its criminal investigative activities will
include leading or participating in multi-agency task forces relating to bank fraud,
terrorist financing, and money laundering.

Goal 2: Enhance Economy, Efficiency, and Effectiveness; Limit Risk;
Detect and Prevent Fraud and Abuse; and Ensure Compliance
in the Bureau of Consumer Financial Protection’s Programs
and Operations

The OIG is establishing the foundation for its oversight of the Bureau’s developing
functions and responsibilities and will build upon that structure to ensure comprehensive
coverage of the Bureau’s activities. The Bureau is considered an “executive agency,” as
defined in 5 U.S.C. 8105, so certain laws, regulations, and guidance may apply to the
Bureau that do not apply to the Board. We recognize that the Bureau’s evolving mission
and operations will influence our approach to this goal; therefore, we will build flexibility
into our plans to adapt to the Bureau’s changing priorities and operational direction. The
OIG will use a risk-based oversight approach that considers the Bureau’s strategic
objectives, financial impacts, and potential operational and compliance risks to the
Bureau’s functions. We will focus our Goal 2 oversight efforts on the strategic objectives
described below.
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Objective 1: Address current and emerging issues related to the governance,
transfer of functions, and internal operations of the Bureau.

On an interim basis, the Treasury is authorized to perform certain functions to establish
the Bureau. While the Treasury is performing this role, both the Board OIG and the
Treasury OIG have a role in overseeing the Bureau and are coordinating and cooperating
on audits, evaluations, and other reviews of the Bureau’s operations, as appropriate.
During this interim period and the first critical months after the designated transfer date,
we plan to closely monitor the Bureau’s status relative to Dodd-Frank Act requirements,
emerging issues related to the Bureau’s governance and organizational structures, and the
transfer of functions to the Bureau from other federal agencies. The following are OIG
areas of interest over the strategic planning time horizon.

The Bureau’s planning, governance, and controls. Strategic and tactical planning,
strong governance, and effective internal controls will be necessary for the Bureau to
successfully merge functions from seven different regulatory agencies. We plan to assess
the Bureau’s progress in planning, coordinating, and implementing its funding and
expenditures; assumption of functions from other agencies; and organizational structure
and staffing. We also plan to consult with other recently merged federal agencies to
identify best practices and lessons learned related to establishing a new agency, which will
further our evaluation of the effectiveness of interagency coordination in establishing the
Bureau.

Budget formulation and execution. As mandated by the Dodd-Frank Act, the Bureau
receives its funding, to a certain limit, from the Board. Until the designated transfer date,
the Treasury is responsible for budgeting, tracking, and accounting for all monies
disbursed by the Board to the Bureau. The OIG will monitor and review the Bureau’s
budgeted and actual use of funds and will assess the adequacy of associated internal
controls.

Compliance with implementation requirements. The Dodd-Frank Act contains several
requirements related to the transfer of functions to the Bureau and establishing the
agency’s organizational components. For example, the Bureau must establish offices to
assist specific consumer groups, including an Office of Service Member Affairs and an
Office of Financial Protection for Older Americans. The OIG will assess the Bureau’s
compliance with the Dodd-Frank Act’s organizational and transfer of function
requirements.

Human resources, benefits, and retirement systems. Since the Bureau projects that it
will grow to more than 1,200 employees by the end of fiscal year 2012, a comprehensive
HR system will be a critical success factor for the new agency. Moreover, the
complexity of the benefits and retirement programs necessary to accommodate the
transfer of employees from various agencies and meet certain requirements of the Dodd-
Frank Act will pose a challenge for the Bureau’s developing HR function. The OIG will
monitor the Bureau’s emerging HR function and will conduct specific audits, evaluations,
and inspections, as appropriate.
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Training programs. The development of consistent training programs, policies, and
procedures and their subsequent implementation will require significant planning and
resources. The OIG plans to monitor the Bureau’s training activities to ensure that the
agency provides appropriate and timely training for both new and transferred employees.

Information systems and security. Under FISMA, the Bureau must develop and
implement an agency-wide program to provide information security throughout the life
cycle of all agency automated systems. FISMA also requires that each OIG perform an
annual independent evaluation of its respective agency’s information security program
and practices. Each agency head must submit the results of the OIG’s independent
evaluation—along with the agency’s reports of the adequacy and effectiveness of
information security policies, procedures, and practices—to the director of OMB on an
annual basis. To meet the FISMA control testing requirement for the Bureau, the OIG
will employ the control assessment tool it uses to review the Board’s information
technology platforms. Moreover, the OIG will assess some of the security controls that
affect Bureau-wide operations and identify and perform programmatic audits,
inspections, and evaluations on information security topics in accordance with our
statutory requirement.

Because the Bureau will collect a significant amount of consumer data in newly designed
and implemented IT systems, appropriate security controls for the handling and
transmission of consumer data must be implemented. As part of our FISMA-mandated
work, we will focus on the major information systems that collect, employ, and maintain
sensitive consumer information.

Physical infrastructure decisions. The Bureau will be making significant investments
and entering into potentially complex contracts for office space and equipment as it
establishes its Washington, DC, office and any regional offices. We will conduct reviews
to ensure that procurement activities comply with applicable regulations and that
adequate controls exist to detect and reduce the likelihood of inefficient use of funds as
well as the potential for fraudulent activities.

Objective 2: Review the Bureau’s processes for formulating and issuing rules,
orders, and guidance implementing federal consumer financial law.

Consistent with the Dodd-Frank Act, the Bureau will have the authority to prescribe
rules, issue orders, and produce guidance related to certain federal consumer financial
laws that were within the authority of the Board, the OCC, the OTS, the FDIC, the
NCUA, the Federal Trade Commission (FTC), and the HUD. For example, the Bureau
takes on all consumer protection functions of the Secretary of the HUD relating to the
Real Estate Settlement Procedures Act of 1974 (12 U.S.C. 2601 et seq.). In addition, the
Bureau has new rulemaking authorities related to unfair, deceptive, and abusive acts or
practices that are not related to transferred functions. The OIG will review the Bureau’s
rulemaking processes to ensure compliance with the Dodd-Frank Act as well as other
applicable rulemaking standards.
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Further, consistent with the 1G Act, we will review existing and proposed Bureau-related
legislation and regulations to assess their impact on the economy and efficiency of the
Bureau’s programs and operations or the prevention and detection of fraud and abuse in
Bureau programs and operations.

Objective 3: Assess the Bureau’s implementation of its supervision and
enforcement activities.

The Dodd-Frank Act authorizes the Bureau to conduct consumer compliance
examinations of banks, savings associations, and credit unions with total assets in excess
of $10 billion. In addition, the Bureau is authorized to supervise specific nondepository
institutions engaged in consumer finance activities. The Bureau also is charged with
prohibiting unfair, deceptive, or abusive acts or practices in connection with consumer
financial products and services. The OIG will monitor the Bureau’s supervision and
enforcement activities related to these institutions and, as appropriate, may assess the
adequacy of the Bureau’s associated examination policies and procedures.

Objective 4: Identify and review key aspects of the Bureau’s role in establishing
and implementing financial education programs for consumers of financial services
and products.

The Bureau is responsible for developing and implementing initiatives intended to
educate and empower consumers to make better financial decisions. In consultation with
the Financial Literacy and Education Commission, the Bureau must develop and
implement a strategy to improve financial literacy. The OIG will monitor the Bureau’s
development and implementation of education programs for consumers of financial
services and products to ensure that Bureau resources are used effectively and efficiently.
We plan to coordinate our work with the Government Accountability Office (GAO),
which is responsible for studying certain aspects of the Bureau’s financial literacy and
personal finance education programs.

Objective 5: Evaluate the Bureau’s functions related to collecting data, researching
trends, and tracking and publishing market information on consumer financial
products and services.

The Bureau is responsible for researching, analyzing, and reporting on (1) developments
in markets for consumer financial products and services; (2) access to fair and affordable
credit for traditionally underserved communities; (3) consumer awareness, understanding,
and use of disclosures and communications regarding consumer financial products or
services; (4) consumer awareness and understanding of costs, risks, and benefits of
consumer financial products or services; (5) consumer behavior with respect to consumer
financial products or services; and (6) experiences of traditionally underserved
consumers. To meet these responsibilities, the Bureau will collect and have access to a
significant amount of data. Records in its data collection system may contain sensitive
and personally identifiable information, including names, social security numbers,
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account numbers, and dates of birth. The OIG will review the Bureau’s internal controls
related to protecting such information and, as appropriate, suggest improvements to
strengthen the privacy of its data processes.

In addition, we will monitor the work of the Bureau’s research unit to determine specific
areas for OIG review. We anticipate assessing the breadth of data collected by the
various Bureau studies to ensure the research unit fulfills the requirements of the Dodd-
Frank Act.

Objective 6: Conduct work on the Bureau’s approach to collecting, researching,
and responding to consumer complaints.

The Dodd-Frank Act requires that the Bureau establish a consumer complaints response
function that includes a single, toll-free telephone number; a website; and a database to
facilitate centrally collecting, monitoring, and responding to consumer complaints
regarding consumer financial products and services. In addition, the consumer complaint
response unit must coordinate and share information with the FTC and other federal and
state agencies to appropriately respond to consumer complaints. The Director of the
Bureau must annually report to Congress on the consumer financial products and services
complaints that the agency received in the prior year.

As the Bureau develops its consumer complaints response function, the procedures and
practices established to handle complaints will be critical to ensuring that the appropriate
agency addresses complaints efficiently and adequately. We will conduct reviews to
ensure that the Bureau establishes processes and controls to properly collect, research,
monitor, respond to, and track consumer complaints. The OIG will review the operations
of the Bureau’s response function, which includes the toll-free telephone number, the
website, and the complaint database. In addition, the OIG will assess the information
sharing process among the Bureau, the FTC, and other federal and state agencies to
determine whether complaints are properly routed and disseminated. Our work in this
area will ensure the complaint function meets the requirements of the Dodd-Frank Act,
including the annual report to Congress.

Objective 7: Conduct investigations of possible fraud, waste, abuse, and misconduct
associated with Bureau programs and operations.

The OIG will perform criminal, civil, and administrative investigations of alleged fraud,
waste, abuse, and misconduct that relate to programs and operations of the Bureau.

Goal 3: Enhance the Efficiency and Effectiveness of the OIG’s
Operations and Communications

Consistent with our mission to evaluate the programs and operations of the Board and the
Bureau, we continually search for ways to enhance our capabilities, strengthen our
service delivery and internal processes, and improve our communication methods. We
continue to make great strides in our staff development and evaluation processes to meet
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the ongoing challenge of maintaining an effective workforce. We also continue to
enhance our technology infrastructure and major business processes. We recognize that
we will most effectively achieve our mission by building effective working relationships
and maintaining open communications not only with Board and Bureau management, but
also with Congress, the Reserve Banks, the broader OIG community, and other key
stakeholders. We also will review and evaluate our internal policies, procedures, and
practices to ensure that our operations and communications are efficient and effective.

Objective 1: Enhance human resources management.

Our people are our most valuable resource. Each individual brings unique knowledge,
skills, and abilities to help achieve our mission and goals. Human resource
considerations are an integral part of our vision, values, goals, objectives, and strategies.
During this planning period, strengthening our human resource management processes
will remain one of our highest priorities. Specifically, we plan to continue focusing on
the following:

e Build staff knowledge, skills, and abilities. Implementation of the Dodd-Frank Act
poses new challenges for us because it requires us to broaden our knowledge of the
Bureau’s activities and the Board’s new functions and responsibilities. Our staff
members must collectively possess an understanding of the broad range of Board and
Bureau programs and operations, as well as the skills and abilities required to fulfill
our oversight responsibilities.

We will continue to recruit highly skilled staff, with a particular emphasis on
individuals with the knowledge, skills, and abilities required to perform our new
responsibilities. In addition, the OIG will continue to build a robust training program
that includes formal and on-the-job training that is tailored to help OIG employees
effectively perform their work. We plan to review our technical and management
core competencies to ensure that OIG employees have a benchmark for the
knowledge, skills, and abilities necessary for individual success within the OIG,
consistent with our mission, vision, values, and goals. Furthermore, we are
establishing mission area teams that will develop subject matter expertise in key
Board and Bureau mission areas, so they may serve as a resource when we conduct
reviews in their respective areas. We also will enhance our internal reference
materials through the technology available in our audit and investigative software.

e Strengthen our career development and succession planning processes. Since the
previous strategic planning period, we have developed an organizational structure to
support our growth and ensure appropriate oversight consistent with the Dodd-Frank
Act. Our continued growth coupled with senior staff approaching retirement
eligibility necessitates continued emphasis on these efforts. We will continue to build
our cadre of mid-level managers and provide training and experiences that will
prepare them to assume higher-level positions. A key facet of our career
development and succession planning program is our annual individual development
plan process, which tailors training and other developmental assignments to each
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individual employee. In addition, we are assessing our job descriptions and career
ladders to ensure that they are up-to-date and consistent with other Board
organizations. We will also apply “knowledge management” concepts to facilitate
the sharing and transfer of knowledge from the senior members of the organization to
future managers and officers, and we are working to establish an OIG mentoring
program. Further, we will continuously review our organizational structure to ensure
it meets our evolving needs.

e Enhance orientation of new employees. Our continued growth has highlighted the
need to develop a more comprehensive orientation process for new employees. A
working group comprised of a cross-section of staff is developing a formal program
that will help ensure that new employees better understand the operations of the OIG,
the Board, and the Bureau; have a structured training plan; and are provided with
ready access to key documents, such as OIG policies and procedures.

e Foster a performance environment that engenders high achievement, continuous
professional growth, and effective communication. We plan to assess our
performance measurement program and make any appropriate revisions to enhance
employee feedback, reward desired behaviors and outcomes, and identify training
opportunities. We will assess our performance standards to ensure that they are
capturing critical core competencies and behavioral factors.

Objective 2: Continue to enhance internal communications.

Effective internal communications is a central focus in successfully achieving the OIG
mission. As our office grows, timely and effective internal communications become
more of a challenge. As a result, we have initiated an enhancement of our intranet
website for OIG staff that will (1) contain information and resources to help new
employees in their transition to the organization; (2) allow the immediate dissemination
of important information to all staff; and (3) permit continuous updates of resources and
other information.

Objective 3: Further expand external communications.

Effective communication with our stakeholders, including the Board, the Bureau, the
Federal Reserve System, Congress, and the public, is critical to achieving the OIG
mission. In addition, the OIG has a duty and responsibility to keep Congress fully and
currently informed by means of semiannual and other reports concerning fraud and other
serious problems, abuses, and deficiencies relating to the programs and operations of the
Board and the Bureau. At the same time, we are charged with recommending corrective
actions and reporting on the progress made in implementing these corrective actions. We
are also members of the broader IG and other professional communities. In this role, we
will continue to work with other IGs to promote professionalism and coordination among
the Council of the Inspectors General on Integrity and Efficiency (CIGIE) membership
on shared concerns. In addition, our continued coordination with other IGs in the
financial regulatory agencies promotes consistency in our work and potentially provides a
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broader assessment of common issues that warrant attention. We plan to emphasize the
following areas under this objective:

e Coordinate with key Board staff, Bureau staff, and other stakeholders to help
ensure that we are addressing the areas of highest risk. Through our strategic and
annual planning processes, we strive to direct our resources to provide the highest
level of value-added services to the Board, the Bureau, Congress, and other key
stakeholders. We also build flexibility into our planning so we may be responsive to
unexpected work. We will continue to look for opportunities to strengthen our
interactions with the members of the Board, division directors, and other key Board
and Bureau officials so that we understand planned and ongoing initiatives and
allocate our audit, inspection, and investigative resources accordingly.

e Better inform the Board, the Bureau, and the Federal Reserve Banks about our
mission and the duty to cooperate and coordinate with our office. Having
information about the OIG readily available to employees of the Board, the Bureau,
and the Federal Reserve Banks helps to promote a clear understanding of the OIG’s
roles and responsibilities; facilitate effective communication, cooperation, and
coordination; and foster constructive working relationships. In addition, highlighting
the OIG Hotline number and other contact information provides employees with
appropriate access to the OIG for reporting any suspected fraud, waste, abuse, or
misconduct. We plan to enhance and develop various communication materials, such
as a pamphlet and protocol documents, to inform others about the O1G. We will also
coordinate with Board, Bureau, and Federal Reserve Bank officials to integrate
information about the OIG into ongoing programs, such as the orientation and ethics
programs.

e Continue to build effective working relationships with members of the OIG
community and related groups. While our primary mission is to enhance Board
and Bureau programs and operations, we actively participate in the broader 1G and
other professional communities. Coordination with other IGs, particularly in the
financial regulatory agencies, can promote consistency in our approaches and
priorities, help address areas of common vulnerability, and provide a broader
perspective of issues that warrant attention. We will continue to participate actively
as a member of the CIGIE, the Council of Counsels to the 1G, and related
community-wide groups in the audit, inspection, evaluation, and investigative
program areas. Consistent with the Dodd-Frank Act, we will also actively serve on
the newly established CIGFO comprised of nine financial regulatory IGs to oversee
the efficiency and effectiveness of the FSOC and to focus on issues of concern that
may apply to the broader financial sector. While looking to the community for best
practices and creative ways to meet workload demands, we will also be open to
sharing our tools, techniques, and results to maintain a two-way communications
approach that promotes goodwill and strengthens oversight activities throughout the
federal government.
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e Enhance communications associated with our Hotline. To improve the
effectiveness of our Hotline operations, the OIG increased its staffing and is
establishing systemic processes and timeframes for handling complaints and
appropriately communicating with involved parties.

e Continually assess our product line to enhance and streamline our presentation
of information. We will assess our product line and, to the extent possible, design
formats to help distinguish OIG products and assist users in quickly determining a
report’s main message and locating relevant information. Providing timely, accurate,
and useful information regarding the results of our audit, attestation, inspection,
evaluation, and investigative projects is critical to meeting the mandates of the IG
Act. Because our reports must convey a wide range of information, meet the needs of
different audiences, and comply with different sets of standards, we recognize that
“one-size-fits-all” reporting is not feasible, and we will continue to look for the most
optimal reporting mechanisms to meet our varied requirements. We will also develop
criteria and guidelines to help streamline and enhance the report writing and
production processes.

Objective 4: Continue to improve our business processes.

The responsibilities of the agencies that the OIG concurrently oversees are subject to
change. The standards under which we perform our work are updated to reflect new
requirements and environments, and our internal policies, procedures, and practices must
also be refined and updated to remain in compliance. In addition, new methodologies,
tools, and techniques continue to become available at a rapid pace, with features that have
the potential to further enhance our business processes. To ensure that our operations
continue to be state-of-the-art, we must be willing to question the status quo and adopt
alternative methods to accomplish our work more efficiently without sacrificing quality
or failing to meet applicable standards. Over the strategic planning time horizon, we will

e Continue to ensure the quality and efficiency of OIG audits, attestations,
inspections, evaluations, and investigations. We continually review our internal
business processes to ensure that quality is incorporated throughout a project’s life
cycle and that management receives meaningful project status information. Proposed
changes to GAQO’s Government Auditing Standards may necessitate revising our audit
policies for financial audits, performance audits, and attestations. We will continue to
strengthen the scoping and planning phase of our audit assignments to incorporate
compliance with standards in each assignment as early as possible. For each audit,
inspection, and evaluation, we will set clear objectives, develop an appropriate
methodology to address these objectives, and set realistic project timeframes.

We recently implemented a revised quality assurance monitoring program designed to
further enhance the quality of our audits and attestations. We anticipate expanding
this program to encompass our inspections and evaluations. Based upon the results of
the program to date, we have identified internal policies and procedures that can be
enhanced, and we have established a team to accomplish this task.
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Furthermore, within the next three years, both our audit and investigative programs
are due to undergo external peer reviews, and we will be conducting peer reviews of
other OIGs. There are lessons to be learned from both undergoing and conducting a
peer review. These reviews provide valuable insight into how other OIGs perform
their duties and identify ways we may improve the efficiency and effectiveness of our
programs.

e Increase our use of data mining to support individual audits, inspections,
evaluations, and investigations, as well as a continuous data flow. We have
successfully employed data mining technology on multiple projects over the last
several years. We plan to build upon this success to expand our capabilities through
increased staff training.

e Continue to enhance processes to track actions on open recommendations. An
efficient and effective review resolution and follow-up process is a key component of
an agency’s internal control framework that helps agency management identify and
manage relevant risks. We have been implementing an automated tracking system in
Board divisions that allows the Board and the OIG to better track the status of actions
being taken to address recommendations until closure. The database captures
recommendations and associated management decisions, establishes accountability
and action plans, monitors progress, and tracks results. As the Bureau becomes
operational, we will also implement the system in its divisions.

e Employ additional tools and techniques. We will continue to look for tools and
techniques that may enhance the efficiency and effectiveness of our operations. In
addition to the data mining technology discussed above, we will explore tools to
increase our statistical and quantitative data analysis capabilities. We will also
evaluate additional tools that will allow our IT auditors to perform scanning,
vulnerability analysis, and other testing. Further, we will look to upgrade and expand
our computer forensics capabilities within our Investigations section.

Objective 5: Further strengthen our technology infrastructure.

IT plays an expanding role in the OIG’s internal operations. Over the years, we have
used IT to automate and streamline our operations. Going forward, we will continue to
seek ways to enhance our performance through the use of IT. Our emphasis will be on
information sharing to increase productivity, improve communication, and reduce overall
cost of operations. We plan to focus on the following areas:

e Continue to enhance our IT infrastructure to effectively support our business
needs, in compliance with applicable security standards and guidance. We
continue to enhance, maintain, and optimize our IT services and resources to
effectively achieve our mission. Technology continues to offer more efficient and
effective approaches to streamlining our processes. We continue to maintain our
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information technology infrastructure to meet the requirements established by the
Board and to comply with OMB’s FISMA guidance.

e Ensure that our project management software continues to effectively meet our
business needs. We will continue to assess the capabilities of our project
management software against alternative technologies to ensure that our business
needs are effectively addressed. While we prefer to employ commercially available
software, we recognize that at least some degree of customization may best meet our
needs. We will ensure that our software complies with government standards and
serves to enhance our functionality.

e Employ new technologies to enhance productivity, leverage scarce resources,
and improve employee morale. We recognize the vast potential that information
technologies offer for enhancing our operations and productivity. Our office has
successfully incorporated telecommuting as an option for improving productivity and
employee work-life balance through technology, while helping to conserve resources
and reduce traffic congestion. As mentioned previously, we are enhancing our
intranet website to more effectively disseminate information to our growing staff.
We also plan to employ electronic communication media, such as webcasts, web
conferencing, virtual meetings, and internet videos. In addition, we are participating
in a CIGIE working group that is examining the potential role of social media in the
OIG environment.

Performance Indicators

Consistent with the spirit of the Government Performance and Results Act, the OIG has
established the performance indicators shown in the table on page 30 to help measure
how well we are achieving the three strategic goals set forth in this plan. Our
performance indicators generally fall into two main categories: outputs, which tend to
measure our work with basic statistics and other quantitative means; and outcomes,
which tend to measure the results of our work through qualitative and quantitative means.
Because our staff is so important to effectively achieving our mission, the outcomes
section specifically highlights human capital indicators to ensure a strategic focus on
professional development, leadership and succession planning, and communication
objectives. We will track these performance indicators and use our semiannual reports to
communicate how well we are achieving these indicators.
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Table: OIG Performance Indicators

Output e Number of products issued

Indicators — Percentage of products issued within agreed-upon timeframes

— Percentage of products with recommendations

Number/percentage of recommendations implemented

Number of briefings to stakeholders

Number of joint investigations

Number of investigations closed

Number of investigative referrals for action/prosecution to the

Department of Justice, state and/or local law enforcement officials, or

relevant administrative authority

e Number of arrests and indictments/informations

e Number of relevant bills/laws and regulations reviewed for their
impact on Board or Bureau programs and operations

Outcomes

Outcome e Extent to which the OIG effects positive change in Board and Bureau
Indicators programs and operations, such as
— Improved internal controls
— Operational efficiencies
— Improved program performance
— Enhanced compliance with applicable laws and regulations
— More effective information security controls
— Enhanced fraud prevention and detection
e Extent of OIG coverage of Board and Bureau mission areas
e Impact of legislative and regulatory review on making
legislation/regulations more effective/accurate/relevant
e Extent to which legal research and support meets requestor needs in a
timely and effective manner
e Number of convictions, suspensions, debarments, and personnel
actions
e Monetary recoveries, civil actions (fines and restitution), and criminal
fines (fines and restitution)

Human e Enhanced staff knowledge of Board and Bureau programs and

Capital operations

Indicators | ® Provision of training to employees to meet applicable standards

e Continued implementation of succession planning and related training
and developmental opportunities

e Implementation of a mentoring program

e Implementation of an enhanced orientation program for new
employees

e Enhanced performance management processes
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e Improved internal communication, such as the establishment of
communication protocols and the enhancement of the OIG intranet
website

e Continued involvement in OIG community activities, such as working
groups and committees

e Enhanced communications with stakeholders

e Continued improvements to OIG quality processes

e Full implementation of the automated recommendation tracking
system

e Employment of additional automated tools to assist with project
execution/management and to increase productivity

e Improved OIG IT controls and security
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List of Abbreviations and Acronyms

ACH
Board
BS&R
Bureau
CIGFO
CIGIE
DCCA
DIF
Dodd-Frank Act
EOF
FDI Act
FDIC
FFIEC
FISMA
FMU
FOIA
FOMC
FSOC
FTC
GAO
HR
HUD
IG Act
IG

IPA

IT

LEU
NCUA
oCcC
OIG
OoMB
OTS
PSU
RBOPS
Treasury

USA PATRIOT Act

Automated Clearing House

Board of Governors of the Federal Reserve System
Division of Banking Supervision and Regulation
Bureau of Consumer Financial Protection

Council of Inspectors General on Financial Oversight
Council of the Inspectors General on Integrity and Efficiency
Division of Consumer and Community Affairs

Deposit Insurance Fund

Dodd-Frank Wall Street Reform and Consumer Protection Act
External Oversight Function

Federal Deposit Insurance Act

Federal Deposit Insurance Corporation

Federal Financial Institutions Examination Council
Federal Information Security Management Act of 2002
Financial Market Utilities

Freedom of Information Act

Federal Open Market Committee

Financial Stability Oversight Council

Federal Trade Commission

Government Accountability Office

Human Resources

Department of Housing and Urban Development
Inspector General Act of 1978

Inspector General

Independent Public Accounting

Information Technology

Law Enforcement Unit

National Credit Union Administration

Office of the Comptroller of the Currency

Office of Inspector General

Office of Management and Budget

Office of Thrift Supervision

Protective Services Unit

Division of Reserve Bank Operations and Payment Systems
Department of the Treasury

USA PATRIOT Act of 2001
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