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Suspicious Activity Report Instructions

Safe Harbor Federal law (31 U.5.C. 5318(g)(3))
provides complete protection from civil liability for
all reports of suspicious transactions made to
appropriate authorities, including supporting
documentation, regardless of whether such reports
are filed pursuant to this report’s instructions or are
filed on a voluntary basis. Specifically, the law
provides that a financial institution, and its directors,
officers, employees and agents, that make a
disclosure of any possible viclation of faw or
regulation, including in connection with the
preparation of suspicious activity reports, “shall not
be liable to any person under any law or regulation
of the United States, any constitution, law, or
regulation of any State or political subdivision of any
State, or under any contract or other legally
enforceable agreement {including any arbitration
agreement), for such disclosure or for any failure to
provide notice of such disclosure to the person who
is the subject of such disclosure or any other person
identified in the disclosure”.

Notification Prohibited: Federal law (31 U.S.C.
5318(g)(2)) requires that a financial institution and its
directors, officers, employees and agents, who,
voluntarily or by means of a suspicious activity report,
report suspected or known criminal violations or
suspicious activities, may not notify any person involved
in the transaction that the transaction has been
reported.

In situations involving violations requiring
immediate attention, such as when a reportable
violation is ongoing, the financial institution shall
immediately notify, by telephone, appropriate fa%v
enforcement and financial ingtitution, supervnsory

crxmmal violations, con
i‘f"’the flnanc:al institutio

Anst;tunoﬁ and involvi

associations, savings association service
corporations, credit unions, bank holding
companies, nonbank subsidiaries of bank holding
companies, Edge and Agreement corporations, and
U.S. branches and agencies of foreign banks, are
required to make this report following the
discovery of:

a. Insider abuse involving any amount.
Whenever the Depository Institution detects any
known or suspected Federal criminal violation, or
pattern of criminal violations, committed or
attempted against the Depository Institution or
involving a transaction or transactions conducted
through the Depository Institution, where the
Depository Institution believes that it was either
an actual or potential victim of a criminal violation,
or series of criminal violations, or that the
Depository Institution was used to facilitate a
criminal transaction, and the De pository Institution
has a substantial basis for identifying one of its
directors, officers, employees, agents or oth
institution-affiliated parties as having compp tffﬁg;
or aided in the commission of a crimin I act’
regardless of the amount involved in the wolat;on.

\\‘9/,

b. Violations aggregatmg $5,000 or moﬁg
where a subject can be ldentlfted Wheneverﬂ
the Depository Institution detects ai‘% known or ¥
suspected Federal criminal Mtifatlon, or pattern of
mitted ordttem pted%“’gamst

or ifvolving 4 fansaction
Qr’transacilons condugted vﬁrough the Depository
g or%ggregating $5,000 or
!ﬁare in {uhgs or other aSets, where the Depository
ln%n?u&;kon beﬁefyes that it was either an actual or

authorities in addition to fi ﬂng a tlmelysusplcaous@ pothntiahkyietim of a criminal violation, or series of

activity report. List ;;ny’/;u% eontgct in Part V.

%

General !nstructmns~ .
“ h; A

Definition: Depository In h t:tut%ﬁ Jﬁ"

Sinswe
g,
esstggends

For the purposes of susplcmﬁw actlv:ty reporting
in accordance with 31 CFR 103.18, and the use
of this suspicious activity report form, the term
Depository Institution includes those entities
listed in 31 CFR 103.11(c) as well as bank holding
companies and nonbank subsiciaries of bank
holding companies.

A. When to file

General. Every Depository Institution shall file with
the Treasury Department, to the extent and in the
manner required by 31 CFR Part 103.18, a report
of any suspicious transaction relevant to a possible
violation of law or regulation. A Depositoty Institu-
tion may also file with the Treasury Department by
using the Suspicious Activity Report specified in 31
CFR Part 103.18, a report of any suspicious transac-
tion that it believes is relevant o the possible vio-
fation of any law or regulation but whose reporting
is not required by this section.

1. All Depository Institutions operating in the
United States, including insured banks, savings

z:zcnmmj;nal violations, or that the Depository

Yagtitution was used to facilitate a criminal
transaction, and the Dep05|tory Institution has a
substantial basis for identifying a possible subject
or group of subjects. If it is determined prior to
filing this report that the identified subject or group
of subjects has used an “alias,” then information
regarding the true identity of the subject or group
of subjects, as well as alias identifiers, such as
drivers’ licenses or social security numbers,
addresses and telephone numbers, must be
repotted.

. Violations aggregating $25,000 or more
regardless of a potential subject. Whenever the
Depository Institution detects any known or
suspected Federal criminal violation, or pattern of
criminal violations, committed or attempted against
the Depository Institution or involving a transaction
or wransactions conducted through the financial
institution and involving or aggregating $25,000
or more in funds or other assets, where the
Depository Institution believes that it was either
an actual or potential victim of a criminal violation,
or series of criminal violations, or that the
Depository Institution was used to facilitate a
criminal transaction, even though there is no
substantial basis for identifying a possible subject
or group of subjects.

d. Transactions aggregating $5,000 or more
that involve potential money laundering or
violations of the Bank Secrecy Act. Any transaction
(which for purposes of this subsection means a
deposit, withdrawal, transfer between accounts,
exchange of currency, loan, extension of credit,
purchase or sale of any stock, bond, certificate of
deposit, or other monetary instrument or
investment security, or any other payment, transfer,
or delivery by, through, or to a Depository
Institution, by whatever means effected) conducted
or attempted by, at or through the Depository
Institution and involving or aggregating $5,000 or
more in funds or other assets, if the Depository
Institution knows, subjects, or has reason to suspect
that:

e

i. The trangaetton m)mf@es funds derived from

illegal actiyitiés or is mtended or conducted in

order to hldelca guls& funds or assets derived

{m?n illegal actnv:he% nclufilng, without fimitation,

the ;swners}np, natur sour@g location, or control

s@*“" su&h funds or asset.s() as par{ of a plan to violate

or evé;ie any law or ragafation or to avoid any

tra;;}sactlon reporting requirement under Federal
¥aw

%

%% ii. The transaction is designed to evade
Ydhy regulations promulgated under the Bank
Secrecy Act; or

ili. The transaction has no business or
apparent lawful purpose or is not the sort in which
the particular customer would normally be
expected to engage, and the Depository Institution
knows of no reasonable explanation for the
transaction after examining the available facts,
including the background and possible purpose
of the transaction.

2. The Bank Secrecy Act requires all institutions
to file currency transaction reports {CTRs) in
accordance with the Department of the Treasury’s
implementing regulations (31 CFR Part 103). These
regulations require a Depository Institution to file
a CTR whenever a currency transaction exceeds
$10,000.

3. If a currency transaction exceeds $10,000
and is suspicious, the institution must file both a
CTR {reporting the currency transaction) and a
suspicious activity report (reporting the suspicious
or criminal aspects of the transaction). If a currency
transaction equals or is below $10,000 and is
suspicious, the institution should only file a
suspicious activity report.

4. A Depository Institution is required to file a
suspicious activity report no later than 30 calendar
days after the date of initial detection of facts that
may constitute a basis for filing a suspicious activity
report. If no subject was identified on the date of
detection of the incident requiring the filing, a
Depository Institution may delay filing a suspicious
activity report for an additional 30 calendar days
to identify a subject. In no case shall reporting be
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delayed more than 60 calendar days after the date
of initial detection of a reportable transaction.

5. This suspicious activity report does not
need to be filed for those robberies and burglaries
that are reported to local authorities, or {except for
savings associations and service corporations) for
lost, missing, counterfeit, or stolen securities that
are reported pursuant to the requirements of 17
CFR 240.17f-1,

B. How to make a report:

NOTE: if this report is jointly filed, both of the
filing institutions must retain a copy of the SAR and
any supporting documentation for a period of five
years from the date the report was filed.

1. This form should be e-filed through the
Bank Secrecy Act E-filing System. Go to
http://bsaefiling.fincen.treas.gov/index.jsp to reg-
ister. This formn is also available for download on
the Financial Crimes Enforcement Network’s Web
site at www.fincen.gov, or may be ordered by call-
ing the IRS Forms Distribution Center at (800) 829-
3676. This form is also available through your pri-
mary federal regulator.

2. If not filed electronically or through magnetic
media, send each completed suspicious activity
repoit to:

Detroit Computing Center

Attn: SAR-DI

PO. Box 33980

Detroit, Ml 48232-0980

T
3. While all items, sh’i)uld be comp{eted fully

and accurately, |tems mar&@d wuth an asterisk (*)
must be completed 3 cord“ﬁ\g to th% provisu)ns of
paragraph 4 below.

4. if the information fct a itern m@rked with a
asterisk (*) is not known nompphcable enter
special responses “None, ot Applicable,”
“Unknown,” or “XX" (state/country/middle
initial) as appropriate to complete the item. if
the SSN/EIN/TIN is unknown, enter a series of
1s e.g, 111111111, Other fields should be left
blank if the information is unknown or not
applicable.

5. Complete each suspicious activity report by
providing as much information as possible on initial
and corrected or amended reports.

6. Do not include supporting documents with
the filed suspicious activity report. Retain a copy of
the report and all supporting documentation (e.g.
transaction records, new account information, tape
recordings, correspondence, e-mail messages, etc.)
or business record equivalent in your files for five
(5) years from the date of the suspicious activity
report. All supporting documentation must be made
available to appropriate authorities upon request.

7. Type or complete the report using block
written letters.

passﬁi)r‘t; and Social § cuntX/M

8. If more than one subject is being reported,
make a copy of page 1, complete only the subject
information in Part |, and attach the additiona!
page(s) behind page 1. if more space is needed to
complete any other item(s), identify that item in
Part V by “item number,” and add the additional
information.

9. Enter all dates in MM / DD / YYYY format
where MM = month, DD = day, and  YYYY =
year. Precede single numbers with zero, ie., 01,02,
etc. If the month or day is unknown, enter “00” in
place of the month or day.

10. Record telephone numbers using the format
(XXX) XXX-XXXX. List fax numbers and international
telephone numbers in Part V.

11. Always enter an individual’s name by
entering the last nane, first name, and middle initial
in the appropriate items. if the last or first name is

not known, enter “Unknown” in the item. If an M

individual has two middle initials, enter both lnlt;&}s’
in that itern. If the middle initial is unknowwﬁ? 1ez¢x
individual has no middle name, enter “XX” iy that ¥,
item. &‘%

({yﬂ,{& %
12, Enter all idefitifyings numbers (ali
registration, driver's Jicense/state<|D Employer

Identification Numbe (ElM),%le%agZ(payer v Box

nal 1D,
@&Kﬂ etc)

startmg erm feft to nght Qo not inclide spaces,

Identification Number (ITINY”T Fég%;
m

?asﬁgs of other punctuatno@

o A ¢

ﬁ*a En I Post O?ﬁce ZIP Codes from left to
g;htaﬁmh a:%g%ast the first five numbers or all nine
numbers 2t + 4) if known.

“74. Enter all monetary amounts in U.S. Dollars.
Use whole dollar amounts rounded up. Enter the
amount as a number string without punctuation. If
foreign currency is involved, state the name of
currency and country of origin in Part V.

%

15. Addresses. Enter the permanent street
address, city, two-letter state/territory abbreviation
used by the U.S. Postal Service and ZIP code (ZIP+4
if known) of the individual or entijty. Do not use a
post office box for an individual, unless no other
address is available. For an individual, enter any
apartment or suite number and road or route
number. If a post office box is used for an entity,
enter the street name, suite number, and road or
route number. If the individual is from Mexico or
Canada, enter the appropriate state or territory
code in the state item and MX or CA as appropriate
in the country item. If the address is from another
foreign country, enter “XX" in the state item and
the appropriate two-digit country code in the
country item. Complete any part of the address
that is known, even if the entire address is not
known. If the address is in the .5, leave the country
field blank. Lists of country and state two-digit
codes are available on the FinCEN web site at
www.fincen.gov/reg_bsaforms.html, or by calling
1-800-949-2732 and selecting option 5 to
request a list by mail.

16. If you have questions or require further
assistance, go to www.fincen.gov, contact your
primary regulator, or call the FinCEN Helpline at
800-949-2732. For software issues, contact the
IRS/DCC at 800-800-2877

C. Specific Suspicious Activity Report
preparation instructions

Item 1--Check the box if the report amends or
corrects a prior report. {See Part V, item “r”).

Item 1a-— Check this box if this is an updated
report.

Item 1b -- Check this box if this is a jointly

filed report with another, financial institution.
#
e

Part | Sub;ectﬁlﬁformghon
Note: Ent ‘,mfoﬁi*matlogkabout the person(s) or
ty mvolved tha&causeei this report to be filed,
not» e victim of the' %CUV!

‘&iteng 2--If there are tlp!e subjects involved,
cg,ack box “2a” and complete a separate Part | for
sach subject. Check box “2b” only if NO subject
mformatlon is available. If ANY subject information
is avanlable record that information in Part 1, leave
“2b” blank, and insert the appropriate special
response in any critical item for which data is
missing.

Items *3, *4, and *5--Individual/entity names.
See General Instruction B10 for information on
completing name fields. If the subject is an entity,
enter the entity’s full legal name in ltem 3, “Not
Applicable” in ftem 4, and "XX" in Item 5.

ltem 6 Also known as--If an individual has
another name under which he or she is commonly
known, enter that name in item 6. If the subject is
an entity, record the trade name of the entity in
ltem 6 if the trade name is different from the legal
name in ltem 3.

Item 7--Occupation or type of business. If
known, identify the occupation, profession
or business that best describes the individual or
entity in Part | (e.g., attorney, car dealer, carpenter,
doctor, farmer, plumber, truck driver, etc.). Do not
use nondescript terms such as businessman,
merchant, store owner (unless store’s name is
provided), or self employed. If unemployed, or
retired are used enter the regular or former
occupation if known, If the individual’s business
activities can be described more fully, provide the
additional information in Part V.

ftems *8, *9, *10, *11, and *12-- Address.
See General Instructions B13 and B15. If any part
of the address is not known, enter “Unknown” or
“XX" (state and country only) in that item.

ftem *13--SSN/ITIN (individual) or EIN
(entity). See General Instruction B12. If the subject
named in items 3 through 5 is a U.S. Citizen or an
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alien with a SSN, enter his or her SSN in Item 13. If
that individual is an alien who has an ITIN, enter
that number. If the subject is an entity, enter the
£IN. If the identification number is not known, enter
“PT11111117 in ftem 130

item *14--Date of birth. See General Instruction
B9. If the subject is an individual, enter the date of
birth. Enter “Unknown” if the date of birth is not
known. Enter “N/A” if the subject is an entity.

ltem *15--Forms of identification for subject.
See General Instruction B12. Check the box
showing the type of document used to verify the
subject’s identity. If you check box “d Other,”
specify the type of document used. You must list
the 1D number of the identifying document and
the issuing authority in 16e and 16f. If no
identification was available, check box 16d and
enter “Unknown” in “Other.”

ftems 16 & 17--Telephone numbers, See
General Instruction B10. List any additional
number(s) that may be available in Part V.

ltem *18--Insider relationship? You must check
box “a” or “b" showing whether or not there is an
insider relationship. if box “a” is checked, you must
also check box “c”, “d”, *e”, or “f” to identify the
current relationship, and complete item 19.

Note: A joint SAR cannot be filed if item 18
is checked “yes.” p

ltem 19--Date of Suspension, etc. Enter th%
date of any suspension, termlgatmmog resignatxon
reflected in ttem 18. " @

w’*"w ﬁw”“’ e

ltem 20--Admvss|§n or C’gnfesst Ch@ck the
appropriate box to xnﬁicate hethe the subject
has admitted or confessed to th&suspf’cxous Jactivity.
If “Yes,” describe the adm|§5|on of confi:ssfon more
fully in Part V. o o
Part 1l Suspicious Activity Information

ltem *21.-Date or date range of suspicious
activity. See General Instruction B8, Enter the date
of the reported activity in the “From” field. If more
than one day is involved, indicate the duration of
the activity by entering the first date in the “From”
field and the last date in the “To" field. If the same
individual or organization conducts multiple or
related activities within the 30 calendar day period
after the date of initial detection, the reporting
institution may consider reporting the suspicious
transactions on one form, but only if doing so will
fully describe what has occurred. A new report
must be filed for other related suspicious
transactions committed after the initial detection
period.

ftem *22--Total dollar amount. See General
Instruction B13. Enter the total dollar value of the
funds or assets involved in the suspicious activity
that is conducted by the same individual or
organization within the 30 calendar day period
after the date of initial detection. For multiple or

[FR Doc. 06—1433 Filed 2—16—06; 8:45 am]
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related suspicious transactions, show the breakdown
of this aggregated total in Part V. For abuse by a
person associated with the institution, the value of
this ltem can be zero (0). Do not use any words,
such as “thousand”, “million”, etc. For foreign
currency, convert all values to U.S. Dollars. if this is
an updated report, leave this item blank unless the
amount is different than originally reported.

Item *23--Type of suspicious activity, Check
up to 10 boxes to identify the suspicious activity.
Provide a brief explanation in Part V of why each
box is checked. If none of the items apply, mark
box “s” “Other,” enter a brief description on the
following line, and provide in Part V an explanation
of the type of suspicious activity.

Items 24 and 25--Amount of loss and recovery
(if applicable). Indicate in ltern 24 the amount of
the initial loss. This amount cannot be larger than
the amount in ltem 22. In ltem 25 indicate the
amount of any recovery. This amount cannot

o5 Gen}ml !nstructlon§ B13

Item 33--Primary Federal Regulator (This
item must be completed for all reports).
Depository Institutions filing this report must check
box “a” through “e” (only one). For all other
institutions, check box “f”, “g”, or "h” as
appropriate.

item *34--Account number(s). Enter up to
four account numbers for financial institution
accounts involved in the activity. Check the box
“Yes” if an account is closed. Enter additional
account numbers in Part V. Enter “None” in Item
35a if no accounts are involved.

Item 35--Relationship to financial institution.
Check the appropriate box(es) to indicate whether
or not the subject ldermf‘“ e(’ixm Part 1, items 3-5 is
or was assoctateg«wsth tgef?eportmg institution.
Up to four b@xes can be checked.

s A, A
M%ems *36< 55--‘Brangk office addresses. See
B15. Provide the

larger than the amount in ltem 24, Both amgpuiits y,ad‘ﬁfessos of up to fo§ur branch locations where

must be in U.S. Dollars. ;*s(@
%
Part Hl Reporting Fug,gmcual Instltut%@

Information 'ﬁ

zv‘

LN
%

Note: If filed jointly, a éart

compk:ted for each msmtutlg,w %,

N

" lf th;s re%port is being ?lled lgﬁnﬂy (bo??‘fn !tem 1b
d) réake a copy ébf paﬁ%e two and complete

ftem rough 35 forﬂhe@ nt filer following the

sé‘%tg |n5trucg§ms as the“filer. Complete branch
infdgniation, lte?’gs 36 through 55 if appropriate. If

% theré, are%@dd:tmnal joint filers, make as many

ople of page two as required to record the

additional joint filer information. Attach any
additional pages behind page three, and indicate
the total number of joint filers in Part V.

NOTE: Reports involving insider abuse may not
be filed jointly.

Item *26--Name of financial institution. Enter
the full legal name of the institution, i.e. the name
shown on the charter or other document creating
the entity. Check box “a”, “Filing institution” when
the listed institution is the institution preparing and
filing the report. Check box “b", “Joint filer” for all
other reporting institutions.

Item *27--Employer identification number.
See Ceneral Instruction B12. Enter the reporting
financial institution’s EIN.

Items *28, *30, *31, and *32--Address. See
General Instructions B13 & B15. This address
should be the address of the principal office or
headquarters in the United States.

Item 29--Internal report control/file number
(optional). Enter any internal file or report number
assigned by the reporting institution to track this
report. This information will act as an identification
aid if contact is required.

tl;e* st significant pemﬁﬁ of the suspicious
acny occurred. If there are more than four
bfanches check the box labeled “Check if
ad;ix'uonal branch ...” in the last branch address
(itery 52) and list the additional locations in Part V.

nd Part:lV must be % lf"tﬁere are no branch addresses involved, enter

“Not Applicable” in ltem 37.
Part IV Contact for Assistance

item *56-- Designated contact office. Enter
the name of the office that the financial institution
has designated to receive request for assistance
with this report. This office must have an individual
knowledgeable of this report available during
regular business hours,

Item *57--Phone number. See General
Instruction B10. Enter the work telephone number
of the contact office.

Item *58--Date filed. See Ceneral Instruction
B9. Enter the date this report was filed. For
electronic filing, it is the date that the report was
e-filed using BSA Direct. For magnetic media
filing, it is the date the magnetic media was
forwarded to DCC. For all other filers, it is the
date the financial institution completed the final
review and mailed/submitted the report to DCC’

Item 59--Agency. If this report is filed by an
agency other than a financial institution such as a
regulator or OFAC, enter the name of the reporting
agency in ltem 60.

Part V--*Suspicious Activity Information
-Narrative.

This is the most important section, and should
be completed in as much detail as possible. See
page 3 of the form for specific instructions for
completing the narrative. The reporting financial
institution should not include legal disclaimers
in the narrative.



