
Examination Strategy and Risk-Focused Examinations
Effective date October 2016 Section 1000.1

WHAT’S NEW IN THIS REVISED
SECTION

Effective October 2016, this section is revised to
include changes resulting from the June 8, 2016,
issuance of SR-16-11, “Supervisory Guidance
for Assessing Risk Management at Supervised
Institutions with Total Consolidated Assets Less
than $50 Billion.” The supervisory guidance
applies to assessing risk-management practices
at state member banks, bank holding companies,
and savings and loan holding companies (includ-
ing insurance and commercial savings and loan
holding companies) with less than $50 billion in
total consolidated assets, and foreign banking
organizations with combined U.S. assets of less
than $50 billion. When SR-16-11 was issued,
SR-95-51, “Rating the Adequacy of Risk Man-
agement Processes and Internal Controls at
State Member Banks and Bank Holding Com-
panies,” became applicable only to state mem-
ber banks and bank holding companies with $50
billion or more in total assets. Both SR-95-51
and SR-16-11 are included in this manual sec-
tion.

EXAMINATION AND
SUPERVISORY AUTHORITY AND
CONFIDENTIALITY PROVISIONS

The Federal Reserve System’s statutory exami-
nation authority permits examiners to review all
books and records maintained by a financial
institution that is subject to the Federal Reserve’s
supervision. This authority extends to all docu-
ments.1 Section 11(a)(1) of the Federal Reserve
Act provides that the Board has the authority to
examine, at its discretion, the accounts, books,
and affairs of each member bank and to require
such statements and reports as it may deem
necessary.

Federal Reserve supervisory staff (includes the
examination staff), therefore, may review all
books and records of a banking organization that
is subject to Federal Reserve supervision. 1a In
addition, under the Board’s Rules Regarding the

Availability of Information, banking organiza-
tions are prohibited from disclosing confidential
supervisory information without prior written
permission of the Board’s General Counsel. 1b

Confidential supervisory information is defined
to include any information related to the
examination of a banking organization. 1c Board
staff have taken the position that identification of
information requested by, or provided to, super-
visory staff—including the fact that an exami-
nation has taken or will take place—is related to
an examination and falls within the definition of
confidential supervisory information. It is con-
trary to Federal Reserve regulation and policy for
agreements to contain confidentiality provisions
that (1) restrict the banking organization from
providing information to Federal Reserve super-
visory staff (refer to 12 USC 1820(d)); (2) require
or permit, without the prior approval of the
Federal Reserve, the banking organization to
disclose to a counterparty that any information
will be or was provided to Federal Reserve
supervisory staff; or (3) require or permit,
without the prior approval of the Federal
Reserve, the banking organization to inform a
counterparty of a current or upcoming Federal
Reserve examination or any nonpublic Federal
Reserve supervisory initiative or action. Banking
organizations that have entered into agreements
containing such confidentiality provisions are
subject to legal risk. (See SR-07-19.)

EXAMINATION-FREQUENCY
GUIDELINES FOR STATE
MEMBER BANKS

The Federal Reserve is required to conduct a
full-scope, on-site examination of every insured
state member bank at least once during each
12-month period, with the exception that certain
small institutions can be examined once during
each 18-month period. The 18-month examina-
tion period can be applied to those banks that—

• have total assets of less than $1 billion;
• are well capitalized;
• at the most recent Federal Reserve or appli-

cable state banking agency examination,1d the
1. SR-97-17 details the procedure supervisory staff should

follow if a banking organization declines to provide informa-
tion asserting a claim of legal privilege.

1a. Supervisory staff include individuals who are on and/or
off site.

1b. 12 CFR 261.20(g).
1c. 12 CFR 261.2(c)(1)(i).
1d. The Board is permitted to conduct on-site examinations
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Federal Reserve assigned a management com-
ponent rating of “1” or “2” and

• as part of the bank’s rating were assigned a
CAMELS composite rating of “1” or “2”;1e

• are not subject to a formal enforcement pro-

ceeding or action by the Federal Reserve or
the Federal Deposit Insurance Corporation
(FDIC); and

• no person acquired control of the bank during
the preceding 12-month period in which a
full-scope examination would have been re-
quired but for the 18-month examination cycle
eligibility provision.1f

of SMBs on alternating 12-month or 18-month periods with
the institution’s state supervisor, if the Board determines that
the alternating examination conducted by the state carries out
the purposes of section 10(d) of the FDI Act. 12 USC
1820(d)(3). Refer to the discussion below on the Alternate-
Year Examination Program.

1e. The ratings were assigned under the Uniform Financial
Institutions Rating System (UFIRS). Refer to SR-96-38 and
this manual’s section A.5020.1. 1f. 12 CFR 208.64.

Overview of State Member Bank Examination Frequency and Coordination1

Total Asset Size

of the State

Member Bank

(SMB)2

Composite CAMELS rating of “1” or “2”

from the last examination

Composite

CAMELS rating

of “3” from

the last

examination

Composite

CAMELS rating

of “4” or “5”

from the last

examination

$0 to less than

$1 billion

Full-scope on-site exam every 18 months, provided:

• SMB is well capitalized;

• SMB received a CAMELS composite rating of

“1” or “2” and a management component rating of

“1” or “2” at the most recent Federal Reserve or

applicable state banking agency examination;

• SMB not subject to a formal enforcement proceed-

ing or order by Federal Reserve or FDIC; and

• No person acquired control of the SMB during the

preceding 12-month period in which a full-scope

exam would have been required but for the

18-month exam cycle.

Otherwise, full-scope exam every 12 months.

May be eligible for alternate-year examination

program (AEP).3

Full-scope on-site

exam every

12 months con-

ducted by the

Federal Reserve

or jointly with the

relevant state

banking agency.

A targeted exam

conducted by the

Federal Reserve

or jointly with the

state banking

agency is also

required annually

for deteriorating

institutions.4

Two exams are

required every

12 months. One

of the two exams

must be a full-

scope exam. Both

exams must be

conducted by the

Federal Reserve

or jointly with the

relevant state

banking agency.

$1−$10 billion Full-scope on-site exam every 12 months. May be

eligible for AEP.

Greater than

$10 billion

and less than

$50 billion

Full-scope on-site exam every 12 months. Some SMBs rated CAMELS composite “1” and

“2” may be eligible for an AEP. The SMB is subject to continuous monitoring, and exam

activities are intensified based on the severity of issues at the bank.

$50 billion and

above

Full-scope on-site exam every 12 months. The full-scope exam must be led by the Federal

Reserve and may be joint with the relevant state banking agency. The SMB is subject to continu-

ous monitoring, and exam activities are intensified based on the severity of issues at the bank.

1. This table provides a brief summary of examination (exam) frequency requirements for SMBs. See the Federal Reserve
Board’s Regulation H, (12 CFR 208.64(b)).

2. Examinations of SMBs with more than $10 billion are typically integrated into the consolidated supervision program at the
bank holding company.

3. AEPs generally allow exams conducted in alternating years or alternating 18-month periods, as appropriate, to be
conducted with the state banking agency along with Federal Reserve examiner presence. AEPs are implemented on a
state-by-state basis. Consult the appropriate Reserve Bank for further information regarding eligibility and availability of an AEP
in a particular state.

4. The Federal Reserve typically identifies deteriorating banks through off-site surveillance information. See Section 1020.1
of this manual for more information.
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(See 12 CFR 208.64 of Regulation H. See also
81 Fed. Reg. 10063, February 29, 2016. The
exceptions do not limit the authority of the
Federal Reserve to examine any insured mem-
ber bank as frequently as deemed necessary. The
examination cycle was also expanded from
12 months to 18 months for U.S. branches and
agencies of foreign banks, subject to specified
qualifying criteria. (Refer also to 72 Fed. Reg.
17798, April 10, 2007, and 72 Fed. Reg. 54347,
September 25, 2007.) (Refer also to SR-16-6.)

De Novo Bank Examination
Frequency

A de novo bank is a bank that has been in
operation for five years or less. A de novo bank
or a recently converted state member bank1g has
a different examination frequency from the
required 12-month or 18-month examination
schedule. The examination frequency for these
banks is found in SR-91-17, “Application and
Supervision Standards for De Novo State Mem-
ber Banks.” Each Reserve Bank should conduct

• a limited scope examination after the bank’s
first quarter of operation,

• a full-scope examination six months after the
end of the first quarter of operation, and

• a full-scope examination for each six-month
interval thereafter until the bank receives two
consecutive CAMELS composite ratings of
“1” or “2” and, in the judgment of the Reserve
Bank, can be expected to continue operating
on a sound basis.

Once these criteria are met, the standard
examination schedule may be followed.

If a bank’s composite rating becomes a CAM-
ELS “3” or worse (after two consecutive com-
posite ratings of “2” or better) at any time during
the first five years of operation, the Reserve
Bank should, thereafter, conduct a full-scope
examination at six-month intervals until the
composite rating is a “2” or better for two
consecutive examinations. If the Reserve Bank
staff are of the opinion that the bank will

continue to operate on a sound basis, the stan-
dard examination schedule may be followed.

Exception to De Novo State Member
Bank Examination Frequency—Bank
Subsidiaries of Large Bank Holding
Companies

Examination frequency guidelines may be waived
for de novo state member bank subsidiaries of
large bank holding companies (consolidated
assets greater than $1 billion) if the Reserve
Bank determines that the parent company and its
subsidiary banks are in satisfactory condition
and the parent is considered to be a source of
strength to the bank subsidiaries.

Alternate-Year Examination Program

The frequency of examination may also be
affected by the alternate-year examination pro-
gram. Under the alternate-year examination pro-
gram, those banks that qualify are examined in
alternate examination cycles by the Reserve
Bank and the state. Thus, a particular bank
would be examined by the Reserve Bank in one
examination cycle, the state in the next, and so
on. Any bank may be removed from the pro-
gram and examined at any time by either agency,
and either agency can meet with a bank’s
management or board of directors or initiate
supervisory action whenever deemed necessary.

Banks that are ineligible for an alternate-year
examination are those institutions that are in
excess of $10 billion in assets and are rated a
composite 3 or worse. De novo banks are also
ineligible until they are rated 1 or 2 for two
consecutive examinations after they have com-
menced operations. (See SR-91-17.) Also, a
bank that undergoes a change in control must be
examined by the Federal Reserve within
12 months of the change in control.

SUPERVISION OF
STATE-CHARTERED BANKS

In May 2004, the State–Federal Working Group,
an interagency group of state bank commission-
ers and senior officials from the Federal Reserve
and the Federal Deposit Insurance Corporation
(FDIC), developed a recommended-practices

1g. This policy applies to commercial banks that have been
in existence for less than five years and subsequently convert
to membership. Thrifts, Edge Act corporations, industrial
banks that are converting to membership, irrespective of their
length of existence, are also subject to the de novo policy
because they have not demonstrated operating stability as a
commercial bank.
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document designed to reiterate and reaffirm the
need for a commonsense approach for collabo-
rating with states in the supervision of state-
chartered banking organizations.2 The recom-
mended practices highlight the importance of
communication and coordination between state
and federal banking agencies in the planning
and execution of supervisory activities.

When communicating and coordinating with
other agencies, examination and supervisory
staff should follow the common courtesies and
recommended practices identified in the May
2004 document. The recommended practices
reinforce the long-standing commitment of fed-
eral and state banking supervisors to provide
efficient, effective, and seamless oversight of
state banks of all sizes, whether those institu-
tions operate in a single state or more than one
state. The recommended practices also
minimize, to the fullest extent possible, the
regulatory burden placed on state-chartered
banks—thus further supporting and fostering a
seamless supervisory process. (See SR-04-12.)

Recommended Practices for State
Banking Departments, the FDIC, and
the Federal Reserve

1. State and federal banking agencies should
take steps to ensure that all staff responsible
for the supervision and examination of state-
chartered banks are familiar with the prin-
ciples contained in the agreement. State and
federal banking agencies should ensure that
adherence to the principles in the agreement
is communicated as a priority within their
respective agencies at all levels of staff—
ranging from the field examiners to the
officers in charge of supervision and to state
bank commissioners.

2. Home-state supervisors should make every
effort to communicate and coordinate with

host-state supervisors as an important part
of supervising multistate banks as specified
in the Nationwide Cooperative Agreement
executed by the state banking departments
and recognized by the federal agencies in
the agreement.

3. State and federal banking agencies should
consider inviting one another to participate
in regional examiner training programs
and/or seminars to discuss emerging issues
and challenges observed in the banking
industry.

4. Federal and state banking departments
should maintain and share current lists
of their staff members designated as pri-
mary contact persons (PCPs) for their insti-
tutions.

5. PCPs and examiners-in-charge (EICs) from
the state banking department(s) and federal
agencies should discuss and prepare super-
visory plans at least once during the exami-
nation cycle, and more frequently as appro-
priate for institutions of greater size or
complexity or that are troubled. The agen-
cies should discuss and communicate
changes to the plan as they may evolve over
the examination cycle. The supervisory plans
should be comprehensive, including exami-
nation plans, off-site monitoring, follow-up
or target reviews, supervisory actions, etc.,
as applicable.

6. The PCPs from the home-state banking
department and federal banking agencies
should make every effort to share reports
that their individual agencies have produced
through their off-site monitoring program or
through targeted supervisory activities.

7. State and federal banking agencies should
notify one another as early as possible if
their agency cannot conduct a supervisory
event (e.g., examination) that was previ-
ously agreed upon—or if the agency intends
to provide fewer examiners/resources than
originally planned.

8. Meetings with bank management and direc-
tors should involve both the appropriate staff
from the home-state banking department and
from the responsible federal banking agency,
whenever possible. If a joint meeting is not
possible or appropriate (for example, the
bank arranges the meeting with one agency
only), the other agency (the home-state
banking department or the responsible
federal banking agency, as applicable)
should be informed of the meeting.

2. The source for the recommended practices is the Novem-
ber 14, 1996, Nationwide State and Federal Supervisory
Agreement (the agreement) to enhance the overall state-
federal coordinated supervision program for state-chartered
banks. The agreement established a set of core principles to
promote coordination in the supervision of all interstate banks,
with particular emphasis on complex or larger (for example,
$1 billion or more of assets) institutions. (See SR-96-33.)
These principles are equally applicable and important when
supervisors from federal and state banking agencies are
communicating and coordinating the supervision of state-
chartered banks operating within a single state.
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9. The home-state and responsible federal
agency should make every effort to issue a
joint exam report in the 45-day time frame
identified in the agreement. If circum-
stances prevent adherence to time frames
identified in the agreement, the state and
federal agencies should coordinate closely
and consider benchmarks or timing require-
ments that may apply to the other agency.

10. All corrective-action plans (for example,
memoranda of understanding, cease-and-
desist orders) should be jointly discussed,
coordinated, and executed to the fullest
extent possible among all examination par-
ties involved. Also, all information on the
institution’s corrective-action plan and prog-
ress made toward implementing the plan
should be shared.

11. To ensure that messages to management are
consistent to the fullest extent possible,
supervisory conclusions or proposed
actions should only be communicated to
bank management, the bank board of direc-
tors, or other bank staff after such matters
have been fully vetted within and between
the federal banking agency and home-state
banking department. The vetting process
should, to the fullest extent possible, adhere
to the exit meeting and examination report
issuance time frames specified in the agree-
ment. All parties should make every effort
to expedite the process in order to deliver
timely exam findings and efficient regula-
tory oversight.

12. When differences between the agencies arise
on important matters, such as examination
conclusions or proposed supervisory action,
senior management from the home-state
banking department and the appropriate
federal banking agency should communi-
cate to try to resolve the differences. In the
event that the state and federal banking
agency cannot reach agreement on impor-
tant matters affecting the supervised institu-
tion, the respective agencies should coordi-
nate the communication of those differences
to the management or board of directors of
the supervised institution, including the tim-
ing thereof and how the differing views will
be presented. (See SR-99-17.)

EXAMINATION OF INSURED
DEPOSITORY INSTITUTIONS
PRIOR TO MEMBERSHIP OR
MERGER INTO STATE MEMBER
BANKS

A safety-and-soundness or consumer compli-
ance examination of a state nonmember bank,
national bank, or savings association seeking to
convert its status to a state member will not
generally be required prior to the conversion if
the institution seeking membership meets the
criteria for “eligible bank,” as set forth in the
Board’s Regulation H, 2a plus the additional
safety-and-soundness and consumer compliance
criteria listed below (together referred to as
“eligibility criteria”). 2b To meet the Regulation
H “eligible bank” criteria, an insured depository
institution must:

1. be well capitalized under Regulation H,
subpart D, Prompt Corrective Action;

2. have a composite CAMELS rating of “1” or
“2” (or equivalent composite rating for a
savings association);

3. have a Community Reinvestment Act (CRA)
rating of “outstanding” or “satisfactory”;

4. have a consumer compliance rating of “1”
or “2”; and

5. have no major unresolved supervisory issues
outstanding (as determined by the Board or
appropriate Federal Reserve Bank in its
discretion), including adverse supervisory
findings or ratings by the current primary
regulator or Consumer Financial Protection
Bureau (CFPB). 2c

In addition, the insured depository institution
seeking membership must meet the following
additional safety-and-soundness criteria:

6. the management component of CAMELS is
rated “1” or “2”;

2a. 12 CFR 208.2(e).
2b. Note that a bank may be subject to a consumer

compliance pre-membership or pre-merger examination or
CRA review even if it meets all waiver eligibility criteria for
safety-and-soundness examination. Similarly, a pre-membership
or pre-merger safety-and-soundness examination may be war-
ranted even though the bank meets all of the waiver criteria for
consumer compliance and/or CRA.

2c. In general, if significant trust or fiduciary activities
were found to be conducted in a less-than-satisfactory manner,
an insured depository institution would typically not meet this
requirement.
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7. the on-site “close date” 2d of the most recent
full-scope safety-and-soundness examina-
tion is less than nine months from the date
of the application for membership;

8. there have been no material changes to the
bank’s business model since the most recent
report of examination and no material
changes are planned for the next four quar-
ters; 2e and

9. the annual growth in total assets, measured
as of the most recent quarter end on the
institution’s Consolidated Reports of Con-
dition and Income, is under 25 percent and
planned growth over the next year is less
than 25 percent.

In cases where a state nonmember bank, national
bank, or savings association is merging with a
state member bank and the surviving institution
is a state member bank, a safety-and-soundness
or consumer compliance examination of the
state nonmember bank, national bank, or sav-
ings association will not be required so long as
the state member bank meets all of the eligibility
criteria on an existing and pro-forma basis. For
example, the state member bank would not meet
all of the eligibility criteria if its total assets
were to increase by 25 percent or more on a
pro-forma basis considering both organic growth
and assets from the merging institution. Other
examples of situations that may cause the merg-
ing state member bank to not meet the eligibility
criteria include, but would not be limited to, a
change in senior leadership, a change in strat-
egy, and a situation where the institution with
which it is merging is rated less than satisfac-
tory, has major unresolved supervisory issues, or
brings new business lines or products to the state
member bank. (See SR-15-11/CA-15-9.)

Process for Determining Whether to
Waive a Safety-and-Soundness
Examination

In all cases, the Reserve Bank must consult with
Board supervisory staff when determining
whether to waive a safety-and-soundness exami-
nation under this policy. Under certain circum-
stances, a pre-merger or pre-membership exami-
nation may be waived even when an institution
fails to meet one or more of the safety-and-
soundness related eligibility criteria. This can
occur if the Reserve Bank, in consultation with
Board supervisory staff, determines that conduct-
ing a safety-and-soundness examination would
be unlikely to provide information that would
assist in evaluating the statutory and regulatory
factors that the Federal Reserve is required to
consider in acting on the membership or merger
application.

Process for Determining Whether to
Waive a Consumer Compliance
Examination or CRA Review

For consumer compliance and CRA, the Reserve
Bank should review the most recent supervisory
information, including consumer compliance ex-
aminations, reviews, and risk assessments, from
the appropriate primary banking regulatory
agency and the CFPB, if applicable, and consult
with applications staff and supervisory staff in
the Board’s Division of Consumer and Commu-
nity Affairs (DCCA) when determining whether
to waive a consumer compliance examination
under this policy. However, if the institution
seeking to convert to a state member bank is
rated less-than-satisfactory for consumer com-
pliance, a pre-membership or pre-merger exami-
nation should be conducted.

In addition, if the review of supervisory
information from the appropriate primary bank-
ing regulatory agency and the CFPB, if applica-
ble, identifies significant weaknesses, a pre-
membership or pre-merger consumer compliance
examination may be warranted, with a focus on
the particular area of concern, even if a bank has
a consumer compliance examination rating of
“1” or “2.” In such cases, the Reserve Bank

2d. The close date of an on-site examination is defined as
the last date that the examination team is physically onsite at
the institution. For examinations for which all or a portion of
the work is performed off-site, the close date is defined as the
earlier of the following dates: (1) the date when the analysis
(including loan file review) is completed and ready for the
examiner-in-charge review; or (2) the date when the prelimi-
nary exit meeting is held with management, which can be
conducted either on-site or off-site by conference call.

2e. A “material change” would be an event that would
materially affect the institution’s balance sheet and income
statement, such as a sizeable growth, sale, or wind-down of a
major business line or assets, or change in senior leadership
positions, such as the chief executive officer, the chief
financial officer, or the chairman of the board.

2f. Supervisory matters not captured in the examination
rating could raise significant concerns that may warrant a
pre-membership or pre-merger examination. Examples of
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should also consult with applications and super-
visory staff in DCCA.

Because membership in the Federal Reserve
System does not confer deposit insurance, CRA
does not, by its terms, apply to membership
applications. Nevertheless, a less-than-
satisfactory CRA rating, especially if it reflects a
chronic record of weak CRA performance, would
presumably reflect unfavorably upon the abili-
ties of management of the institution. In these
situations, it is appropriate for the Reserve Bank
to include in the pre-membership examination a
review of the institution’s CRA performance, as
well as management’s plans and programs to
ensure that the organization meets its CRA
obligations going forward.

Documentation Requirement for a
Waived Safety-and-Soundness or
Consumer Compliance Examination

The Reserve Bank must prepare and maintain
documentation supporting its decision not to
conduct a pre-membership or pre-merger safety-
and-soundness or consumer compliance exami-
nation. Documentation should include a memo-
randum summarizing how the institution meets
each of the eligibility criteria or a justification
for the waiver for cases where the institution
does not meet one or more of the eligibility
criteria. The supporting memorandum should
summarize the Reserve Bank’s review of the
two most recent full-scope safety-and-soundness
and consumer compliance examinations con-
ducted by the appropriate primary banking regu-
latory agency and, when applicable, the CFPB.

Scope and Documentation of the
Safety-and-Soundness or Consumer
Compliance Examination

All pre-membership or pre-merger safety-and-
soundness or consumer compliance examina-
tions can be risk focused and targeted, as appro-
priate, to the identified area(s) of weakness.
Furthermore, the Reserve Bank is not required

to issue a report to the institution; however, the
review should be documented in a memorandum
that is maintained together with the application
documents.

To fulfill the examination requirement for an
insured depository institution or savings asso-
ciation that is a subsidiary of a bank holding
company or savings and loan holding company
(hereafter referred to as holding company) with
consolidated assets equal to or greater than $50
billion, the supervisory team will generally rely
on information gathered through the existing
continuous monitoring program. The team is
also expected to consider findings from recent
examinations that assessed specific risks, lines
of business, or control functions, and from
reviews such as the Comprehensive Capital
Analysis and Review, the mid-cycle supervisory
stress test for banks and holding companies, the
holding company resolution plans, and the in-
sured depository institution resolution plan. In
the event the results of continuous monitoring
and prior examinations do not provide the infor-
mation necessary to assess specific areas of
weakness, the supervisory team will conduct a
targeted examination.

Supervisory Expectations Post-Merger
or Charter Conversion

In all cases, the Reserve Bank remains respon-
sible for adhering to the required frequency
timeframes established by Federal Reserve poli-
cies and regulations for both safety-and-
soundness and consumer compliance examina-
tions. When the statutory deadline for the
examination of an insured depository institution
seeking membership is approaching, or has
passed, a Reserve Bank should conduct an
examination of the institution as soon as is
practical after it becomes a state member bank.
The Reserve Bank should notify Board supervi-
sory staff if the examination mandate will be
missed for whatever reason.

In addition, for institutions with $10 billion or
more in total consolidated assets, the Reserve
Bank should complete the risk assessments and
supervisory strategies required for safety-and-
soundness no later than 30 days after the con-
version or merger, regardless of whether the
institution met the eligibility criteria. In prepar-
ing the risk assessment and supervisory strategy
for a state member bank that was formerly a

such events that could raise serious concerns about consumer
compliance include (a) a continuous monitoring event;
(b) litigation; (c) investigations by other agencies, such as the
Department of Justice, or the Department of Housing and
Urban Development; and (d) other information—such as a
spike in consumer complaints.
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savings association or that acquired a savings
association, the Reserve Bank should pay par-
ticular attention to activities conducted by any
service corporation subsidiary that may not be
permissible for a state member bank, where such
activities have not yet been conformed. 2g

OBJECTIVES OF THE
SUPERVISORY PROCESS

The Federal Reserve is committed to ensuring
that the supervisory process for all institutions
under its purview meets the following objectives:

• Provides flexible and responsive supervision.
The supervisory process is dynamic and
forward-looking, so it responds to technologi-
cal advances, product innovation, and new
risk-management systems and techniques, as
well as to changes in the condition of an
individual financial institution and to market
developments.

• Fosters consistency, coordination, and com-
munication among the appropriate supervi-
sors. Seamless supervision, which reduces
regulatory burden and duplication, is pro-
moted. The supervisory process uses exam-
iner resources effectively by using the institu-
tion’s internal and external risk-assessment
and -monitoring systems; making appropriate
use of joint and alternating examinations; and
tailoring supervisory activities to an institu-
tion’s condition, risk profile, and unique
characteristics.

• Promotes the safety and soundness of finan-
cial institutions. The supervisory process
effectively evaluates the safety and soundness
of banking institutions, including the assess-
ment of risk-management systems, financial
condition, and compliance with laws and
regulations.

• Provides a comprehensive assessment of the
institution. The supervisory process integrates
specialty areas (for example, information tech-
nology systems, trust, capital markets, and
consumer compliance) and functional risk
assessments and reviews, in cooperation with

interested supervisors, into a comprehensive
assessment of the institution.

RISK-FOCUSED EXAMINATIONS

Historically, examinations relied significantly
on transaction-testing procedures when assess-
ing a bank’s condition and verifying its adher-
ence to internal policies, procedures, and con-
trols. In a highly dynamic banking market,
however, transaction testing by itself is not
sufficient for ensuring the continued safe and
sound operation of a banking organization.
Evolving financial instruments and markets have
enabled banking organizations to rapidly repo-
sition their portfolio risk exposures. Therefore,
periodic assessments of the condition of a finan-
cial institution that are based on transaction
testing alone cannot keep pace with the moment-
to-moment changes occurring in financial risk
profiles.

To ensure that institutions have in place the
processes necessary to identify, measure, moni-
tor, and control risk exposures, examinations
have increasingly emphasized evaluating the
appropriateness of these processes, evolving
away from a high degree of transaction testing.
Under a risk-focused examination approach, the
degree of transaction testing should be reduced
when internal risk-management processes are
determined to be adequate or when risks are
minimal. However, when risk-management pro-
cesses or internal controls are considered inap-
propriate, such as by an inadequate segregation
of duties or when on-site testing determines
processes to be lacking, additional transaction
testing must be performed. Testing should be
sufficient to fully assess the degree of risk
exposure in a particular function or activity. In
addition, if an examiner believes that a banking
organization’s management is being less than
candid, has provided false or misleading infor-
mation, or has omitted material information,
then substantial on-site transaction testing should
be performed.

Compliance with Laws and
Regulations

Compliance with relevant laws and regulations
should be assessed at every examination. The
steps taken to complete these assessments will

2g. The Board, in acting on a membership application, is
required to consider whether the corporate powers to be
exercised are consistent with the purposes of the Federal
Reserve Act (12 USC 322). In addition, Regulation H (12
CFR 208.3(d)(2)) requires a state member bank to obtain the
Board’s permission prior to changing the scope of powers it
exercises.

1000.1 Examination Strategy and Risk-Focused Examinations

October 2016 Commercial Bank Examination Manual
Page 6.2



vary depending on the circumstances of the
institution subject to review. When an institu-
tion has a history of satisfactory compliance
with relevant laws and regulations or has an
effective compliance function, only a relatively
limited degree of transaction testing need be
conducted to assess compliance. At institutions
with a less satisfactory compliance record or
that lack a compliance function, more-extensive
review will be necessary.

Changes in the General Character of a
Bank’s Business

In conjunction with assessing overall compli-
ance with relevant laws and regulations, exam-
iners should review for compliance with the
requirements of Regulation H, which sets forth
the requirements for membership of state-
chartered banks in the Federal Reserve System
and imposes certain conditions of membership
on applicant banks. Under the regulation, a
member bank must ‘‘at all times conduct its
business and exercise its powers with due regard
to safety and soundness’’ and ‘‘may not, without
the permission of the Board, cause or permit any
change in the general character of its business or
in the scope of the corporate powers it exercises
at the time of admission to membership.’’ (See
SR-02-9 and section 208.3(d)(1) and (2) of
Regulation H (12 CFR 208.3(d)(1) and (2)).)

State member banks must receive the prior
approval of the Board before making any sig-
nificant change in business plans. The trend
toward more-diverse, more-complex, and, at
times, riskier activities at some banks has raised
the importance of this prior-approval requirement.

Changes in the general character of a bank’s
business would include, for example, becoming
a primarily Internet-focused or Internet-only
operation, or concentrating solely on subprime
lending or leasing activities. Depending on how
they are conducted and managed, these activi-
ties can present novel risks for banking organi-
zations and may also present risks to the deposit
insurance fund. In many cases, these activities
involve aggressive growth plans and may give
rise to significant financial, managerial, and
other supervisory issues.

In applications for membership in the Fed-
eral Reserve System, careful consideration is
given to a bank’s proposed business plan to
ensure, at a minimum, that appropriate finan-
cial and managerial standards are met.

Likewise, the other federal banking agencies
consider a bank’s business plan when they
review applications for federal deposit insur-
ance, in the case of the Federal Deposit Insur-
ance Corporation (FDIC), or applications for a
national bank or federal thrift charter, in the
case of the Office of the Comptroller of the Cur-
rency (OCC) or the Office of Thrift Supervi-
sion (OTS). The OCC, the FDIC, and the OTS
may condition their approvals of applications on
a requirement that, during the first three years of
operations, the bank or thrift provides prior
notice or obtains prior approval of any proposed
significant deviations or changes from its
original operating plan. Rather than use similar
commitments, the Federal Reserve has relied on
the provisions of Regulation H to address situ-
ations in which a state member bank proposes
to materially change its core business plan.

Federal Reserve supervisors should monitor
changes in the general character of a state
member bank’s business as part of the Federal
Reserve’s normal supervisory process to ensure
compliance with the requirements of Regula-
tion H and with safe and sound banking
practices. This review should be conducted at
least annually by the Reserve Bank. A
significant change in a bank’s business plan
without the Board’s prior approval would be
considered a violation of Regulation H and
would be addressed through follow-up
supervisory action.

Branches

When reviewing domestic-branch applications,
the guidelines in section 208.6(b) of Regulation
H are followed. The Board reviews the financial
condition and management of the applying bank,
the adequacy of the bank’s capital and its future
earning prospects, the convenience and needs of
the community to be served, CRA and Regula-
tion BB performance for those branches that
will be accepting deposits, and whether the
bank’s investment in premises for the branch is
consistent with section 208.21 of Regulation H.
A state member bank that desires to establish a
new branch facility may be eligible for expe-
dited processing of its application by the Reserve
Bank if it is an eligible bank, as defined in
section 208.2(e) of Regulation H.

A member bank may also choose to submit an
application that encompasses multiple branches
that it proposes to establish within one year of
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the approval date. Unless notification is waived,
the bank must notify the appropriate Reserve
Bank within 30 days of opening any branch
approved under a consolidated application.
Although banks are not required to open an
approved branch, approvals remain valid for one
year. During this period, the Board or the
appropriate Reserve Bank may notify the bank
that in its judgment, based on reports of condi-
tion, examinations, or other information, there
has been a change in the bank’s condition,
financial or otherwise, that warrants reconsid-
eration of the approval. (See Regulation H,
section 208.6(d).)

Insured depository institutions that intend to
close branches must comply with the require-
ments detailed in section 42 of the Federal
Deposit Insurance Act (the FDI Act) (12 USC
1831r-1). Section 42(e) requires that banks pro-
vide 90 days’ notice to both customers and, in
the case of insured state member banks, the
Federal Reserve Board, before the date of the
proposed branch closings. The notice must
include a detailed statement of the reasons for
the decision to close the branch and statistical
and other information in support of those stated
reasons. A similar notice to customers must be
posted in a conspicuous manner on the premises
of the branch to be closed, at least 30 days
before the proposed closing. There are addi-
tional notice, meeting, and consultation require-
ments for proposed branch closings by interstate
banks in low- or moderate-income areas. Finally,
the law requires each insured depository insti-
tution to adopt policies for branch closings. (See
the revised joint policy statement concerning
insured depository institutions’ branch-closing
notices and policies, effective June 29, 1999,2h

Federal Reserve Regulatory Service, 3–1503.5.)
Examiners and supervisors need to be mindful
of the section 42 statutory requirements and this
joint policy.

Section 208.6(f) of Regulation H states that
a branch relocation, defined as a movement that
occurs within the immediate neighborhood
and does not substantially affect the nature of
the branch’s business or customers served, is
not considered a branch closing. Section
208.2(c)(2)(ii) of Regulation H states (in one of
six exclusions) that a branch does not include an
office of an affiliated or unaffiliated institution
that provides services to customers of the
member bank on behalf of the member bank, so

long as the institution is not ‘‘established or
operated’’ by the bank. For example, a bank
could contract with an unaffiliated or affiliated
institution to receive deposits; cash and issue
checks, drafts, and money orders; change
money; and receive payments of existing
indebtedness without becoming a branch of that
bank. The bank could also (1) have no owner-
ship or leasehold interest in the institution’s
offices, (2) have no employees who work for the
institution, and (3) not exercise any authority or
control over the institution’s employees or
methods of operation.

Establishing a De Novo Branch

The Dodd-Frank Wall Street Reform and Con-
sumer Protection Act (the ‘‘Dodd-Frank Act’’)
modified the federal statute governing de novo
interstate branching by state member banks. As
a result, as of July 22, 2010, a state member
bank is authorized to open its initial branch in a
host state 2i by establishing a de novo branch at
any location at which a bank chartered by the
host state could establish a branch. 2j

Just as it must do in establishing any domestic
branch, a state member bank seeking to open a
de novo interstate branch must file an applica-
tion with the Federal Reserve pursuant to the
procedures and standards set forth in section
208.6 of the Board’s Regulation H. 2k In addi-
tion, applications for de novo interstate branches
are subject to state filing requirements and to
capital, management, and community reinvest-
ment standards. 2l See SR-11-3.

Prohibition on Branches Being
Established Primarily for Deposit
Production

Section 109 of the Riegle-Neal Interstate Bank-
ing and Branching Efficiency Act of 1994 (the

2h. See also 64 Fed. Reg. 34844.

2i. “Host state” means a state, other than a bank’s home
state, in which the bank seeks to establish and maintain a
branch. 12 USC 36(g)(3)(C).

2j. 12 USC 36(g)(1)(A), as amended by section 613(a) of
the Dodd-Frank Act; 12 USC 321. Initial entry into a host
state by way of an interstate bank merger is governed by 12
USC 1831u.

2k. 12 CFR 208.6.
2l. 12 USC 36(g)(1)(A), as amended by section 613(a) of

the Dodd-Frank Act; 12 USC 321. Initial entry into a host
state by way of an interstate bank merger is governed by 12
USC 1831u.
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Interstate Act) (12 USC 1835a) prohibits any
bank from establishing or acquiring a branch or
branches outside of its home state primarily for
the purpose of deposit production. In 1997, the
banking agencies published a joint final rule
implementing section 109. (See 62 Fed. Reg.
47728, September 10, 1997.) Section 106 of the
Gramm-Leach-Bliley Act of 1999 expanded the
coverage of section 109 of the Interstate Act to
include any branch of a bank controlled by an
out-of-state bank holding company. On June 6,
2002, the Board and the other banking agen-
cies published an amendment to their joint final
rule (effective October 1, 2002) to conform the
uniform rule to section 109. (See 67 Fed. Reg.
38844.) The amendment expands the regula-
tory prohibition against interstate branches be-
ing used as deposit-production offices to include
any bank or branch of a bank controlled by an
out-of-state bank holding company, including a
bank consisting only of a main office. (See
Regulation H, section 208.7(b)(2).)

Minimum Statewide Loan-to-Deposit
Ratios

Section 109 sets forth a process to test compli-
ance with the statutory requirements. First, a
bank’s statewide loan-to-deposit ratio2m is com-
pared with the host-state loan-to-deposit ratio2n

for banks in a particular state. If the bank’s
statewide loan-to-deposit ratio is at least one-
half of the published host-state loan-to-deposit
ratio, then it has complied with section 109. A
second step is conducted if a bank’s statewide
loan-to-deposit ratio is less than one-half of the
published ratio for that state or if data are not
available at the bank to conduct the first step.
The second step involves determining whether
the bank is reasonably helping to meet the credit
needs of the communities served by its interstate
branches. If a bank fails both of these steps, it
has violated section 109 and is subject to
sanctions.

RISK-MANAGEMENT PROCESSES
AND INTERNAL CONTROLS OF
SMBS, SLHCS, AND BHCS
HAVING $50 BILLION OR MORE
IN TOTAL ASSETS

The Federal Reserve places significant supervi-
sory emphasis on the adequacy of an institu-
tion’s management of risk, including its system
of internal controls, when assessing the condi-
tion of an organization. An institution’s failure
to establish a management structure that ad-
equately identifies, measures, monitors, and con-
trols the risks involved in its various products
and lines of business has long been considered
unsafe and unsound conduct. Principles of sound
management should apply to the entire spectrum
of risks facing a banking institution, including,
but not limited to, credit, market, liquidity,
operational, legal, and reputational risk. (See
SR-97-24 and SR-97-25.)

• Credit risk arises from the potential that a
borrower or counterparty will fail to perform
on an obligation.

• Market risk is the risk to a financial institu-
tion’s condition resulting from adverse move-
ments in market rates or prices, such as
interest rates, foreign-exchange rates, or equity
prices.

• Liquidity risk is the potential that an institu-
tion will be unable to meet its obligations as
they come due because of an inability to
liquidate assets or obtain adequate funding
(referred to as “funding liquidity risk”), or that
it cannot easily unwind or offset specific
exposures without significantly lowering mar-
ket prices because of inadequate market depth
or market disruptions (referred to as ‘‘market
liquidity risk’’).

• Operational risk arises from the potential that
inadequate information systems, operational
problems, breaches in internal controls, fraud,
or unforeseen catastrophes will result in
unexpected losses.

• Legal risk arises from the potential that unen-
forceable contracts, lawsuits, or adverse judg-
ments can disrupt or otherwise negatively
affect the operations or condition of a banking
organization.

• Reputational risk is the potential that negative
publicity regarding an institution’s business
practices, whether true or not, will cause a

2m. The statewide loan-to-deposit ratio relates to an indi-
vidual bank and is the ratio of a bank’s loans to its deposits in
a particular state where the bank has interstate branches.

2n. The host-state loan-to-deposit ratio is the ratio of total
loans in a state to total deposits from the state for all banks that
have that state as their home state. For state-chartered banks,
the home state is the state where the bank was chartered.
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decline in the customer base, costly litigation,
or revenue reductions.

In practice, an institution’s business activities
present various combinations and concentra-
tions of these risks, depending on the nature and
scope of the particular activity. The following
discussion provides guidelines for determining
the quality of bank management’s formal or
informal systems for identifying, measuring,
and containing these risks.

Elements of Risk Management

When evaluating the quality of risk management
as part of the evaluation of the overall quality of
management, examiners should place primary
consideration on findings relating to the follow-
ing elements of a sound risk-management sys-
tem:

• active board and senior management oversight

• adequate policies, procedures, and limits

• adequate risk-measurement, risk-monitoring,
and management information systems

• comprehensive internal controls

Adequate risk-management programs can vary
considerably in sophistication, depending on the
size and complexity of the banking organization
and the level of risk that it accepts. For smaller
institutions engaged solely in traditional bank-
ing activities and whose senior managers and
directors are actively involved in the details of
day-to-day operations, relatively basic risk-
management systems may be adequate. In such
institutions, these systems may consist only of
written policies addressing material areas of
operations such as lending or investing, basic
internal control systems, and a limited set of
management and board reports. However, large,
multinational organizations will require far more
elaborate and formal risk-management systems
to address their broader and typically more-
complex range of financial activities, and to
provide senior managers and directors with the
information they need to monitor and direct
day-to-day activities. In addition to the banking
organization’s market and credit risks, risk-
management systems should encompass the or-
ganization’s trust and fiduciary activities, includ-
ing investment advisory services, mutual funds,
and securities lending.

The risk-management processes of large bank-
ing organizations would typically contain de-
tailed guidelines that set specific prudential
limits on the principal types of risks relevant to
their activities worldwide. Furthermore, because
of the diversity of their activities and the geo-
graphic dispersion of their operations, these
institutions will require timely and relatively
more sophisticated reporting systems in order to
manage their risks properly. These reporting
systems, in turn, should comprise an adequate
array of reports that provide the levels of detail
about risk exposures that are relevant to the
duties and responsibilities of individual manag-
ers and directors.

Such extensive systems of large institutions
will naturally require frequent monitoring and
testing by independent control areas and inter-
nal, as well as external, auditors to ensure the
integrity of the information used by senior
officials in overseeing compliance with policies
and limits. The risk-management systems or
units of such institutions must also be suffi-
ciently independent of the business lines in
order to ensure an adequate separation of duties
and the avoidance of conflicts of interest.

Active Board and Senior Management
Oversight

Boards of directors have ultimate responsibility
for the level of risk taken by their institutions.
Accordingly, they should approve the overall
business strategies and significant policies of
their organizations, including those related to
managing and taking risks, and should also
ensure that senior management is fully capable
of managing the activities that their institutions
conduct. While all boards of directors are re-
sponsible for understanding the nature of the
risks significant to their organizations and for
ensuring that management is taking the steps
necessary to identify, measure, monitor, and
control these risks, the level of technical knowl-
edge required of directors may vary depending
on the particular circumstances at the institution.

Directors of large banking organizations that
conduct a broad range of technically complex
activities, for example, cannot be expected to
understand the full details of their institutions’
activities or the precise ways risks are measured
and controlled. They should, however, have a
clear understanding of the types of risks to
which their institutions are exposed and should
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receive reports that identify the size and signifi-
cance of the risks in terms that are meaningful to
them. In fulfilling this responsibility, directors
should take steps to develop an appropriate
understanding of the risks their institutions face,
possibly through briefings from auditors and
experts external to the organization. Using this
knowledge and information, directors should
provide clear guidance regarding the level of
exposures acceptable to their institutions and
have the responsibility to ensure that senior
management implements the procedures and
controls necessary to comply with adopted poli-
cies.

Directors of institutions that conduct more
traditional and less complicated business activi-
ties may require significantly less knowledge of
complex financial transactions or capital mar-
kets.

Senior management is responsible for imple-
menting strategies in a manner that limits risks
associated with each strategy and that ensures
compliance with laws and regulations on both a
long-term and day-to-day basis. Accordingly,
management should be fully involved in the
activities of their institutions and possess suffi-
cient knowledge of all major business lines to
ensure that appropriate policies, controls, and
risk-monitoring systems are in place and that
accountability and lines of authority are clearly
delineated. Senior management is also respon-
sible for establishing and communicating a strong
awareness of and need for effective internal
controls and high ethical standards. Meeting
these responsibilities requires senior managers
of a bank or bank holding company to have a
thorough understanding of banking and financial
market activities and detailed knowledge of the
activities their institution conducts, including
the nature of internal controls necessary to limit
the related risks.

When assessing the quality of the oversight
by boards of directors and senior management,
examiners should consider whether the institu-
tion follows policies and practices such as those
described below:

• The board and senior management have iden-
tified and have a clear understanding and
working knowledge of the types of risks
inherent in the institution’s activities, and they
make appropriate efforts to remain informed
about these risks as financial markets, risk-
management practices, and the institution’s
activities evolve.

• The board has reviewed and approved appro-
priate policies to limit risks inherent in the
institution’s lending, investing, trading, trust,
fiduciary, and other significant activities or
products.

• The board and management are sufficiently
familiar with and are using adequate record-
keeping and reporting systems to measure and
monitor the major sources of risk to the
organization.

• The board periodically reviews and approves
risk-exposure limits to conform with any
changes in the institution’s strategies, reviews
new products, and reacts to changes in market
conditions.

• Management ensures that its lines of business
are managed and staffed by personnel whose
knowledge, experience, and expertise is con-
sistent with the nature and scope of the
banking organization’s activities.

• Management ensures that the depth of staff
resources is sufficient to operate and soundly
manage the institution’s activities, and ensures
that employees have the integrity, ethical
values, and competence that are consistent
with a prudent management philosophy and
operating style.

• Management at all levels provides adequate
supervision of the day-to-day activities of
officers and employees, including manage-
ment supervision of senior officers or heads of
business lines.

• Management is able to respond to risks that
may arise from changes in the competitive
environment or from innovations in markets
in which the organization is active.

• Before embarking on new activities or intro-
ducing new products, management identifies
and reviews all risks associated with the
activities or products and ensures that the
infrastructure and internal controls necessary
to manage the related risks are in place.

Adequate Policies, Procedures, and Limits

As previously stated, the board of directors is
ultimately responsible for the level of risk taken
by the institution. Senior management is respon-
sible for implementing strategies in a manner
that limits risks associated with each strategy.
An institution’s directors and senior manage-
ment should tailor their risk-management poli-
cies and procedures to the types of risks that
arise from the activities the institution conducts.
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Once the risks are properly identified, the insti-
tution’s policies and its more-fully articulated
procedures provide detailed guidance for the
day-to-day implementation of broad business
strategies, and generally include limits designed
to shield the organization from excessive and
imprudent risks. While all banking organiza-
tions should have policies and procedures that
address their significant activities and risks, the
coverage and level of detail embodied in these
statements will vary among institutions. A
smaller, less complex banking organization that
has effective management that is heavily in-
volved in day-to-day operations generally would
be expected to have only basic policies address-
ing the significant areas of operations and set-
ting forth a limited set of requirements and
procedures. In a larger institution, where senior
managers must rely on widely dispersed staffs to
implement strategies in an extended range of
potentially complex businesses, far more-detailed
policies and related procedures would generally
be expected. In either case, however, manage-
ment is expected to ensure that policies and
procedures address the material areas of risk to
an institution and that they are modified when
necessary to respond to significant changes in
the banking organization’s activities or business
conditions.

Examiners should consider the following when
evaluating the adequacy of a banking organiza-
tion’s policies, procedures, and limits:

• The institution’s policies, procedures, and
limits provide for adequate identification,
measurement, monitoring, and control of the
risks posed by its lending, investing, trading,
trust, fiduciary, and other significant activities.

• The policies, procedures, and limits are
consistent with management’s experience level,
the institution’s stated goals and objectives,
and the overall financial strength of the
organization.

• Policies clearly delineate accountability and
lines of authority across the institution’s
activities.

• Policies provide for the review of new activi-
ties to ensure that the financial institution has
the necessary infrastructures to identify, moni-
tor, and control risks associated with an activ-
ity before it is initiated.

Adequate Risk Monitoring and
Management Information Systems

Effective risk monitoring requires institutions to
identify and measure all material risk exposures.
Consequently, risk monitoring activities must be
supported by information systems that provide
senior managers and directors with timely re-
ports on the financial condition, operating per-
formance, and risk exposure of the consolidated
organization, as well as with regular and suffi-
ciently detailed reports for line managers en-
gaged in the day-to-day management of the
organization’s activities.

The sophistication of risk-monitoring and
management information systems should be con-
sistent with the complexity and diversity of the
institution’s operations. Accordingly, smaller and
less complicated banking organizations may
require only a limited set of management and
board reports to support risk monitoring activi-
ties. These reports include, for example, daily or
weekly balance sheets and income statements, a
watch list for potentially troubled loans, a report
for past due loans, a simple interest rate risk
report, and similar items. Larger, more compli-
cated institutions, however, would be expected
to have much more comprehensive reporting
and monitoring systems that allow, for example,
for more frequent reporting, tighter monitoring
of complex trading activities, and the aggrega-
tion of risks on a fully consolidated basis across
all business lines and activities. Financial insti-
tutions of all sizes are expected to have risk-
monitoring and management information sys-
tems in place that provide directors and senior
management with a clear understanding of the
banking organization’s positions and risk expo-
sures.

When assessing the adequacy of an institu-
tion’s risk measurement and monitoring, as well
as its management reports and information sys-
tems, examiners should consider whether these
conditions exist:

• The institution’s risk-monitoring practices and
reports address all of its material risks.

• Key assumptions, data sources, and proce-
dures used in measuring and monitoring risk
are appropriate and adequately documented,
and are tested for reliability on an ongoing
basis.

• Reports and other forms of communication
are consistent with the banking organization’s
activities; are structured to monitor exposures
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and compliance with established limits, goals,
or objectives; and, as appropriate, compare
actual versus expected performance.

• Reports to management or to the institution’s
directors are accurate and timely, and contain
sufficient information for decision makers to
identify any adverse trends and to evaluate
adequately the level of risk faced by the
institution.

Adequate Internal Controls

An institution’s internal control structure is
critical to the safe and sound functioning of the
organization generally and to its risk-management
system, in particular. Establishing and maintain-
ing an effective system of controls, including the
enforcement of official lines of authority and the
appropriate separation of duties—such as trad-
ing, custodial, and back-office—is one of man-
agement’s more important responsibilities.

Appropriately segregating duties is a funda-
mental and essential element of a sound risk
management and internal control system. Fail-
ure to implement and maintain an adequate
separation of duties can constitute an unsafe and
unsound practice and possibly lead to serious
losses or otherwise compromise the financial
integrity of the institution. Serious lapses or
deficiencies in internal controls, including inad-
equate segregation of duties, may warrant super-
visory action, including formal enforcement
action.

When properly structured, a system of inter-
nal controls promotes effective operations and
reliable financial and regulatory reporting, safe-
guards assets, and helps to ensure compliance
with relevant laws, regulations, and institutional
policies. Ideally, internal controls are tested by
an independent internal auditor who reports
directly either to the institution’s board of direc-
tors or its designated committee, which is typi-
cally the audit committee. However, smaller
institutions whose size and complexity do not
warrant a full-scale internal audit function may
rely on regular reviews of essential internal
controls conducted by other institution person-
nel. Personnel performing these reviews should
generally be independent of the function they
are assigned to review. Given the importance of
appropriate internal controls to banking organi-
zations of all sizes and risk profiles, the results
of audits or reviews, whether conducted by an
internal auditor or by other personnel, should be

adequately documented, as should manage-
ment’s responses to them. In addition, commu-
nication channels should exist that allow nega-
tive or sensitive findings to be reported directly
to the board of directors or to the relevant board
committee.

When evaluating the adequacy of a financial
institution’s internal controls and audit proce-
dures, examiners should consider whether these
conditions are met:

• The system of internal controls is appropri-
ate to the type and level of risks posed by
the nature and scope of the organization’s
activities.

• The institution’s organizational structure
establishes clear lines of authority and respon-
sibility for monitoring adherence to policies,
procedures, and limits.

• Reporting lines for the control areas are inde-
pendent from the business lines, and there is
adequate separation of duties throughout the
organization—such as duties relating to trad-
ing, custodial, and back-office activities.

• Official organizational structures reflect actual
operating practices.

• Financial, operational, and regulatory reports
are reliable, accurate, and timely, and, when
applicable, exceptions are noted and promptly
investigated.

• Adequate procedures exist for ensuring
compliance with applicable laws and
regulations.

• Internal audit or other control-review prac-
tices provide for independence and objectivity.

• Internal controls and information systems are
adequately tested and reviewed. The coverage
of, procedures for, and findings and responses
to audits and review tests are adequately
documented. Identified material weaknesses
are given appropriate and timely high-level
attention, and management’s actions to address
material weaknesses are objectively verified
and reviewed.

• The institution’s audit committee or board
of directors reviews the effectiveness of inter-
nal audits and other control-review activities
regularly.

Refer to section A.5020.1 for the “Risk Man-
agement Rating,” which is to be reflected in the
institution’s overall “Management” rating. The
risk-management rating should be consistent
with the stated rating criteria of “1” through “5.”

Examination Strategy and Risk-Focused Examinations 1000.1

Commercial Bank Examination Manual October 2016
Page 6.9



ASSESSING RISK MANAGEMENT
AT SUPERVISED INSTITUTIONS
WITH TOTAL CONSOLIDATED
ASSETS LESS THAN $50
BILLION2o

Managing risks is fundamental to the business
of banking. Accordingly, the Federal Reserve
places significant supervisory emphasis on an
institution’s management of risk, including its
system of internal controls, when evaluating the
overall effectiveness of an institution’s risk man-
agement. An institution’s failure to establish a
management structure that adequately identifies,
measures, monitors, and controls the risks of its
activities has long been considered unsafe-and-
unsound conduct. Principles of sound manage-
ment should apply to the entire spectrum of risks
facing an institution including, but not limited
to, credit, market, liquidity, operational, compli-
ance, and legal risk:

• Credit risk arises from the potential that a
borrower or counterparty will fail to perform
on an obligation.

• Market risk is the risk to a financial institu-
tion’s condition resulting from adverse move-
ments in market rates or prices, including, but
not limited to, interest rates, foreign exchange
rates, commodity prices, or equity prices.

• Liquidity risk is the potential that a financial
institution will be unable to meet its obliga-
tions as they come due because of an inability
to liquidate assets or obtain adequate funding
(referred to as “funding liquidity risk”) or that
it cannot easily unwind or offset specific
exposures without significantly lowering mar-
ket prices because of inadequate market depth
or market disruptions (referred to as “market
liquidity risk”).

• Operational risk is the risk resulting from
inadequate or failed internal processes, people,
and systems or from external events (this
definition conforms to the Basel committee’s
definition of operational risk).

• Compliance risk is the risk of regulatory
sanctions, fines, penalties or losses resulting
from failure to comply with laws, rules, regu-
lations, or other supervisory requirements
applicable to a financial institution.

• Legal risk is the potential that actions against
the institution that result in unenforceable
contracts, lawsuits, legal sanctions, or adverse
judgments can disrupt or otherwise negatively
affect the operations or condition of a financial
institution.

These risks and the activities associated with
them are addressed in greater detail in the
Federal Reserve’s supervision manuals and other
guidance documents.2p In practice, an institu-
tion’s business activities present various combi-
nations, concentrations, and interrelationships of
these risks depending on the nature and scope of
the particular activity. The following discussion
provides guidelines for the supervisory assess-
ment of the overall effectiveness of an institu-
tion’s risk management and its formal or infor-
mal systems for identifying, measuring,
monitoring, and controlling these risks.

ELEMENTS OF RISK
MANAGEMENT

When evaluating the risk management at an
institution as part of the evaluation of the overall
effectiveness of management, examiners should
place primary consideration on findings relating
to the following elements of a sound risk-
management system:

• Board2q and senior management oversight

• Policies, procedures, and limits

• Risk-monitoring and management informa-
tion systems

• Internal controls

Each of these elements is described further

2o. All supervised institutions with total consolidated assets
less than $50 billion includes state member banks, bank
holding companies, savings and loan holding companies
(including insurance and commercial savings and loan hold-
ing companies), and foreign banking organizations (FBOs)
with combined U.S. assets of less than $50 billion.

2p. Refer to this manual and also to the Federal Reserve’s
Bank Holding Company Supervision Manual, Examination
Manual for U.S. Branches and Agencies of Foreign Banking
Organizations, and relevant FFIEC Examination Manuals.

2q. For the purpose of this guidance, for foreign banking
organizations, “board of directors” refers to the equivalent
governing body of the U.S. operations of the FBO.
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below, along with a list of considerations rel-
evant to assessing each element. Examiners
should recognize that the considerations speci-
fied in these guidelines are intended only to
assist in the evaluation of risk-management
practices and are not a checklist of requirements
for each institution.

An institution’s risk-management processes
are expected to evolve in sophistication, com-
mensurate with the institution’s asset growth,
complexity, and risk. At a larger or more com-
plex organization, the institution should have
more sophisticated risk-management processes
that address the full range of risks regardless of
where the activity is conducted in the organiza-
tion. Moreover, while a holding company should
be able to assess the major risks of the consoli-
dated organization, examiners should expect a
parent company that centrally manages the op-
erations and functions of its subsidiary banks to
have more comprehensive, detailed, and devel-
oped risk-management systems than a parent
company that delegates the management of risks
to relatively autonomous subsidiaries.2r

For a small community banking organization
(CBO) engaged solely in traditional banking
activities and whose senior management is ac-
tively involved in the details of day-to-day
operations, relatively basic risk-management sys-
tems may be adequate. In accordance with the
Interagency Guidelines Establishing Standards
for Safety and Soundness, a CBO is expected, at
a minimum, to have internal controls, informa-
tion systems, and internal audit that are appro-
priate for the size of the institution and the
nature, scope, and risk of its activities.2s

The risk-management processes of a regional
banking organization (RBO) would typically
contain detailed guidelines that set specific pru-
dent limits on the principal types of risks rel-
evant to an RBO’s consolidated activities.2t

Furthermore, because of the diversity and the
geographic dispersion of their activities, these

institutions will require relatively more sophis-
ticated information systems that provide man-
agement with timely information that supports
the management of risks. The information sys-
tems, in turn, should provide management with
information that present a consolidated and
integrated view of risks that are relevant to the
duties and responsibilities of individual manag-
ers, senior management, and the board of
directors.2u

Consistent with the principle of national
treatment,2v the Federal Reserve has the same
supervisory goals and standards for the U.S.
operations of FBOs as for domestic organiza-
tions of similar size, scope, and complexity.
Given the added element of foreign ownership,
an FBO’s risk-management processes and con-
trol functions for the U.S. operations may be
implemented domestically or outside of the
United States. In cases where these functions are
performed outside of the United States, the
FBO’s oversight function, policies and proce-
dures, and information systems need to be
sufficiently transparent to allow U.S. supervisors
to assess their adequacy. Additionally, the FBO’s
U.S. senior management needs to demonstrate
and maintain a thorough understanding of all
relevant risks affecting the U.S. operations and
the associated management information sys-
tems, used to manage and monitor these risks
within the U.S. operations.

The information systems at a larger institution
will naturally require frequent monitoring and
testing by independent control areas and by both
internal and external auditors to ensure the
integrity of the information used by the board of
directors and senior management in overseeing
compliance with policies and limits. Therefore,
an institution’s risk oversight function needs to
be sufficiently independent of the business lines
to achieve an adequate separation of duties and
the avoidance of conflicts of interest.

2r. If these subsidiaries are regulated by another federal
banking agency, Federal Reserve examiners should rely to the
fullest extent possible on the conclusions drawn by relevant
regulators regarding risk management. See also SR-16-4,
“Relying on the Work of the Regulators of the Subsidiary
Insured Depository Institution(s) of Bank Holding Companies
and Savings and Loan Holding Companies with Total Con-
solidated Assets of Less than $50 Billion.”

2s. Refer to 12 CFR 208, Appendix D-1, the Interagency
Guidelines Establishing Standards for Safety and Soundness.

2t. The Federal Reserve considers an RBO to be a midsize
financial institution with total consolidated assets between $10
billion and $50 billion.

2u. Additionally, the Federal Reserve’s Regulation YY
includes specific and enhanced prudential standard require-
ments regarding risk management for RBOs.

2v. National treatment requires nondiscrimination between
domestic and foreign firms, or treatment of foreign entities
that is no less favorable than that accorded to domestic
enterprises in like circumstances. The International Banking
Act of 1978 generally gives foreign banks operating in the
United States the same powers as domestic banking organi-
zations and subjects them to the same restrictions and obliga-
tions.
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Board and Senior Management
Oversight

The board of directors has the responsibility for
establishing the level of risk that the institution
should take. Accordingly, the board of directors
should approve the institution’s overall business
strategies and significant policies, including those
related to managing risks. Further, the board of
directors should also ensure that senior manage-
ment is fully capable of implementing the insti-
tution’s business strategies and risk limits. In
evaluating senior management, the board of
directors should consider whether management
is taking the steps necessary to identify, mea-
sure, monitor, and control these risks.

The board of directors should collectively
have a balance of skills, knowledge, and expe-
rience to clearly understand the activities and
risks to which the institution is exposed. The
board of directors should take steps to develop
an appropriate understanding of the risks the
institution faces, through briefings from experts
internal to their organization and potentially
from external experts. The institution’s manage-
ment information systems should provide the
board of directors with sufficient information to
identify the size and significance of the risks.
Using this knowledge and information, the board
of directors should provide clear guidance re-
garding the level of exposures acceptable to the
institution and oversee senior management’s
implementation of the procedures and controls
necessary to comply with approved policies.

Senior management is responsible for imple-
menting strategies set by the board of directors
in a manner that controls risks and that complies
with laws, rules, regulations, or other supervi-
sory requirements on both a long-term and
day-to-day basis. Accordingly, senior manage-
ment should be fully involved in and possess
sufficient knowledge of all activities to ensure
that appropriate policies, controls, and risk moni-
toring systems are in place and that accountabil-
ity and lines of authority are clearly delineated.
Senior management is also responsible for es-
tablishing and communicating a strong aware-
ness of the need for effective risk management,
internal controls, and high ethical business prac-
tices. To fulfill these responsibilities, senior
management needs to have a thorough under-
standing of banking and financial market activi-
ties and detailed knowledge of the institution’s
activities, including the internal controls that are
necessary to limit the related risks.

In assessing the quality of the oversight pro-
vided by the board of directors and senior
management, examiners should consider the
following:

• The board of directors has approved signifi-
cant policies to establish risk tolerances for
the institution’s activities and periodically
reviews risk exposure limits to align with
changes in the institution’s strategies, address
new activities and products, and react to
changes in the industry and market conditions.

• Senior management has identified and has a
clear understanding and working knowledge
of the risks inherent in the institution’s activi-
ties. Senior management also remains in-
formed about these risks as the institution’s
business activities evolve or expand and as
changes and innovations occur in financial
markets and risk-management practices.

• Senior management has identified and re-
viewed risks associated with engaging in new
activities or introducing new products to en-
sure that the necessary infrastructure and in-
ternal controls are in place to manage the
related risks.

• Senior management has ensured that the insti-
tution’s activities are managed and staffed by
personnel with the knowledge, experience,
and expertise consistent with the nature and
scope of the institution’s activities and risks.

• All levels of senior management provide ap-
propriate management of the day-to-day ac-
tivities of officers and employees, including
oversight of senior officers or heads of busi-
ness lines.

• Senior management has established and main-
tains effective information systems to identify,
measure, monitor, and control the sources of
risks to the institution.

Policies, Procedures, and Limits

Although an institution’s board of directors
approves an institution’s overall business strat-
egy and policy framework, senior management
develops and implements the institution’s risk-
management policies and procedures that ad-
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dress the types of risks arising from its activities.
Once the risks are properly identified, the insti-
tution’s policies and procedures should provide
guidance for the day-to-day implementation of
business strategies, including limits designed to
prevent excessive and imprudent risks. An in-
stitution should have policies and procedures
that address its significant activities and risks
with the appropriate level of detail to address the
type and complexity of the institution’s opera-
tions. A smaller, less complex institution that
has effective senior management directly in-
volved in day-to-day operations would generally
not be expected to have policies as sophisticated
as larger institutions. In a larger institution,
where senior managers rely on widely dispersed
staffs to implement strategies for more varied
and complex businesses, far more detailed poli-
cies and procedures would generally be expected.
In either case, senior management is expected to
ensure that policies and procedures address the
institution’s material areas of risk and that
policies and procedures are modified when nec-
essary to respond to significant changes in the
institution’s activities or business conditions.

The following guidelines should assist exam-
iners in evaluating an institution’s policies, pro-
cedures, and limits:

• The institution’s policies, procedures, and lim-
its provide for adequate identification, mea-
surement, monitoring, and control of the risks
posed by its significant risk-taking activities.

• The policies, procedures, and limits are con-
sistent with the institution’s stated strategy
and risk profile.

• The policies and procedures establish account-
ability and lines of authority across the insti-
tution’s activities.

• The policies and procedures provide for the
review and approval of new business lines,
products, and activities, as well as material
modifications to existing activities, services,
and products, to ensure that the institution has
the infrastructure necessary to identify, mea-
sure, monitor, and control associated risks
before engaging in a new or modified business
line, product, or activity.

Risk-Monitoring and Management
Information Systems

Institutions of all sizes are expected to have
risk-monitoring and management information
systems in place that provide the board of
directors and senior management with timely
information and a clear understanding of the
institution’s business activities and risk expo-
sures. The sophistication of risk-monitoring and
management information systems should be
commensurate with the complexity and diver-
sity of the institution’s operations. Accordingly,
a smaller and less complex institution may
require less frequent management and board
reports to support risk-monitoring activities. For
example, these reports may include daily or
weekly balance sheets and income statements, a
watch list for potentially troubled loans, a report
on past due loans, an interest rate risk report,
and similar items. In contrast, a larger, more
complex institution would be expected to have
much more comprehensive reporting and moni-
toring systems, which includes more frequent
reporting to board and senior management,
tighter monitoring of high-risk activities, and
the ability to aggregate risks on a fully consoli-
dated basis across all business lines, legal enti-
ties, and activities.

In assessing an institution’s measurement and
monitoring of risk and its management reports
and information systems, examiners should con-
sider whether these conditions exist:

• The institution’s risk-monitoring practices and
reports address all of its material risks.

• Key assumptions, data sources, models, and
procedures used in measuring and monitoring
risks are appropriate and adequately docu-
mented and tested for reliability on an ongo-
ing basis.2w

• Reports and other forms of communication
address the complexity and range of an insti-
tution’s activities, monitor key exposures and
compliance with established limits and strat-
egy, and, as appropriate, compare actual versus
expected performance.

• Reports to the board of directors and senior
management are accurate, and provide timely

2w. See section 4027.1 and also SR-11-7, “Guidance on
Model Risk Management.”
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and sufficient information to identify any
adverse trends and to evaluate the level of
risks faced by the institution.

Internal Controls

An effective internal control structure is critical
to the safe and sound operation of an institution.
Effective internal controls promote reliable finan-
cial and regulatory reporting, safeguard assets,
and help to ensure compliance with relevant
laws, rules, regulations, supervisory require-
ments, and institutional policies. Therefore, an
institution’s senior management is responsible
for establishing and maintaining an effective
system of controls, including the enforcement of
official lines of authority and the appropriate
segregation of duties.

Adequate segregation of duties is a fundamen-
tal and essential element of a sound risk-
management and internal control system. Fail-
ure to implement and maintain an adequate
segregation of duties can constitute an unsafe-
and-unsound practice and possibly lead to seri-
ous losses or otherwise compromise the integ-
rity of the institution’s internal controls. Serious
lapses or deficiencies in internal controls, includ-
ing inadequate segregation of duties, may war-
rant supervisory action, including formal en-
forcement action.

Internal controls should be tested by an inde-
pendent party who reports either directly to the
institution’s board of directors or its designated
committee, which is typically the audit
committee.2x However, small CBOs whose size
and complexity do not warrant a full scale
internal audit function may rely on regular
reviews of essential internal controls conducted
by other institution personnel. Given the impor-
tance of appropriate internal controls to institu-
tions of all sizes and risk profiles, the results of
audits or reviews, whether conducted by an
internal auditor or by other personnel, should be
adequately documented, as should manage-
ment’s responses to the findings. In addition,
communication channels should allow for ad-
verse or sensitive findings to be reported directly

to the board of directors or to the relevant board
committee.

In evaluating internal controls, examiners
should consider whether these conditions are met:

• The system of internal controls is appropriate
to the type and level of risks posed by the
nature and scope of the institution’s activities.

• The institution’s organizational structure es-
tablishes clear lines of authority and respon-
sibility for risk management and for monitor-
ing adherence to policies, procedures, and
limits.

• Internal audit or other control functions, such
as loan review and compliance, provide for
independence and objectivity.

• The official organizational structures reflect
actual operating practices and management
responsibilities and authority over a particular
business line or activity.

• Financial, operational, risk management, and
regulatory reports are reliable, accurate, and
timely; and wherever applicable, material ex-
ceptions are noted and promptly investigated
or remediated.

• Policies and procedures for control functions
support compliance with applicable laws, rules,
regulations, or other supervisory require-
ments.

• Internal controls and information systems are
adequately tested and reviewed; the coverage,
procedures, findings, and responses to audits,
regulatory examinations, and other review
tests are adequately documented; identified
material weaknesses are given appropriate and
timely, high-level attention; and manage-
ment’s actions to address material weaknesses
are objectively verified and reviewed.

• The institution’s board of directors, or audit
committee, and senior management are respon-
sible for developing and implementing an
effective system of internal controls and that
the internal controls are operating effectively.

2x. Given the importance of the internal audit function,
several additional policy statements have been issued. For
comprehensive guidance on internal audit, see this manual’s
section 1010.1 and SR-03-5, “Amended Interagency Guid-
ance on the Internal Audit Function and its Outsourcing.” For
institutions with more than $10 billion in assets, see SR-13-
1/CA-13-1, “Supplemental Policy Statement on the Internal
Audit Function and Its Outsourcing.”
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Conclusions

Examiners are expected to assess risk manage-
ment for an institution and assign formal ratings
of “risk management” as described in this manual
for state member banks, the Bank Holding
Company Supervision Manual for bank holding
companies, and the Examination Manual for
U.S. Branches and Agencies of Foreign Banking
Organizations.2y In reports of examination or
inspection, and in transmittal letters to the boards
of directors of state member banks, holding
companies,2z and to the FBO officer of the U.S.
operations, examination staff should specifically
reference the types and nature of corrective
actions that need to be taken by an institution to
address noted risk-management and internal
control deficiencies. Where appropriate, the Fed-
eral Reserve will advise an institution that su-
pervisory action will be initiated, if the institu-
tion fails to timely remediate risk-management
weaknesses when such failures create the poten-
tial for serious losses or if material deficiencies
or situations threaten its safety and soundness.
Such supervisory actions may include formal
enforcement actions against the institution, or its
responsible officers and directors, or both, and
would require the immediate implementation of
all necessary corrective measures.

If bank or holding company subsidiaries are
regulated by another federal banking agency,
Federal Reserve examiners should rely to the
fullest extent possible on the conclusions drawn
by relevant regulators regarding risk manage-
ment. See also SR-16-4, “Relying on the Work
of the Regulators of the Subsidiary Insured
Depository Institution(s) of Bank Holding Com-
panies and Savings and Loan Holding Compa-
nies with Total Consolidated Assets of Less than
$50 Billion.”

RISK-FOCUSED SUPERVISION OF
COMMUNITY BANKS

Understanding the Bank

The risk-focused supervision process for com-
munity banks involves a continuous assessment
of the bank, which leads to an understanding of
the bank that enables examiners to tailor their
examination to the bank’s risk profile. In addi-
tion to examination reports and correspondence
files, each Reserve Bank maintains various sur-
veillance reports that identify outliers when a
bank is compared to its peer group. Review of
this information helps examiners identify a
bank’s strengths and vulnerabilities, and is the
foundation for determining the examination
activities to be conducted.

Contact with the organization is encouraged
to improve the examiners’ understanding of the
institution and the market in which it operates. A
pre-examination interview or visit should be
conducted as a part of each examination. This
meeting gives examiners the opportunity to
learn about any changes in bank management
and changes to the bank’s policies, strategic
direction, management information systems, and
other activities. During this meeing, particular
emphasis should be placed on learning about the
bank’s new products or new markets it may
have entered. The pre-examination interview or
visit also provides examiners with (1) manage-
ment’s view of local economic conditions,(2) an
understanding of the bank’s regulatory compli-
ance practices, and (3) its management informa-
tion systems and internal and/or external audit
function. In addition, Reserve Banks should
contact the state banking regulator to determine
whether it has any special areas of concern that
examiners should focus on.

Reliance on Internal Risk
Assessments

As previously discussed in the subsection Risk-
Management Processes and Internal Controls,”
the entire spectrum of risks facing an institution
should be considered when assessing a bank’s
risk portfolio. Internal audit, loan-review, and
compliance functions are integral to a bank’s
own assessment of its risk profile. If applicable,
it may be beneficial to discuss with the bank’s
external auditor the results of its most recent
audit for the bank. Such a discussion gives the

2y. Refer to section A.5020.1 of this manual; section
4070.1 of the Bank Holding Company Supervision Manual;
and section 2003.1 of the Examination Manual for U.S.
Branches and Agencies of Foreign Banking Organizations.
For savings and loan holding companies, see also SR-11-11,
“Supervision of Savings and Loan Holding Companies
(SLHCs)”; SR-13-8, “Extension of the Use of Indicative
Ratings for Savings and Loan Holding Companies”; and
SR-14-9, “Incorporation of Federal Reserve Policies into the
Savings and Loan Holding Company Supervision Program.”

2z. SR-16-11 applies to insurance and commercial savings
and loan holding companies with total consolidated assets less
than $50 billion by providing core risk-management guidance.
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examiner the opportunity to review the external
auditor’s frequency, scope, and reliance on
internal audit findings. Examiners should con-
sider the adequacy of these functions in deter-
mining the risk profile of the bank, and be alert
to opportunities to reduce regulatory burden by
testing rather than duplicating the work of inter-
nal and external audit functions. See the subsec-
tion “Risk-Focused Examinations” for a discus-
sion on transaction testing.

Preparation of a Scope Memorandum

An integral product in the risk-focused method-
ology, the scope memorandum identifies the
central objectives of the examination. The memo-
randum also ensures that the examination strat-
egy is communicated to appropriate examina-
tion staff, which is of key importance, as the
scope will likely vary from examination to
examination. Examination procedures should be
tailored to the characteristics of each bank,
keeping in mind its size, complexity, and risk
profile. Procedures should be completed to the
degree necessary to determine whether the
bank’s management understands and adequately
controls the levels and types of risk that are
assumed. In addition, the scope memorandum
should address the general banking environ-
ment, economic conditions, and any changes
foreseen by bank management that could affect
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the bank’s condition. Some of the key factors
that should be addressed in the scope memoran-
dum are described below.

Preliminary Risk Assessment

A summary of the risks associated with the
bank’s activities should be based on a review of
all available sources of information on the bank,
including, but not limited to, prior examination
reports, surveillance reports, correspondence
files, and audit reports. The scope memorandum
should include a preliminary assessment of the
bank’s condition and major risk areas that will
be evaluated through the examination process.
For detailed discussion of risk assessments and
risk matrices, see the subsection ‘‘Risk-Focused
Supervision of Large, Complex Institutions.’’

Summary of Pre-Examination Meeting

The results of the pre-examination meeting
should be summarized. Meeting results that
affect examination coverage should be
emphasized.

Summary of Audit and Internal Control
Environment

A summary of the scope and adequacy of the
audit environment should be prepared, which
may result in a modification of the examination
procedures initially expected to be performed.
Activities that receive sufficient coverage by the
bank’s audit system can be tested through the
examination process. Certain examination
procedures could be eliminated if their audit
and internal control areas are deemed
satisfactory.

Summary of Examination Procedures

As discussed below, examination modules have
been developed for the significant areas reviewed
during an examination. The modules are catego-
rized as primary or supplemental. The primary
modules must be included in each examination.
However, procedures within the primary mod-
ules can be eliminated or enhanced based on the
risk assessment or the adequacy of the audit and
internal control environment. The scope memo-
randum should specifically detail the areas within

each module to be emphasized during the
examination process. In addition, any supple-
mental modules used should be discussed.

Summary of Loan Review

On the basis of the preliminary risk assessment,
the anticipated loan coverage should be detailed
in the scope memorandum. In addition to stating
the percentage of commercial and commercial
real estate loans to be reviewed, the scope
memorandum should identify which specialty
loan reference modules of the general loan
module are to be completed. The memorandum
should specify activities within the general loan
module to be reviewed as well as the depth of
any specialty reviews.

Job Staffing

The staffing for the examination should be
detailed. Particular emphasis should be placed
on ensuring that appropriate personnel are
assigned to the high-risk areas identified in the
bank’s risk assessment.

Examination Modules

Standardized electronic community bank exami-
nation modules have been developed and
designed to define common objectives for the
review of important activities within institutions
and to assist in the documentation of examina-
tion work. It is expected that full-scope exami-
nations will use these modules.

The modules establish a three-tiered approach
for the review of a bank’s activities: The first
tier is the core analysis, the second tier is the
expanded review, and the final tier is the impact
analysis. The core analysis includes a number of
decision factors that should be considered col-
lectively, as well as individually, when evaluat-
ing the potential risk to the bank. To help the
examiner determine whether risks are adequately
managed, the core analysis section contains a
list of procedures that may be considered for
implementation. Once the relevant procedures
are performed, the examiner should document
conclusions in the core analysis decision factors.
When significant deficiencies or weaknesses are
noted in the core analysis review, the examiner
is required to complete the expanded analysis
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for those decision factors that present the great-
est degree of risk for the bank. However, if the
risks are properly managed, the examiner can
conclude the review.

The expanded analysis provides guidance for
determining if weaknesses are material to the
bank’s condition and if they are adequately
managed. If the risks are material or inad-
equately managed, the examiner is directed to
perform an impact analysis to assess the finan-
cial impact to the bank and whether any enforce-
ment action is necessary.

The use of the modules should be tailored to
the characteristics of each bank based on its size,
complexity, and risk profile. As a result, the
extent to which each module should be com-
pleted will vary from bank to bank. The indi-
vidual procedures presented for each level are
meant only to serve as a guide for answering the
decision factors. Not every procedure requires
an individual response, and not every procedure
may be applicable at every community bank.
Examiners should continue to use their discre-
tion when excluding any items as unnecessary in
their evaluation of decision factors.

RISK-FOCUSED SUPERVISION OF
LARGE COMPLEX INSTITUTIONS

The Federal Reserve recognizes a difference in
the supervisory requirements for community
banks and large complex banking organizations
(LCBOs). The complexity of financial products,
sophistication of risk-management systems
(including audit and internal controls), manage-
ment structure, and geographic dispersion of
operations are but a few of the areas in which
large institutions may be distinguished from
community banks. While close coordination
with state banking departments, the Office of the
Comptroller of the Currency (OCC), and the
Federal Deposit Insurance Corporation (FDIC)
is important for fostering consistency among
banking supervisors and reducing the regulatory
burden for community banks, it is critical for
large complex banking organizations.

The examination approaches for both large
complex institutions and community banks are
risk-focused processes that rely on an under-
standing of the institution, the performance of
risk assessments, the development of a supervi-
sory plan, and examination procedures tailored
to the risk profile. However, the two approaches

are implemented differently: The process for
complex institutions relies more heavily on a
central point of contact and detailed risk assess-
ments and supervisory plans before the on-site
examination or inspection. In comparison, for
small or noncomplex institutions and commu-
nity banks, risk assessments and examination
activities may be adequately described in the
scope memorandum.

Key Elements

To meet the supervisory objectives discussed
previously and to respond to the characteristics
of large institutions, the framework for risk-
focused supervision of large complex institu-
tions contains the following key elements:

• Designation of a central point of contact.
Large institutions typically have operations in
several jurisdictions, multiple charters, and
diverse product lines. Consequently, the
supervisory program requires that a ‘‘central
point of contact’’ be designated for each
institution to facilitate coordination and com-
munication among the numerous regulators
and specialty areas.

• Review of functional activities. Large institu-
tions are generally structured along business
lines or functions, and some activities are
managed on a centralized basis. As a result, a
single type of risk may cross several legal
entities. Therefore, the supervisory program
incorporates assessments along functional lines
to evaluate risk exposure and its impact on
safety and soundness. These functional reviews
will be integrated into the risk assessments
for specific legal entities and used to support
the supervisory ratings for individual legal
entities.3

• Focus on risk-management processes. Large
institutions generally have highly developed
risk-management systems, such as internal
audit, loan review, and compliance. The
supervisory program emphasizes each institu-
tion’s responsibility to be the principal source
for detecting and deterring abusive and
unsound practices through adequate internal
controls and operating procedures. The pro-

3. When functions are located entirely in legal entities that
are not primarily supervised by the Federal Reserve, the
results of supervisory activities conducted by the primary
regulator will be used to the extent possible to avoid duplica-
tion of activities.
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gram incorporates an approach that focuses on
and evaluates the institution’s risk-management
systems, yet retains transaction testing and
supervisory rating systems, such as the
CAMELS, bank holding company RFI/C(D),
and ROCA rating systems. This diagnostic
perspective is more dynamic and forward
looking because it provides insight into how
effectively an institution is managing its
operations and how well it is positioned to
meet future business challenges.

• Tailoring of supervisory activities. Large
institutions are unique, but all possess the
ability to quickly change their risk profiles. To
deliver effective supervision, the supervisory
program incorporates an approach that tailors
supervisory activities to the risk profile of an
institution. By concentrating on an institu-
tion’s major risk areas, examiners can achieve
a more relevant and penetrating understanding
of the institution’s condition.

• Emphasis on ongoing supervision. Large
institutions face a rapidly changing environ-
ment. Therefore, the supervisory program
emphasizes ongoing supervision through
increased planning and off-site monitoring.
Ongoing supervision allows for timely adjust-
ments to the supervisory strategy as con-
ditions change within the institution and
economy.

Covered Institutions

For purposes of the risk-focused supervision
framework, large complex institutions generally
have (1) a functional management structure,
(2) a broad array of products, (3) operations that
span multiple supervisory jurisdictions, and
(4) consolidated assets of $1 billion or more.4
These institutions may be state member banks,
bank holding companies (including their non-
bank and foreign subsidiaries), and branches
and agencies of foreign banking organizations.
However, if an institution with consolidated
assets totaling $1 billion or more does not have
these characteristics, the supervisory process
adopted for community banks may be more
appropriate. Conversely, the complex-institution
process may be appropriate for some organiza-

tions with consolidated assets less than
$1 billion.

Nonbank subsidiaries of large complex domes-
tic institutions are covered by the supervisory
program. These institutions include nonbank
subsidiaries of the parent bank holding company
and those of the subsidiary state member banks;
the significant branch operations, primarily
foreign branches, of state member banks; and
subsidiary foreign banks of the holding com-
pany. The level of supervisory activity to
be conducted for nonbank subsidiaries and for-
eign branches and subsidiaries of domestic
institutions should be based on their individual
risk levels relative to the consolidated organiza-
tion or the state member bank. The risk associ-
ated with significant nonbank subsidiaries or
branches should be identified as part of the
consolidated risk-assessment process. The scope
of Edge Act corporation examinations should
also be determined through the risk-assessment
process. In addition, specialty areas should be
included in the planning process in relation to
their perceived level of risk to the consoli-
dated organization or to any state member bank
subsidiary.

Coordination of Supervisory
Activities

Many large complex institutions have interstate
operations; therefore, close cooperation with the
other federal and state banking agencies is
critical. To facilitate coordination between the
Federal Reserve and other regulators, District
Reserve Banks have been assigned roles and
responsibilities that reflect their status as either
the responsible Reserve Bank (RRB) with the
central point of contact or the local Reserve
Bank (LRB).

The RRB is accountable for all aspects of the
supervision of a fully consolidated banking
organization, which includes the supervision of
all the institution’s subsidiaries and affiliates
(domestic, foreign, and Edge corporations) for
which the Federal Reserve has supervisory over-
sight responsibility. The RRB is generally
expected to work with LRBs in conducting
examinations and other supervisory activities,
particularly where significant banking opera-
tions are conducted in a local District. Thus, for
state member banks, the LRB has an important
role in the supervision of that subsidiary. How-
ever, the RRB retains authority and accountabil-

4. Large institutions are defined differently in other regu-
latory guidance for regulatory reports and examination
mandates.
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ity for the results of all examinations and reviews
that an LRB may perform on its behalf. See
SR-05-27/CA-05-11.

Responsible Reserve Bank

In general, the RRB for a banking institution has
been the Reserve Bank in the District where the
banking operations of the organization are prin-
cipally conducted. For domestic banking insti-
tutions, the RRB typically will be the Reserve
Bank District where the head office of the top-
tier institution is located and where its overall
strategic direction is established and overseen.
For foreign banking institutions, the RRB typi-
cally will be the Reserve Bank District where
the Federal Reserve has the most direct involve-
ment in the day-to-day supervision of the U.S.
banking operations of the institution.

When necessary, the Board’s Division of
Banking Supervision and Regulation (BS&R), in
consultation with the Division of Consumer and
Community Affairs (C&CA), may designate an
RRB when the general principles set forth above
could impede the ability of the Federal Reserve
to perform its functions under law, do not result
in an efficient allocation of supervisory resources,
or are otherwise not appropriate.

Duties of RRBs

The RRB develops the consolidated risk assess-
ment and supervisory plan and ensures that the
scope and timing of planned activities con-
ducted by participating Districts and agencies
pursuant to the plan are appropriate, given the
consolidated risk assessment. The RRB desig-
nates the central point of contact or lead exam-
iner and ensures that all safety-and-soundness,
information technology, trust, consumer compli-
ance, Community Reinvestment Act (CRA), and
other specialty examinations, inspections, and
visitations are conducted and appropriately coor-
dinated within the System and with other regu-
lators. In addition, the RRB manages all formal
communications with the foreign and domestic
supervised entity, including the the communica-
tion of supervisory assessments, ratings, and
remedial actions.5

Sharing of RRB Duties

To take advantage of opportunities to enhance
supervisory effectiveness or efficiency, an RRB
is encouraged to arrange for the LRB to under-
take on its behalf certain examinations or other
supervisory activities. For example, an LRB
may have relationships with local representa-
tives of the institution or local supervisors;
leveraging these relationships may facilitate com-
munication and reduce costs. Additionally, LRBs
may provide specialty examination resources—in
the case of CRA examinations, LRB staff often
provide valuable insights into local communities
and lending institutions that should be factored
into the CRA assessment. When other Reserve
Bank Districts conduct examinations and other
supervisory activities for the RRB, substantial
reliance should be placed on the conclusions and
ratings recommended by the participating Reserve
Bank(s).

The RRB retains authority and accountability
for the results of all examinations and reviews
performed on its behalf and, therefore, must
work closely with LRB examination teams to
ensure that examination scopes and conclusions
are consistent with the supervisory approach and
message applied across the consolidated organi-
zation. If an LRB identifies major issues in the
course of directly conducting supervisory activi-
ties on behalf of an RRB, those issues should be
brought to the attention of the RRB in a timely
manner.

If an RRB arranges for an LRB to conduct
supervisory activities on its behalf, the LRB is
responsible for the costs of performing the
activities. If the LRB is unable to fulfill the
request from the RRB to perform the specified
activities, the RRB should seek System assis-
tance, if needed, by contacting Board staff or
using other established procedures for coordi-
nating resources.

In general, LRBs are responsible for the direct
supervision of state member banks located in
their district. LRBs and host states will not
routinely examine branches of state member
banks or issue separate ratings and reports of
examination. Similar to the relationship between
the RRBs and LRBs, home-state supervisors6

5. See SR-97-24, ‘‘Risk-Focused Framework for Supervi-
sion of Large Complex Institutions,’’ and SR-96-33, ‘‘State/
Federal Protocol and Nationwide Supervisory Agreement.’’

6. The State/Federal Supervisory Protocol and Agreement
established definitions for home and host states. The home-
state supervisor is defined as the state that issued the charter.
It will act on behalf of itself and all host-state supervisors
(states into which the bank branches) and will be the single
state contact for a particular institution.
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will coordinate the activities of all state banking
departments and will be the state’s principal
source of contact with federal banking agencies
and with the bank itself. Also, host states will
not unilaterally examine branches of interstate
banks. Close coordination among the Reserve
Banks and other appropriate regulators for each
organization is critical to ensure a consistent,
risk-focused approach to supervision.

Central Point of Contact and
Supervisory Teams

A central point of contact is critical to fulfilling
the objectives of seamless, risk-focused super-
vision. The RRB should designate a central
point of contact for each large complex institu-
tion it supervises. Generally, all activities and
duties of other areas within the Federal Reserve,
as well as those conducted with other supervi-
sors, should be coordinated through this contact.
The central point of contact should—

• be knowledgeable, on an ongoing basis, about
the institution’s financial condition, manage-
ment structure, strategic plan and direction,
and overall operations;

• remain up-to-date on the condition of the
assigned institution and be knowledgeable
regarding all supervisory activities; monitor-
ing and surveillance information; applications
issues; capital-markets activities; meetings
with management; and enforcement issues, if
applicable;

• ensure that the objective of seamless, risk-
focused supervision is achieved for each
institution and that the supervisory products
described later are prepared in a timely
manner;

• ensure appropriate follow-up and tracking of
supervisory concerns, corrective actions, or
other matters that come to light through
ongoing communications or surveillance; and

• participate in the examination process, as
needed, to ensure consistency with the insti-
tution’s supervisory plan and to ensure effec-
tive allocation of resources, including coordi-
nation of on-site efforts with specialty
examination areas and other supervisors, as
appropriate, and to facilitate requests for
information from the institution, whenever
possible.

A dedicated supervisory team composed of
individuals with specialized skills based upon
the organization’s particular business lines and
risk profile will be assigned to each institution.
This full-time, dedicated cadre will be supple-
mented by other specialized System staff, as
necessary, to participate in examinations and
targeted reviews.

In addition to designing and executing the
supervisory strategy for an organization, the
central point of contact is responsible for man-
aging the supervisory team. The supervisory
team’s major responsibilities are to maintain a
high level of knowledge of the banking organi-
zation and to ensure that supervisory strategies
and priorities are consistent with the identified
risks and institutional profile.

Sharing of Information

To further promote seamless, risk-focused
supervision, information related to a specific
institution should be provided, as appropriate, to
other interested supervisors. The information to
be shared includes the products described in the
‘‘Process and Products’’ subsection. However,
sharing these products with the institution itself
should be carefully evaluated on a case-by-case
basis.

Confidentiality Provisions in
Agreements that Prevent or Restrict
Notification to the Federal Reserve

The Federal Reserve has stated and clarified its
expectations regarding confidentiality provi-
sions that are contained in agreements between a
banking organization and its counterparties (for
example, mutual funds, hedge funds, and other
trading counterparties) or other third parties. It is
contrary to Federal Reserve’s regulations and
policy for agreements to contain confidentiality
provisions that (1) restrict the banking organi-
zation from providing information to Federal
Reserve supervisory staff; 6a (2) require or per-
mit, without the prior approval of the Federal
Reserve, the banking organization to disclose to
a counterparty that any information will be or
was provided to Federal Reserve supervisory

6a. Supervisory staff include individuals that are on and/or
off site.
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staff; or (3) require or permit, without the prior
approval of the Federal Reserve, the banking
organization to inform a counterparty of a cur-
rent or upcoming Federal Reserve examination
or any nonpublic Federal Reserve supervisory
initiative or action. Banking organizations that
have entered, or enter, into agreements contain-
ing such confidentiality provisions are subject to
legal risk. (See SR-07-19 and SR-97-17.) For
information on the restrictions pertaining to the
very limited disclosure of confidential supervi-
sory ratings and other nonpublic supervisory
information, see SR-05-4, SR-96-26, and SR-
88-37. See also section 5020.1.

Functional Approach and Targeted
Examinations

Traditionally, the examination process has been
driven largely by a legal-entity approach to
banking companies. The basis for risk-focused
supervision of large complex institutions relies
more heavily on a functional, business-line ap-
proach to supervising institutions, while effec-
tively integrating the functional approach into
the legal-entity assessment.

The functional approach focuses principally
on the key business activities (for example,
lending, Treasury, retail banking) rather than
on reviewing the legal entity and its balance
sheet. This approach does not mean that the
responsibility for a legal-entity assessment is
ignored, nor should the Federal Reserve perform
examinations of institutions that other regula-
tors are primarily responsible for supervising.7
Rather, Federal Reserve examiners should inte-
grate the findings of a functional review into the
legal-entity assessment and coordinate closely
with the primary regulator to gather sufficient
information to form an assessment of the con-
solidated organization. Nonetheless, in some
cases, effective supervision of the consoli-
dated organization may require Federal Reserve
examiners to perform process reviews and pos-
sibly transaction testing at all levels of the
organization.

Functional risk-focused supervision is to be
achieved by—

7. For U.S. banks owned by FBOs, it is particularly
important to review the U.S. bank on a legal-entity basis and
to review the risk exposure to the U.S. bank of its parent
foreign bank since U.S. supervisory authorities do not super-
vise or regulate the parent bank.
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• planning and conducting joint examinations
with the primary regulator in areas of mutual
interest, such as nondeposit investment prod-
ucts, interest-rate risk, liquidity, and mergers
and acquisitions;

• leveraging off, or working from, the work
performed by the primary regulator and the
work performed by the institution’s internal
and external auditors by reviewing and using
their workpapers and conclusions to avoid
duplication of effort and to lessen the burden
on the institution;

• reviewing reports of examinations and other
communications to the institution issued by
other supervisors; and

• conducting a series of functional reviews or
targeted examinations of business lines, rel-
evant risk areas, or areas of significant super-
visory concern during the supervisory cycle.
Functional reviews and targeted examinations
are increasingly necessary to evaluate the
relevant risk exposure of a large, complex
institution and the effectiveness of related
risk-management systems.

The relevant findings of functional reviews or
targeted examinations should be—

• incorporated into the annual summary super-
visory report, with follow-up on deficiencies
noted in the functional reviews or targeted
examinations;

• conveyed to the institution’s management dur-
ing a close-out or exit meeting with the
relevant area’s line management; and

• communicated in a formal written report to
the institution’s management or board of
directors when significant weaknesses are
detected or when the finding results in a
downgrade of any rating component.

The functional approach to risk assessments
and to planning supervisory activities should
include a review of the parent company and its
significant nonbank subsidiaries. However, the
level of supervisory review should be appropri-
ate to the risk profile of the parent company or
its nonbank subsidiary in relation to the consoli-
dated organization. Intercompany transactions
should continue to be reviewed as part of the
examination procedures performed to ensure
that these transactions comply with laws and
regulations and do not pose safety-and-soundness
concerns.

Process and Products

The risk-focused methodology for the supervi-
sion program for large, complex institutions
reflects a continuous and dynamic process. The
methodology consists of six steps, each of
which uses certain written products to facilitate
communication and coordination.

Table 1—Steps and Products

Steps Products

1. Understanding the
institution

1. Institutional
overview

2. Assessing the
institution’s risk

2. Risk matrix
3. Risk assessment

3. Planning and
scheduling
supervisory
activities

4. Supervisory plan
5. Examination

program

4. Defining examina-
tion activities

6. Scope
memorandum

7. Entry letter

5. Performing
examination
procedures

8. Functional
examination
modules

6. Reporting the
findings

9. Examination
report(s)

The focus of the products should be on fully
achieving a risk-focused, seamless, and coordi-
nated supervisory process, not simply on com-
pleting the products. The content and format of
the products are flexible and should be adapted
to correspond to the supervisory practices of the
agencies involved and to the structure and com-
plexity of the institution.

Understanding the Institution

The starting point for risk-focused supervision is
developing an understanding of the institution.
This step is critical to tailoring the supervision
program to meet the characteristics of the orga-
nization and to adjusting that program on an
ongoing basis as circumstances change. Further-
more, understanding the Federal Reserve’s
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supervisory role in relation to an institution and
its affiliates is essential.

Through increased emphasis on planning and
monitoring, supervisory activities can focus on
the significant risks to the institution and on
related supervisory concerns. The technological
and market developments within the financial
sector and the speed with which an institution’s
financial condition and risk profile can change
make it critical for supervisors to keep abreast of
events and changes in risk exposure and strat-
egy. Accordingly, the central point of contact for
each large, complex institution should review
certain information on an ongoing basis and
prepare an institution overview that will com-
municate his or her understanding of that
institution.

Information generated by the Federal Reserve,
other supervisory agencies, the institution, and
public organizations may assist the central point
of contact in forming and maintaining an ongo-
ing understanding of the institution’s risk profile
and current condition. In addition, the central
point of contact should hold periodic discus-
sions with the institution’s management to cover,
among other topics, credit-market conditions,
new products, divestitures, mergers and acqui-
sitions, and the results of any recently completed
internal and external audits. When other agen-
cies have supervisory responsibilities for the
organization, joint discussions should be
considered.

The principal risk-focused supervisory tools
and documents, including an institutional over-
view, risk matrix, and risk assessment for the
organization, should be current. Accordingly,
the central point of contact should distill and
incorporate significant new information into
these documents at least quarterly. Factors such
as emerging risks; new products; and significant
changes in business strategy, management, con-
dition, or ownership may warrant more frequent
updates. In general, the more dynamic the orga-
nization’s operations and risks, the more fre-
quently the central point of contact should
update the risk assessment, strategies, and plans.

Preparation of the Institutional Overview

The institutional overview should contain a
concise executive summary that demonstrates
an understanding of the institution’s present
condition and its current and prospective risk
profiles, as well as highlights key issues and past

supervisory findings. General types of informa-
tion that may be valuable to present in the
overview include—

• a brief description of the organizational
structure;

• a summary of the organization’s business
strategies as well as changes in key business
lines, growth areas, new products, etc., since
the prior review;

• key issues for the organization, either from
external or internal factors;

• an overview of management;
• a brief analysis of the consolidated financial

condition and trends;
• a description of the future prospects of the

organization;
• descriptions of internal and external audit;
• a summary of supervisory activity performed

since the last review; and
• considerations for conducting future

examinations.

Assessing the Institution’s Risks

To focus supervisory activities on the areas of
greatest risk to an institution, the central point of
contact should perform a risk assessment. The
risk assessment highlights both the strengths and
vulnerabilities of an institution and provides a
foundation for determining the supervisory
activities to be conducted. Further, the assess-
ment should apply to the entire spectrum of risks
facing an institution (as previously discussed in
the subsection ‘‘Risk-Management Processes and
Internal Controls’’).

An institution’s business activities present
various combinations and concentrations of the
noted risks depending on the nature and scope of
the particular activity. Therefore, when conduct-
ing the risk assessment, consideration must be
given to the institution’s overall risk environ-
ment, the reliability of its internal risk manage-
ment, the adequacy of its information technol-
ogy systems, and the risks associated with each
of its significant business activities.

Assessment of the Overall Risk
Environment

The starting point in the risk-assessment process
is an evaluation of the institution’s risk tolerance
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and of management’s perception of the organi-
zation’s strengths and weaknesses. This evalua-
tion should entail discussions with management
and review of supporting documents, strategic
plans, and policy statements. In general, man-
agement is expected to have a clear understand-
ing of both the institution’s markets and the
general banking environment, as well as how
these factors affect the institution.

The institution should have a clearly defined
risk-management structure, which may be for-
mal or informal, centralized or decentralized.
However, the greater the risk assumed by the
institution, the more sophisticated its risk-
management system should be. Regardless of
the approach, the types and levels of risk an
institution is willing to accept should reflect its
risk appetite, as determined by the board of
directors.

To assess the overall risk environment, the
central point of contact should make a prelimi-
nary evaluation of the institution’s internal risk
management, considering the adequacy of its
internal audit, loan-review, and compliance func-
tions. External audits also provide important
information on the institution’s risk profile and
condition, which may be used in the risk
assessment.

In addition, the central point of contact should
review risk assessments developed by the inter-
nal audit department for significant lines of
business, and compare those results with the
supervisory risk assessment. Management’s abil-
ity to aggregate risks on a global basis should
also be evaluated. This preliminary evaluation
can be used when developing the scope of
examination activities to determine the level of
examiner reliance on the institution’s internal
risk management.

Risk-monitoring activities must be supported
by management information systems that pro-
vide senior managers and directors with timely
and reliable reports on the financial condition,
operating performance, and risk exposure of the
consolidated organization. These systems must
also provide managers engaged in the day-to-
day management of the organization’s activities
with regular and sufficiently detailed reports for
their areas of responsibility. Moreover, in most
large, complex institutions, management infor-
mation systems not only provide reporting sys-
tems, but also support a broad range of business
decisions through sophisticated risk-management
and decision-making tools such as credit-
scoring and asset/liability models and automated

trading systems. Accordingly, the institution’s
risk assessment must consider the adequacy of
its information technology systems.

Preparation of the Risk Matrix

A risk matrix is used to identify significant
activities, the type and level of inherent risks in
these activities, and the adequacy of risk man-
agement over these activities, as well as to
determine composite-risk assessments for each
of these activities and the overall institution. A
risk matrix can be developed for the consoli-
dated organization, for a separate affiliate, or
along functional business lines. The matrix is a
flexible tool that documents the process fol-
lowed to assess the overall risk of an institution
and is a basis for preparation of the narrative
risk assessment.

Activities and their significance can be iden-
tified by reviewing information from the insti-
tution, the Reserve Bank, or other supervisors.
After the significant activities are identified, the
type and level of risk inherent in them should be
determined. Types of risk may be categorized as
previously described or by using categories
defined either by the institution or other super-
visory agencies. If the institution uses risk
categories that differ from those defined by the
supervisory agencies, the examiner should deter-
mine if all relevant types of risk are appropri-
ately captured. If risks are appropriately cap-
tured by the institution, the examiner should use
the categories identified by the institution.

For the identified functions or activities, the
inherent risk involved in that activity should be
described as high, moderate, or low for each
type of risk associated with that type of activity.
The following definitions apply:

• High inherent riskexists when the activity is
significant or positions are large in relation to
the institution’s resources or its peer group,
when the number of transactions is substan-
tial, or when the nature of the activity is
inherently more complex than normal. Thus,
the activity potentially could result in a sig-
nificant and harmful loss to the organization.

• Moderate inherent riskexists when positions
are average in relation to the institution’s
resources or its peer group, when the volume
of transactions is average, and when the
activity is more typical or traditional. Thus,
while the activity potentially could result in a
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loss to the organization, the loss could be
absorbed by the organization in the normal
course of business.

• Low inherent riskexists when the volume,
size, or nature of the activity is such that even
if the internal controls have weaknesses, the
risk of loss is remote, or, if a loss were to
occur, it would have little negative impact on
the institution’s overall financial condition.

This risk-assessment is made without consider-
ing management processes and controls; those
factors are considered when evaluating the
adequacy of the institution’s risk-management
systems.

Assessing Adequacy of Risk Management

When assessing the adequacy of an institution’s
risk-management systems for identified func-
tions or activities, the focus should be on find-
ings related to the key elements of a sound risk-
management system: active board and senior
management oversight; adequate policies, pro-
cedures, and limits; adequate risk-management,
monitoring, and management information sys-
tems; and comprehensive internal controls.
(These elements are described in the earlier
subsection ‘‘Elements of Risk Management.’’)

Taking these key elements into account, the
contact should assess the relative strength of the
risk-management processes and controls for each
identified function or activity. Relative strength
should be characterized as strong, acceptable, or
weak as defined below:

• Strong risk managementindicates that man-
agement effectively identifies and controls all
major types of risk posed by the relevant
activity or function. The board and manage-
ment participate in managing risk and ensure
that appropriate policies and limits exist, which
the board understands, reviews, and approves.
Policies and limits are supported by risk-
monitoring procedures, reports, and manage-
ment information systems that provide the
necessary information and analysis to make
timely and appropriate responses to changing
conditions. Internal controls and audit proce-
dures are appropriate to the size and activities
of the institution. There are few exceptions to
established policies and procedures, and none
of these exceptions would likely lead to a
significant loss to the organization.

• Acceptable risk managementindicates that the
institution’s risk-management systems,
although largely effective, may be lacking to
some modest degree. It reflects an ability to
cope successfully with existing and foresee-
able exposure that may arise in carrying out
the institution’s business plan. While the
institution may have some minor risk-
management weaknesses, these problems have
been recognized and are being addressed.
Overall, board and senior management over-
sight, policies and limits, risk-monitoring pro-
cedures, reports, and management information
systems are considered effective in maintain-
ing a safe and sound institution. Risks are
generally being controlled in a manner that
does not require more than normal supervi-
sory attention.

• Weak risk managementindicates risk-
management systems that are lacking in
important ways and, therefore, are a cause for
more than normal supervisory attention. The
internal control system may be lacking in
important respects, particularly as indicated
by continued control exceptions or by the
failure to adhere to written policies and pro-
cedures. The deficiencies associated in these
systems could have adverse effects on the
safety and soundness of the institution or
could lead to a material misstatement of its
financial statements if corrective actions are
not taken.

The composite risk for each significant activ-
ity is determined by balancing the overall level
of inherent risk of the activity with the overall
strength of risk-management systems for that
activity. For example, commercial real estate
loans usually will be determined to be inherently
high risk. However, the probability and the
magnitude of possible loss may be reduced by
having very conservative underwriting stan-
dards, effective credit administration, strong
internal loan review, and a good early warning
system. Consequently, after accounting for these
mitigating factors, the overall risk profile and
level of supervisory concern associated with
commercial real estate loans may be moderate.

To facilitate consistency in the preparation of
the risk matrix, general definitions of the com-
posite level of risk for significant activities are
provided as follows:

• A high composite riskgenerally would be
assigned to an activity in which the risk-
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management system does not significantly
mitigate the high inherent risk of the activity.
Thus, the activity could potentially result in a
financial loss that would have a significant
negative impact on the organization’s overall
condition, in some cases, even when the
systems are considered strong. For an activity
with moderate inherent risk, a risk-management
system that has significant weaknesses could
result in a high composite risk assessment
because management appears to have an
insufficient understanding of the risk and
uncertain capacity to anticipate and respond to
changing conditions.

• A moderate composite risk generally would
be assigned to an activity with moderate
inherent risk, which the risk-management sys-
tems appropriately mitigate. For an activity
with low inherent risk, significant weaknesses
in the risk-management system may result in a
moderate composite risk assessment. On the
other hand, a strong risk-management system
may reduce the risks of an inherently high-risk
activity so that any potential financial loss
from the activity would have only a moderate
negative impact on the financial condition of
the organization.

• A low composite risk generally would be
assigned to an activity that has low inherent
risks. An activity with moderate inherent risk
may be assessed a low composite risk when
internal controls and risk-management sys-
tems are strong, and when they effectively
mitigate much of the risk.

Once the composite risk assessment of each
identified significant activity or function is com-
pleted, an overall composite risk assessment
should be made for off-site analytical and plan-
ning purposes. This assessment is the final step
in the development of the risk matrix, and the
evaluation of the overall composite risk is
incorporated into the written risk assessment.

Preparation of the Risk Assessment

A written risk assessment is used as an internal
supervisory planning tool and to facilitate com-
munication with other supervisors. The goal is
to develop a document that presents a compre-
hensive, risk-focused view of the institution,
delineating the areas of supervisory concern and

serving as a platform for developing the super-
visory plan.

The format and content of the written risk
assessment are flexible and should be tailored to
the individual institution. The risk assessment
reflects the dynamics of the institution; there-
fore, it should consider the institution’s evolving
business strategies and be amended as signifi-
cant changes in the risk profile occur. Input from
other affected supervisors and specialty units
should be included to ensure that all the institu-
tion’s significant risks are identified. The risk
assessment should—

• include an overall risk assessment of the
organization;

• describe the types of risk (credit, market,
liquidity, reputational, operational, legal) and
their level (high, moderate, low) and direction
(increasing, stable, decreasing);

• identify all major functions, business lines,
activities, products, and legal entities from
which significant risks emanate, as well as the
key issues that could affect the risk profile;

• consider the relationship between the likeli-
hood of an adverse event and its potential
impact on an institution; and

• describe the institution’s risk-management sys-
tems. Reviews and risk assessments per-
formed by internal and external auditors should
be discussed, as should the institution’s ability
to take on and manage risk prospectively.

The central point of contact should attempt to
identify the cause of unfavorable trends, not just
report the symptoms. The risk assessment should
reflect a thorough analysis that leads to conclu-
sions about the institution’s risk profile, rather
than just reiterating the facts.

Planning and Scheduling Supervisory
Activities

The supervisory plan forms a bridge between
the institution’s risk assessment, which identi-
fies significant risks and supervisory concerns,
and the supervisory activities to be conducted.
In developing the supervisory plan and exami-
nation schedule, the central point of contact
should minimize disruption to the institution
and, whenever possible, avoid duplicative
examination efforts and requesting similar infor-
mation from the other supervisors.

Examination Strategy and Risk-Focused Examinations 1000.1
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The institution’s organizational structure and
complexity are significant considerations when
planning the specific supervisory activities to be
conducted. Additionally, interstate banking and
branching activities have implications for plan-
ning on-site and off-site review. The scope and
location of on-site work for interstate banking
operations will depend upon the significance
and risk profile of local operations, the location
of the supervised entity’s major functions, and
the degree of its centralization. The bulk of
safety-and-soundness examinations for branches
of an interstate bank would likely be conducted
at the head office or regional offices, supple-
mented by periodic reviews of branch opera-
tions and internal controls. The supervisory plan
should reflect the need to coordinate these
reviews of branch operations with other
supervisors.

Preparation of the Supervisory Plan

A comprehensive supervisory plan should be
developed annually, and reviewed and revised at
least quarterly to reflect any significant new
information or emerging banking trends or risks.
The supervisory plan and any revisions should
be periodically discussed with representatives of
the principal regulators of major affiliates to
reconfirm their agreement on the overall plan for
coordinating its implementation, when warranted.

The plan should demonstrate that both the
supervisory concerns identified through the risk-
assessment process and the deficiencies noted in
the previous examination are being or will be
addressed. To the extent that the institution’s
risk-management systems are adequate, the level
of supervisory activity may be adjusted. The
plan should generally address all supervisory
activities to be conducted, the scope of those
activities (full or targeted), the objectives of
those activities (for example, review of specific
business lines, products, support functions, legal
entities), and specific concerns regarding those
activities, if any. Consideration should be given
to—

• prioritizing supervisory resources on areas of
higher risk;

• pooling examiner resources to reduce the
regulatory burden on institutions as well as
examination redundancies;

• maximizing the use of examiners who are
located where the activity is being conducted;

• coordinating examinations of different
disciplines;

• determining compliance with, or the potential
for, supervisory action;

• balancing mandated requirements with the
objectives of the plan;

• providing general logistical information (for
exammple, a timetable of supervisory activi-
ties, the participants, and expected resource
requirements); and

• assessing the extent to which internal and
external audit, internal loan review, compli-
ance, and other risk-management systems will
be tested and relied upon.

Generally, the planning horizon to be covered
is 18 months for domestic institutions.8 The
overall supervisory objectives and basic frame-
work need to be outlined by midyear to facilitate
preliminary discussions with other supervisors
and to coincide with planning for the Federal
Reserve’s annual scheduling conferences. The
plan should be finalized by the end of the year,
for execution in the following year.

Preparation of the Examination Program

The examination program should provide a
comprehensive schedule of examination activi-
ties for the entire organization and aid in the
coordination and communication of responsibili-
ties for supervisory activities. An examination
program provides a comprehensive listing of all
examination activities to be conducted at an
institution for the given planning horizon. To
prepare a complete examination program and
reflect the institution’s current conditions and
activities, and the activities of other supervisors,
the central point of contact needs to be the focal
point for communications on a particular insti-
tution. The role includes any communications
with the Federal Reserve, the institution’s man-
agement, and other supervisors. The examina-
tion program generally incorporates the follow-
ing logistical elements:

• a schedule of activities, period, and resource
estimates for planned projects

8. The examination plans and assessments of condition of
U.S. operations that are used for FBO supervision use a
12-month period.
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• an identification of the agencies conducting
and participating in the supervisory activity
(when there are joint supervisors, indicate the
lead agency and the agency responsible for a
particular activity) and resources committed
by all participants to the area(s) under review

• the planned product for communicating find-
ings (indicate whether it will be a formal
report or supervisory memorandum)

• the need for special examiner skills and the
extent of participation of individuals from
specialty functions

Defining Examination Activities

Scope Memorandum

The scope memorandum is an integral product
in the risk-focused methodology because it iden-
tifies the key objectives of the on-site examina-
tion. The focus of on-site examination activities,
identified in the scope memorandum, follow a
top-down approach that includes a review of the
organization’s internal risk-management sys-
tems and an appropriate level of transaction
testing. The risk-focused methodology is flex-
ible regarding the amount of on-site transaction
testing used. Although the focus of the exami-
nation is on the institution’s processes, an
appropriate level of transaction testing and asset
review will be necessary to verify the integrity
of internal systems.

After the areas to be reviewed have been
identified in the supervisory plan, a scope memo-
randum should be prepared that documents spe-
cific objectives for the projected examinations.
This document is of key importance, as the
scope of the examination will likely vary from
year to year. Thus, it is necessary to identify the
specific areas chosen for review and the extent
of those reviews. The scope memorandum will
help ensure that the supervisory plan for the
institution is executed and will communicate the
specific examination objectives to the examina-
tion staff.

The scope memorandum should be tailored to
the size, complexity, and current rating of the
institution subject to review. For large but less-
complex institutions, the scope memorandum
may be combined with the supervisory plan or
the risk assessment. The scope memorandum
should define the objectives of the examination,
and generally should include—

• a statement of the objectives;

• an overview of the activities and risks to be
evaluated;

• the level of reliance on internal risk-
management systems and internal or external
audit findings;

• a description of the procedures that are to be
performed, indicating any sampling process to
be used and the level of transaction testing,
when appropriate;

• identification of the procedures that are
expected to be performed off-site; and

• a description of how the findings of targeted
reviews, if any, will be used on the current
examination.

Entry Letter

The entry letter should be tailored to fit the
specific character and profile of the institution to
be examined and the scope of the activities to be
performed. Thus, effective use of entry letters
depends on the planning and scoping of a
risk-focused examination. To eliminate duplica-
tion and minimize the regulatory burden on an
institution, entry letters should not request
information that is regularly provided to desig-
nated central points of contact or that is avail-
able within each Federal Reserve Bank. When
needed for examinations of larger or more
complex organizations, the entry letter should
be supplemented by requests for information on
specialty activities. The specific items selected
for inclusion in the entry letter should meet the
following guidelines:

• reflect risk-focused supervision objectives and
the examination scope

• facilitate efficiency in the examination process
and lessen the burden on financial institutions

• limit, to the extent possible, requests for
special management reports

• eliminate items used for audit-type procedures
(for example, verifications)

• distinguish between information to be mailed
to the examiner-in-charge for off-site exami-
nation procedures and information to be held
at the institution for on-site procedures

• allow management sufficient lead time to
prepare the requested information

Examination Strategy and Risk-Focused Examinations 1000.1
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Examination Procedures

Examination procedures should be tailored to
the characteristics of each institution, keeping in
mind size, complexity, and risk profile. They
should focus on developing appropriate docu-
mentation to adequately assess management’s
ability to identify, measure, monitor, and control
risks. Procedures should be completed to the
degree necessary to determine whether the
institution’s management understands and
adequately controls the levels and types of risks
that are assumed. For transaction testing, the
volume of loans to be tested should be adjusted
according to management’s ability to accurately
identify problems and potential problem credits
and to measure, monitor, and control the insti-
tution’s exposure to overall credit risk. Like-
wise, the level of transaction testing for compli-
ance with laws and regulations should take into
account the effectiveness of management sys-
tems to monitor, evaluate, and ensure compli-
ance with applicable laws and regulations.

During the supervisory cycle, the 10 func-
tional areas listed below will be evaluated in
most full-scope examinations. To evaluate these
functional areas, procedures need to be tailored
to fit the risk assessment that was prepared for
the institution and the scope memorandum that
was prepared for the examination. These func-
tional areas represent the primary business
activities and functions of large complex insti-
tutions as well as common sources of significant
risk to them. Additionally, other areas of signifi-
cant sources of risk to an institution or areas that
are central to the examination assignment will
need to be evaluated. The functional areas
include the following:

• loan portfolio analysis
• Treasury activities
• trading and capital-markets activities
• internal controls and audit
• supervisory ratings
• information systems
• fiduciary activities
• private banking
• retail banking activities
• payments system risk

Reporting the Findings

At least annually, a comprehensive summary

supervisory report should be prepared that sup-
ports the organization’s assigned ratings and
encompasses the results of the entire supervi-
sory cycle. This report should (1) convey the
Federal Reserve’s view of the condition of the
organization and its key risk-management pro-
cesses, (2) communicate the composite supervi-
sory ratings, (3) discuss each of the major
business risks, (4) summarize the supervisory
activities conducted during the supervisory cycle
and the resulting findings, and (5) assess the
effectiveness of any corrective actions taken by
the organization. This report will satisfy super-
visory and legal requirements for a full-scope
examination. Reserve Bank management, as
well as Board officials, when warranted, will
meet with the organization’s board of directors
to present and discuss the contents of the report
and the Federal Reserve’s assessment of the
condition of the organization.

Completion Standard for Examination
and Inspection Reports

Safety and soundness examination and inspec-
tion reports for community banking organiza-
tions issued by the Federal Reserve should be
completed and sent to the supervised institution
within a maximum of 60 calendar days follow-
ing the ‘‘close date’’ of the examination.9 These
standards apply to formal examination and
inspection reports for institutions supervised by
the Federal Reserve with $10 billion or less in
total consolidated assets including state member
banks, bank holding companies, savings and
loan holding companies, Edge Act and agree-
ment corporations, U.S. branches and agencies
of foreign banks, and foreign subsidiaries and
branches of U.S. banks.10 For institutions rated
composite ‘‘3,’’ ‘‘4,’’ or ‘‘5,’’ Reserve Banks are
encouraged to adopt an internal target of 45
calendar days from the close date for sending
the reports.

The ‘‘close date’’ of an on-site examination
and inspection is defined as the last date that the
examination team is physically on-site at the

9. This completion standard gives recognition to the con-
tinuous monitoring and roll-up supervisory process for larger
organizations having consolidated assets in excess of $10 bil-
lion.

10. Bank and savings and loan holding companies with
total consolidated assets of $1 billion or less are subject to a
separate program that has different requirements for the
issuance of reports of inspection.
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institution. For examinations and inspections for
which all or a portion of the work is performed
off-site, the ‘‘close date’’ is defined as the earlier
of the following dates: (1) the date when the
analysis (including loan file review) is com-
pleted and ready for the examiner-in-charge’s
review or (2) the date when the preliminary exit
meeting is held with management, which can be
conducted either on-site or off-site by confer-
ence call.

Further, to ensure that findings are communi-
cated to a supervised institution in a timely
manner, Reserve Banks should ensure that the
duration between the start11 of an examination/
inspection to the completion and delivery of an
examination/inspection report does not exceed
90 days. In cases when reports are subject to
statutory requirements for other state or federal
agency review, such as by the Consumer Finan-
cial Protection Bureau (CFPB),12 Reserve Banks
may exceed the guidelines included in SR-13-14
at the discretion of senior management. How-
ever, deviations from these guidelines are
expected to be rare. At the discretion of senior
Reserve Bank management, additional exemp-
tions from this 90-day guideline may be consid-
ered for examinations that are conducted simul-
taneously on multiple affiliated banks or

examinations of larger complex community
banking organizations, such as those that have
total assets in excess of $2 billion that require
additional time on-site to review specialized or
complex business lines.

In addition, as stated in SR-13-14, findings
and conclusions delivered to a supervised insti-
tution at the close date and exit meetings for
examinations and inspections must be consis-
tently documented in workpapers.13 At a mini-
mum, documentation should include

1) a list of attendees at the meetings;
2) a description of significant examination and

inspection findings discussed, including pre-
liminary ratings; and

3) a summary of the bank management’s views
on the findings and, if applicable, the views
of the board of directors.

To the extent conclusions in the final report
differ from those discussed at the close date and
exit meetings, Reserve Bank examiners and
supervisory staff should communicate the rea-
sons for the differences to the supervised insti-
tution and document these discussions in their
workpapers. (See SR-13-14.)

11. The start date is the date that Reserve Bank examiners
and supervisory staff commence the examination and inspec-
tion work, excluding pre-exam visitations and preparation.

12. See sections 1022, 1024, and 1025 of the Dodd-Frank
Wall Street Reform and Consumer Protection Act. For more
information on the coordination of supervisory activities with
the CFPB, see also the ‘‘Memorandum of Understanding on
Supervisory Coordination’’ and the June 4, 2012, joint press
release at www.federalreserve.gov/newsevents/press/bcreg/
20120604a.htm.

13. In some cases, Reserve Bank examiners or supervisory
staff may conduct a pre-exit meeting with the institution’s
management at the close date of the examination or inspec-
tion. Representatives from the on-site examination or inspec-
tion team may also hold a final exit meeting with the
institution after vetting examination or inspection findings
with the responsible Reserve Bank officer(s). An ‘‘exit meet-
ing’’ is defined as an examiner’s meeting with the institution’s
management or management and board of directors to com-
municate preliminary supervisory findings and conclusions.
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Consolidated Supervision Framework for Large Financial
Institutions
Effective date April 2014 Section 1005.1

The Federal Reserve adopted a new framework
for the consolidated supervision of large finan-
cial institutions on December 17, 2012.1 The
framework strengthens traditional micropruden-
tial supervision and regulation to enhance the
safety and soundness of individual firms. It also
incorporates macroprudential considerations to
reduce potential threats to the stability of the
financial system and to provide insights into
financial market trends. The consolidated super-
vision framework has two primary objectives:

• Enhancing resiliency of a firm to lower the
probability of its failure or inability to serve
as a financial intermediary.
Each firm is expected to ensure that the
consolidated organization (or the combined
U.S. operations in the case of foreign banking
organizations) and its core business lines2 can
survive under a broad range of internal or
external stresses. This requires financial resil-
ience by maintaining sufficient capital and
liquidity, and operational resilience by main-
taining effective corporate governance, risk
management, and recovery planning.

• Reducing the impact on the financial system
and the broader economy in the event of a
firm’s failure or material weakness.
Each firm is expected to ensure the sustain-
ability of its critical operations3 and banking
offices4 under a broad range of internal or
external stresses. This requires, among other
things, effective resolution planning that ad-
dresses the complexity and the interconnectiv-
ity of the firm’s operations.

These objectives are consistent with key pro-
visions of the 2010 Dodd-Frank Wall Street
Reform and Consumer Protection Act (Dodd-
Frank Act). These provisions include enhanced

prudential standards, which provide the Federal
Reserve with the flexibility to tailor the applica-
tion of these standards to individual firms or
groups of firms.5 (See SR-12-17/CA-12-14 and
the supplemental guidance in SR-13-23.)

FRAMEWORK APPLICABILITY

The new framework is designed to support a
tailored supervisory approach that accounts for
the unique risk characteristics of each firm,
including the nature and degree of potential
systemic risks inherent in a firm’s activities and
operations, as well as broader trends across
firms. This framework applies to the following
institutions:

• Large Institution Supervision Coordinating
Committee (LISCC) firms: the largest, most
complex U.S. and foreign financial organiza-
tions subject to consolidated supervision by
the Federal Reserve. Nonbank financial com-
panies designated by the Financial Stability
Oversight Council (FSOC) for supervision by
the Federal Reserve are included in the LISCC
portfolio. LISCC firms are considered to pose
the greatest systemic risk to the U.S. economy.

The LISCC is a multidisciplinary body that
oversees supervision and evaluates conditions
of supervised firms. The committee also de-
velops cross-firm perspectives and monitors
interconnectedness and common practices that
could lead to greater systemic risk.

• Large Banking Organizations (LBOs): domes-
tic bank and savings and loan holding compa-
nies with consolidated assets of $50 billion or
more that are not included in the LISCC
portfolio.

• Large Foreign Banking Organizations (Large
FBOs): foreign banking organizations with
combined assets of U.S. operations of $50
billion or more that are not included in the
LISCC portfolio.

In certain instances, the framework applies to
the intermediate holding company that is the
primary focus of regulations and supervisory
activities for the consolidated entity.

1. Refer to the firms described in the subsection on
‘‘Framework Applicability.’’

2. ‘‘Core business lines’’ are those business lines (includ-
ing associated operations, services, functions, and support)
that, in the firm’s view, upon failure would result in a material
loss of revenue, profit, or franchise value.

3. ‘‘Critical operations’’ are those operations (including
associated services, functions, and support) that if they were to
fail or be discontinued could pose a threat to the financial
stability of the United States.

4. ‘‘Banking offices’’ are defined as U.S. depository insti-
tution subsidiaries, as well as the U.S. branches and agencies
of foreign banking organizations. 5. 12 USC 5365 and 12 USC 5365(a)(2).
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FRAMEWORK OVERVIEW

The supervisory framework comprises the frame-
work’s sections’ A, B, and C. Sections A and B
specify the Federal Reserve’s expectations across
the following core areas of supervisory focus:

A. Enhancing Resiliency of a Firm

(1) Capital and Liquidity Planning and Posi-
tions

(2) Corporate Governance

(3) Recovery Planning

(4) Management of Core Business Lines

B. Reducing the Impact of a Firm’s Failure

(1) Management of Critical Operations

(2) Support for Banking Offices

(3) Resolution Planning

(4) Additional Macroprudential Supervi-
sory Approaches to Address Risks to
Financial Stability

C. Conduct of Supervisory Activities

The Federal Reserve may periodically iden-
tify additional supervisory priorities beyond these
core areas of focus as necessary to enhance
firm-specific supervision and develop cross-firm
perspectives.

The subsection on ‘‘Conduct of Supervisory
Activities’’ (framework section C) outlines the
conduct of supervisory activities used to
maintain a comprehensive understanding and
assessment of each firm. Effective consoli-
dated supervision requires strong, cooperative
relationships between the Federal Reserve and
other bank supervisors and functional regula-
tors. The Federal Reserve generally relies to the
fullest extent possible on the information and
assessments provided by other supervisors and
regulators to support effective supervision.
Supervisory agencies engaged in the supervi-
sion of large financial institutions continue to
enhance formal and informal discussions to
jointly identify and address key vulnerabilities,
and to coordinate supervisory strategies for
these firms.

As a general matter, this framework is appli-
cable in circumstances when the consolidated
organization and its banking offices are in at
least satisfactory condition and there are no
material weaknesses or risks across these core
areas of supervisory focus. The Federal Reserve
applies additional supervisory expectations, and
undertakes related activities, to address identi-
fied concerns including areas subject to formal

or informal enforcement action.

ENHANCING RESILIENCY OF A
FIRM (SECTION A)

Capital and Liquidity Planning and
Positions

The financial crisis demonstrated the need for
stronger regulatory and supervisory assessments
of firms’ financial resiliency.6 The Federal
Reserve noted significant weaknesses in the
adequacy of firms’ point-in-time regulatory capi-
tal to cover accumulated and prospective risks,
as well as in firms’ liquidity buffers and risk-
management practices.7 These weaknesses con-
tributed to the failure or near failure of many
financial firms and exacerbated the crisis. To
support effective capital and liquidity planning,
and the adequacy of capital and liquidity posi-
tions, each firm should:

a) Maintain strong capital and liquidity posi-
tions that not only comply with regulatory
requirements, but also support the firm’s
ongoing ability to meet its obligations to
creditors and other counterparties, as well as
continue to serve as a financial intermediary
through periods of stress.

b) Have in place robust internal processes that
enable the firm to maintain capital and liquid-
ity commensurate with its unique risks under
normal and stressful conditions, and to pro-
vide timely restoration of financial buffers in
the event of drawdown.

c) Maintain processes that enable the identifi-
cation and measurement of potential risks to
asset quality, earnings, cash flows, and other
primary determinants of capital and liquidity
positions.

d) Utilize comprehensive projections of the level
and composition of capital and liquidity
resources, supported by rigorous and regular
stress testing to assess the potential impact of

6. See the Board’s final rule on capital plan requirements
for large bank holding companies (76 Fed. Reg. 74631,
December 1, 2011); SR-10-6, ‘‘Interagency Policy Statement
on Funding and Liquidity Risk Management’’ (75 Fed. Reg.

13656, March 22, 2010); and section 4066.0 of this manual.
7. The capital components of this framework, including

those related to stress testing, will apply to savings and loan
holding companies after they become subject to minimum
regulatory capital requirements.
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a broad range of expected and potentially
adverse scenarios.

e) Maintain sound risk measurement and mod-
eling capabilities, supported by comprehen-
sive data collection and analysis, indepen-
dent validation, and effective governance,
policies, and controls.8

f) Establish goals for capital and liquidity posi-
tions that are approved by the firm’s board of
directors and reflect the potential impact of
legal or regulatory restrictions on the transfer
of capital or liquidity between legal entities.

g) Maintain independent internal audit and other
review functions with appropriate staff ex-
pertise, experience, and stature in the orga-
nization to monitor the adequacy of capital
and liquidity risk measurement and manage-
ment processes.

Corporate Governance

In order for a firm to be sustainable under a
broad range of economic, operational, legal or
other stresses, its board of directors (or equiva-
lent for the U.S. operations of FBOs) should
provide effective corporate governance with the
support of senior management. The board is
expected to establish and maintain the firm’s
culture, incentives, structure, and processes that
promote its compliance with laws, regulations,
and supervisory guidance. Each firm’s board of
directors and committees, with support from
senior management, should:

a) Maintain a clearly articulated corporate strat-
egy and institutional risk appetite. The board
should set direction and oversight for rev-
enue and profit generation, risk management
and control functions, and other areas essen-
tial to sustaining the consolidated organization.

b) Ensure that the firm’s senior management
has the expertise and level of involvement
required to manage the firm’s core business
lines, critical operations, banking offices, and
other material entities.9 These areas should
receive sufficient operational support to
remain in a safe and sound condition under a
broad range of stressed conditions.

c) Maintain a corporate culture that emphasizes

the importance of compliance with laws and
regulations and consumer protection, as well
as the avoidance of conflicts of interest and
the management of reputational and legal
risks.

d) Ensure the organization’s internal audit, cor-
porate compliance, and risk management and
internal control functions are effective and
independent, with demonstrated influence
over business-line decision making that is
not marginalized by a focus on short-term
revenue generation over longer-term
sustainability.10

e) Assign senior managers with the responsibil-
ity for ensuring that investments across busi-
ness lines and operations align with corpo-
rate strategies, and that compensation
arrangements and other incentives are con-
sistent with the corporate culture and institu-
tional risk appetite.11

f) Ensure that management information systems
(MIS) support the responsibilities of the board
of directors to oversee the firm’s core busi-
ness lines, critical operations, and other core
areas of supervisory focus.

Recovery Planning

Robust recovery planning is central to ensuring
the ongoing resiliency of a firm’s consolidated
operations as well as its core business lines,
critical operations, banking offices, and other
material entities. Each firm should plan for
potential financial or operational weaknesses
and identify actions to correct those weaknesses.
Therefore, each firm should:

a) Maintain clearly documented quantitative and
qualitative criteria that would trigger timely
implementation of specific elements of the
firm’s recovery plan and provide for more
rigorous remediation activities if initial
actions prove insufficient.

b) Ensure that trigger events reflect a suffi-
ciently broad range of market- and firm-
specific stresses across financial, operational,
reputational, legal, and compliance risks.

c) Ensure that recovery planning reflects a ho-
listic view of sustainability and resiliency.

8. See SR-11-7, and section 2020.1 of this manual.
9. ‘‘Material entities’’ are subsidiaries or foreign offices of

the firm that are significant to the activities of a core business
line or critical operation.

10. See SR-08-8/CA-08-11.
11. Refer to ‘‘Guidance on Sound Incentive Compensation

Policies’’ (75 Fed. Reg. 36395, June 25, 2010) and section
2016.1 of this manual.
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Recovery planning should be closely inte-
grated with resolution planning, capital and
liquidity planning, and other aspects of finan-
cial contingency, crisis management, and
business continuity planning.12

d) Undertake recovery testing and training ex-
ercises that consider a broad range of internal
and external risk scenarios and account for
interconnectivities across operations and le-
gal entities.

e) Ensure that the recovery plan is updated as
needed, and reflects lessons learned from
reviews of trigger events, testing, and train-
ing exercises.

f) Ensure that recovery planning is sufficiently
integrated into corporate governance struc-
tures and processes, subject to independent
validation, and effectively supported by re-
lated MIS reporting to the board and its
committees.

Management of Core Business Lines

Effective management of core business lines is
essential to ensuring the resilience of the con-
solidated organization, as these activities are the
primary drivers of the firm’s revenue generation,
profitability, and franchise value. For this rea-
son, a firm’s corporate governance should extend
(as discussed in the subsection on ‘‘Corporate
Governance’’ (framework section A.2)) to the
management of each core business line. Each
core business line should have:

• Business-line senior management with quali-
fications and experience commensurate with
the size and complexity of related activities
and operations;

• A strategic planning process that ensures areas
of growth and innovation are effectively
managed;

• Appropriate compensation and other incen-
tives that are consistent with the institutional
risk appetite and in compliance with laws and
regulations;

• An independent and strong risk-management
framework that supports identification, mea-
surement, assessment, and control of the full
spectrum of risks; and

• Timely identification and resolution of audit,
compliance, and regulatory issues

REDUCING THE IMPACT OF A
FIRM’S FAILURE (SECTION B)

Management of Critical Operations

The failure or discontinuance of any of a firm’s
critical operations could weaken the U.S. econ-
omy or pose a threat to the financial stability of
the United States. Each of the supervisory ex-
pectations outlined around management of core
business lines (see the subsection on ‘‘Manage-
ment of Core Business Lines’’ (framework sec-
tion A.4)) applies equally to management of
critical operations to ensure their financial and
operational resilience. Additionally, each firm
should ensure that critical operations are suffi-
ciently resilient to be maintained, continued, and
funded even in the event of failure or material
financial or operational distress. These expecta-
tions should be fully reflected in recovery and
resolution planning.

Support for Banking Offices

The Federal Reserve’s consolidated supervision
program has historically focused on protecting
the safety and soundness of U.S. depository
institution subsidiaries of bank holding compa-
nies and the U.S. branches and agencies of
foreign banking organizations (collectively
defined as banking offices). This is due to the
risks posed by banking offices’ access to the
federal safety net. Specifically, these offices
pose risks to the payment system, the Federal
Reserve’s discount window, and—in the case of
most U.S. depository institutions—federal de-
posit insurance funds.

A consolidated organization should serve as a
source of financial and managerial strength to its
banking offices. The activities of the parent
company and affiliated nondepository subsidi-
aries should not present material risks to affili-
ated banking offices, the consolidated organiza-
tion itself, or to the consolidated organization’s
ability to support its banking offices.13 Each firm
should:

12. Business continuity expectations include adherence
with expectations set forth in SR-03-9, including the geo-
graphic diversity and resiliency of data centers and operations,
and testing of recovery and resumption arrangements.

13. Due to structural differences, there are important dis-
tinctions in the forms of support provided to U.S. depository
institution subsidiaries versus those provided to the U.S.
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a) Provide for the strength and resiliency of its
banking offices, ensuring prompt financial
and operational support so that each office
remains in a safe and sound condition under
a broad range of stressed conditions.

b) Ensure that the activities of the parent com-
pany and nondepository institution subsidi-
aries do not present undue direct or indirect
risks to the safety and soundness of banking
offices. This includes the transmission of
financial, operational, legal, compliance, or
reputational risks that may undermine public
confidence in the financial strength of its
banking offices.

c) Maintain sufficient liquidity, cash flow, and
capital strength at the parent company and
nondepository institution subsidiaries to ser-
vice debt obligations and cover fixed charges.
The parent company needs to consider
whether there are any legal or regulatory
restrictions on financial transfers between
legal entities within the organization.

d) Implement and maintain effective policies,
procedures, and systems to ensure compli-
ance with applicable laws and regulations.
This includes compliance with respect to
covered transactions subject to the Board’s
Regulation W, which implements sections
23A and 23B of the Federal Reserve Act and
limits a bank’s transactions with its affili-
ates.14

Resolution Planning

To promote financial stability, the Dodd-Frank
Act requires each bank holding company with
consolidated assets of $50 billion or more, as
well as nonbank financial companies designated
by the FSOC, to develop and maintain plans for
rapid and orderly resolution in the event of
material financial distress or failure. These plans
should be utilized as an element of the firm’s

strategic planning and address the complexity
and interconnectivity of the firm’s operations.15

The Federal Reserve and the FDIC jointly
review a firm’s resolution plan relative to super-
visory requirements, including:

a) The firm’s strategic analysis describing its
plans for rapid and orderly resolution under
the U.S. Bankruptcy Code (or other relevant
insolvency regimes). This strategy must not
pose systemic risk and must exclude reliance
on extraordinary support from the United
States or any other government to prevent
failure of the firm.

b) The firm’s strategy for maintaining and fund-
ing material entities, critical operations, and
core business lines in the event of material
financial distress.

c) Analysis of potential impediments to resolu-
tion, and actions to make the firm more
resolvable or otherwise reduce its complexity
and interconnectivity.

d) Analysis of whether the failure of a major
counterparty would likely result in the mate-
rial financial distress or failure of the firm.

e) The manner and extent to which an insured
depository subsidiary is adequately protected
from risks arising from the activities of
non-depository subsidiaries.

f) For a U.S. firm with foreign operations, its
strategy for addressing the risks arising from
these foreign operations to its U.S. opera-
tions, and its ability to maintain core business
lines and critical operations in foreign juris-
dictions.

g) Analysis of whether resolution planning is
sufficiently integrated into corporate gover-
nance structures and processes, subject to
independent validation, and effectively sup-
ported by related MIS reporting to the board
of directors and its committees.

Additional Macroprudential
Supervisory Approaches to Address
Risks to Financial Stability

The financial crisis demonstrated that too nar-
row a focus on the safety and soundness of
individual firms can result in a failure to detect
and address emerging threats to financial stabil-

branches and agencies of foreign banks. For example, branches/
agencies do not hold capital and have differing business and
liquidity profiles, governance mechanisms, and regulatory
requirements than depository institutions. Therefore, the Fed-
eral Reserve will consider these differences in its implemen-
tation of this supervisory framework for the U.S. branches and
agencies of FBOs, and expects parent FBOs and their U.S.
branches and agencies to do the same. The extent of supervi-
sory activity undertaken to assess the adequacy of parent
company support for U.S. branches and agencies of FBOs is
scaled to the condition, size, and interconnectedness of these
offices.

14. See SR-03-2, and section 4050.1 of this manual.

15. Refer to 12 C.F.R. 243 (Federal Reserve) and 12 C.F.R.
381 (FDIC) for the ‘‘Resolution Plans Required’’ regulations.
See also, 76 Fed. Reg. 67323, November 1, 2011.
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ity that arise across many firms. The Dodd-
Frank Act requires the Federal Reserve to con-
sider the broader risks to financial stability
posed by individual companies and through the
interconnectedness among these companies. See
section 1040.0.3 of this manual.

The Federal Reserve aims to reduce systemic
risks by increasing the capacity of firms and
markets to absorb shocks when problems occur,
and by reducing potential costs in the event of
financial distress or failure of a systemically
important institution. Supervision carried out
under this framework will support a variety of
macroprudential supervisory approaches beyond
those already discussed, including:

a) Using insights developed through micropru-
dential supervision and related data collec-
tion and analysis to identify, understand, and
assess potential systemic risks. Areas of
review could include, for example, emerging
trends in critical operations, interconnected-
ness, rapidly expanding markets, cyclical
industries, and financial products lacking
substitutes or effecting large market seg-
ments.

b) Identifying potential risks to financial stabil-
ity indicated by the information in supervi-
sory stress tests and through trends in sce-
narios employed by firms in their internal
stress tests.

c) Using comparative and aggregate analysis to
monitor industry practices, common invest-
ment or funding strategies, changes in degree
or form of financial interconnectedness, or
other developments with implications for
financial stability.

d) Coordinating with the Federal Reserve’s su-
pervision of systemically important financial
market utilities to identify and address risks
related to payment, clearing, and settlement
activities, as well as to identify potential
structural vulnerabilities.

e) Working closely with the FSOC and other
regulators and supervisors to support the
designation and supervision of systemically
important nonbank firms, and to enhance the
monitoring of systemic risk.

f) Enhancing international coordination with
foreign counterparts, including national su-
pervisors and international bodies such as the
Basel Committee on Bank Supervision, the
Financial Stability Board, and the Senior
Supervisors Group. These activities focus on
enhancing oversight of internationally active

financial firms and markets and on minimiz-
ing the opportunities for firms to take advan-
tage of weaker or inconsistent regulations.

CONDUCT OF SUPERVISORY
ACTIVITIES (SECTION C)

The Federal Reserve uses a range of supervisory
activities to maintain a comprehensive under-
standing and assessment of each firm, including:

a) Coordinated horizontal reviews involve ex-
amination of several institutions simultane-
ously, encompassing firm-specific supervi-
sion and the development of cross-firm
perspectives. The Federal Reserve recog-
nizes the priority of these reviews through
the dedication of multidisciplinary skills and
experienced staff. Examples include analysis
of capital adequacy and planning via the
Comprehensive Capital Analysis and Review
(CCAR), as well as horizontal evaluations of
resolution plans and incentive compensation
practices.

b) Firm-specific examination and continuous
monitoring activities16 are undertaken to
maintain an understanding and assessment
across the core areas of supervisory focus for
each firm. These activities include review
and assessment of changes in strategy, inher-
ent risks, control processes, and key person-
nel, and follow-up on previously identified
concerns (for example, areas subject to en-
forcement actions or other supervisory issues,
or emerging vulnerabilities).

c) In developing and executing a detailed su-
pervisory plan for each firm, the Federal
Reserve generally relies to the fullest extent
possible on the information and assessments
provided by other relevant supervisors and
functional regulators. The Federal Reserve
actively participates in interagency informa-
tion sharing and coordination, consistent with
applicable laws, to promote comprehensive
and effective supervision and limit unneces-
sary duplication of information requests. Su-
pervisory agencies continue to enhance for-

16. ‘‘Continuous monitoring activities’’ include meetings
with a banking organization’s management; analysis of inter-
nal MIS reports, market indicators, and other internal and
external information; review of internal and external audit
findings; and coordination with other relevant supervisors and
functional regulators and utilization of their work as appro-
priate.
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mal and informal discussions to jointly
identify and address key vulnerabilities, and
to coordinate supervisory strategies for large
financial institutions.

d) In certain instances, supervisors may be able
to rely on a firm’s internal audit or internal
control functions in developing a comprehen-
sive understanding and assessment.

APPENDIX A—RISK TRANSFER
CONSIDERATIONS WHEN
ASSESSING CAPITAL ADEQUACY

The following discussion, SR-13-23, provides
supplemental guidance to SR-12-17/CA-12-14
pertaining to the latter’s supervisory focus on an
institution’s capital adequacy and liquidity suf-
ficiency. The supplemental guidance centers on
how certain risk transfer transactions affect as-
sessments of capital adequacy at large financial
institutions (referred to hereafter as a firm).17 It
provides clarification on supervisory expecta-
tions when assessing a firm’s capital adequacy
in certain circumstances when the risk-based
capital framework may not fully capture the
residual risks of a transaction.18

Risk-mitigation techniques can reduce a firm’s
level of risk. In general, the Federal Reserve
views a firm’s engagement in risk-reducing
transactions as a sound risk-management prac-
tice. There are, however, certain risk-reducing
transactions for which the risk-based capital
framework may not fully capture the residual
risks that a firm faces on a post-transaction
basis. As a result of inquiries and discussions
with market participants, the Federal Reserve
has identified specific characteristics of risk
transfer transactions that give rise to this con-
cern and on which further guidance is needed,
including cases in which

• a firm transfers the risk of a portfolio to a

counterparty (which may be a thinly capital-
ized special purpose vehicle (SPV)) that is
unable to absorb losses equal to the risk-based
capital requirement for the risk transferred; or

• a firm transfers the risk of a portfolio to an
unconsolidated, ‘‘sponsored’’ affiliate entity
of the firm (which also may be an SPV).

In cases involving unaffiliated counterparties,
while the transactions may result in a significant
reduction in a firm’s risk-weighted assets and
associated capital requirements under the regu-
latory capital framework, the firm may nonethe-
less face residual risks. These residual risks arise
because the effectiveness of a firm’s hedge
involving a thinly capitalized SPV counterparty
would be limited to the loss absorption capacity
of the SPV itself. In cases involving unconsoli-
dated ‘‘sponsored’’ affiliates of the firm, the
residual risk arises from the implicit obligation
the sponsoring firm may have to provide support
to the affiliate in times of stress. SR-13-23
addresses how the Federal Reserve supervisory
staff will view such risk-reducing transactions19

in evaluating a firm under the Board’s capital
plan rule and the associated annual Comprehen-
sive Capital Analysis and Review (CCAR).20

In the case of a risk transfer transaction with
a non-affiliated, limited-recourse SPV or other
counterparty with limited loss-absorption capac-
ity, Federal Reserve supervisory staff will evalu-
ate the difference between the amount of capital
required for the hedged exposures before the
risk transfer transaction and the counterparty’s
loss-absorbing resources. When evaluating capi-
tal adequacy, including in the context of CCAR,
supervisory staff will evaluate whether a firm
holds sufficient capital in addition to its mini-
mum regulatory capital requirements to cover
this difference.21 In addition, when a firm en-
gages in such a risk transfer transaction, the firm
should be able to demonstrate that it reflects the
residual risk in its internal assessment of capital
adequacy and maintains sufficient capital to
address such risk. In this regard, a commitment

17. This guidance applies to large financial institutions that
are domestic bank and savings and loan holding companies
with consolidated assets of $50 billion or more and foreign
banking organizations with combined assets of U.S. opera-
tions of $50 billion or more.

18. See 12 CFR 217. The risk-based capital framework
establishes risk-based and leverage capital requirements for
banking organizations, including top-tier savings and loan
holding companies, except those that are substantially en-
gaged in insurance underwriting or commercial activities. The
guidance in this letter would apply to such entities at such time
as risk-based and leverage capital requirements become appli-
cable to them.

19. While the cases described are examples, the principles
set forth should apply to other transactions that call into
question the degree to which risk transfer has occurred.

20. See 12 CFR 225.8(d)(2)(i). For additional guidance on
CCAR, refer to the Federal Reserve’s website at
www.federalreserve.gov/bankinforeg/ccar.htm. The capital
plan rule and CCAR apply only to bank holding companies
with total consolidated assets of $50 billion or more.

21. Supervisory staff may also analyze whether the coun-
terparty has liabilities in addition to the specific risk transfer
transaction.
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by a third party to provide additional capital in a
period of financial stress would not be counted
toward the loss-absorbing capacity of the coun-
terparty.

Example: A firm has a $100 portfolio that
has a capital requirement of $8. If the firm
undertakes a transaction to transfer the risk
of this portfolio to an unaffiliated SPV with
paid-in capital of $3, then the firm would
need to be able to demonstrate that, in
addition to meeting its minimum regulatory
capital requirements, the firm has sufficient
capital to cover the $5 difference between
the SPV’s capital and the capital require-
ment associated with the portfolio.

In the case of risk transfer to an unconsoli-
dated, ‘‘sponsored’’ affiliated entity, the nature
of the firm’s relationship with the entity calls
into question the degree of risk transfer in the
transaction. Firms are discouraged from enter-
ing into such transactions, which generally do
not involve effective risk transfer because of the
sponsored entity’s ongoing relationship with the
firm and, as noted above, the implicit obligation
that the firm may have to provide capital to the
sponsored entity in a period of financial stress
affecting the sponsored entity. Firms engaging
in such transactions should presume for the
purpose of their internal capital adequacy assess-
ment as well as for capital planning purposes
that no risk transfer has occurred.

Supervisors will strongly scrutinize risk trans-
fer transactions that result in substantial reduc-
tions in risk-weighted assets, including in super-
visors’ assessment of a firm’s overall capital
adequacy, capital planning, and risk manage-
ment through CCAR. Based on an assessment of
the risks retained by the firm, the Board may in
particular cases determine not to recognize a
transaction as a risk mitigant for risk-based
capital purposes.22 Firms should bring these

types of risk transfer transactions to the attention
of their senior management and supervisors.
Supervisors will evaluate whether a firm can
adequately demonstrate that the firm has taken
into account any residual risks in connection
with the transaction.

APPENDIX B—MANAGING
FOREIGN EXCHANGE
SETTLEMENT RISKS FOR
PHYSICALLY SETTLED
TRANSACTIONS

The Federal Reserve notes that the Basel Com-
mittee on Banking Supervision (Committee),
with input from the Federal Reserve,23 pub-
lished ‘‘Supervisory Guidance for Managing
Risks Associated with the Settlement of Foreign
Exchange Transactions’’ (guidance) in February
2013. This guidance sets forth seven principles
or ‘‘guidelines’’ for managing foreign exchange
transaction-settlement risks. The Federal Reserve
considers this guidance on foreign exchange
settlement risks to be a component of its current,
broad-based focus on banking institutions’ for-
eign exchange activities.

The Federal Reserve supports these principles
as part of its continuing effort to promote the
global financial system’s ability to withstand
severe market disruptions, and has determined
that the institutions subject to SR-13-24 (cov-
ered institutions)24 should apply the seven guide-
lines, which are summarized below (see sections
3.1 through 3.7 of the guidance), to their foreign
exchange activities, with the following clarifi-
cations regarding application of the guidance in
the United States.25

22. See generally 12 CFR 217.1(d)(1), (d)(3), and (d)(5). In
addition, under the Board’s current capital adequacy guide-
lines for bank holding companies and state member banks
(banking organizations), the Board may determine that the
regulatory capital treatment for a banking organization’s
exposure or other relationship to an entity not consolidated on
the banking organization’s balance sheet is not commensurate
with the actual risk relationship of the banking organization to
the entity. In making this determination, the Board may
require the banking organization to treat the entity as if it were
consolidated onto the balance sheet of the banking organiza-
tion for risk-based capital purposes and calculate the appro-
priate risk-based capital ratios accordingly, all as specified by

the Board. 12 CFR parts 208 and 225, Appendix A, section I.
23. This guidance applies to large financial institutions

supervised by the Federal Reserve, as defined in SR-12-17/
CA-12-14. This guidance does not apply to community and
regional banking organizations, defined as those with less than
$50 billion in total consolidated assets, unless the banking
organization engages in significant foreign exchange activities.

24. While the Committee’s guidance uses the term ‘‘bank,’’
for purposes of SR-13-24, ‘‘covered institutions’’ are those
defined in SR-12-17/CA-12-14 as Large Institution Supervi-
sion Coordinating Committee (LISCC) firms, large banking
organizations (LBOs), and U.S operations of large foreign
banking Organizations (large FBOs), as well as any other
banking organization that engages in significant foreign
exchange activities.

25. The guidance applies to foreign exchange transactions
that consist of two settlement payment flows. This includes
spot transactions, forwards, swaps, deliverable options, and
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• Guideline 1—Governance. A bank should have
strong governance arrangements over its for-
eign exchange settlement-related risks, includ-
ing a comprehensive risk-management pro-
cess and active engagement by the board of
directors.

Paragraph 3.1.8 of the guidance states that
the board of directors of a covered institution
should oversee the management of the com-
pliance function associated with settling for-
eign exchange transactions. For purposes of
the application of the guidelines by covered
institutions, senior management should rou-
tinely communicate significant compliance
matters to the board of directors. The board of
directors may choose to delegate regular over-
sight to a single board member or a committee
of the board.

• Guideline 2—Principal risk. A bank should
use financial market infrastructures that pro-
vide payment-versus-payment settlement to
eliminate principal risk when settling foreign
exchange transactions. Where payment-versus-
payment settlement is not practicable, a bank
should properly identify, measure, control,
and reduce the size and duration of its remain-
ing principal risk.

• Guideline 3—Replacement-cost risk. A bank
should employ prudent risk-mitigation re-
gimes to properly identify, measure, monitor,
and control replacement-cost risk for foreign
exchange transactions until settlement has
been confirmed and reconciled.

Paragraph 3.3.7 of the guidance refers to
transactions with affiliates. Covered institu-
tions are encouraged to exchange variation
margin for inter-affiliate transactions as a
matter of sound business practice.

• Guideline 4—Liquidity risk. A bank should
properly identify, measure, monitor, and con-

trol its liquidity needs and risks in each
currency when settling foreign exchange trans-
actions.

• Guideline 5—Operational risk. A bank should
properly identify, assess, monitor, and control
its operational risks. A bank should ensure
that its systems support appropriate risk-
management controls, and have sufficient
capacity, scalability, and resiliency to handle
foreign exchange volumes under normal and
stressed conditions.

• Guideline 6—Legal risk. A bank should en-
sure that agreements and contracts are legally
enforceable for each aspect of its activities in
all relevant jurisdictions.

Paragraph 3.6.2 of the guidance states that
institutions conducting business in multiple
jurisdictions should identify, measure, moni-
tor, and control for the risks arising from
conflicts of laws across jurisdictions and sug-
gests accomplishing these objectives by
obtaining legal opinions from qualified inter-
nal or external counsel. The Federal Reserve
does not expect a covered institution to obtain
a legal opinion for every transaction; rather,
management should seek legal advice that
addresses standardized terms, master netting
and other significant agreements, and indi-
vidual transactions as appropriate.

• Guideline 7—Capital for foreign exchange
transactions. When analyzing capital needs, a
bank should consider all foreign exchange
settlement-related risks, including principal
risk and replacement-cost risk. A bank should
ensure that sufficient capital is held against
these potential exposures, as appropriate.

While the Federal Reserve acknowledges the
principles set forth in section 3.7 of the guid-
ance, and in particular that all risks related to the
settlement of foreign exchange transactions
should be considered in determining capital
needs under the applicable capital framework,
the guidance does not and is not intended to
modify the calculation of regulatory capital
requirements for covered institutions.

currency swaps involving exchange of principal. It excludes
instruments that involve one-way settlement payments, such
as non-deliverable forwards, non-deliverable options, and
contracts for difference. The Federal Reserve expects that the
guidance will be applied broadly by the covered institutions
and notes that there may be limited instances in which an
institution need not apply this guidance to an insignificant
currency exposure.
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Internal Control and Audit Function,
Oversight, and Outsourcing
Effective date April 2013 Section 1010.1

This section sets forth the principal aspects of
effective internal control and audit and discusses
some pertinent points relative to the internal
control questionnaires (ICQs). It assists the
examiner in understanding and evaluating the
objectives of and the work performed by inter-
nal and external auditors. It also sets forth the
general criteria the examiner should consider to
determine if the work of internal and external
auditors can be relied on in the performance of
the examination. To the extent that audit records
can be relied on, they should be used to com-
plete the ICQs implemented during the exami-
nation. In most cases, only those questions not
fully supported by audit records would require
the examiner to perform a detailed review of the
area in question.

Effective internal control is a foundation for
the safe and sound operation of a financial
institution. The board of directors and senior
managers of an institution are responsible for
ensuring that the system of internal control is
effective. Their responsibility cannot be del-
egated to others within or outside the organiza-
tion. An internal audit function is an important
element of an effective system of internal con-
trol. When properly structured and conducted,
internal audit provides directors and senior man-
agement with vital information about the condi-
tion of the system of internal control, and it
identifies weaknesses so that management can
take prompt, remedial action. Examiners are to
review an institution’s internal audit function
and recommend improvements if needed. In
addition, under the Interagency Guidelines
Establishing Standards for Safety and Sound-
ness,1 pursuant to section 39 of the Federal
Deposit Insurance Act (FDI Act) (12 USC
1831p-1), each institution is required to have an
internal audit function that is appropriate to its
size and the nature and scope of its activities.

In summary, internal control is a process
designed to provide reasonable assurance that
the institution will achieve the following objec-
tives: efficient and effective operations, includ-
ing safeguarding of assets; reliable financial
reporting; and compliance with applicable laws
and regulations. Internal control consists of five
components that are a part of the management

process: control environment, risk assessment,
control activities, information and communica-
tion, and monitoring activities. The effective
functioning of these components, which is
brought about by an institution’s board of direc-
tors, management, and other personnel, is essen-
tial to achieving the internal control objectives.
This description of internal control is consistent
with the Committee of Sponsoring Organiza-
tions of the Treadway Commission (COSO)
report Internal Control—Integrated Framework.
In addition, under the COSO framework, finan-
cial reporting is defined in terms of published
financial statements, which, for these purposes,
encompass financial statements prepared in
accordance with generally accepted accounting
principles and regulatory reports (such as the
Reports of Condition and Income). Institutions
are encouraged to evaluate their internal control
against the COSO framework.

This section includes the March 17, 2003,
‘‘Interagency Policy Statement on the Internal
Audit Function and Its Outsourcing.’’ In addi-
tion, that policy statement is immediately fol-
lowed by a January 23, 2013, ‘‘Federal Reserve
Supplemental Policy Statement on the Internal
Audit Function and Its Outsourcing,’’ which
supplements the 2003 guidance.

AUDIT COMMITTEE OVERSIGHT

Internal and external auditors will not feel free
to assess the bank’s operations if their indepen-
dence is compromised. This can sometimes
happen when internal and external auditors
report solely to senior management instead of to
the board of directors.

The independence of internal and external
auditors is increased when they report to an
independent audit committee (one made up of
external directors who are not members of the
bank’s management). The auditors’ indepen-
dence is enhanced when the audit committee
takes an active role in approving the internal and
external audit scope and plan.

The role of the independent audit committee
is important. The audit committee’s duties may
include (1) overseeing the internal audit func-
tion; (2) approving or recommending the
appointment of external auditors and the scope

1. For state member banks, see appendix D-1 to 12 CFR
208.
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of external audits and other services; (3) provid-
ing the opportunity for auditors to meet and
discuss findings apart from management;
(4) reviewing with management and external
auditors the year-end financial statements; and
(5) meeting with regulatory authorities.

Public Company Accounting
Oversight Board

The Sarbanes-Oxley Act of 2002 (the act)
became law on July 30, 2002 (Pub. L. No.
107-204). The act addresses weaknesses in cor-
porate governance and the accounting and
auditing professions and includes provisions
addressing audits, financial reporting and disclo-
sure, conflicts of interest, and corporate gover-
nance at publicly owned companies. The act,
among other things, requires public companies
to have an audit committee made entirely of
independent directors. Publicly owned banking
organizations that are listed on the New York
Stock Exchange (NYSE) and Nasdaq must
also comply with those exchanges’ listing
requirements, which include audit committee
requirements.

The act also established a Public Company
Accounting Oversight Board (PCAOB) that has
the authority to set and enforce auditing, attes-
tation, quality-control, and ethics (including
independence) standards for auditors of public
companies (subject to Securities and Exchange
Commission (SEC) review). (See SR-02-20.)
Accounting firms that conduct audits of public
companies (registered accounting firms) must
register with the PCAOB and be subject to its
supervision. The PCAOB is also empowered to
inspect the auditing operations of public account-
ing firms that audit public companies as well as
impose disciplinary and remedial sanctions for
violations of its rules, securities laws, and pro-
fessional auditing and accounting standards.
(See www.pcaobus.org.)

Nonpublic banking organizations are encour-
aged to periodically review their policies and
procedures relating to corporate-governance and
auditing matters. This review should ensure that
such policies and procedures are consistent with
applicable law, regulations, and supervisory
guidance and remain appropriate in light of the
organization’s size, operations, and resources.
Furthermore, a banking organization’s policies
and procedures for corporate governance, inter-
nal controls, and auditing will be assessed dur-

ing the supervisory process, and supervisory
action may be taken if there are deficiencies or
weaknesses in these areas that are inconsistent
with sound corporate-governance practices or
safety-and-soundness considerations.

DISCIPLINARY ACTIONS
AGAINST ACCOUNTANTS AND
ACCOUNTING FIRMS
PERFORMING CERTAIN AUDIT
SERVICES

Section 36 of the Federal Deposit Insurance Act
(the FDI Act) authorizes the federal bank and
thrift regulatory agencies (the agencies)3 to take
disciplinary actions against independent public
accountants and accounting firms that perform
audit services covered by the act’s provisions.
Section 36, as implemented by part 363 of the
FDIC’s rules (12 CFR 363), requires that each
federally insured depository institution with total
assets of $500 million or more obtain an audit of
its financial statements and a management re-
port. Institutions with assets of $1 billion or
more must provide an attestation on manage-
ment’s assertions concerning internal controls
over financial reporting that is performed by an
independent public accountant (the accountant).
The respective insured depository institution
must include the accountant’s audit and attesta-
tion reports in its annual report, as required. See
the section on ‘‘Legal Requirements Affecting
Banks and the Audit Function.’’

The agencies amended their rules, pursuant to
section 36, that set forth the practices and pro-
cedures to implement their authority to remove,
suspend, or debar, for good cause, 3a an accoun-
tant or firm from performing audit and attesta-
tion services for insured depository institutions
with assets of $500 million or more.3 b Immedi-
ate suspensions are permitted in limited circum-

3. The Board of Governors of the Federal Reserve System,
the Office of the Comptroller of the Currency, and the Federal
Deposit Insurance Corporation. The Board approved its rules
on August 6, 2003 (press release of August 8, 2003). The rules
became effective October 1, 2003. They were later revised as
of July 20, 2009.

3a. The rules provide that certain violations of law, negli-
gent conduct, reckless violations of professional standards, or
lack of qualifications to perform auditing services may be
considered good cause.

3b. See the Federal Reserve’s rules on disciplinary actions
against public accountants and accounting firms at 12 CFR
263.94 and 12 CFR 263, subpart J.
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stances. Also, an accountant or accounting firm
is prohibited from performing audit services for
the covered institution if an authorized agency
has taken such a disciplinary action against the
accountant or firm, or if the SEC or the PCAOB
has taken certain disciplinary action against the
accountant or firm.

The amended rules reflect the agencies’
increasing concern about the quality of audits
and internal controls for financial reporting at
insured depository institutions. The rules empha-
size the importance of maintaining high quality
in the audits of federally insured depository
institutions’ financial position and in the attes-
tations of management assessments.

OBJECTIVES OF INTERNAL
CONTROL

In general, good internal control exists when no
one is in a position to make significant errors or
perpetrate significant irregularities without timely
detection. Therefore, a system of internal con-
trol should include those procedures necessary
to ensure timely detection of failure of account-
ability, and such procedures should be per-
formed by competent persons who have no
incompatible duties. The following standards
are encompassed within the description of inter-
nal control:

Existence of procedures. Existence of prescribed
internal control procedures is necessary but not
sufficient for effective internal control. Pre-
scribed procedures that are not actually per-
formed do nothing to establish control. Conse-
quently, the examiner must give thoughtful
attention not only to the prescribed set of pro-
cedures but also to the practices actually fol-
lowed. This attention can be accomplished
through inquiry, observation, testing, or a com-
bination thereof.

Competent performance. For internal control to
be effective, the required procedures must be
performed by competent persons. Evaluation of
competence undoubtedly requires some degree
of subjective judgment because attributes such
as intelligence, knowledge, and attitude are
relevant. Thus, the examiner should be alert for
indications that employees have failed so sub-
stantially to perform their duties that a serious
question is raised concerning their abilities.

Independent performance. If employees who
have access to assets also have access to the
related accounting records or perform
related review operations (or immediately super-
vise the activities of other employees who main-
tain the records or perform the review opera-
tions), they may be able to both perpetrate and
conceal defalcations. Therefore, duties con-
cerned with the custody of assets are incompat-
ible with recordkeeping duties for those assets,
and duties concerned with the performance of
activities are incompatible with the authoriza-
tion or review of those activities.

In judging the independence of a person, the
examiner must avoid looking at that person as
an individual and presuming the way in which
that individual would respond in a given situa-
tion. For example, an individual may be the sole
check signer and an assistant may prepare
monthly bank reconcilement. If the assistant
appears to be a competent person, it may seem
that an independent reconcilement would be
performed and anything amiss would be
reported. Such judgments are potentially erro-
neous. There exist no established tests by which
the psychological and economic independence
of an individual in a given situation can be
judged. The position must be evaluated, not the
person. If the position in which the person acts
is not an independent one in itself, then the work
should not be presumed to be independent,
regardless of the apparent competence of the
person in question. In the example cited above,
the function performed by the assistant should
be viewed as if it were performed by the
supervisor. Hence, incompatible duties are pres-
ent in that situation.

PROCEDURES FOR COMPLETING
ICQs

The implementation of selected ICQs and the
evaluation of internal audit activities provide a
basis for determining the adequacy of the bank’s
control environment. To reach conclusions
required by the questionnaires, the examiner
assigned to review a given internal control
routine or area of bank operations should use any
source of information necessary to ensure a full
understanding of the prescribed system, includ-
ing any potential weaknesses. Only when the
examiner completely understands the bank’s
system can an assessment and evaluation be

Internal Control and Audit Function, Oversight, and Outsourcing 1010.1

Commercial Bank Examination Manual April 2013
Page 3



made of the effects of internal controls on the
examination.

To reach conclusions concerning a specific
section of an ICQ, the examiner should document
and review the bank’s operating systems and
procedures by consulting all available sources of
information and discussing them with appropri-
ate bank personnel. Sources of information might
include organization charts, procedural manuals,
operating instructions, job specifications, direc-
tives to employees, and other similar sources of
information. Also, the examiner should not
overlook potential sources such as job descrip-
tions, flow charts, and other documentation in the
internal audit workpapers. A primary objective in
the review of the system is to efficiently reach a
conclusion about the overall adequacy of existing
controls. Any existing source of information that
will enable the examiner to quickly gain an
understanding of the procedures in effect should
be used in order to minimize the time required to
formulate the conclusions. The review should be
documented in an organized manner through the
use of narrative descriptions, flow charts, or other
diagrams. If a system is properly docu-
mented, the documentation will provide a ready
reference for any examiner performing work
in the area, and it often may be carried forward
for future examinations, which will save
time.

Although narrative descriptions can often pro-
vide an adequate explanation of systems of
internal control, especially in less complex situ-
ations, they may have certain drawbacks, such
as the following:

• They may be cumbersome and too lengthy.
• They may be unclear or poorly written.
• Related points may be difficult to integrate.
• Annual changes may be awkward to record.

To overcome these problems, the examiner
should consider using flow charts, which reduce
narrative descriptions to a picture. Flow charts
often reduce a complex situation to an easily
understandable sequence of interrelated steps.

In obtaining and substantiating the answers to
the questions in the ICQ, the examiner should
develop a plan to obtain the necessary informa-
tion efficiently. Such a plan would normally
avoid a direct question-and-answer session with
bank officers. A suggested approach to comple-
tion of the ICQ is to—

• become familiar with the ICQ,

• review related internal audit procedures,
reports, and responses,

• review any written documentation of a bank’s
system of controls,

• find out what the department does and what
the functions of personnel within the depart-
ment are through conversations with appropri-
ate individuals, and

• answer as many individual questions as pos-
sible from information gained in the preceding
steps and fill in the remaining questions by
direct inquiry.

An effective way to begin an on-site review of
internal control is to identify the various key
functions applicable to the area under review.
For each position identified, the following ques-
tions should then be asked:

• Is this a critical position? That is, can a person
in this position either make a significant error
that will affect the recording of transactions or
perpetrate material irregularities of some type?

• If an error is made or an irregularity is
perpetrated, what is the probability that nor-
mal routines will disclose it on a timely basis?
That is, what controls exist that would prevent
or detect significant errors or the perpetration
of significant irregularities?

• What are the specific opportunities open to the
individual to conceal any irregularity, and are
there any mitigating controls that will reduce
or eliminate these opportunities?

Although all employees within an organiza-
tion may be subject to control, not all have
financial responsibilities that can influence the
accuracy of the accounting and financial records
or have access to assets. The examiner should be
primarily concerned with those positions that
have the ability to influence the records and that
have access to assets. Once those positions have
been identified, the examiners must exercise
their professional knowledge of bank operations
to visualize the possibilities open to any person
holding a particular position. The question is not
whether the individual is honest, but rather
whether situations exist that might permit an
error to be concealed. By directing attention to
such situations, an examiner will also consider
situations that may permit unintentional errors
to remain undetected.

The evaluation of internal control should
include consideration of other existing account-
ing and administrative controls or other circum-
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stances that might counteract or mitigate an
apparent weakness or impair an established
control. Controls that mitigate an apparent weak-
ness may be a formal part of the bank’s operat-
ing system, such as budget procedures that
include a careful comparison of budgeted and
actual amounts by competent management per-
sonnel. Mitigating controls also may be infor-
mal. For example, in small banks, management
may be sufficiently involved in daily operations
to know the purpose and reasonableness of all
expense disbursements. That knowledge, coupled
with the responsibility for signing checks, may
make irregularities by nonmanagement person-
nel unlikely, even if disbursements are other-
wise under the control of only one person.

When reviewing internal controls, an essential
part of the examination is being alert to
indications that adverse circumstances may exist.
Adverse circumstances may lead employees or
officers into courses of action they normally
would not pursue. An adverse circumstance to
which the examiner should be especially alert
exists when the personal financial interests of key
officers or employees depend directly on oper-
ating results or financial condition. Although the
review of internal control does not place the
examiner in the role of an investigator or
detective, an alert attitude toward possible
conflicts of interest should be maintained
throughout the examination. Also, offices staffed
by members of the same family, branches
completely dominated by a strong personality, or
departments in which supervisors rely unduly on
their assis-tants require special alertness on the
part of the examiner. Those circumstances and
other similar ones should be considered in
preparing the ICQ. It is not the formality of the
particular factor that is of importance but rather
its effect on the overall operation under review.
Circumstances that may affect answers to the
basic questions should be noted along
with conclusions concerning their effect on the
examination.

The ICQs were designed so that answers
could be substantiated by (1) inquiry to bank
personnel, (2) observation, or (3) testing. How-
ever, certain questions are marked with an
asterisk to indicate that they require substantia-
tion through observation or testing. Those ques-
tions are deemed so critical that substantiation
by inquiry is not sufficient. For those questions
substantiated through testing, the nature and
extent of the test performed should be indicated
adjacent to the applicable step in the ICQ.

The examiner should be alert for deviations
by bank personnel from established policies,
practices, and procedures. This applies not only
to questions marked with an asterisk but also to
every question in the ICQ. Examples of such
deviations include situations when (1) instruc-
tions and directives are frequently not revised to
reflect current practices, (2) employees find
shortcuts for performing their tasks, (3) changes
in organization and activities may influence
operating procedures in unexpected ways, or
(4) employees’ duties may be rotated in ways
that have not been previously considered. These
and other circumstances may serve to modify or
otherwise change prescribed procedures, thus
giving the examiner an inadequate basis for
evaluating internal control.

Sometimes, when a substantial portion of the
accounting work is accomplished by computer,
the procedures are so different from conven-
tional accounting methods that the principles
discussed here seem inapplicable. Care should
be taken to resist drawing this conclusion. This
discussion of internal control and its evaluation
is purposely stated in terms sufficiently general
to apply to any system. Perpetration of defalca-
tions requires direct or indirect access to appro-
priate documents or accounting records. As
such, perpetration requires the involvement of
people and, under any system, computerized or
not, there will be persons who have access to
assets and records. Those with access may
include computer operators, programmers, and
their supervisors and other related personnel.

The final question in each section of the ICQ
requires a composite evaluation of existing
internal controls in the applicable area of the
bank. The examiner should base that evaluation
on answers to the preceding questions within the
section, the review and observation of the sys-
tems and controls within the bank, and discus-
sion with appropriate bank personnel.

The composite evaluation does, however,
require some degree of subjective judgment.
The examiner should use all information avail-
able to formulate an overall evaluation, fully
realizing that a high degree of professional
judgment is required.

Applying the ICQ to Different
Situations

The ICQs are general enough to apply to a wide
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range of systems, so not all sections or questions
will apply to every situation, depending on
factors such as bank size, complexity and type
of operations, and organizational structure. When
completing the ICQs, the examiner should
include a brief comment stating the reason a
section or question is not applicable to the
specific situation.

For large banking institutions or when mul-
tiple locations of a bank are being examined, it
may be necessary to design supplements to the
ICQs to adequately review all phases of the
bank’s operations and related internal controls.
Because certain functions described in this
manual may be performed by several depart-
ments in some banks, it also may be necessary to
redesign a particular section of the ICQ so that
each department receives appropriate consider-
ation. Conversely, functions described in several
different sections of this handbook may be
performed in a single department in smaller
banks. If the ICQ is adapted to fit a specific
situation, care should be taken to ensure that its
scope and intent are not modified. That requires
professional judgment in interpreting and expand-
ing the generalized material. Any such modifi-
cations should be completely documented and
filed in the workpapers.

LEGAL REQUIREMENTS
AFFECTING BANKS AND THE
AUDIT FUNCTION

The Federal Deposit Insurance Corporation Im-
provement Act of 1991 amended section 36 of
the FDI Act (12 USC 1831m). Since then, the
FDIC has made various revisions to its rules at
Part 363 (12 CFR 363) and guidelines. When
specific reports are required to be submitted to
the FDIC to comply with the provisions of
compliance with Part 363, the institution must
also submit the report to the appropriate federal
banking agency and any appropriate state
supervisor.

For the purposes of determining the applica-
bility of this rule, an institution should use total
assets as reported on its most recent Report of
Condition (the Call Report), the date that coin-
cides with the end of the preceding fiscal year. If
the fiscal year ends on a date other than the end
of a calendar quarter, the institution is to use the
Call Report for the quarter end immediately
preceding the end of the fiscal year.

Institutions with $500 Million or
More in Total Assets

The regulations require these institutions to file
two copies of their annual reports with the
FDIC, as well as with the appropriate federal
banking agency and the appropriate state super-
visory agency, that must include the following:

• Audited comparative annual financial state-
ments;

• The independent public accountant’s report on
the audited financial statements;

• A management report (comprising its state-
ments and assessments) that is signed by the
chief executive officer and chief accounting or
chief financial officer. The report should
include:
— A statement of management’s responsibili-

ties for:
• preparing the annual financial state-

ments;
• establishing and maintaining an ad-

equate internal control structure and pro-
cedures over financial reporting;

• complying with designated safety-and-
soundness laws and regulations pertain-
ing to insider loans and dividend restric-
tions; and

— An assessment by management of:
• compliance with the designated safety-

and-soundness laws and regulations per-
taining to insider loans and dividend
restrictions during the year, which must
state management’s conclusions regard-
ing compliance and disclose any non-
compliance with these laws and
regulations. 3c (See SR-13-11.)

If the institution is a public company or a
subsidiary of a public company that would be
subject to the provisions of section 404 of the
Sarbanes-Oxley Act (Section 404), it must
comply with the requirement to file other reports
issued by the independent accountant as set forth
in section 363.4(c) (12 CFR 363.4(c)). The
institutions must provide a copy of the indepen-
dent accountant’s report to the FDIC on the audit
of internal control over financial reporting that is
required by section 404 with the FDIC within 15
days after receipt. The institutions also are

3c. See appendix B of 12 CFR part 363 for further details
and illustrative examples of the appropriate wording for the
management report.
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encouraged to submit a copy of management’s
section 404 report on internal control over
financial reporting together with the independent
public accountant’s internal control report.

Institutions with $1 Billion or More
in Total Assets

Section 36 of the FDI Act and Part 363 of the
FDIC’s regulations required insured depository
institutions with a least $1 billion in total assets
to file two copies of additional reports that must
include the following:

• Assessments by management of the effective-
ness of the institution’s internal control struc-
ture and procedures over financial reporting as
of the end of the fiscal year (12 USC
1831m(b)(2)(B)(i); and

• The independent public accountant’s attesta-
tion report—the independent public accoun-
tant is to examine, attest to, and report sepa-
rately in an attestation report, on the assertions
by management’s concerning the institution’s
internal control structure and procedures for
financial reporting (12 USC 1831m(c)). This
includes the Call Report and the FR Y-9C
report. The attestation is to be made in accor-
dance with generally accepted standards for
attestation engagements.

Other Requirements—Institutions with
$500 Million or More in Total Assets

Financial reporting encompasses, for the pur-
poses of Part 363, both financial statements
prepared in accordance with generally accepted
accounting principles and those prepared for
regulatory reporting purposes. Each institution
is to have an independent public accountant
perform an audit who reports on the institution’s
annual financial statements in accordance with
generally accepted auditing standards and sec-
tion 37 of the FDI Act (12 USC 1831n). The
scope of the audit engagement must be sufficient
to permit the accountant to determine and report
whether the financial statements are presented
fairly and in accordance with generally accepted
accounting principles. The audit is to be per-
formed using procedures that will objectively
determine the accuracy of management’s asser-
tions on compliance with safety-and-soundness

laws and regulations (12 USC 1831m
(b)(2)(A)(iii)).

In addition, each institution is required to file
a copy of any management letter, qualification,
or any other report issued by its independent
public accountant with the FDIC within 15 days
of receipt of such letter or report. See section
363.4(c) (12 CFR 363.4(c)).

Each institution is required to establish an
audit committee of its board of directors. The
duties of the audit committee include reviewing
with management and the independent public
accountant the basis for, and the results of, the
annual independent audit reports and the insti-
tution’s respective reporting requirements. Each
institution with total assets of $1 billion or more,
as of the beginning of the fiscal year, is required
to have an audit committee, the members of
which must be outside directors who are inde-
pendent of the institution’s management. Insti-
tutions with total assets of $500 million, but less
than $1 billion or more, as of the beginning of
the fiscal year, must have an audit committee,
the members of which are outside directors, the
majority of whom must be independent of the
institution’s management.

Reporting Requirements for Subsidiaries
of Holding Companies

Under the FDIC rules, an insured depository
institution that is a subsidiary of a holding
company may file its audited financial state-
ments at the holding company level (top-tier or
mid-tier) if the holding company has total in-
sured depository institution assets comprising
75 percent or more of the holding company’s
consolidated assets as of the beginning of the
fiscal year. Furthermore, in accordance with
12 CFR part 363, the other reporting require-
ments can be satisfied at the holding company
level if the holding company provides services
and functions comparable to the insured deposi-
tory institution, and the insured depository sub-
sidiary (a) has less than $5 billion in total assets
or (b) has a CAMELS composite rating of ‘‘1’’
or ‘‘2’’ when its total assets are $5 billion or
more.

In order to facilitate effective and prudential
supervision of the holding company, a holding
company that has institutions subject to the
FDIC rules must submit one copy of the re-
quired reports to the appropriate Federal Reserve
Bank regardless of whether or not the holding
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company submitted these reports on a consoli-
dated basis for its insured depository subsidi-
aries, and regardless of the charter of the insured
depository subsidiary under the holding com-
pany. Refer to SR letter 94-3, ‘‘Supervisory
Guidance on the Implementation of Section 112
of the FDIC Improvement Act,’’ for further
guidance on this filing requirement. (See SR-13-
11.)

Required Management Report Signatures

As specified in 12 CFR part 363, an insured
depository institution and holding company must
adhere to the following signature requirements:

• If the audited financial statements and the
management report requirements are satisfied
entirely at the insured depository institution
level, the management report must be signed
by the CEO, as well as the CAO or CFO, at
the insured depository institution level.

• If the audited financial statements and the
management report requirements are satisfied
entirely at the holding company level, the
management report must be signed by the
CEO, as well as the CAO or CFO, at the
holding company level.

• If the audited financial statement requirements
are satisfied at the holding company level and
the management report requirement is satis-
fied at the insured depository institution level
or one or more component requirements are
satisfied at the holding company and the
remaining component requirements are satis-
fied at the insured depository institution level,
the management report must be signed by the
CEO, as well as the CAO or CFO, of both the
holding company and the insured depository
institution.

INTERAGENCY POLICY
STATEMENT ON THE INTERNAL
AUDIT FUNCTION AND ITS
OUTSOURCING

The Federal Reserve and other federal banking
agencies3 d (the agencies) adopted on March 17,
2003, an interagency policy statement address-
ing the internal audit function and its outsourc-

ing. The policy statement revises and replaces
the former 1997 policy statement and incorpo-
rates recent developments in internal auditing.
In addition, the revised policy incorporates guid-
ance on the independence of accountants who
provide institutions with both internal and
external audit services in light of the Sarbanes-
Oxley Act of 2002 (the act) and associated SEC
rules.

The act prohibits an accounting firm from
acting as the external auditor of a public com-
pany during the same period that the firm
provides internal audit services to the company.
The policy statement discusses the applicability
of this prohibition to institutions that are public
companies, to insured depository institutions
with assets of $500 million or more that are
subject to the annual audit and reporting require-
ments of section 36 of the FDI Act, and to
nonpublic institutions that are not subject to
section 36.

The statement recognizes that many institu-
tions have engaged independent public account-
ing firms and other outside professionals (out-
sourcing vendors) to perform work that
traditionally has been done by internal auditors.
These arrangements are often called ‘‘internal
audit outsourcing,’’ ‘‘internal audit assistance,’’
‘‘audit co-sourcing,’’ and ‘‘extended audit ser-
vices’’ (hereafter collectively referred to as out-
sourcing). Typical outsourcing arrangements are
more fully described below.

Outsourcing may be beneficial to an institu-
tion if it is properly structured, carefully con-
ducted, and prudently managed. However, the
structure, scope, and management of some
internal audit outsourcing arrangements may not
contribute to the institution’s safety and sound-
ness. Furthermore, arrangements with outsourc-
ing vendors should not leave directors and
senior management with the erroneous impres-
sion that they have been relieved of their respon-
sibility for maintaining an effective system of
internal control and for overseeing the internal
audit function.

Internal Audit Function (Part I)

Board and Senior Management
Responsibilities

The board of directors and senior management3d. The Board of Governors of the Federal Reserve Sys-
tem, the Federal Deposit Insurance Corporation, and the
Office of the Comptroller of the Currency.
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are responsible for having an effective system of
internal control and an effective internal audit
function in place at their institution. They are
also responsible for ensuring that the importance
of internal control is understood and respected
throughout the institution. This overall respon-
sibility cannot be delegated to anyone else. They
may, however, delegate the design, implementa-
tion, and monitoring of specific internal controls
to lower-level management and delegate the
testing and assessment of internal controls to
others. Accordingly, directors and senior man-
agement should have reasonable assurance that
the system of internal control prevents or detects
significant inaccurate, incomplete, or unautho-
rized transactions; deficiencies in the safeguard-
ing of assets; unreliable financial reporting
(which includes regulatory reporting); and
deviations from laws, regulations, and the insti-
tution’s policies.4

Some institutions have chosen to rely on
so-called management self-assessments or con-
trol self-assessments, wherein business-line man-
agers and their staff evaluate the performance of
internal controls within their purview. Such
reviews help to underscore management’s
responsibility for internal control, but they are
not impartial. Directors and members of senior
management who rely too much on these reviews
may not learn of control weaknesses until they
have become costly problems, particularly if
directors are not intimately familiar with the
institution’s operations. Therefore, institutions
generally should also have their internal controls
tested and evaluated by units without business-
line responsibilities, such as internal audit
groups.

Directors should be confident that the internal

audit function addresses the risks of and meets
the demands posed by the institution’s current
and planned activities. To accomplish this
objective, directors should consider whether
their institution’s internal audit activities are
conducted in accordance with professional stan-
dards, such as the Institute of Internal Auditors’
(IIA) Standards for the Professional Practice of
Internal Auditing. These standards address inde-
pendence, professional proficiency, scope of
work, performance of audit work, management
of internal audit, and quality-assurance reviews.
Furthermore, directors and senior management
should ensure that the following matters are
reflected in their institution’s internal audit
function.

Structure. Careful thought should be given to
the placement of the audit function in the
institution’s management structure. The internal
audit function should be positioned so that the
board has confidence that the internal audit
function will perform its duties with impartiality
and not be unduly influenced by managers of
day-to-day operations. The audit committee,5
using objective criteria it has established, should
oversee the internal audit function and evaluate
its performance.6 The audit committee should
assign responsibility for the internal audit func-
tion to a member of management (that is, the
manager of internal audit or internal audit man-
ager) who understands the function and has no
responsibility for operating the system of inter-
nal control. The ideal organizational arrange-
ment is for this manager to report directly and
solely to the audit committee regarding both
audit issues and administrative matters, for exam-
ple, resources, budget, appraisals, and compen-
sation. Institutions are encouraged to consider
the IIA’s Practice Advisory 2060-2: Relation-

4. As noted above, under section 36 of the FDI Act, as
implemented by part 363 of the FDIC’s regulations (12 CFR
363), FDIC-insured depository institutions with total assets of
$500 million or more must submit an annual management
report signed by the chief executive officer (CEO) and chief
accounting or chief financial officer. This report must contain
(1) a statement of management’s responsibilities for preparing
the institution’s annual financial statements, for establishing
and maintaining an adequate internal control structure and
procedures for financial reporting, and for complying with
designated laws and regulations relating to safety and sound-
ness, including management’s assessment of the institution’s
compliance with those laws and regulations, and (2) for an
institution with total assets of $1 billion or more at the
beginning of the institution’s most recent fiscal year, an
assessment by management of the effectiveness of such
internal control structure and procedures as of the end of such
fiscal year. (See 12 CFR 363.2(b) and 70 Fed. Reg. 71,232,
Nov. 28, 2005.)

5. Depository institutions subject to section 36 of the FDI
Act and part 363 of the FDIC’s regulations must maintain
independent audit committees (i.e., consisting of directors
who are not members of management). Consistent with the
1999 Interagency Policy Statement on External Auditing
Programs of Banks and Savings Associations, the agencies
also encourage the board of directors of each depository
institution that is not otherwise required to do so to establish
an audit committee consisting entirely of outside directors.
Where the term audit committee is used in this policy
statement, the board of directors may fulfill the audit commit-
tee responsibilities if the institution is not subject to an audit
committee requirement. See Fed. Reg., September 28, 1999
(64 FR 52,319).

6. For example, the performance criteria could include the
timeliness of each completed audit, a comparison of overall
performance to plan, and other measures.
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ship with the Audit Committee, which provides
more guidance on the roles and relationships
between the audit committee and the internal
audit manager.

Many institutions place the manager of inter-
nal audit under a dual reporting arrangement:
the manager is functionally accountable to the
audit committee on issues discovered by the
internal audit function, while reporting to another
senior manager on administrative matters. Under
a dual reporting relationship, the board should
consider the potential for diminished objectivity
on the part of the internal audit manager with
respect to audits concerning the executive to
whom he or she reports. For example, a manager
of internal audit who reports to the chief finan-
cial officer (CFO) for performance appraisal,
salary, and approval of department budgets may
approach audits of the accounting and treasury
operations controlled by the CFO with less
objectivity than if the manager were to report to
the chief executive officer. Thus, the chief finan-
cial officer, controller, or other similar officer
should ideally be excluded from overseeing the
internal audit activities even in a dual role. The
objectivity and organizational stature of the
internal audit function are best served under
such a dual arrangement if the internal audit
manager reports administratively to the CEO.

Some institutions seek to coordinate the
internal audit function with several risk-
monitoring functions (for example, loan-review,
market-risk-assessment, and legal compliance
departments) by establishing an administrative
arrangement under one senior executive. Coor-
dination of these other monitoring activities
with the internal audit function can facilitate the
reporting of material risk and control issues to
the audit committee, increase the overall effec-
tiveness of these monitoring functions, better
utilize available resources, and enhance the
institution’s ability to comprehensively manage
risk. Such an administrative reporting relation-
ship should be designed so as to not interfere
with or hinder the manager of internal audit’s
functional reporting to and ability to directly
communicate with the institution’s audit com-
mittee. In addition, the audit committee should
ensure that efforts to coordinate these monitor-
ing functions do not result in the manager of
internal audit conducting control activities nor
diminish his or her independence with respect to
the other risk-monitoring functions. Further-
more, the internal audit manager should have
the ability to independently audit these other

monitoring functions.
In structuring the reporting hierarchy, the

board should weigh the risk of diminished
independence against the benefit of reduced
administrative burden in adopting a dual report-
ing organizational structure. The audit commit-
tee should document its consideration of this
risk and mitigating controls. The IIA’s Practice
Advisory 1110-2: Chief Audit Executive Report-
ing Lines provides additional guidance regard-
ing functional and administrative reporting lines.

Management, staffing, and audit quality. In
managing the internal audit function, the man-
ager of internal audit is responsible for control
risk assessments, audit plans, audit programs,
and audit reports.

• A control risk assessment (or risk-assessment
methodology) documents the internal audi-
tor’s understanding of the institution’s signifi-
cant business activities and their associated
risks. These assessments typically analyze the
risks inherent in a given business line, the
mitigating control processes, and the resulting
residual risk exposure of the institution. They
should be updated regularly to reflect changes
to the system of internal control or work
processes and to incorporate new lines of
business.

• An internal audit plan is based on the control
risk assessment and typically includes a sum-
mary of key internal controls within each
significant business activity, the timing and
frequency of planned internal audit work, and
a resource budget.

• An internal audit program describes the
objectives of the audit work and lists the
procedures that will be performed during each
internal audit review.

• An audit report generally presents the pur-
pose, scope, and results of the audit, including
findings, conclusions, and recommendations.
Workpapers that document the work per-
formed and support the audit report should be
maintained.

Ideally, the internal audit function’s only role
should be to independently and objectively
evaluate and report on the effectiveness of an
institution’s risk-management, control, and gov-
ernance processes. Internal auditors increasingly
have taken a consulting role within institutions
on new products and services and on mergers,
acquisitions, and other corporate reorganiza-
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tions. This role typically includes helping design
controls and participating in the implementation
of changes to the institution’s control activities.
The audit committee, in its oversight of the
internal audit staff, should ensure that the func-
tion’s consulting activities do not interfere or
conflict with the objectivity it should have with
respect to monitoring the institution’s system of
internal control. In order to maintain its inde-
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pendence, the internal audit function should not
assume a business-line management role over
control activities, such as approving or imple-
menting operating policies or procedures, includ-
ing those it has helped design in connection with
its consulting activities. The agencies encourage
internal auditors to follow the IIA’s standards,
including guidance related to the internal audit
function acting in an advisory capacity.

The internal audit function should be compe-
tently supervised and staffed by people with
sufficient expertise and resources to identify the
risks inherent in the institution’s operations and
assess whether internal controls are effective.
The manager of internal audit should oversee
the staff assigned to perform the internal audit
work and should establish policies and proce-
dures to guide the audit staff. The form and
content of these policies and procedures should
be consistent with the size and complexity of the
department and the institution. Many policies
and procedures may be communicated infor-
mally in small internal audit departments, while
larger departments would normally require more
formal and comprehensive written guidance.

Scope. The frequency and extent of internal
audit review and testing should be consistent
with the nature, complexity, and risk of the
institution’s on- and off-balance-sheet activities.
At least annually, the audit committee should
review and approve internal audit’s control risk
assessment and the scope of the audit plan,
including how much the manager relies on the
work of an outsourcing vendor. It should also
periodically review internal audit’s adherence to
the audit plan. The audit committee should
consider requests for expansion of basic internal
audit work when significant issues arise or when
significant changes occur in the institution’s
environment, structure, activities, risk expo-
sures, or systems.7

Communication. To properly carry out their
responsibility for internal control, directors and
senior management should foster forthright com-

munications and critical examination of issues
to better understand the importance and severity
of internal control weaknesses identified by the
internal auditor and operating management’s
solutions to these weaknesses. Internal auditors
should report internal control deficiencies to the
appropriate level of management as soon as they
are identified. Significant matters should be
promptly reported directly to the board of direc-
tors (or its audit committee) and senior manage-
ment. In periodic meetings with management
and the manager of internal audit, the audit
committee should assess whether management
is expeditiously resolving internal control weak-
nesses and other exceptions. Moreover, the audit
committee should give the manager of internal
audit the opportunity to discuss his or her
findings without management being present.

Furthermore, each audit committee should
establish and maintain procedures for employ-
ees of their institution to confidentially and
anonymously submit concerns to the committee
about questionable accounting, internal account-
ing control, or auditing matters.8 In addition, the
audit committee should set up procedures for the
timely investigation of complaints received and
the retention for a reasonable time period of
documentation concerning the complaint and its
subsequent resolution.

Contingency planning. As with any other func-
tion, the institution should have a contingency
plan to mitigate any significant discontinuity in
audit coverage, particularly for high-risk areas.
Lack of contingency planning for continuing
internal audit coverage may increase the insti-
tution’s level of operational risk.

Small Financial Institution’s Internal
Audit Function

An effective system of internal control and an
independent internal audit function form the
foundation for safe and sound operations,
regardless of an institution’s size. Each institu-
tion should have an internal audit function that
is appropriate to its size and the nature and
scope of its activities. The procedures assigned
to this function should include adequate testing

7. Major changes in an institution’s environment and
conditions may compel changes to the internal control system
and also warrant additional internal audit work. These changes
include (1) new management; (2) areas or activities experi-
encing rapid growth or rapid decline; (3) new lines of
business, products, or technologies or disposals thereof; (4) cor-
porate restructurings, mergers, and acquisitions; and (5) an
expansion or acquisition of foreign operations (including the
impact of changes in the related economic and regulatory
environments).

8. When the board of directors fulfills the audit committee
responsibilities, the procedures should provide for the submis-
sion of employee concerns to an outside director.
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and review of internal controls and information
systems.

It is the responsibility of the audit committee
and management to carefully consider the extent
of auditing that will effectively monitor the
internal control system, after taking into account
the internal audit function’s costs and benefits.
For institutions that are large or have complex
operations, the benefits derived from a full-time
manager of internal audit or an auditing staff
likely outweigh the cost. For small institutions
with few employees and less complex opera-
tions, however, these costs may outweigh the
benefits. Nevertheless, a small institution with-
out an internal auditor can ensure that it main-
tains an objective internal audit function by
implementing a comprehensive set of indepen-
dent reviews of significant internal controls. The
key characteristic of such reviews is that the
persons directing and/or performing the review
of internal controls are not also responsible for
managing or operating those controls. A person
who is competent in evaluating a system of
internal control should design the review proce-
dures and arrange for their implementation. The
person responsible for reviewing the system of
internal control should report findings directly to
the audit committee. The audit committee should
evaluate the findings and ensure that senior
management has or will take appropriate action
to correct the control deficiencies.

Internal Audit Outsourcing
Arrangements (Part II)

Examples of Internal Audit Outsourcing
Arrangements

An outsourcing arrangement is a contract
between an institution and an outsourcing ven-
dor to provide internal audit services. Outsourc-
ing arrangements take many forms and are used
by institutions of all sizes. Some institutions
consider entering into these arrangements to
enhance the quality of their control environment
by obtaining the services of a vendor with the
knowledge and skills to critically assess, and
recommend improvements to, their internal con-
trol systems. The internal audit services under
contract can be limited to helping internal audit
staff in an assignment for which they lack
expertise. Such an arrangement is typically under
the control of the institution’s manager of inter-

nal audit, and the outsourcing vendor reports to
him or her. Institutions often use outsourcing
vendors for audits of areas requiring more tech-
nical expertise, such as electronic data process-
ing and capital-markets activities. Such uses are
often referred to as ‘‘internal audit assistance’’
or ‘‘audit co-sourcing.’’

Some outsourcing arrangements may require
an outsourcing vendor to perform virtually all
the procedures or tests of the system of internal
control. Under such an arrangement, a desig-
nated manager of internal audit oversees the
activities of the outsourcing vendor and typi-
cally is supported by internal audit staff. The
outsourcing vendor may assist the audit staff in
determining risks to be reviewed and may rec-
ommend testing procedures, but the internal
audit manager is responsible for approving the
audit scope, plan, and procedures to be per-
formed. Furthermore, the internal audit manager
is responsible for the results of the outsourced
audit work, including findings, conclusions, and
recommendations. The outsourcing vendor may
report these results jointly with the internal audit
manager to the audit committee.

Additional Considerations for Internal
Audit Outsourcing Arrangements

Even when outsourcing vendors provide internal
audit services, the board of directors and senior
management of an institution are responsible for
ensuring that both the system of internal control
and the internal audit function operate effec-
tively. In any outsourced internal audit arrange-
ment, the institution’s board of directors and
senior management must maintain ownership of
the internal audit function and provide active
oversight of outsourced activities. When nego-
tiating the outsourcing arrangement with an
outsourcing vendor, an institution should care-
fully consider its current and anticipated busi-
ness risks in setting each party’s internal audit
responsibilities. The outsourcing arrangement
should not increase the risk that a breakdown of
internal control will go undetected.

To clearly distinguish its duties from those of
the outsourcing vendor, the institution should
have a written contract, often taking the form of
an engagement letter.9 Contracts between the

9. The engagement-letter provisions described are compa-
rable to those outlined by the American Institute of Certified
Public Accountants (AICPA) for financial statement audits.
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institution and the vendor typically include pro-
visions that—

• define the expectations and responsibilities
under the contract for both parties;

• set the scope and frequency of, and the fees to
be paid for, the work to be performed by the
vendor;

• set the responsibilities for providing and
receiving information, such as the type and
frequency of reporting to senior management
and directors about the status of contract
work;

• establish the process for changing the terms of
the service contract, especially for expansion
of audit work if significant issues are found,
and stipulations for default and termination of
the contract;

• state that internal audit reports are the prop-
erty of the institution, that the institution will
be provided with any copies of the related
workpapers it deems necessary, and that
employees authorized by the institution will
have reasonable and timely access to the
workpapers prepared by the outsourcing
vendor;

• specify the locations of internal audit reports
and the related workpapers;

• specify the period of time (for example, seven
years) that vendors must maintain the work-
papers;10

• state that outsourced internal audit services
provided by the vendor are subject to regula-
tory review and that examiners will be granted
full and timely access to the internal audit
reports and related workpapers prepared by
the outsourcing vendor;

• prescribe a process (arbitration, mediation, or
other means) for resolving disputes and for
determining who bears the cost of consequen-
tial damages arising from errors, omissions,
and negligence; and

• state that the outsourcing vendor will not
perform management functions, make man-
agement decisions, or act or appear to act in a
capacity equivalent to that of a member of

management or an employee and, if applica-
ble, will comply with AICPA, U.S. Securities
and Exchange Commission (SEC), PCAOB,
or regulatory independence guidance.

Vendor competence. Before entering an outsourc-
ing arrangement, the institution should perform
due diligence to satisfy itself that the outsourc-
ing vendor has sufficient staff qualified to per-
form the contracted work. The staff’s qualifica-
tions may be demonstrated, for example, through
prior experience with financial institutions.
Because the outsourcing arrangement is a
personal-services contract, the institution’s
internal audit manager should have confidence
in the competence of the staff assigned by the
outsourcing vendor and receive timely notice of
key staffing changes. Throughout the outsourc-
ing arrangement, management should ensure
that the outsourcing vendor maintains sufficient
expertise to effectively perform its contractual
obligations.

Management of the outsourced internal audit
function. Directors and senior management
should ensure that the outsourced internal audit
function is competently managed. For example,
larger institutions should employ sufficient com-
petent staff members in the internal audit depart-
ment to assist the manager of internal audit in
overseeing the outsourcing vendor. Small insti-
tutions that do not employ a full-time audit
manager should appoint a competent employee
who ideally has no managerial responsibility for
the areas being audited to oversee the outsourc-
ing vendor’s performance under the contract.
This person should report directly to the audit
committee for purposes of communicating inter-
nal audit issues.

Communication when an outsourced internal
audit function exists. Communication between
the internal audit function and the audit com-
mittee and senior management should not
diminish because the institution engages an
outsourcing vendor. All work by the outsourcing
vendor should be well documented and all
findings of control weaknesses should be
promptly reported to the institution’s manager
of internal audit. Decisions not to report the
outsourcing vendor’s findings to directors and
senior management should be the mutual deci-
sion of the internal audit manager and the
outsourcing vendor. In deciding what issues
should be brought to the board’s attention, the

(See AICPA Professional Standards, AU section 310.) These
provisions are consistent with the provisions customarily
included in contracts for other outsourcing arrangements, such
as those involving data processing and information technol-
ogy. Therefore, the federal banking agencies consider these
provisions to be usual and customary business practices.

10. If the workpapers are in electronic format, contracts
often call for the vendor to maintain proprietary software that
enables the bank and examiners to access the electronic
workpapers for a specified time period.
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concept of ‘‘materiality,’’ as the term is used in
financial statement audits, is generally not a
good indicator of which control weakness to
report. For example, when evaluating an insti-
tution’s compliance with laws and regulations,
any exception may be important.

Contingency planning to ensure continuity of
outsourced audit coverage. When an institution
enters into an outsourcing arrangement (or sig-
nificantly changes the mix of internal and exter-
nal resources used by internal audit), it may
increase its operational risk. Because the arrange-
ment may be terminated suddenly, the institu-
tion should have a contingency plan to mitigate
any significant discontinuity in audit coverage,
particularly for high-risk areas.

Independence of the Independent
Public Accountant (Part III)

The following discussion applies only when a
financial institution is considering using a pub-
lic accountant to provide both external audit
and internal audit services to the institution.

When one accounting firm performs both the
external audit and the outsourced internal audit
function, the firm risks compromising its inde-
pendence. These concerns arise because, rather
than having two separate functions, this outsourc-
ing arrangement places the independent public
accounting firm in the position of appearing to
audit, or actually auditing, its own work. For
example, in auditing an institution’s financial
statements, the accounting firm will consider the
extent to which it may rely on the internal
control system, including the internal audit func-
tion, in designing audit procedures.

Applicability of the SEC’s Auditor
Independence Requirements

Institutions that are public companies. To
strengthen auditor independence, Congress
passed the Sarbanes-Oxley Act of 2002 (the
act). Title II of the act applies to any public
company—that is, any company that has a class
of securities registered with the SEC or the
appropriate federal banking agency under sec-
tion 12 of the Securities Exchange Act of 1934
or that is required to file reports with the SEC

under section 15(d) of that act.11 The act pro-
hibits an accounting firm from acting as the
external auditor of a public company during the
same period that the firm provides internal audit
outsourcing services to the company.12 In addi-
tion, if a public company’s external auditor will
be providing auditing services and permissible
nonaudit services, such as tax services, the
company’s audit committee must preapprove
each of these services.

According to the SEC’s final rules (effective
May 6, 2003) implementing the act’s nonaudit-
service prohibitions and audit committee preap-
proval requirements, an accountant is not inde-
pendent if, at any point during the audit and
professional engagement period, the accountant
provides internal audit outsourcing or other
prohibited nonaudit services to the public com-
pany audit client. The SEC’s final rules gener-
ally become effective on May 6, 2003, although
there is a one-year transition period if the
accountant is performing prohibited nonaudit
services and external audit services for a public
company pursuant to a contract in existence on
May 6, 2003. The services provided during this
transition period must not have impaired the
auditor’s independence under the preexisting
independence requirements of the SEC, the
Independence Standards Board, and the AICPA.
Although the SEC’s pre-Sarbanes-Oxley inde-
pendence requirements (issued in November
2000, effective August 2002) did not prohibit
the outsourcing of internal audit services to a
public company’s independent public accoun-

11. 15 USC 78l and 78o(d).
12. In addition to prohibiting internal audit outsourcing,

the Sarbanes-Oxley Act (15 USC 78j-1) also identifies other
nonaudit services that an external auditor is prohibited from
providing to a public company whose financial statements it
audits. The legislative history of the act indicates that three
broad principles should be considered when determining
whether an auditor should be prohibited from providing a
nonaudit service to an audit client. These principles are that an
auditor should not (1) audit his or her own work, (2) perform
management functions for the client, or (3) serve in an
advocacy role for the client. To do so would impair the
auditor’s independence. Based on these three broad principles,
the other nonaudit services that an auditor is prohibited from
providing to a public company audit client include bookkeep-
ing or other services related to the client’s accounting records
or financial statements; financial information systems design
and implementation; appraisal or valuation services, fairness
opinions, or contribution-in-kind reports; actuarial services;
management or human resources functions; broker or dealer,
investment adviser, or investment banking services; legal
services and expert services unrelated to the audit; and any
other service determined to be impermissible by the PCAOB.
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tant, they did place conditions and limitations on
internal audit outsourcing.

Depository institutions subject to the annual
audit and reporting requirements of section 36
of the FDI Act. Under section 36, as imple-
mented by part 363 of the FDIC’s regulations,
each FDIC-insured depository institution with
total assets of $500 million or more is required
to have an annual audit performed by an inde-
pendent public accountant.13 The part 363 guide-
lines address the qualifications of an indepen-
dent public accountant engaged by such an
institution by stating that ‘‘[t]he independent
public accountant should also be in compliance
with the AICPA’s Code of Professional Conduct
and meet the independence requirements and
interpretations of the SEC and its staff.’’14

Thus, the guidelines provide for each FDIC-
insured depository institution with $500 million
or more in total assets, whether or not it is a
public company, and its external auditor to
comply with the SEC’s auditor independence
requirements that are in effect during the period
covered by the audit. These requirements include
the nonaudit-service prohibitions and audit com-
mittee preapproval requirements implemented
by the SEC’s January 2003 auditor indepen-
dence rules once these rule come into effect.15

Institutions not subject to section 36 of the FDI
Act that are neither public companies nor sub-
sidiaries of public companies. The agencies
have long encouraged each institution not sub-
ject to section 36 of the FDI Act that is neither
a public company nor a subsidiary of a public
company16 to have its financial statements

audited by an independent public accountant.17

The agencies also encourage each such institu-
tion to follow the internal audit outsourcing
prohibition in the Sarbanes-Oxley Act, as dis-
cussed above for institutions that are public
companies.

As previously mentioned, some institutions
seek to enhance the quality of their control
environment by obtaining the services of an
outsourcing vendor who can critically assess
their internal control system and recommend
improvements. The agencies believe that a small
nonpublic institution with less complex opera-
tions and limited staff can, in certain circum-
stances, use the same accounting firm to perform
both an external audit and some or all of the
institution’s internal audit activities. These cir-
cumstances include, but are not limited to,
situations in which—

• splitting the audit activities poses significant
costs or burden;

• persons with the appropriate specialized knowl-
edge and skills are difficult to locate and
obtain;

• the institution is closely held and investors are
not solely reliant on the audited financial
statements to understand the financial position
and performance of the institution; and

• the outsourced internal audit services are lim-
ited in either scope or frequency.

In circumstances such as these, the agencies
view an internal audit outsourcing arrangement
between a small nonpublic institution and its
external auditor as not being inconsistent with
their safety-and-soundness objectives for the
institution.

When a small nonpublic institution decides to
hire the same firm to perform internal and
external audit work, the audit committee and the
external auditor should pay particular attention
to preserving the independence of both the
internal and external audit functions. Further-
more, the audit committee should document
both that it has preapproved the internal audit
outsourcing to its external auditor and has con-
sidered the independence issues associated with
this arrangement.18 In this regard, the audit

13. 12 CFR 363.3(a). (See FDIC Financial Institutions
Letter FIL-17-2003 (Corporate Governance, Audits, and
Reporting Requirements), attachment II, March 5, 2003.)

14. Appendix A to part 363, Guidelines and Interpreta-
tions, paragraph 14, Independence.

15. If a depository institution subject to section 36 and part
363 satisfies the annual independent audit requirement by
relying on the independent audit of its parent holding com-
pany, once the SEC’s January 2003 regulations prohibiting an
external auditor from performing internal audit outsourcing
services for an audit client take effect May 6, 2003, or May 6,
2004, depending on the circumstances, the holding company’s
external auditor cannot perform internal audit outsourcing
work for that holding company or the subsidiary institution.

16. FDIC-insured depository institutions with less than
$500 million in total assets are not subject to section 36 of the
FDI Act. Section 36 does not apply directly to holding
companies but provides that, for an insured depository insti-
tution that is a subsidiary of a holding company, the audited
financial statements requirement and certain of the statute’s
other requirements may be satisfied by the holding company.

17. See, for example, the 1999 Interagency Policy State-
ment on External Auditing Programs of Banks and Savings
Institutions.

18. If a small nonpublic institution is considering having its
external auditor perform other nonaudit services, its audit
committee may wish to discuss the implications of the
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committee should consider the independence
standards described in parts I and II of the policy
statement, the AICPA guidance discussed below,
and the broad principles that the auditor should
not perform management functions or serve in
an advocacy role for the client.

Accordingly, the agencies will not consider
an auditor who performs internal audit outsourc-
ing services for a small nonpublic audit client to
be independent unless the institution and its
auditor have adequately addressed the associ-
ated independence issues. In addition, the insti-
tution’s board of directors and management
must retain ownership of and accountability for
the internal audit function and provide active
oversight of the outsourced internal audit
relationship.

A small nonpublic institution may be required
by another law or regulation, an order, or another
supervisory action to have its financial state-
ments audited by an independent public accoun-
tant. In this situation, if warranted for safety-
and-soundness reasons, the institution’s primary
federal regulator may require that the institution
and its independent public accountant comply
with the auditor-independence requirements of
the act.19

AICPA guidance. As noted above, the indepen-
dent public accountant for a depository institu-
tion subject to section 36 of the FDI Act also
should be in compliance with the AICPA’s Code
of Professional Conduct. This code includes
professional ethics standards, rules, and inter-
pretations that are binding on all certified public
accountants (CPAs) who are members of the
AICPA in order for the member to remain in
good standing. Therefore, this code applies to
each member CPA who provides audit services
to an institution, regardless of whether the
institution is subject to section 36 or is a public
company.

The AICPA has issued guidance indicating
that a member CPA would be deemed not
independent of his or her client when the CPA
acts or appears to act in a capacity equivalent to
a member of the client’s management or as a
client employee. The AICPA’s guidance includes
illustrations of activities that would be consid-
ered to compromise a CPA’s independence.
Among these are activities that involve the CPA
authorizing, executing, or consummating trans-

actions or otherwise exercising authority on
behalf of the client. For additional details, refer
to Interpretation 101-3, Performance of Other
Services, and Interpretation 101-13, Extended
Audit Services, in the AICPA’s Code of Profes-
sional Conduct.

Examination Guidance (Part IV)

Review of the Internal Audit Function and
Outsourcing Arrangements

Examiners should have full and timely access to
an institution’s internal audit resources, includ-
ing personnel, workpapers, risk assessments,
work plans, programs, reports, and budgets. A
delay may require examiners to widen the scope
of their examination work and may subject the
institution to follow-up supervisory actions.

Examiners should assess the quality and scope
of an institution’s internal audit function, regard-
less of whether it is performed by the institu-
tion’s employees or by an outsourcing vendor.
Specifically, examiners should consider
whether—

• the internal audit function’s control risk
assessment, audit plans, and audit programs
are appropriate for the institution’s activities;

• the internal audit activities have been adjusted
for significant changes in the institution’s
environment, structure, activities, risk expo-
sures, or systems;

• the internal audit activities are consistent with
the long-range goals and strategic direction of
the institution and are responsive to its inter-
nal control needs;

• the audit committee promotes the internal
audit manager’s impartiality and indepen-
dence by having him or her directly report
audit findings to it;

• the internal audit manager is placed in the
management structure in such a way that the
independence of the function is not impaired;

• the institution has promptly responded to
significant identified internal control
weaknesses;

• the internal audit function is adequately man-
aged to ensure that audit plans are met,
programs are carried out, and the results of
audits are promptly communicated to senior
management and members of the audit com-
mittee and board of directors;

performance of these services on the auditor’s independence.
19. 15 USC 78j-1.
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• workpapers adequately document the internal
audit work performed and support the audit
reports;

• management and the board of directors use
reasonable standards, such as the IIA’s Stan-
dards for the Professional Practice of Internal
Auditing, when assessing the performance of
internal audit; and

• the audit function provides high-quality advice
and counsel to management and the board of
directors on current developments in risk
management, internal control, and regulatory
compliance.

The examiner should assess the competence
of the institution’s internal audit staff and man-
agement by considering the education, profes-
sional background, and experience of the prin-
cipal internal auditors. In addition, when
reviewing outsourcing arrangements, examiners
should determine whether—

• the arrangement maintains or improves the
quality of the internal audit function and the
institution’s internal control;

• key employees of the institution and the
outsourcing vendor clearly understand the
lines of communication and how any internal
control problems or other matters noted by the
outsourcing vendor are to be addressed;

• the scope of the outsourced work is revised
appropriately when the institution’s environ-
ment, structure, activities, risk exposures, or
systems change significantly;

• the directors have ensured that the outsourced
internal audit activities are effectively man-
aged by the institution;

• the arrangement with the outsourcing vendor
satisfies the independence standards described
in this policy statement and thereby preserves
the independence of the internal audit func-
tion, whether or not the vendor is also the
institution’s independent public accountant;
and

• the institution has performed sufficient due
diligence to satisfy itself of the vendor’s
competence before entering into the outsourc-
ing arrangement and has adequate procedures
for ensuring that the vendor maintains suffi-
cient expertise to perform effectively through-
out the arrangement.

Examination concerns about the adequacy of
the internal audit function. If the examiner
concludes that the institution’s internal audit

function, whether or not it is outsourced, does
not sufficiently meet the institution’s internal
audit needs; does not satisfy the Interagency
Guidelines Establishing Standards for Safety
and Soundness, if applicable; or is otherwise
inadequate, he or she should determine whether
the scope of the examination should be adjusted.
The examiner should also discuss his or her
concerns with the internal audit manager or
other person responsible for reviewing the sys-
tem of internal control. If these discussions do
not resolve the examiner’s concerns, he or she
should bring these matters to the attention of
senior management and the board of directors or
audit committee. If the examiner finds material
weaknesses in the internal audit function or the
internal control system, he or she should discuss
them with appropriate agency staff in order to
determine the appropriate actions the agency
should take to ensure that the institution corrects
the deficiencies. These actions may include
formal and informal enforcement actions.

The institution’s management and composite
ratings should reflect the examiner’s conclu-
sions regarding the institution’s internal audit
function. The report of examination should con-
tain comments concerning the adequacy of this
function, significant issues or concerns, and
recommended corrective actions.

Concerns about the independence of the out-
sourcing vendor. An examiner’s initial review of
an internal audit outsourcing arrangement,
including the actions of the outsourcing vendor,
may raise questions about the institution’s and
its vendor’s adherence to the independence stan-
dards described in parts I and II of the policy
statement, whether or not the vendor is an
accounting firm, and in part III if the vendor
provides both external and internal audit ser-
vices to the institution. In such cases, the exam-
iner first should ask the institution and the
outsourcing vendor how the audit committee
determined that the vendor was independent. If
the vendor is an accounting firm, the audit
committee should be asked to demonstrate how
it assessed that the arrangement has not com-
promised applicable SEC, PCAOB, AICPA, or
other regulatory standards concerning auditor
independence. If the examiner’s concerns are
not adequately addressed, the examiner should
discuss the matter with appropriate agency staff
prior to taking any further action.

If the agency staff concurs that the indepen-
dence of the external auditor or other vendor
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appears to be compromised, the examiner will
discuss his or her findings and the actions the
agency may take with the institution’s senior
management, board of directors (or audit com-
mittee), and the external auditor or other vendor.
In addition, the agency may refer the external
auditor to the state board of accountancy, the
AICPA, the SEC, the PCAOB, or other authori-
ties for possible violations of applicable inde-
pendence standards. Moreover, the agency may
conclude that the institution’s external auditing
program is inadequate and that it does not
comply with auditing and reporting require-
ments, including sections 36 and 39 of the FDI
Act and related guidance and regulations, if
applicable. Issued jointly by the Board, FDIC,
OCC, and OTS on March 17, 2003.

SUPPLEMENTAL POLICY
STATEMENT ON THE INTERNAL
AUDIT FUNCTION AND ITS
OUTSOURCING

The Federal Reserve issued this January 23,
2013, policy statement to supplement the guid-
ance in the 2003 ‘‘Interagency Policy Statement
on the Internal Audit Function and Its Outsourc-
ing’’ (referred to as the 2003 Policy
Statement). 19a Federal Reserve staff has identi-
fied areas for improving regulated institutions’
internal audit functions. This supplemental pol-
icy statement addresses the characteristics, gov-
ernance, and operational effectiveness of an
institution’s internal audit function. Further, this
statement reflects certain changes in banking
regulations that have occurred since the issuance
of the 2003 Policy Statement. The Federal
Reserve is providing this supplemental guidance
to enhance regulated institutions’ internal audit
practices and to encourage them to adopt pro-
fessional audit standards and other authoritative
guidance, including those issued by the Institute
of Internal Auditors (IIA). 19b

This supplemental statement applies to super-
vised institutions with greater than $10 billion in
total consolidated assets, including state mem-

ber banks, domestic bank and savings and loan
holding companies, and U.S. operations of for-
eign banking organizations. 19c This supplemen-
tal guidance is also consistent with the objec-
tives of the Federal Reserve’s consolidated
supervision framework for large financial insti-
tutions with total consolidated assets of $50 bil-
lion or more, which promotes an independent
internal audit function as an essential element
for enhancing the resiliency of supervised
institutions. 19d

Overview—Assessment of the
Effectiveness of the Internal Audit
Function

The degree to which an institution implements
the internal audit practices outlined in this
policy statement will be considered in the Fed-
eral Reserve’s supervisory assessment of the
effectiveness of an institution’s internal audit
function as well as its safety and soundness and
compliance with consumer laws and regula-
tions. Moreover, the overall effectiveness of an
institution’s internal audit function will influ-
ence the ability of the Federal Reserve to rely
upon the work of an institution’s internal audit
function.

This supplemental policy statement builds
upon the 2003 Policy Statement, which remains
in effect, and follows the same organizational
structure, with a new section entitled ‘‘Enhanced
Internal Audit Practices’’ and updates to Parts
I-IV of the 2003 Policy Statement. Refer to
SR-13-1/CA13-1 and its attachment. To avoid
historical references and duplication some intro-
ductory paragraphs and other small phrases are
omitted from the policy statement here, as
indicated by a line of asterisks.

* * * * * *

19a. Refer to SR-03-5, ‘‘Amended Interagency Guidance
on the Internal Audit Function and Its Outsourcing.’’

19b. In this guidance, references have been provided to the
IIA’s International Standards for the Professional Practice of
Internal Auditing (Standards). Refer to the IIA website at
https://na.theiia.org/standards-guidance/pages/standards-and-
guidance-ippf.aspx.

19c. Section 4 of this document, however, clarifies certain
changes to the Federal Deposit Insurance Corporation regula-
tion (12 CFR part 363) on independence standards for
independent public accountants at insured depository institu-
tions with total assets of $500 million or more, which were
adopted pursuant to 2009 amendments to section 36 of the
FDI Act.

19d. Refer to SR-12-17/CA letter 12-14, ‘‘Consolidated
Supervision Framework for Large Financial Institutions.’’
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SUPPLEMENTAL POLICY
GUIDANCE

Enhanced Internal Audit Practices

An institution’s internal audit function should
incorporate the following enhanced practices
into their overall processes:

Risk Analysis

Internal audit should analyze the effectiveness
of all critical risk-management functions both
with respect to individual risk dimensions (for
example, credit risk), and an institution’s overall
risk-management function. The analysis should
focus on the nature and extent of monitoring
compliance with established policies and pro-
cesses and applicable laws and regulations within
the institution as well as whether monitoring
processes are appropriate for the institution’s
business activities and the associated risks.

Thematic Control Issues

Internal audit should identify thematic macro
control issues as part of its risk-assessment
processes and determine the overall impact of
such issues on the institution’s risk profile.
Additional audit coverage would be expected in
business activities that present the highest risk to
the institution. Internal audit coverage should
reflect the identification of thematic macro con-
trol issues across the firm in all auditable areas.
Internal audit should communicate thematic
macro control issues to senior management and
the audit committee.

In addition, internal audit should identify
patterns of thematic macro control issues, deter-
mine whether additional audit coverage is
required, communicate such control deficiencies
to senior management and the audit committee,
and ensure management establishes effective
remediation mechanisms.

Challenging Management and Policy

Internal audit should challenge management to
adopt appropriate policies and procedures and
effective controls. If policies, procedures, and
internal controls are ineffective or insufficient in
a particular line of business or activity, internal

audit should report specific deficiencies to senior
management and the audit committee with rec-
ommended remediation. Such recommendations
may include restricting business activity in
affected lines of business until effective policies,
procedures, and controls are designed and imple-
mented. Internal audit should monitor manage-
ment’s corrective action and conduct a follow-up
review to confirm that the recommendations of
both internal audit and the audit committee have
been addressed.

Infrastructure

When an institution designs and implements
infrastructure enhancements, internal audit should
review significant changes and notify manage-
ment of potential internal control issues. In
particular, internal audit should ensure that
existing, effective internal controls (for exam-
ple, software applications and management in-
formation system reporting) are not rendered
ineffective as a result of infrastructure changes
unless those controls are compensated for by
other improvements to internal controls.

Risk Tolerance

Internal audit should understand risks faced by
the institution and confirm that the board of
directors and senior management are actively
involved in setting and monitoring compliance
with the institution’s risk tolerance limits. Inter-
nal audit should evaluate the reasonableness of
established limits and perform sufficient testing
to ensure that management is operating within
these limits and other restrictions.

Governance and Strategic Objectives

Internal audit should evaluate governance at all
management levels within the institution, includ-
ing at the senior management level, and within
all significant business lines. Internal audit
should also evaluate the adequacy and effective-
ness of controls to respond to risks within the
organization’s governance, operations, and in-
formation systems in achieving the organiza-
tion’s strategic objectives. Any concerns should
be communicated by internal audit to the board
of directors and senior management.
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Internal Audit Function (Part I of the
2003 Policy Statement)

The primary objectives of the internal audit
function are to examine, evaluate, and perform
an independent assessment of the institution’s
internal control system, and report findings back
to senior management and the institution’s audit
committee. An effective internal audit function
within a financial institution is a vital means for
an institution’s board of directors to maintain
the quality of the internal control environment
and risk-management systems.

The guidance set forth in this section supple-
ments the existing guidance in the 2003 Policy
Statement by strongly encouraging internal
auditors to adhere to professional standards,
such as the IIA guidance. Furthermore, this
section clarifies certain aspects of the IIA guid-
ance and provides practices intended to increase
the safety and soundness of institutions.

Attributes of Internal Audit

Independence. Internal audit is an independent
function that supports the organization’s busi-
ness objectives and evaluates the effectiveness
of risk management, control, and governance
processes. The 2003 Policy Statement addressed
the structure of an internal audit function, noting
that it should be positioned so that an institu-
tion’s board of directors has confidence that the
internal audit function can be impartial and not
unduly influenced by managers of day-to-day
operations. Thus, the member of management
responsible for the internal audit function (here-
after referred to as the chief audit executive or
CAE)19e should have no responsibility for op-
erating the system of internal control and should
report functionally to the audit committee. A
reporting arrangement may be used in which the
CAE is functionally accountable and reports
directly to the audit committee on internal audit
matters (that is, the audit plan, audit findings,
and the CAE’s job performance and compensa-
tion) and reports administratively to another
senior member of management who is not
responsible for operational activities reviewed
by internal audit. When there is an administra-

tive reporting of the CAE to another member of
senior management, the objectivity of internal
audit is served best when the CAE reports
administratively to the chief executive officer
(CEO).

If the CAE reports administratively to some-
one other than the CEO, the audit committee
should document its rationale for this reporting
structure, including mitigating controls avail-
able for situations that could adversely impact
the objectivity of the CAE. In such instances,
the audit committee should periodically (at least
annually) evaluate whether the CAE is impartial
and not unduly influenced by the administrative
reporting line arrangement. Further, conflicts of
interest for the CAE and all other audit staff
should be monitored at least annually with
appropriate restrictions placed on auditing areas
where conflicts may occur.

For foreign banking organizations (FBOs),
the internal audit function for the U.S. opera-
tions of an FBO should have appropriate inde-
pendent oversight for the total assets of U.S.
operations. 19f When there is a resident U.S.
audit function, the CAE of the U.S. audit func-
tion should report directly to senior officials of
the internal audit department at the head office
such as the global CAE. If the FBO has separate
U.S. subsidiaries, oversight may be provided by
a U.S. based audit committee that meets U.S.
public company standards for independence or
by the foreign parent company’s internal audit
function.

Professional competence and staffing. Internal
audit staff should have the requisite collective
skill levels to audit all areas of the institution.
Therefore, auditors should have a wide range of
business knowledge, demonstrated through years
of audit and industry-specific experience, edu-
cational background, professional certifications,
training programs, committee participation, pro-
fessional associations, and job rotational assign-
ments. Internal audit should assign staff to audit
assignments based on areas of expertise and,
when feasible, rotate staff within the audit func-
tion.

Internal audit management should perform
knowledge-gap assessments at least annually to
evaluate whether current staff members have the
knowledge and skills commensurate with the

19e. More recently, this title is used to refer to the person
in charge of the internal audit function. An institution may not
have a person at the management level of CAE and instead
may have an internal audit manager.

19f. This is defined as the combined total assets of U.S.
operations, net of all intercompany assets and claims on
U.S.-domiciled affiliates.
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institution’s strategy and operations. Manage-
ment feedback surveys and internal or external
quality assurance findings are useful tools to
identify and assess knowledge gaps. Any iden-
tified knowledge gaps should be filled and may
be addressed through targeted staff hires, train-
ing, business line rotation programs, and out-
sourcing arrangements. The internal audit func-
tion should have an effective staff training
program to advance professional development
and should have a process to evaluate and
monitor the quality and appropriateness of train-
ing provided to each auditor. Internal auditors
generally receive a minimum of forty hours of
training in a given year.

Objectivity and ethics. Internal auditors should
be objective, which means performing assign-
ments free from bias and interference. A major
characteristic of objectivity is that the CAE and
all internal audit professional staff avoid any
conflicts of interest. 19g For their first year in the
internal audit function, internally recruited
internal auditors should not audit activities for
which they were previously responsible. More-
over, compensation schemes should not provide
incentives for internal auditors to act contrary to
the attributes and objectives of the internal audit
function. 19h While an internal auditor may rec-
ommend internal control standards or review
management’s procedures before implementa-
tion, objectivity requires that the internal auditor
not be responsible for the design, installation,
procedures development, or operations of the
institution’s internal control systems.

An institution’s internal audit function should
have a code of ethics that emphasizes the
principles of objectivity, competence, confiden-
tiality, and integrity, consistent with professional
internal audit guidance such as the code of
ethics established by the IIA.

Internal audit charter. Each institution should
have an internal audit charter that describes the
purpose, authority, and responsibility of the
internal audit function. An audit charter should
include the following critical components:

• The objectives and scope of the internal audit
function;

• The internal audit function’s management
reporting position within the organization, as
well as its authority and responsibilities;

• The responsibility and accountability of the
CAE; and

• The internal audit function’s responsibility to
evaluate the effectiveness of the institution’s
risk management, internal controls, and gov-
ernance processes.

The charter should be approved by the audit
committee of the institution’s board of directors.
The charter should provide the internal audit
function with the authorization to access the
institution’s records, personnel, and physical
properties relevant to the performance of inter-
nal audit procedures, including the authority to
examine any activities or entities. Periodically,
the CAE should evaluate whether the charter
continues to be adequate, requesting the approval
of the audit committee for any revisions. The
charter should define the criteria for when and
how the internal audit function may outsource
some of its work to external experts.

Corporate Governance Considerations

Board of directors and senior management re-
sponsibilities. The board of directors and senior
management are responsible for ensuring that
the institution has an effective system of internal
controls. As indicated in the 2003 Policy State-
ment, this responsibility cannot be delegated to
others within the institution or to external par-
ties. Further, the board of directors and senior
management are responsible for ensuring that
internal controls are operating effectively.

Audit committee responsibilities. An institu-
tion’s audit committee is responsible for estab-
lishing an appropriate internal audit function
and ensuring that it operates adequately and
effectively. The audit committee should be con-
fident that the internal audit function addresses
the risks and meets the demands posed by the
institution’s current and planned activities. More-
over, the audit committee is expected to retain
oversight responsibility for any aspects of the
internal audit function that are outsourced to a
third party.

The audit committee should provide
oversight to the internal audit function. Audit

19g. IIA standards define conflict of interest as a situation
in which an internal auditor, who is in a position of trust, has
a competing professional or personal interest. Such competing
interests can make it difficult for the individual to fulfill his or
her duties impartially.

19h. IIA standards have additional examples of ‘‘conflict
of interest’’ for consideration.
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committee meetings should be on a frequency
that facilitates this oversight and generally
should be held four times a year at a minimum,
with additional meetings held by audit commit-
tees of larger financial institutions. Annually,
the audit committee should review and approve
internal audit’s charter, budget and staffing
levels, and the audit plan and overall risk-
assessment methodology. The committee
approves the CAE’s hiring, annual performance
evaluation, and compensation.

The audit committee and its chairperson
should have ongoing interaction with the CAE
separate from formally scheduled meetings to
remain current on any internal audit department,
organizational, or industry concerns. In addi-
tion, the audit committee should have executive
sessions with the CAE without members of
senior management present as needed.

The audit committee should receive appropri-
ate levels of management information to fulfill
its oversight responsibilities. At a minimum, the
audit committee should receive the following
data with respect to internal audit:

• Audit results with a focus on areas rated less
than satisfactory;

• Audit plan completion status and compliance
with report issuance timeframes;

• Audit plan changes, including the rationale for
significant changes;

• Audit issue information, including aging, past-
due status, root-cause analysis, and thematic
trends;

• Information on higher-risk issues indicating
the potential impact, root cause, and remedia-
tion status;

• Results of internal and external quality assur-
ance reviews;

• Information on significant industry and insti-
tution trends in risks and controls;

• Reporting of significant changes in audit staff-
ing levels;

• Significant changes in internal audit pro-
cesses, including a periodic review of key
internal audit policies and procedures;

• Budgeted audit hours versus actual audit hours;
• Information on major projects; and
• Opinion on the adequacy of risk-management

processes, including effectiveness of manage-
ment’s self-assessment and remediation of
identified issues (at least annually).

Role of the chief audit executive. In addition to
communicating and reporting to the audit com-

mittee on audit-related matters, the CAE is
responsible for developing and maintaining a
quality assurance and improvement program
that covers all aspects of internal audit activity,
and for continuously monitoring the effective-
ness of the audit function. The CAE and/or
senior staff should effectively manage and moni-
tor all aspects of audit work on an ongoing basis,
including any audit work that is outsourced. 19i

The Adequacy of the Internal Audit
Function’s Processes

Internal audit should have an understanding of
the institution’s strategy and operating processes
as well as the potential impact of current market
and macroeconomic conditions on the financial
institution. Internal audit’s risk-assessment meth-
odology is an integral part of the evaluation of
overall policies, procedures, and controls at the
institution and the development of a plan to test
those processes.

Audit methodology. Internal audit should ensure
that it has a well-developed risk-assessment
methodology that drives its risk-assessment pro-
cess. The methodology should include an analy-
sis of cross-institutional risk and thematic con-
trol issues and address its processes and
procedures for evaluating the effectiveness of
risk management, control, and governance pro-
cesses. The methodology should also address
the role of continuous monitoring in determin-
ing and evaluating risk, as well as internal
audit’s process for incorporating other risk iden-
tification techniques that the institution’s man-
agement utilizes such as a risk and control
self-assessment (RCSA). The components of an
effective methodology should support the inter-
nal audit function’s assessment of the control
environment, beginning with an evaluation of
the audit universe.

Audit universe. Internal audit should have effec-
tive processes to identify all auditable entities
within the audit universe. The number of audit-
able entities will depend upon whether entities
are captured at individual department levels or

19i. The ongoing review of audit work should include risk
assessments of audit entities and elements, scope documents,
audit programs, detailed audit procedures and steps (including
sampling methodologies), audit work papers, audit findings,
and monitoring of the timely and effective resolution of audit
issues.
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at other aggregated organizational levels. Inter-
nal audit should use its knowledge of the insti-
tution to determine whether it has identified all
auditable entities and may use the general led-
ger, cost centers, new product approval pro-
cesses, organization charts, department listings,
knowledge of the institution’s products and
services, major operating and application sys-
tems, significant laws and regulations, or other
data. The audit universe should be documented
and reviewed periodically as significant organi-
zational changes occur or at least during the
annual audit planning process.

Internal audit risk assessment. A risk assess-
ment should document the internal audit staff’s
understanding of the institution’s significant busi-
ness activities and the associated risks. These
assessments typically analyze the risks inherent
in a given business line or process, the mitigat-
ing control processes, and the resulting residual
risk exposure to the institution.

A comprehensive risk assessment should
effectively analyze the key risks (and the critical
risk-management functions) within the institu-
tion and prioritize audit entities within the audit
universe. The risk-assessment process should be
well documented and dynamic, reflecting changes
to the system of internal controls, infrastructure,
work processes, and new or changed business
lines or laws and regulations. The risk assess-
ments should also consider thematic control
issues, risk tolerance, and governance within the
institution. Risk assessments should be revised
in light of changing market conditions or laws
and regulations and updated during the year as
changes are identified in the business activities
of the institution or observed in the markets in
which the institution operates, but no less than
annually. When the risk assessment indicates a
change in risk, the audit plan should be reviewed
to determine whether the planned audit coverage
should be increased or decreased to address the
revised assessment of risk.

Risk assessments should be formally docu-
mented and supported with written analysis of
the risks. 19j There should be risk assessments
for critical risk-management functions within
the institution. Risk assessments may be quan-
titative or qualitative and may include factors
such as the date of the last audit, prior audit

results, the impact and likelihood of an event
occurring, and the status of external vendor
relationships. A management RCSA, if per-
formed, may be considered by the internal audit
function in developing its independent risk
assessment. The internal audit risk assessment
should also include a specific rationale for the
overall auditable entity risk score. The overall
disposition of the risk assessment should be
summarized with consideration given to key
performance or risk indicators and prior audit
results. A high-level summary or discussion of
the risk-assessment results should be provided
to the audit committee and include the most
significant risks facing the institution as well as
how these risks have been addressed in the
internal audit plan.

Internal audit plan. Internal audit should develop
and periodically revise its comprehensive audit
plan and ensure that audit coverage for all
identified, auditable entities within the audit
universe is appropriate for the size and complex-
ity of the institution’s activities. This should be
accomplished either through a multiyear plan
approach, with the plan revised annually, or
through an approach that utilizes a framework to
evaluate risks annually focusing on the most
significant risks. In the latter approach, there
should be a mechanism in place to identify when
a significant risk will not be audited in the
specified timeframe and a requirement to notify
the audit committee and seek its approval of any
exception to the framework. Generally, common
practice for institutions with defined audit cycles
is to follow either a three- or four-year audit
cycle; high-risk areas should be audited at least
every twelve to eighteen months. 19k

The internal audit plan should consider the
risk assessment and internal audit’s approach to
audit coverage should be appropriate based on
the risk assessment. An effective plan covers
individual business areas and risk disciplines as
well as cross-functional and cross-institutional
areas.

The audit planning process should be dynamic,
allowing for change when necessary. The pro-
cess should include a process for modifying the
internal audit plan to incorporate significant
changes that are identified either through con-
tinuous monitoring or during an audit. Any

19j. For example, risks include credit, market, operational,
liquidity, compliance, IT, fraud, political, legal, regulatory,
strategic, and reputational.

19k. Regardless of the institution’s practice, particular care
should be taken to ensure that higher-risk elements are
reviewed with an appropriate frequency, and not obscured due
to their inclusion in a lower risk-rated audit entity.
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significant changes should be clearly docu-
mented and included in quarterly communica-
tions to the audit committee. Critical data to be
reported to the audit committee should include
deferred or cancelled audits rated high-risk and
other significant additions or deletions. Signifi-
cant changes to audit budgets and timeliness for
the completion of audits should be reported to
the audit committee with documented rationale.

Internal audit continuous monitoring. Internal
audit is encouraged to utilize formal continuous
monitoring practices as part of the function’s
risk-assessment processes to support adjust-
ments to the audit plan or universe as they occur.
Continuous monitoring can be conducted by an
assigned group or individual internal auditors.
An effective continuous monitoring process
should include written standards to ensure con-
sistent application of processes throughout the
organization.

Continuous monitoring results should be docu-
mented through a combination of metrics, man-
agement reporting, periodic audit summaries,
and updated risk assessments to substantiate that
the process is operating as designed. Critical
issues identified through the monitoring process
should be communicated to the audit committee.
Computer-assisted auditing techniques are use-
ful tools to highlight issues that warrant further
consideration within a continuous monitoring
process.

Internal Audit Performance and
Monitoring Processes

Performance. Detailed guidance related to the
performance of an internal audit should be
documented in the audit manual 19l and work
programs to ensure that audit execution is con-
sistent across the audit function. Internal audit
policies and procedures should be designed to
ensure that audits are executed in a high-quality
manner, their results are appropriately commu-
nicated, and issues are monitored and appropri-
ately resolved. In performing internal audit work,
an institution should consider the following.

• Internal audit scope: During the audit plan-

ning process, internal audit should analyze the
auditable entity’s specific risks, mitigating
controls, and level of residual risk. The infor-
mation gathered during the audit planning
phase should be used to determine the scope
and specific audit steps that should be per-
formed to test the adequacy of the design and
operating effectiveness of control processes.

• Internal audit work papers: Work papers
document the work performed, observations
and analyses made, and support for the con-
clusions and audit results. The work papers
should contain sufficient information regard-
ing any scope or audit program modifications
and waiver of issues not included in the final
report. Work papers also should document the
specific sampling methodology, including
minimum sample sizes, and the rationale for
such methodology. The work papers should
contain information that reflects all phases of
the audit process including planning, field-
work, reporting, and issues tracking and
follow-up. On an ongoing basis, a comprehen-
sive supervisory review should be performed
on all audit work, including any outsourced
internal audit procedures. 19m

• Audit report: Internal audit should have effec-
tive processes to ensure that issues are com-
municated throughout the institution and audit
issues are addressed in a timely manner. The
audit report should include an executive sum-
mary that describes the auditable area, audit’s
conclusions, the rationale for those conclu-
sions, and key issues. Most audit reports also
include management’s action plans to address
audit findings. To ensure that identified issues
are addressed in a timely manner, reports
should be issued to affected business areas,
senior management, and the audit committee
within an appropriate timeframe after the
completion of field work. Compliance with
issuance timeframes should be monitored and
reported periodically to the audit committee.
At a minimum, internal audit should ensure
that management considers the level and sig-
nificance of the risk when assigning resources
to address and remediate issues. Management
should appropriately document the action plans
either within the audit report or separately.

19l. To facilitate effective, efficient, and consistent practice
within the internal audit department, an institution should
develop an audit manual that includes comprehensive policies
and procedures and is made available to all internal audit staff.
The manual should be updated as needed.

19m. An experienced audit manager should perform this
review.

1010.1 Internal Control and Audit Function, Oversight, and Outsourcing

April 2013 Commercial Bank Examination Manual
Page 16.6



• Internal audit issues tracking: Internal audit
should have effective processes in place to
track and monitor open audit issues and to
follow-up on such issues. The timely remedia-
tion of open audit issues is an essential com-
ponent of an organization’s risk reduction
efforts. Internal audit and the responsible man-
agement should discuss and agree to an
appropriate resolution date, based on the level
of work necessary to complete remediation
processes. When an issue owner indicates that
work to close an issue is completed, the
internal audit function should perform valida-
tion work prior to closing the issue. The level
of validation necessary may vary based on the
issue’s risk level. For higher-risk issues, inter-
nal audit should perform and document sub-
stantive testing to validate that the issue has
been resolved. Issues should be tested over an
appropriate period of time to ensure the sus-
tainability of the remediation.

Retrospective review processes. When an adverse
event occurs at an institution (for example, fraud
or a significant loss), management should con-
duct a post-mortem and ‘‘lessons learned’’ analy-
sis. In these situations, internal audit should
ensure that such a review takes place and
appropriate action is taken to remediate identi-
fied issues. The internal audit function should
evaluate management’s analysis of the reasons
for the event and whether the adverse event was
the result of a control breakdown or failure, and
identify the measures that should be put in place
to prevent a similar event from occurring in the
future. In certain situations, the internal audit
function should conduct its own post-mortem
and a ‘‘lessons learned’’ analysis outlining the
remediation procedures necessary to detect, cor-
rect, and/or prevent future internal control break-
downs (including improvements in internal audit
processes).

Quality assurance and improvement program. A
well-designed, comprehensive quality assurance
program should ensure that internal audit activi-
ties conform to the IIA’s professional standards
and the institution’s internal audit policies and
procedures. The program should include both
internal and external quality assessments.

The internal audit function should develop
and document its internal assessment program to
promote and assess the quality and consistency
of audit work across all audit groups with
respect to policies, procedures, audit perfor-

mance, and work papers. The quality assurance
review should be performed by someone inde-
pendent of the audit work being reviewed.
Conclusions reached and recommendations for
appropriate improvement in internal audit pro-
cess or staff training should be implemented by
the CAE through the quality assurance and
improvement program. Action plan progress
should be monitored and subsequently closed
after a period of sustainability. Each institution
should conduct an internal quality assessment
annually and the CAE should report the results
and status of internal assessments to senior
management and the audit committee at least
annually.

The IIA recommends that an external quality
assessment of internal audit be performed by a
qualified independent party at least once every
five years. The review should address compli-
ance with the IIA’s definition of internal audit-
ing, code of ethics, and standards, as well as
with the internal audit function’s charter, poli-
cies and procedures, and any applicable legisla-
tive and regulatory requirements. The CAE
should communicate the results, planned actions,
and status of remediation efforts to senior man-
agement and the audit committee.

Internal Audit Outsourcing
Arrangements (Part II of the 2003
Policy Statement)

As stated in the 2003 Policy Statement, an
institution’s board of directors and senior man-
agement are charged with the overall responsi-
bility for maintaining an effective system of
internal controls. Responsibility for maintaining
an effective system of internal controls cannot
be delegated to a third party. An institution that
chooses to outsource audit work should ensure
that the audit committee maintains ownership of
the internal audit function. The institution’s
audit committee and CAE should provide active
and effective oversight of outsourced activities.
Institutions should carefully consider the over-
sight responsibilities that are consequential to
these types of arrangements in determining
appropriate staffing levels.

To distinguish its duties from those of the
outsourcing vendor, the institution should have a
written contract, which may take the form of an
engagement letter or similar services agreement.
Contracts between the institution and the vendor
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should include a provision stating that work
papers and any related non-public confidential
information and personal information must be
handled by the vendor in accordance with appli-
cable laws and regulations. An institution should
periodically confirm that the vendor continues to
comply with the agreed-upon confidentiality
requirements, especially for long-term contracts.
The audit committee should approve all signifi-
cant aspects of outsourcing arrangements and
should receive information on audit deficiencies
in a manner consistent with that provided by the
in-house audit department.

Vendor Competence

An institution should have appropriate policies
and procedures governing the selection and
oversight of internal audit vendors, including
whether to continue with an existing outsourced
arrangement. The audit committee and the CAE
are responsible for the selection and retention of
internal audit vendors and should be aware of
factors that may impact vendors’ competence
and ability to deliver high-quality audit services.

Contingency Planning

An institution’s contingency plan should take
into consideration the extent to which the insti-
tution relies upon outsourcing arrangements.
When an institution relies significantly on the
resources of an internal audit service provider,
the institution should have contingency proce-
dures for managing temporary or permanent
disruptions in the service in order to ensure that
the internal audit function can meet its intended
objectives.

Quality of Audit Work

The quality of audit work performed by the
vendor should be consistent with the institu-
tion’s standards of work expected to be per-
formed by an in-house internal audit depart-
ment. Further, information supplied by the
vendor should provide the board of directors, its
audit committee, and senior management with
an accurate report on the control environment,
including any changes necessary to enhance
controls.

Independence Guidance for the
Independent Public Accountant (Part
III of the 2003 Policy Statement)

The following discussion supplements the dis-
cussion in Part III of the 2003 Policy Statement
and addresses additional requirements regarding
auditor independence for depository institutions
subject to section 36 of the FDI Act (as amended
in 2009).

Depository Institutions Subject to the
Annual Audit and Reporting Requirements
of Section 36 of the FDI Act

The July 2009 amendments to section 36 of the
FDI Act (applicable to insured depository insti-
tutions with total assets of $500 million or more)
require an institution’s external auditor to follow
the more restrictive of the independence rules
issued by the AICPA, SEC, and PCAOB. In
March 2003, the SEC prohibited a registered
public accounting firm that is responsible for
furnishing an opinion on the consolidated or
separate financial statements of an audit client
from providing internal audit services to that
same client. 19n Therefore, by following the
more restrictive independence rules, a deposi-
tory institution’s external auditor is precluded
from performing internal audit services, either
on a co-sourced or an outsourced basis, even if
the institution is not a public company.

Examination Guidance (Part IV of the
2003 Policy Statement)

The following discussion supplements the exist-
ing guidance in Part IV of the 2003 Policy
Statement on examination guidance and dis-
cusses the overall effectiveness of an institu-
tion’s internal audit function and the examiner’s
reliance on internal audit.

Determining the Overall Effectiveness of
Internal Audit

An effective internal audit function is a vehicle
to advance an institution’s safety and soundness

19n. See SEC final rule, ‘‘Strengthening the Commission’s
Requirements Regarding Auditor Independence,’’ at 17 CFR
parts 210, 240, 249 and 274.
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and compliance with consumer laws and regu-
lations and is therefore considered as part of the
supervisory review process. Federal Reserve
examiners will make an overall determination as
to whether the internal audit function and its
processes are effective or ineffective and whether
examiners can potentially rely upon internal
audit’s work as part of the supervisory review
process. If internal audit’s overall processes are
deemed effective, examiners may be able to rely
on the work performed by internal audit depend-
ing on the nature and risk of the functions
subject to examination.

The supervisory assessment of internal audit
and its effectiveness will consider an institu-
tion’s application of the 2003 Policy Statement
and this supplemental guidance. An institution’s
internal audit function generally would be con-
sidered effective if the institution’s internal audit
function structure and practices are consistent
with the 2003 Policy Statement and this guid-
ance.

Conversely, an institution’s internal audit func-
tion that does not follow the enhanced practices
and supplemental guidance outlined in this pol-
icy letter generally will be considered ineffec-
tive. In such a case, examiners will not rely on
the institution’s internal audit function.

Examiners will inform the CAE as to whether
the function is deemed to be effective or inef-
fective. Internal audit’s overall processes could
be deemed effective even though some aspects
of the internal audit function may require
enhancements or improvements such as addi-
tional documentation with respect to specific
audit processes (for example, risk assessments
or work papers). In these situations, the required
enhancements or improvements generally should
not be a critical part of the overall internal audit
function, or the function should be deemed to be
ineffective.

Relying on the Work Performed by
Internal Audit

Examiners may rely on internal audit at super-
vised institutions if internal audit was deemed
effective at the most recent examination of
internal audit. In examining an institution’s
internal audit function, examiners will supple-
ment their examination procedures through con-
tinuous monitoring and an assessment of key
elements of internal audit, including (1) the
adequacy and independence of the audit com-

mittee; (2) the independence, professional com-
petence, and quality of the internal audit func-
tion; (3) the quality and scope of the audit
methodology, audit plan, and risk assessment;
and (4) the adequacy of audit programs and
work paper standards. On at least an annual
basis, examiners should review these key ele-
ments to determine whether there have been
significant changes in the internal audit infra-
structure or whether there are potential concerns
regarding their adequacy.

Examiners may choose to rely on the work of
internal audit when internal audit’s overall func-
tion and related processes are effective and
when recent work was performed by internal
audit in an area where examiners are performing
examination procedures. For example, if an
internal audit department performs internal au-
dit work in an area where examiners might also
review controls, examiners may evaluate whether
they can rely on the work of internal audit (and
either eliminate or reduce the testing scheduled
as part of the regulatory examination processes).
In high-risk areas, examiners will consider
whether additional examination work is needed
even where internal audit has been deemed
effective and its work reliable.

* * * * * * * * * * *

(End of the January 23, 2013, Supplemental
Policy Statement)

INDEPENDENCE OF INTERNAL
AUDITORS

The ability of the internal audit function to
achieve its audit objectives depends, in large
part, on the independence maintained by audit
personnel. Frequently, the independence of
internal auditing can be determined by its
reporting lines within the organization and by
the person or level to whom these results are
reported. In most circumstances, the internal
audit function is under the direction of the board
of directors or a committee thereof, such as the
audit committee. This relationship enables the
internal audit function to assist the directors in
fulfilling their responsibilities.

The auditor’s responsibilities should be
addressed in a position description, with report-
ing lines delineated in personnel policy, and
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audit results should be documented in audit
committee and board of directors’ minutes.
Examiners should review these documents, as
well as the reporting process followed by the
auditor, in order to subsequently evaluate the
tasks performed by the internal audit function.
The internal auditor should be given the author-
ity necessary to perform the job, including free
access to any records necessary for the proper
conduct of the audit. Furthermore, internal
auditors generally should not have responsibility
for the accounting system, other aspects of the
institution’s accounting function, or any opera-
tional function not subject to independent
review.

Competence of Internal Auditors

The responsibilities and qualifications of inter-
nal auditors vary depending on the size and
complexity of a bank’s operations and on the
emphasis placed on the internal audit function
by the directorate and management. In many
banks, the internal audit function is performed
by an individual or group of individuals whose
sole responsibility is internal auditing. In other
banks, particularly small ones, internal audit
may be performed on a part-time basis by an
officer or employee.

The qualifications discussed below should not
be viewed as minimum requirements but should
be considered by the examiner in evaluating the
work performed by the internal auditors or audit
departments. Examples of the type of qualifica-
tions an internal audit department manager
should have are—

• academic credentials comparable to other bank
officers who have major responsibilities within
the organization,

• commitment to a program of continuing edu-
cation and professional development,

• audit experience and organizational and tech-
nical skills commensurate with the responsi-
bilities assigned, and

• oral and written communication skills.

The internal audit department manager must
be properly trained to fully understand the flow
of data and the underlying operating procedures.
Training may come from college courses, courses
sponsored by industry groups such as the Bank
Administration Institute (BAI), or in-house train-

ing programs. Significant work experience in
various departments of a bank also may provide
adequate training. Certification as a chartered
bank auditor, certified internal auditor, or certi-
fied public accountant meets educational and
other professional requirements. In addition to
prior education, the internal auditor should be
committed to a program of continuing educa-
tion, which may include attending technical
meetings and seminars and reviewing current
literature on auditing and banking.

The internal auditor’s organizational skills
should be reflected in the effectiveness of the
bank’s audit program. Technical skills may be
demonstrated through internal audit techniques,
such as internal control and other question-
naires, and an understanding of the operational
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and financial aspects of the organization.
In considering the competence of the internal

audit staff, the examiner should review the
educational and experience qualifications required
by the bank for filling the positions in the
internal audit department and the training avail-
able for that position. In addition, the examiner
must be assured that any internal audit super-
visor understands the audit objectives and pro-
cedures performed by the staff.

In a small bank, it is not uncommon to find
that internal audit, whether full- or part-time, is
a one-person department. The internal auditor
may plan and perform all procedures personally
or may direct staff borrowed from other depart-
ments. In either case, the examiner should
expect, at a minimum, that the internal auditor
possesses qualifications similar to those of
an audit department manager, as previously
discussed.

The final measure of the competence of the
internal auditor is the quality of the work
performed, the ability to communicate the
results of that work, and the ability to follow up
on deficiencies noted during the audit work.
Accordingly, the examiner’s conclusions with
respect to an auditor’s competence should also
reflect the adequacy of the audit program and
the audit reports.

IMPLEMENTATION OF THE
INTERNAL AUDIT FUNCTION

The annual audit plan and budgets should be set
by the internal audit manager and approved by
the board, audit committee, or senior manage-
ment. In many organizations, the internal audit
manager reports to a senior manager for admin-
istrative purposes. The senior manager appraises
the audit manager’s performance, and the direc-
tors or an audit committee approves the
evaluation.

Risk Assessment

In setting the annual audit plan, a risk assess-
ment should be made that documents the inter-
nal audit function’s understanding of the insti-
tution’s various business activities and their
inherent risks. In addition, the assessment also
evaluates control risk, or the potential that
deficiencies in the system of internal control

would expose the institution to potential loss.
The assessment should be periodically updated
to reflect changes in the system of internal
control, work processes, business activities, or
the business environment. The risk-assessment
methodology of the internal audit function should
identify all auditable areas, give a detailed basis
for the auditors’ determination of relative risks,
and be consistent from one audit area to another.
The risk assessment can quantify certain risks,
such as credit risk, market risk, and legal risk. It
can also include qualitative aspects, such as the
timeliness of the last audit and the quality of
management. Although there is no standard
approach to making a risk assessment, it should
be appropriate to the size and complexity of the
institution. While smaller institutions may not
have elaborate risk-assessment systems, some
analysis should still be available to explain why
certain areas are more frequently audited than
others.

Within the risk assessment, institutions should
clearly identify auditable units along business
activities or product lines, depending on how the
institution is managed. There should be evi-
dence that the internal audit manager is regu-
larly notified of new products, departmental
changes, and new general ledger accounts, all of
which should be factored into the audit sched-
ule. Ratings of particular business activities or
corporate functions may change with time as the
internal audit function revises its method for
assessing risk. These changes should be incre-
mental. Large-scale changes in the priority of
audits should trigger an investigation into the
reasonableness of changes to the risk-assessment
methodology.

Audit Plan

The audit plan is based on the risk assessment.
The plan should include a summary of key
internal controls within each significant business
activity, the timing and frequency of planned
internal audit work, and a resource budget.

A formal, annual audit plan should be devel-
oped based on internal audit’s risk assessment.
The audit plan should include all auditable
areas and set priorities based on the rating
determined by the risk assessment. The schedule
of planned audits should be approved by the
board or its audit committee, as should any
subsequent changes to the plan. Many organiza-
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tions develop an audit plan jointly with the
external auditors. In this case, the audit plan
should clearly indicate what work is being
performed by internal and external auditors and
what aspects of internal audit work the external
auditors are relying on.

Typically, the schedule of audit is cyclic; for
example, high risks are audited annually, mod-
erate risks every two years, and low risks every
three years. In some cases, the audit cycle may
extend beyond three years. In reviewing the
annual plan, examiners should determine the
appropriateness of the institution’s audit cycle.
Some institutions limit audit coverage of their
low-risk areas. Examiners should review areas
the institution has labeled ‘‘low risk’’ to deter-
mine if the classification is appropriate and if
coverage is adequate.

Audit Manual

The internal audit department should have an
audit manual that sets forth the standards of
work for field auditors and audit managers to
use in their assignments. A typical audit manual
contains the audit unit’s charter and mis-
sion, administrative procedures, workpaper-
documentation standards, reporting standards,
and review procedures. Individual audits should
conform to the requirements of the audit manual.
As a consequence, the manual should be up-to-
date with respect to the audit function’s mission
and changes to the professional standards it
follows.

Performance of Individual Audits

The internal audit manager should oversee the
staff assigned to perform the internal audit work
and should establish policies and procedures to
guide them. The internal audit function should
be competently supervised and staffed by people
with sufficient expertise and resources to iden-
tify the risks inherent in the institution’s opera-
tions and to assess whether internal controls are
effective. While audits vary according to the
objective, the area subjected to audit, the stan-
dards used as the basis for work performed, and
documentation, the audit process generates some
common documentation elements, as described
below.

Audit Program and Related Workpapers

The audit program documents the audit’s objec-
tives and the procedures that were performed.
Typically, it indicates who performed the work
and who has reviewed it. Workpapers document
the evidence gathered and conclusions drawn by
the auditor, as well as the disposition of audit
findings. The workpapers should provide evi-
dence that the audit program adheres to the
requirements specified in the audit manual.

Audit Reports

The audit report is internal audit’s formal notice
of its assessment of internal controls in the
audited areas. The report is given to the area’s
managers, senior management, and directors. A
typical audit report states the purpose of the
audit and its scope, conclusions, and recommen-
dations. Reports are usually prepared for each
audit. In larger institutions, monthly or quarterly
summaries that highlight major audit issues are
prepared for senior management and the board.

EXAMINER REVIEW OF
INTERNAL AUDIT

The examination procedures section describes
the steps the examiner should follow when
conducting a review of the work performed by
the internal auditor. The examiner’s review and
evaluation of the internal audit function is a key
element in determining the scope of the exami-
nation. In most situations, the competence and
independence of the internal auditors may be
reviewed on an overall basis; however, the
adequacy and effectiveness of the audit program
should be determined separately for each exami-
nation area.

The examiner should assess if the work per-
formed by the internal auditor is reliable. It is
often more efficient for the examiner to deter-
mine the independence or competence of the
internal auditor before addressing the adequacy
or effectiveness of the audit program. If the
examiner concludes that the internal auditor
possesses neither the independence nor the com-
petence deemed appropriate, the examiner must
also conclude that the internal audit work per-
formed is not reliable.

The examiner should indicate in the report of
examination any significant deficiencies concern-
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ing the internal audit function. Furthermore, the
examiner should review with management any
significant deficiencies noted in the previous
report of examination to determine if these
concerns have been appropriately addressed.

Program Adequacy and Effectiveness

An examiner should consider the following
factors when assessing the adequacy of the
internal audit program—

• scope and frequency of the work performed,
• content of the programs,
• documentation of the work performed, and
• conclusions reached and reports issued.

The scope of the internal audit program must be
sufficient to attain the audit objectives. The
frequency of the audit procedures performed
should be based on an evaluation of the risk
associated with each targeted area under audit.
Among the factors that the internal auditor
should consider in assessing risk are the nature
of the operation of the specific assets and
liabilities under review, the existence of appro-
priate policies and internal control standards, the
effectiveness of operating procedures and inter-
nal controls, and the potential materiality of
errors or irregularities associated with the spe-
cific operation.

To further assess the adequacy and effective-
ness of the internal audit program, an examiner
needs to obtain audit workpapers. Workpapers
should contain, among other things, audit work
programs and analyses that clearly indicate the
procedures performed, the extent of the testing,
and the basis for the conclusions reached.

Although audit work programs are an integral
part of the workpapers, they are sufficiently
important to deserve separate attention. Work
programs serve as the primary guide to the audit
procedures to be performed. Each program
should provide a clear, concise description of
the work required, and individual procedures
should be presented logically. The detailed pro-
cedures included in the program vary depending
on the size and complexity of the bank’s opera-
tions and the area subject to audit. In addition,
an individual audit work program may encom-
pass several departments of the bank, a single
department, or specific operations within a
department. Most audit programs include proce-
dures such as—

• surprise examinations, where appropriate;
• maintenance of control over records selected

for audit;
• review and evaluation of the bank’s policies

and procedures and the system of internal
control;

• reconciliation of detail to related control
records; and

• verification of selected transactions and bal-
ances through procedures such as examination
of supporting documentation, direct confirma-
tion and appropriate follow-up of exceptions,
and physical inspection.

The internal auditor should follow the specific
procedures included in all work programs to
reach audit conclusions that will satisfy the
related audit objectives. Audit conclusions
should be supported by report findings; such
reports should include, when appropriate, rec-
ommendations by the internal auditor for any
required remedial actions.

The examiner should also analyze the internal
reporting process for the internal auditor’s find-
ings, since required changes in the bank’s inter-
nal controls and operating procedures can be
made only if appropriate officials are informed
of the deficiencies. This means that the auditor
must communicate all findings and recommen-
dations clearly and concisely, pinpointing prob-
lems and suggesting solutions. The auditor also
should submit reports as soon as practical, and
the reports should be routed to those authorized
to implement the suggested changes.

The final measure of the effectiveness of the
audit program is a prompt and effective man-
agement response to the auditor’s recommenda-
tions. The audit department should determine
the reasonableness, timeliness, and complete-
ness of management’s response to their recom-
mendations, including follow-up, if necessary.
Examiners should assess management’s response
and follow up when the response is either
incomplete or unreasonable.

EXTERNAL AUDITS

The Federal Reserve requires bank holding com-
panies with total consolidated assets of $500 mil-
lion or more to have annual independent audits.
Generally, banks must have external audits for
the first three years after obtaining FDIC insur-
ance (an FDIC requirement) and upon becoming
a newly chartered national bank (an OCC
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requirement). The SEC also has a longstanding
audit requirement for all public companies,
which applies to bank holding companies that
are SEC registrants and to state member banks
that are subject to SEC reporting requirements
pursuant to the Federal Reserve’s Regulation H.

For insured depository institutions with fiscal
years beginning after December 31, 1992,
FDICIA, through its amendments to section 36
of the FDI Act, requires annual independent
audits for all FDIC-insured banks that have total
assets in excess of $500 million. (See SR-94-3
and SR-96-4.) In September 1999, the Federal
Financial Institutions Examination Council
(FFIEC) issued an interagency policy statement
on external auditing programs of banks and
savings associations.20 The policy encourages
banks and savings associations that have less
than $500 million in total assets and that are not
subject to other audit requirements to adopt an
external auditing program as a part of their
overall risk-management process. (See the fol-
lowing subsection for the complete text of the
interagency policy statement.)

Independent audits enhance the probability
that financial statements and reports to the FRB
and other financial-statement users will be
accurate and will help detect conditions that
could adversely affect banking organizations,
the FRB, or the public. The independent audit
process also subjects the internal controls and
the accounting policies, procedures, and records
of each banking organization to periodic review.

Banks often employ external auditors and
other specialists to assist management in spe-
cialized fields, such as taxation and management
information systems. External auditors and con-
sultants often conduct in-depth reviews of the
operations of specific bank departments; the
reviews might focus on operational procedures,
personnel requirements, or other specific areas
of interest. After completing the reviews, the
auditors may recommend that the bank strengthen
controls or improve efficiency.

External auditors provide services at various
times during the year. Financial statements are
examined annually. Generally, the process com-
mences in the latter part of the year, with the
report issued as soon thereafter as possible.
Other types of examinations or reviews are
performed at various dates on an as-required
basis.

The examiner is interested in the work per-

formed by external auditors for three principal
reasons. First, situations will arise when internal
audit work is not being performed or when such
work is deemed to be of limited value to the
examiner. Second, the work performed by
external auditors may affect the amount of
testing the examiner must perform. Third, exter-
nal audit reports often provide the examiner
with information pertinent to the examination of
the bank.

The major factors that should be considered
in evaluating the work of external auditors are
similar to those applicable to internal auditors,
namely, the competence and independence of
the auditors and the adequacy of the audit
program.

The federal banking agencies view a full-
scope annual audit of a bank’s financial state-
ments by an independent public accountant as
preferable to other types of external auditing
programs. The September 1999 policy statement
recognizes that a full-scope audit may not be
feasible for every small bank. It therefore encour-
ages those banks to pursue appropriate alterna-
tives to a full-scope audit. Small banks are also
encouraged to establish an audit committee
consisting of outside directors. The policy state-
ment provides guidance to examiners on the
review of external auditing programs.

The policy statement is consistent with the
Federal Reserve’s longstanding guidance that
encourages the use of external auditing pro-
grams, and with its goals for (1) ensuring the
accuracy and reliability of regulatory reports,
(2) improving the quality of bank internal con-
trols over financial reporting, and (3) enhancing
the efficiency of the risk-focused examination
process. The Federal Reserve adopted the FFIEC
policy statement effective for fiscal years begin-
ning on or after January 1, 2000. (See
SR-99-33.)

INTERAGENCY POLICY
STATEMENT ON EXTERNAL
AUDITING PROGRAMS OF
BANKS AND SAVINGS
ASSOCIATIONS

Introduction

The board of directors and senior managers of a
banking institution or savings association (insti-20. See 64 Fed. Reg. 52319 (September 28, 1999).
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tution) are responsible for ensuring that the
institution operates in a safe and sound manner.
To achieve this goal and meet the safety-and-
soundness guidelines implementing section 39
of the Federal Deposit Insurance Act (FDI Act)
(12 USC 1831p-1),21 the institution should main-
tain effective systems and internal control22 to
produce reliable and accurate financial reports.

Accurate financial reporting is essential to an
institution’s safety and soundness for numerous
reasons. First, accurate financial information
enables management to effectively manage the
institution’s risks and make sound business
decisions. In addition, institutions are required
by law23 to provide accurate and timely financial
reports (e.g., Reports of Condition and Income
[call reports] and Thrift Financial Reports) to
their appropriate regulatory agency. These reports
serve an important role in the agencies’24 risk-
focused supervision programs by contributing to
their pre-examination planning, off-site monitor-
ing programs, and assessments of an institu-
tion’s capital adequacy and financial strength.
Further, reliable financial reports are necessary
for the institution to raise capital. They provide
data to stockholders, depositors and other funds
providers, borrowers, and potential investors on
the company’s financial position and results of
operations. Such information is critical to effec-
tive market discipline of the institution.

To help ensure accurate and reliable financial
reporting, the agencies recommend that the
board of directors of each institution establish
and maintain an external auditing program. An
external auditing program should be an impor-
tant component of an institution’s overall risk-
management process. For example, an external
auditing program complements the internal
auditing function of an institution by providing
management and the board of directors with an
independent and objective view of the reliability
of the institution’s financial statements and the
adequacy of its financial-reporting internal con-
trols. Additionally, an effective external auditing
program contributes to the efficiency of the
agencies’ risk-focused examination process. By

considering the significant risk areas of an
institution, an effective external auditing pro-
gram may reduce the examination time the
agencies spend in such areas. Moreover, it can
improve the safety and soundness of an institu-
tion substantially and lessen the risk the institu-
tion poses to the insurance funds administered
by the Federal Deposit Insurance Corporation
(FDIC).

This policy statement outlines the character-
istics of an effective external auditing program
and provides examples of how an institution can
use an external auditor to help ensure the
reliability of its financial reports. It also provides
guidance on how an examiner may assess an
institution’s external auditing program. In addi-
tion, this policy statement provides specific
guidance on external auditing programs for
institutions that are holding company subsidi-
aries, newly insured institutions, and institutions
presenting supervisory concerns.

The adoption of a financial statement audit or
other specified type of external auditing pro-
gram is generally only required in specific
circumstances. For example, insured depository
institutions covered by section 36 of the FDI Act
(12 USC 1831m), as implemented by part 363 of
the FDIC’s regulations (12 CFR 363), are
required to have an external audit and an audit
committee. Therefore, this policy statement is
directed toward banks and savings associations
which are exempt from part 363 (i.e., institu-
tions with less than $500 million in total assets
at the beginning of their fiscal year) or are not
otherwise subject to audit requirements by order,
agreement, statute, or agency regulations.

Overview of External Auditing
Programs

Responsibilities of the Board of Directors

The board of directors of an institution is
responsible for determining how to best obtain
reasonable assurance that the institution’s finan-
cial statements and regulatory reports are reli-
ably prepared. In this regard, the board is also
responsible for ensuring that its external audit-
ing program is appropriate for the institution and
adequately addresses the financial-reporting
aspects of the significant risk areas and any
other areas of concern of the institution’s
business.

21. See 12 CFR 30 for national banks; 12 CFR 364 for
state nonmember banks; 12 CFR 208 for state member banks;
and 12 CFR 510 for savings associations.

22. This policy statement provides guidance consistent
with the guidance established in the Interagency Policy
Statement on the Internal Audit Function and Its Outsourcing.

23. See 12 USC 161 for national banks; 12 USC 1817a for
state nonmember banks; 12 USC 324 for state member banks;
and 12 USC 1464(v) for savings associations.

24. Terms are defined at the end of the policy statement.
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To help ensure the adequacy of its internal
and external auditing programs, the agencies
encourage the board of directors of each insti-
tution that is not otherwise required to do so to
establish an audit committee consisting entirely
of outside directors.25 However, if this is
impracticable, the board should organize the
audit committee so that outside directors consti-
tute a majority of the membership.

Audit Committee

The audit committee or board of directors is
responsible for identifying at least annually the
risk areas of the institution’s activities and
assessing the extent of external auditing involve-
ment needed over each area. The audit commit-
tee or board is then responsible for determining
what type of external auditing program will best
meet the institution’s needs (see the descrip-
tions under ‘‘Types of External Auditing
Programs’’).

When evaluating the institution’s external
auditing needs, the board or audit committee
should consider the size of the institution and
the nature, scope, and complexity of its opera-
tions. It should also consider the potential bene-
fits of an audit of the institution’s financial
statements or an examination of the institution’s
internal control structure over financial report-
ing, or both. In addition, the board or audit
committee may determine that additional or
specific external auditing procedures are war-
ranted for a particular year or several years to
cover areas of particularly high risk or special
concern. The reasons supporting these decisions
should be recorded in the committee’s or board’s
minutes.

If, in its annual consideration of the institu-
tion’s external auditing program, the board or
audit committee determines, after considering
its inherent limitations, that an agreed-upon
procedures/state-required examination is suffi-
cient, they should also consider whether an
independent public accountant should perform
the work. When an independent public accoun-
tant performs auditing and attestation services,
the accountant must conduct his or her work
under, and may be held accountable for depar-

tures from, professional standards. Furthermore,
when the external auditing program includes an
audit of the financial statements, the board or
audit committee obtains an opinion from the
independent public accountant stating whether
the financial statements are presented fairly, in
all material respects, in accordance with gener-
ally accepted accounting principles (GAAP).
When the external auditing program includes an
examination of the internal control structure
over financial reporting, the board or audit
committee obtains an opinion from the indepen-
dent public accountant stating whether the
financial-reporting process is subject to any
material weaknesses.

Both the staff performing an internal audit
function and the independent public accountant
or other external auditor should have unre-
stricted access to the board or audit committee
without the need for any prior management
knowledge or approval. Other duties of an audit
committee may include reviewing the indepen-
dence of the external auditor annually, consult-
ing with management, seeking an opinion on an
accounting issue, and overseeing the quarterly
regulatory reporting process. The audit commit-
tee should report its findings periodically to the
full board of directors.

External Auditing Programs

Basic Attributes

External auditing programs should provide the
board of directors with information about the
institution’s financial-reporting risk areas, e.g.,
the institution’s internal control over financial
reporting, the accuracy of its recording of trans-
actions, and the completeness of its financial
reports prepared in accordance with GAAP.

The board or audit committee of each insti-
tution at least annually should review the risks
inherent in its particular activities to determine
the scope of its external auditing program. For
most institutions, the lending and investment-
securities activities present the most significant
risks that affect financial reporting. Thus, exter-
nal auditing programs should include specific
procedures designed to test at least annually the
risks associated with the loan and investment
portfolios. This includes testing of internal con-
trol over financial reporting, such as manage-
ment’s process to determine the adequacy of the

25. Institutions with $500 million or more in total assets
must establish an independent audit committee made up of
outside directors who are independent of management. See 12
USC 1831m(g)(1) and 12 CFR 363.5.
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allowance for loan and lease losses and whether
this process is based on a comprehensive,
adequately documented, and consistently applied
analysis of the institution’s loan and lease
portfolio.

An institution or its subsidiaries may have
other significant financial-reporting risk areas
such as material real estate investments, insur-
ance underwriting or sales activities, securities
broker-dealer or similar activities (including
securities underwriting and investment advisory
services), loan-servicing activities, or fiduciary
activities. The external auditing program should
address these and other activities the board or
audit committee determines present significant
financial-reporting risks to the institution.

Types of External Auditing Programs

The agencies consider an annual audit of an
institution’s financial statements performed by
an independent public accountant to be the
preferred type of external auditing program. The
agencies also consider an annual examination of
the effectiveness of the internal control structure
over financial reporting or an audit of an insti-
tution’s balance sheet, both performed by an
independent public accountant, to be acceptable
alternative external auditing programs. How-
ever, the agencies recognize that some institu-
tions only have agreed-upon procedures/state-
required examinations performed annually as
their external auditing program. Regardless of
the option chosen, the board or audit committee
should agree in advance with the external audi-
tor on the objectives and scope of the external
auditing program.

Financial statement audit by an independent
public accountant. The agencies encourage all
institutions to have an external audit performed
in accordance with generally accepted auditing
standards (GAAS). The audit’s scope should be
sufficient to enable the auditor to express an
opinion on the institution’s financial statements
taken as a whole.

A financial statement audit provides assur-
ance about the fair presentation of an institu-
tion’s financial statements. In addition, an audit
may provide recommendations for management
in carrying out its control responsibilities. For
example, an audit may provide management
with guidance on establishing or improving
accounting and operating policies and recom-

mendations on internal control (including inter-
nal auditing programs) necessary to ensure the
fair presentation of the financial statements.

Reporting by an independent public accoun-
tant on an institution’s internal control structure
over financial reporting. Another external audit-
ing program is an independent public accoun-
tant’s examination and report on management’s
assertion on the effectiveness of the institution’s
internal control over financial reporting. For a
smaller institution with less complex operations,
this type of engagement is likely to be less
costly than an audit of its financial statements or
its balance sheet. It would specifically provide
recommendations for improving internal con-
trol, including suggestions for compensating
controls, to mitigate the risks due to staffing and
resource limitations.

Such an attestation engagement may be per-
formed for all internal controls relating to the
preparation of annual financial statements or
specified schedules of the institution’s regula-
tory reports.26 This type of engagement is per-
formed under generally accepted standards for
attestation engagements (GASAE).27

26. Since the lending and investment-securities activities
generally present the most significant risks that affect an
institution’s financial reporting, management’s assertion and
the accountant’s attestation generally should cover those
regulatory report schedules. If the institution has trading or
off-balance-sheet activities that present material financial-
reporting risks, the board or audit committee should ensure
that the regulatory report schedules for those activities also are
covered by management’s assertion and the accountant’s
attestation. For banks and savings associations, the lending,
investment-securities, trading, and off-balance-sheet sched-
ules consist of:

Area

Reports of
Condition

and Income
Schedules

Thrift
Financial

Report
Schedules

Loans and lease-financing
receivables RC-C, Part I SC, CF

Past-due and nonaccrual
loans, leases,
and other assets RC-N PD

Allowance for
credit losses RI-B SC, VA

Securities RC-B SC, SI, CF
Trading assets

and liabilities RC-D SO, SI
Off-balance-sheet

items RC-L SI, CMR

These schedules are not intended to address all possible risks
in an institution.

27. An attestation engagement is not an audit. It is per-
formed under different professional standards than an audit of
an institution’s financial statements or its balance sheet.
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Balance-sheet audit performed by an indepen-
dent public accountant. With this program, the
institution engages an independent public
accountant to examine and report only on the
balance sheet. As with the audit of the financial
statements, this audit is performed in accor-
dance with GAAS. The cost of a balance-sheet
audit is likely to be less than a financial-
statement audit. However, under this type of
program, the accountant does not examine or
report on the fairness of the presentation of the
institution’s income statement, statement of
changes in equity capital, or statement of cash
flows.

Agreed-upon procedures/state-required exami-
nations. Some state-chartered depository insti-
tutions are required by state statute or regulation
to have specified procedures performed annually
by their directors or independent persons.28 The
bylaws of many national banks also require that
some specified procedures be performed annu-
ally by directors or others, including internal or
independent persons. Depending upon the scope
of the engagement, the cost of agreed-upon
procedures or a state-required examination may
be less than the cost of an audit. However, under
this type of program, the independent auditor
does not report on the fairness of the institu-
tion’s financial statements or attest to the effec-
tiveness of the internal control structure over
financial reporting. The findings or results of the
procedures are usually presented to the board or
the audit committee so that they may draw their
own conclusions about the quality of the finan-
cial reporting or the sufficiency of internal
control.

When choosing this type of external auditing
program, the board or audit committee is respon-
sible for determining whether these procedures
meet the external auditing needs of the institu-
tion, considering its size and the nature, scope,
and complexity of its business activities. For
example, if an institution’s external auditing
program consists solely of confirmations of
deposits and loans, the board or committee
should consider expanding the scope of the
auditing work performed to include additional
procedures to test the institution’s high-risk
areas. Moreover, a financial statement audit, an

examination of the effectiveness of the internal
control structure over financial reporting, and a
balance-sheet audit may be accepted in some
states and for national banks in lieu of agreed-
upon procedures/state-required examinations.

Other Considerations

Timing. The preferable time to schedule the
performance of an external auditing program is
as of an institution’s fiscal year-end. However, a
quarter-end date that coincides with a regulatory
report date provides similar benefits. Such an
approach allows the institution to incorporate
the results of the external auditing program into
its regulatory reporting process and, if appropri-
ate, amend the regulatory reports.

External auditing staff. The agencies encour-
age an institution to engage an independent
public accountant to perform its external audit-
ing program. An independent public accountant
provides a nationally recognized standard of
knowledge and objectivity by performing
engagements under GAAS or GASAE. The firm
or independent person selected to conduct an
external auditing program and the staff carrying
out the work should have experience with
financial-institution accounting and auditing or
similar expertise and should be knowledgeable
about relevant laws and regulations.

Special Situations

Holding Company Subsidiaries

When an institution is owned by another entity
(such as a holding company), it may be appro-
priate to address the scope of its external audit
program in terms of the institution’s relationship
to the consolidated group. In such cases, if the
group’s consolidated financial statements for the
same year are audited, the agencies generally
would not expect the subsidiary of a holding
company to obtain a separate audit of its finan-
cial statements. Nevertheless, the board of
directors or audit committee of the subsidiary
may determine that its activities involve signifi-
cant risks to the subsidiary that are not within
the procedural scope of the audit of the financial
statements of the consolidated entity. For exam-
ple, the risks arising from the subsidiary’s

28. When performed by an independent public accountant,
‘‘specified procedures’’ and ‘‘agreed-upon procedures’’
engagements are performed under standards, which are dif-
ferent professional standards than those used for an audit of an
institution’s financial statements or its balance sheet.
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activities may be immaterial to the financial
statements of the consolidated entity, but mate-
rial to the subsidiary. Under such circumstances,
the audit committee or board of the subsidiary
should consider strengthening the internal audit
coverage of those activities or implementing
an appropriate alternative external auditing
program.

Newly Insured Institutions

Under the FDIC statement of policy on applica-
tions for deposit insurance, applicants for deposit
insurance coverage are expected to commit the
depository institution to obtain annual audits by
an independent public accountant once it begins
operations as an insured institution and for a
limited period thereafter.

Institutions Presenting Supervisory
Concerns

As previously noted, an external auditing pro-
gram complements the agencies’ supervisory
process and the institution’s internal auditing
program by identifying or further clarifying
issues of potential concern or exposure. An
external auditing program also can greatly assist
management in taking corrective action, particu-
larly when weaknesses are detected in internal
control or management information systems
affecting financial reporting.

The agencies may require a financial institu-
tion presenting safety-and-soundness concerns
to engage an independent public accountant or
other independent external auditor to perform
external auditing services.29 Supervisory con-
cerns may include—

• inadequate internal control, including the
internal auditing program;

• a board of directors generally uninformed
about internal control;

• evidence of insider abuse;
• known or suspected defalcations;
• known or suspected criminal activity;
• probable director liability for losses;

• the need for direct verification of loans or
deposits;

• questionable transactions with affiliates; or
• the need for improvements in the external

auditing program.

The agencies may also require that the insti-
tution provide its appropriate supervisory office
with a copy of any reports, including manage-
ment letters, issued by the independent public
accountant or other external auditor. They also
may require the institution to notify the super-
visory office prior to any meeting with the
independent public accountant or other external
auditor at which auditing findings are to be
presented.

Examiner Guidance

Review of the External Auditing Program

The review of an institution’s external auditing
program is a normal part of the agencies’
examination procedures. An examiner’s evalua-
tion of, and any recommendations for improve-
ments in, an institution’s external auditing pro-
gram will consider the institution’s size; the
nature, scope, and complexity of its business
activities; its risk profile; any actions taken or
planned by it to minimize or eliminate identified
weaknesses; the extent of its internal audit
program; and any compensating controls in
place. Examiners will exercise judgment and
discretion in evaluating the adequacy of an
institution’s external auditing program.

Specifically, examiners will consider the poli-
cies, processes, and personnel surrounding an
institution’s external auditing program in deter-
mining whether—

• the board of directors or its audit committee
adequately reviews and approves external
auditing program policies at least annually;

• the external auditing program is conducted by
an independent public accountant or other
independent auditor and is appropriate for the
institution;

• the engagement letter covering external audit-
ing activities is adequate;

• the report prepared by the auditor on the
results of the external auditing program
adequately explains the auditor’s findings;

• the external auditor maintains appropriate

29. The Office of Thrift Supervision requires an external
audit by an independent public accountant for savings asso-
ciations with a composite rating of 3, 4, or 5 under the
Uniform Financial Institution Rating System, and on a case-
by-case basis.
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independence regarding relationships with
the institution under relevant professional
standards;

• the board of directors performs due diligence
on the relevant experience and competence of
the independent auditor and staff carrying out
the work (whether or not an independent
public accountant is engaged); and

• the board or audit committee minutes reflect
approval and monitoring of the external audit-
ing program and schedule, including board or
committee reviews of audit reports with man-
agement and timely action on audit findings
and recommendations.

Access to Reports

Management should provide the independent
public accountant or other auditor with access to
all examination reports and written communica-
tion between the institution and the agencies or
state bank supervisor since the last external
auditing activity. Management also should pro-
vide the accountant with access to any supervi-
sory memoranda of understanding, written agree-
ments, administrative orders, reports of action
initiated or taken by a federal or state banking
agency under section 8 of the FDI Act (or a
similar state law), and proposed or ordered
assessments of civil money penalties against the
institution or an institution-related party, as well
as any associated correspondence. The audi-
tor must maintain the confidentiality of exami-
nation reports and other confidential supervisory
information.

In addition, the independent public accoun-
tant or other auditor of an institution should
agree in the engagement letter to grant examin-
ers access to all the accountant’s or auditor’s
workpapers and other material pertaining to the
institution prepared in the course of performing
the completed external auditing program.

Institutions should provide reports30 issued
by the independent public accountant or other
auditor pertaining to the external auditing pro-
gram, including any management letters, to the
agencies and any state authority in accordance
with their appropriate supervisory office’s guid-
ance.31 Significant developments regarding the

external auditing program should be communi-
cated promptly to the appropriate supervisory
office. Examples of those developments include
the hiring of an independent public accountant
or other third party to perform external auditing
work and a change in, or termination of, an
independent public accountant or other external
auditor.

Definitions

Agencies. The agencies are the Board of Gov-
ernors of the Federal Reserve System (FRB), the
Federal Deposit Insurance Corporation (FDIC),
the Office of the Comptroller of the Currency
(OCC), and the Office of Thrift Supervision
(OTS).

Appropriate supervisory office. The regional or
district office of the institution’s primary federal
banking agency responsible for supervising the
institution or, in the case of an institution that is
part of a group of related insured institutions,
the regional or district office of the institution’s
federal banking agency responsible for moni-
toring the group. If the institution is a subsidiary
of a holding company, the term ‘‘appropriate
supervisory office’’ also includes the federal
banking agency responsible for supervising
the holding company. In addition, if the institu-
tion is state-chartered, the term ‘‘appropriate
supervisory office’’ includes the appropriate
state bank or savings association regulatory
authority.

Audit. An examination of the financial state-
ments, accounting records, and other supporting
evidence of an institution performed by an
independent certified or licensed public accoun-
tant in accordance with generally accepted

30. The institution’s engagement letter is not a ‘‘report’’
and is not expected to be submitted to the appropriate
supervisory office unless specifically requested by that office.

31. When an institution’s financial information is included

in the audited consolidated financial statements of its parent
company, the institution should provide a copy of the audited
financial statements of the consolidated company and any
other reports by the independent public accountant in accor-
dance with their appropriate supervisory office’s guidance. If
several institutions are owned by one parent company, a single
copy of the reports may be supplied in accordance with the
guidance of the appropriate supervisory office of each agency
supervising one or more of the affiliated institutions and the
holding company. A transmittal letter should identify the
institutions covered. Any notifications of changes in, or
terminations of, a consolidated company’s independent public
accountant may be similarly supplied to the appropriate
supervisory office of each supervising agency.
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auditing standards (GAAS) and of sufficient
scope to enable the independent public accoun-
tant to express an opinion on the institution’s
financial statements as to their presentation in
accordance with generally accepted accounting
principles (GAAP).

Audit committee. A committee of the board of
directors whose members should, to the extent
possible, be knowledgeable about accounting
and auditing. The committee should be respon-
sible for reviewing and approving the institu-
tion’s internal and external auditing programs or
recommending adoption of these programs to
the full board.

Balance-sheet audit performed by an indepen-
dent public accountant. An examination of an
institution’s balance sheet and any accompany-
ing footnotes performed and reported on by an
independent public accountant in accordance
with GAAS and of sufficient scope to enable the
independent public accountant to express an
opinion on the fairness of the balance-sheet
presentation in accordance with GAAP.

Engagement letter. A letter from an independent
public accountant to the board of directors or
audit committee of an institution that usually
addresses the purpose and scope of the external
auditing work to be performed, period of time to
be covered by the auditing work, reports
expected to be rendered, and any limitations
placed on the scope of the auditing work.

Examination of the internal control structure
over financial reporting. See ’’Reporting by an
independent public accountant on an institu-
tion’s internal control structure over financial
reporting.’’

External auditing program. The performance of
procedures to test and evaluate high-risk areas
of an institution’s business by an independent
auditor, who may or may not be a public
accountant, sufficient for the auditor to be able
to express an opinion on the financial statements
or to report on the results of the procedures
performed.

Financial statement audit by an independent
public accountant. See Audit.

Financial statements. The statements of finan-
cial position (balance sheet), income, cash flows,

and changes in equity together with related
notes.

Independent public accountant. An accountant
who is independent of the institution and regis-
tered or licensed to practice, and holds himself
or herself out, as a public accountant, and who is
in good standing under the laws of the state or
other political subdivision of the United States
in which the home office of the institution is
located. The independent public accountant
should comply with the American Institute of
Certified Public Accountants’ (AICPA) Code of
Professional Conduct and any related guidance
adopted by the Independence Standards Board
and the agencies. No certified public accountant
or public accountant will be recognized as
independent who is not independent both in fact
and in appearance.

Internal auditing. An independent assessment
function established within an institution to
examine and evaluate its system of internal
control and the efficiency with which the various
units of the institution are carrying out their
assigned tasks. The objective of internal audit-
ing is to assist the management and directors of
the institution in the effective discharge of their
responsibilities. To this end, internal auditing
furnishes management with analyses, evalua-
tions, recommendations, counsel, and informa-
tion concerning the activities reviewed.

Outside directors. Members of an institution’s
board of directors who are not officers, employ-
ees, or principal stockholders of the institution,
its subsidiaries, or its affiliates, and who do not
have any material business dealings with the
institution, its subsidiaries, or its affiliates.

Regulatory reports. These reports are the Reports
of Condition and Income (call reports) for banks,
Thrift Financial Reports (TFRs) for savings
associations, Federal Reserve (FR) Y reports for
bank holding companies, and the H-(b)11 Annual
Report for thrift holding companies.

Reporting by an independent public accountant
on an institution’s internal control structure
over financial reporting. Under this engage-
ment, management evaluates and documents its
review of the effectiveness of the institution’s
internal control over financial reporting in the
identified risk areas as of a specific report date.
Management prepares a written assertion, which
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specifies the criteria on which management
based its evaluation about the effectiveness of
the institution’s internal control over financial
reporting in the identified risk areas and states
management’s opinion on the effectiveness of
internal control over this specified financial
reporting. The independent public accountant is
engaged to perform tests on the internal control
over the specified financial reporting in order to
attest to management’s assertion. If the accoun-
tant concurs with management’s assertion, even
if the assertion discloses one or more instances
of material internal control weakness, the
accountant would provide a report attesting to
management’s assertion.

Risk areas. Those particular activities of an
institution that expose it to greater potential
losses if problems exist and go undetected. The
areas with the highest financial-reporting risk in
most institutions generally are their lending and
investment-securities activities.

Specified procedures. Procedures agreed upon
by the institution and the auditor to test its
activities in certain areas. The auditor reports
findings and test results, but does not express an
opinion on controls or balances. If performed by
an independent public accountant, these proce-
dures should be performed under generally
accepted standards for attestation engagements
(GASAE).

Issued by the FFIEC on September 28, 1999.

UNSAFE AND UNSOUND USE OF
LIMITATION OF LIABILITY
PROVISIONS IN EXTERNAL
AUDIT ENGAGEMENT LETTERS

On February 9, 2006, the Federal Reserve and
the other financial institution regulatory agen-
cies (the agencies)32 issued an interagency
advisory (the advisory) to address safety-and-
soundness concerns that may arise when finan-
cial institutions enter into external audit con-
tracts (typically referred to as engagement letters)
that limit the auditors’ liability for audit ser-

vices.33 The advisory informs financial institu-
tions’34 boards of directors, audit committees,
management, and external auditors of the safety-
and-soundness implications that may arise when
the financial institution enters into engagement
letters that contain provisions to limit the audi-
tors’ liability. Such provisions may weaken the
external auditors’ objectivity, impartiality, and
performance and, thus, reduce the agencies’
ability to rely on audits. Therefore, certain
limitation-of-liability provisions (described in
the advisory) are unsafe and unsound. In addi-
tion, such provisions may not be consistent with
the auditor-independence standards of the SEC,
the PCAOB, and the AICPA.

The advisory does not apply to previously
executed engagement letters. However, any
financial institution subject to a multiyear audit
engagement letter containing unsafe and unsound
limitation-of-liability provisions should seek an
amendment to its engagement letter to be con-
sistent with the advisory for periods ending in
2007 or later. (See SR-06-4.)

Scope of the Advisory on
Engagement Letters

The advisory applies to engagement letters
between financial institutions and external audi-
tors with respect to financial-statement audits,
audits of internal control over financial report-
ing, and attestations on management’s assess-
ment of internal control over financial reporting
(collectively, audit or audits).

The advisory does not apply to—

• nonaudit services that may be performed by
financial institutions’ external auditors,

• audits of financial institutions’ 401(k) plans,
pension plans, and other similar audits,

• services performed by accountants who are
not engaged to perform financial institutions’
audits (e.g., outsourced internal audits or loan
reviews), and

• other service providers (e.g., software consult-
ants or legal advisers).

While the agencies have observed several

32. The Board of Governors of the Federal Reserve System
(Board), the Office of the Comptroller of the Currency (OCC),
the Office of Thrift Supervision (OTS), the Federal Deposit
Insurance Corporation (FDIC), and the National Credit Union
Administration (NCUA).

33. The advisory is effective for audit engagement letters
issued on or after February 9, 2006.

34. As used in this advisory, the term financial institutions
includes banks, bank holding companies, savings associations,
savings and loan holding companies, and credit unions.
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types of limitation-of-liability provisions in
external audit engagement letters, this advisory
applies to any agreement that a financial insti-
tution enters into with its external auditor that
limits the external auditor’s liability with respect
to audits in an unsafe and unsound manner.

External Audits and Their
Engagement Letters

A properly conducted audit provides an inde-
pendent and objective view of the reliability of a
financial institution’s financial statements. The
external auditor’s objective in an audit is to form
an opinion on the financial statements taken as a
whole. When planning and performing the audit,
the external auditor considers the financial insti-
tution’s internal control over financial reporting.
Generally, the external auditor communicates
any identified deficiencies in internal control to
management, which enables management to
take appropriate corrective action. In addition,
certain financial institutions are required to file
audited financial statements and internal control
audit or attestation reports with one or more of
the agencies. The agencies encourage financial
institutions not subject to mandatory audit
requirements to voluntarily obtain audits of their
financial statements. The FFIEC’s Interagency
Policy Statement on External Auditing Pro-
grams of Banks and Savings Associations
notes, 34a ‘‘[a]n institution’s internal and exter-
nal audit programs are critical to its safety and
soundness.’’ The policy also states that an effec-
tive external auditing program ‘‘can improve the
safety and soundness of an institution substan-
tially and lessen the risk the institution poses to
the insurance funds administered by the FDIC.’’

Typically, a written engagement letter is used
to establish an understanding between the exter-
nal auditor and the financial institution regard-
ing the services to be performed in connection
with the financial institution’s audit. The engage-
ment letter commonly describes the objective of
the audit, the reports to be prepared, the respon-
sibilities of management and the external audi-
tor, and other significant arrangements (for exam-
ple, fees and billing). Boards of directors, audit
committees, and management are encouraged to
closely review all of the provisions in the audit
engagement letter before agreeing to sign. As

with all agreements that affect a financial insti-
tution’s legal rights, the financial institution’s
legal counsel should carefully review audit
engagement letters to help ensure that those
charged with engaging the external auditor make
a fully informed decision.

The advisory describes the types of objection-
able limitation-of-liability provisions and pro-
vides examples.35 Financial institutions’ boards
of directors, audit committees, and management
should also be aware that certain insurance
policies (such as error and omission policies and
directors’ and officers’ liability policies) might
not cover losses arising from claims that are
precluded by limitation-of-liability provisions.

Limitation-of-Liability Provisions

The provisions of an external audit engagement
letter that the agencies deem to be unsafe and
unsound can be generally categorized as fol-
lows: a provision within an agreement between
a client financial institution and its external
auditor that effectively—

• indemnifies the external auditor against claims
made by third parties;

• holds harmless or releases the external auditor
from liability for claims or potential claims
that might be asserted by the client financial
institution, other than claims for punitive dam-
ages; or

• limits the remedies available to the client
financial institution, other than punitive
damages.

Collectively, these categories of provisions are
referred to in this advisory as limitation-of
liability-provisions.

Provisions that waive the right of financial
institutions to seek punitive damages from their
external auditor are not treated as unsafe and
unsound under the advisory. Nevertheless, agree-

34a. See 64 Fed. Reg. 52319 (September 28, 1999).

35. In the majority of external audit engagement letters
reviewed, the agencies did not observe provisions that limited
an external auditor’s liability. However, for those reviewed
external audit engagement letters that did have external
auditor limited-liability provisions, the agencies noted a sig-
nificant increase in the types and frequency of the provisions.
The provisions took many forms, which made it impractical
for the agencies to provide an all-inclusive list. Examples of
auditor limitation-of-liability provisions are illustrated in the
advisory’s appendix A, which can be found in section A.1010.1
of this manual.
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ments by clients to indemnify their auditors
against any third-party damage awards, includ-
ing punitive damages, are deemed unsafe and
unsound under the advisory. To enhance trans-
parency and market discipline, public financial
institutions that agree to waive claims for puni-
tive damages against their external auditors may
want to disclose annually the nature of these
arrangements in their proxy statements or other
public reports.

Many financial institutions are required to
have their financial statements audited, while
others voluntarily choose to undergo such audits.
For example, federally insured banks with
$500 million or more in total assets are required
to have annual independent audits.36 Further-
more, financial institutions that are public com-
panies37 must have annual independent audits.
The agencies rely on the results of audits as part
of their assessment of a financial institution’s
safety and soundness.

For audits to be effective, the external audi-
tors must be independent in both fact and
appearance, and they must perform all necessary
procedures to comply with auditing and attesta-
tion standards established by either the AICPA
or, if applicable, the PCAOB. When financial
institutions execute agreements that limit the
external auditors’ liability, the external auditors’
objectivity, impartiality, and performance may
be weakened or compromised, and the useful-
ness of the audits for safety-and-soundness pur-
poses may be diminished.

By their very nature, limitation-of-liability
provisions can remove or greatly weaken exter-
nal auditors’ objective and unbiased consider-
ation of problems encountered in audit engage-
ments and may diminish auditors’ adherence to
the standards of objectivity and impartiality
required in the performance of audits. The
existence of such provisions in external audit
engagement letters may lead to the use of less
extensive or less thorough procedures than would
otherwise be followed, thereby reducing the
reliability of audits. Accordingly, financial insti-
tutions should not enter into external audit
arrangements that include unsafe and unsound
limitation-of-liability provisions identified in the
advisory, regardless of (1) the size of the finan-
cial institution, (2) whether the financial institu-

tion is public or not, or (3) whether the external
audit is required or voluntary.

Auditor Independence

Currently, auditor-independence standard-setters
include the SEC, PCAOB, and AICPA. Depend-
ing on the audit client, an external auditor is
subject to the independence standards issued by
one or more of these standard-setters. For all
nonpublic financial institutions that are not
required to have annual independent audits, the
FDIC’s rules, pursuant to part 363, require only
that an external auditor meet the AICPA inde-
pendence standards. The rules do not require the
financial institution’s external auditor to comply
with the independence standards of the SEC and
the PCAOB.

In contrast, for financial institutions subject to
the audit requirements in part 363 of the FDIC’s
regulations, the external auditor should be in
compliance with the AICPA’s Code of Profes-
sional Conduct and meet the independence
requirements and interpretations of the SEC and
its staff.38 In this regard, in a December 13,
2004, frequently asked question (FAQ) on the
application of the SEC’s auditor-independence
rules, the SEC staff reiterated its long-standing
position that when an accountant and his or her
client enter into an agreement that seeks to
provide the accountant immunity from liability
for his or her own negligent acts, the accountant
is not independent. The FAQ also stated that
including in engagement letters a clause that
would release, indemnify, or hold the auditor
harmless from any liability and costs resulting
from knowing misrepresentations by manage-
ment would impair the auditor’s indepen-
dence.39 The FAQ is consistent with the SEC’s
Codification of Financial Reporting Policies,
section 602.02.f.i , ‘‘Indemnification by Client.’’
(See section A.1010.1 of this manual.)

On the basis of the SEC guidance and the
agencies’ existing regulations, certain limits on

36. For banks, see section 36 of the FDI Act (12 USC
1831m) and part 363 of the FDIC’s regulations (12 CFR 363).

37. Public companies are companies subject to the report-
ing requirements of the Securities Exchange Act of 1934.

38. See part 363 of the FDIC’s regulation (12 CFR 363),
Appendix A—Guidelines and Interpretations, Guideline 14,
‘‘Role of the Independent Public Accountant-Independence.’’

39. In contrast to the SEC’s position, AICPA Ethics Ruling
94 (ET, section 191.188–189) currently concludes that indem-
nification for ‘‘knowing misrepresentations by management’’
does not impair independence.
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auditors’ liability are already inappropriate in
audit engagement letters entered into by—

• public financial institutions that file reports
with the SEC or with the agencies,

• financial institutions subject to part 363, and
• certain other financial institutions that are

required to have annual independent audits.

In addition, certain of these limits on auditors’
liability may violate the AICPA independence
standards. Notwithstanding the potential appli-
cability of auditor-independence standards, the
limitation-of-liability provisions discussed in the
advisory present safety-and-soundness concerns
for all financial institution audits.

Alternative Dispute-Resolution
Agreements and Jury-Trial Waivers

The agencies observed that a review of the
engagement letters of some financial institutions
revealed that they had agreed to submit disputes
over external audit services to mandatory and
binding alternative dispute resolution, binding
arbitration, or other binding nonjudicial dispute-
resolution processes (collectively, mandatory
ADR) or to waive the right to a jury trial. By
agreeing in advance to submit disputes to man-
datory ADR, financial institutions may waive
the right to full discovery, limit appellate review,
or limit or waive other rights and protections
available in ordinary litigation proceedings.

Mandatory ADR procedures and jury-trial
waivers may be efficient and cost-effective tools
for resolving disputes in some cases. Accord-
ingly, the agencies believe that mandatory ADR
or waiver of jury-trial provisions in external
audit engagement letters do not present safety-
and-soundness concerns, provided that the
engagement letters do not also incorporate
limitation-of-liability provisions. Institutions are
encouraged to carefully review mandatory ADR
and jury-trial provisions in engagement letters,
as well as review any agreements regarding
rules of procedure, and to fully comprehend the
ramifications of any agreement to waive any
available remedies. Financial institutions should
ensure that any mandatory ADR provisions in
audit engagement letters are commercially rea-
sonable and—

• apply equally to all parties,

• provide a fair process (for example, neutral
decision makers and appropriate hearing pro-
cedures), and

• are not imposed in a coercive manner.

The Advisory’s Conclusion

Financial institutions’ boards of directors, audit
committees, and management should not enter
into any agreement that incorporates limitation-
of-liability provisions with respect to audits. In
addition, financial institutions should document
their business rationale for agreeing to any other
provisions that limit their legal rights.

The inclusion of limitation-of-liability provi-
sions in external audit engagement letters and
other agreements that are inconsistent with the
advisory will generally be considered an unsafe
and unsound practice. Examiners will consider
the policies, processes, and personnel surround-
ing a financial institution’s external auditing
program in determining whether (1) the engage-
ment letter covering external auditing activities
raises any safety-and-soundness concerns and
(2) the external auditor maintains appropriate
independence regarding relationships with the
financial institution under relevant professional
standards. The agencies may take appropriate
supervisory action if unsafe and unsound
limitation-of-liability provisions are included in
external audit engagement letters or other agree-
ments related to audits that are executed
(accepted or agreed to by the financial institution).

CERTIFIED PUBLIC
ACCOUNTANTS

This section discusses the standards for compe-
tence and independence of certified public
accountants (CPAs) as well as the standards
required in connection with their audits.

Standards of Conduct

The Code of Professional Ethics for CPAs who
are members of the American Institute of Cer-
tified Public Accountants (AICPA) requires that
audits be performed according to generally
accepted auditing standards (GAAS). GAAS, as
distinct from generally accepted accounting prin-
ciples, or GAAP, are concerned with the audi-
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tor’s professional qualifications, the judgment
the auditor exercises in the performance of an
audit, and the quality of the audit procedures.

On the other hand, GAAP represents all of the
conventions, rules, and procedures that are nec-
essary to define accepted accounting practices at
a particular time. GAAP includes broad guide-
lines of general application and detailed prac-
tices and procedures that have been issued by
the Financial Accounting Standards Board
(FASB), the AICPA, the SEC, or other authori-
tative bodies that set accounting standards. Thus,
GAAP provides guidance on financial-reporting
and disclosure matters.

Generally Accepted Auditing
Standards

GAAS are grouped into three categories: gen-
eral standards, standards of field work, and
standards of reporting.

The general standards require that the audit be
performed by a person or persons having
adequate technical training and proficiency; that
independence in mental attitude be maintained;
and that due professional care be exercised in
the performance of the audit and the preparation
of the report.

Standards of field work require that the work be
adequately planned; assistants, if any, be prop-
erly supervised; a proper study and evaluation of
existing internal controls be made for determin-
ing the audit scope and the audit procedures to
be performed during the audit; and sufficient
evidence be obtained to formulate an opinion
regarding the financial statements under audit.

Standards of reporting require that the CPA state
whether the financial statements are presented in
accordance with GAAP. The application of
GAAP in audited financial statements and
reports must achieve the fundamental objectives
of financial accounting, which are to provide
reliable financial information about the eco-
nomic resources and obligations of a business
enterprise. In addition, the informative disclo-
sures in the financial statements must follow
GAAP, or the CPA must state otherwise in the
report.

GAAS recognizes that management—not the
CPA—has primary responsibility for the prepa-

ration of the financial statements and the pre-
sentations therein. The auditor’s responsibility
is to express an opinion on the financial state-
ments. GAAS (or the audit requirements previ-
ously set forth) require that audits cover the
following financial statements: balance sheet,
income statement, statement of changes in stock-
holders’ equity, and statement of cash flows.

GAAS require that CPAs plan and perform
auditing procedures to obtain reasonable assur-
ance that financial statements are free from
material misstatement. Under GAAS, an audit
includes examining on a test basis and should
include evidence supporting the amounts and
disclosures in the financial statements. An audit
also includes assessing the accounting principles
used and significant estimates made by manage-
ment, as well as evaluating the overall financial-
statement presentation.

Independence

In the performance of their work, CPAs must be
independent of those they serve. Traditionally,
independence has been defined as the ability to
act with integrity and objectivity. In accordance
with the rule on independence included in the
SEC’s independence rules and the Code of
Professional Ethics and related AICPA interpre-
tations, the independence of a CPA is considered
to be impaired if, during the period of his or her
professional engagement, the CPA or his or her
firm had any direct or material indirect financial
interest in the enterprise or had any loan to or
from the enterprise or any officer, director, or
principal stockholder thereof. The latter prohi-
bition does not apply to the following loans
from a financial institution when made under
normal lending procedures, terms, and
requirements:

• automobile loans and leases collateralized by
the automobile

• loans in the amount of the cash surrender
value of a life insurance policy

• borrowings fully collateralized by cash depos-
its at the same financial institution (for exam-
ple, passbook loans)

• credit cards and cash advances under lines of
credit associated with checking accounts with
aggregate unpaid balances of $5,000 or less

Such loans must, at all times, be kept current by
the CPA as to all terms.
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Other loans have been grandfathered by the
AICPA under recent ethics interpretations. These
other loans (mortgage loans, other secured loans,
and loans not material to the AICPA member’s
net worth) must, at all times, be current as to all
terms and shall not be renegotiated with the
client financial institution after the latest of—

• January 1, 1992;
• the date that the financial institution first

becomes a client;
• the date the loans are sold from a nonclient

financial institution to the client financial
institution; or

• the date of becoming a member in the AICPA.

The examiner may decide under certain cir-
cumstances to test the independence of the CPA
through reviews of loan listings, contracts, stock-
holder listings, and other appropriate measures.
Concerns about independence should be identi-
fied in the report of examination.

The SEC has also released guidance relating
to the independence of auditors for public insti-
tutions. According to SEC Rule 101, the inde-
pendence of an auditor would be impaired if
financial, employment, or business relationships
exist between auditors and audit clients, and if
there are relationships between auditors and
audit clients in which the auditors provide cer-
tain nonaudit services to their audit clients.
Much of the language found in the SEC’s
independence rules is incorporated in the Inter-
agency Policy Statement on the Internal Audit
Function and Its Outsourcing.

EXTERNAL AUDIT REPORTS

The external auditor generates various types of
reports and other documents. These reports
typically include—

• the standard audit report, which is generally a
one-page document;

• a ‘‘management letter’’ in which the auditor
confidentially presents detailed findings and
recommendations to management; and

• an attestation report in which the auditor
attests to management’s assertion of internal
controls and procedures over financial reports
(for public companies and institutions subject
to section 36 of the FDI Act); and

• other reports from the auditor to regulators
during the audit period.

The major types of standard audit reports will
never have a heading or other statement in the
report that identifies which type it is. Rather, the
type of report is identified by certain terminol-
ogy used in the text of the report. The major
types of standard audit reports are described
below.

The unqualified report, sometimes referred to as
a clean opinion, states that the financial state-
ments are ‘‘presented fairly’’ in conformity with
GAAP and that the necessary audit work was
done.

The qualified report may generally have the
same language as the unqualified report but will
use the phrase ‘‘except for’’ or some other
qualification to indicate that some problem
exists. The types of problems include a lack of
sufficient evidential matter, restrictions on the
scope of audit work, or departures from GAAP
in the financial statements. This type of report is
not necessarily negative but indicates that the
examiner should ask additional questions of
management.

An adverse report basically concludes that the
financial statements are not presented fairly in
conformity with GAAP. This type of report is
rarely issued because auditors and management
usually work out their differences in advance.

A disclaimer expresses no opinion on the finan-
cial statements. CPAs may issue a disclaimer
when they have concluded that substantial doubt
exists about the ability of the institution to
continue as a going concern for a reasonable
period of time. This disclaimer is intended to
indicate that the CPA is not assuming any
responsibility for these statements.

REVIEW OF THE EXTERNAL
AUDITOR’S INDEPENDENCE
AND AUDIT

Because of the professional and ethical stan-
dards of the public accounting profession, the
Federal Reserve has concluded that the exam-
iner should conduct an in-depth review of the
competence and independence of the CPA only
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in unusual situations. One such situation would
be a recent change in CPAs by a bank, particu-
larly if the change was made after an audit had
commenced.

Ordinarily, specific tests to determine inde-
pendence are not necessary. However, there may
be occasions when the examiner has sufficient
reason to question the independence of a CPA or
the quality of his or her work. For example, the
examiner may discover that during the period of
a CPA’s professional engagement, which includes
the period covered by the financial statements
on which the CPA has expressed an opinion, the
CPA or a member of his or her firm—

• had a direct financial interest in the bank;
• was connected with the bank in a capacity

equivalent to that of a member of management
or was a director of the bank;

• maintained, completely or in part, the books
and records of the bank and did not perform
audit tests with respect to such books and
records; or

• had a prohibited loan from the bank (as
discussed earlier).

In these and similar instances, the CPA would
not have complied with professional standards.

The examiner should determine the scope of
the CPA’s examination by reviewing the most
recent report issued by the CPA. If the audit is in
progress or is planned to commence in the near
future, the examiner should review any engage-
ment letter to the bank from the CPA. The
examiner also should obtain and review any
adjusting journal entries suggested by the CPA
at the conclusion of the examination. This should
be done to determine whether such entries were
the result of breakdowns in the internal control
structure and procedures for financial reporting.

Under certain circumstances, a CPA may
issue a qualified or adverse opinion or may
disclaim an opinion on a bank’s financial state-
ments. In such circumstances, the examiner
should first determine the reasons for the par-
ticular type of opinion issued. If the matters
involved affect specific areas of the bank’s
operations, a review of the work performed by
the CPA may help the examiner understand the
problem that gave rise to this opinion. The
examination procedures (section 1010.3)
describes the steps the examiner should follow
when conducting a review of the work per-
formed by the CPA. (See the FFIEC interagency
Policy Statement on the External Auditing Pro-

grams of Banks and Savings Associations
(effective January 1, 2000) (SR-99-33)).

LIMITATIONS OF AUDITS AND
AUDITED FINANCIAL
STATEMENTS

Although auditing standards are designed to
require the use of due care and objectivity, a
properly designed and executed audit does not
necessarily guarantee that all misstatements of
amounts or omissions of disclosure in the finan-
cial statements have been detected. Moreover, a
properly designed and executed audit does not
guarantee that the auditor addressed FRB safety-
and-soundness considerations. Examination per-
sonnel should be cognizant of the limitations
inherent in an audit. The following examples
illustrate some common limitations of audits:

• The auditor is not responsible for deciding
whether an institution operates wisely. An
unqualified audit report means that the trans-
actions and balances are reported in accor-
dance with GAAP. It does not mean that the
transactions made business sense, that the
associated risks are managed in a safe and
sound manner, or that the balances can be
recovered upon disposition or liquidation.

• The auditor’s report concerning financial state-
ments does not signify that underwriting stan-
dards, operating strategies, loan-monitoring
systems, and workout procedures are adequate
to mitigate losses if the environment changes.
The auditor’s report that financial statements
fairly present the bank’s financial position is
based on the prevailing evidence and current
environment, and it indicates that reported
assets can be recovered in the normal course
of business. In determining that reported assets
can be recovered in the normal course of
business, the auditor attempts to understand
financial-reporting internal controls and can
substitute other audit procedures when these
controls are weak or nonexistent.

• The quality of management and how it man-
ages risk are not considered in determining
historical cost and its recoverability. Although
certain assets and instruments are marked to
market (for example, trading accounts), GAAP
generally uses historical cost as the basis of
presentation. Historical cost assumes that the
entity is a going concern. The going-concern
concept allows certain mark-to-market losses
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to be deferred because management believes
the cost basis can be recovered during the
remaining life of the asset.

• GAAP financial statements offer only limited
disclosures of risks, uncertainties, and the
other safety-and-soundness factors on which
the institution’s viability depends.

• Under GAAP, loan-loss reserves are provided
for ‘‘probable losses’’ currently ‘‘inherent’’
(that is, anticipated future charge-offs are
based on current repayment characteristics) in
the portfolio. GAAP defines probable as the
likelihood that a future event will occur,
confirming the fact of the loss. Additionally,
the amount of the loss must be reasonably
estimable.

COMMUNICATION WITH
EXTERNAL AUDITORS

GAAS requires that the external auditor can
consider regulatory authorities as a source of
competent evidential matter when conducting an
audit of the financial statements of a banking
organization. Accordingly, an external auditor
may review communications from, and make
inquiries of, the regulatory authorities.

Generally, the Federal Reserve encourages
auditors to attend examination exit conferences
upon completion of the examiner’s field work or
to attend other meetings concerning examina-
tion findings between supervisory examiners
and an institution’s management or board of
directors (or a committee thereof). Banks should
ensure that their external auditors are informed
in a timely manner of scheduled exit confer-
ences and other relevant meetings with examin-
ers and of the FRB’s policies regarding auditor
attendance at such meetings.

When other conferences between examiners
and management are scheduled (those that do
not involve examination findings that are rel-
evant to the scope of the external auditor’s
work), the institution should first obtain the
approval of the appropriate Federal Reserve
Bank personnel for the auditor to attend the meet-
ings. The interagency policy statement of July 23,
1992, does not preclude the Federal Reserve
from holding meetings with the management of
banks without auditor attendance or from requir-
ing that the auditor attend only certain portions
of the meetings. (See SR-92-28.)

The 1992 interagency policy statement was
issued to improve coordination and communica-

tion between external auditors and examiners.
Examination personnel should provide banking
organizations with advance notice of the starting
date of the examination when appropriate, so
management can inform external auditors in
advance and facilitate the planning and sched-
uling of their audit work.

Some institutions prefer that audit work be
completed at different times than examination
work to reduce demands on their staff members
and facilities. Other institutions prefer to have
audit work and examination work performed
during similar periods so the institution’s opera-
tions are affected only at certain times during the
year. By knowing when examinations are
planned, institutions have the flexibility to sched-
ule external audit work concurrent with, or
separate from, examinations.

Meetings and Discussions Between
External Auditors and Examiners

An external auditor may request a meeting with
the FRB regulatory authorities involved in the
supervision of the institution or its holding
company during or after completion of exami-
nations to inquire about supervisory matters
relevant to the institution under audit. External
auditors should provide an agenda in advance.
The FRB regulatory authorities will generally
request that management of the institution under
audit be represented at the meeting. In this
regard, examiners will generally only discuss
with an auditor examination findings that have
been presented to bank management.

In certain cases, external auditors may wish to
discuss with examiners matters relevant to the
institution without bank management represen-
tation. External auditors may request such con-
fidential meetings with the FRB regulatory
authorities, who may also request such meetings
with the external auditor.

Information Required to Be Made
Available to External Auditors

Section 931 of the Financial Institutions Reform,
Recovery, and Enforcement Act of 1989
(FIRREA) and section 112 of FDICIA (12 USC
1811) pertain to depository institutions insured
by the FDIC that have engaged the services of
an external auditor to audit the banking organi-
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zation within the past two years. FIRREA and
FDICIA require banks to provide the auditor
with copies of the most recent Report of Con-
dition (Call Report), report of examination, and
pertinent correspondence or reports received
from its regulator. This information is to be
provided to the external auditor by the bank
under audit, not by the FRB. In addition, bank-
ing organizations must provide the independent
auditor with—

• a copy of any supervisory memorandum of
understanding or written agreement between a
federal or state banking agency and the bank
put into effect during the period covered by
the audit, and

• a report of any formal action taken by a
federal or state banking agency during such
period, or any civil money penalty assessed
with respect to the bank or any banking
organization–affiliated party.

Regulatory personnel should ascertain if the
banking organization is in compliance with the

requirements of section 931 of FIRREA (12
USC 1817(a)) and section 112 of FDICIA and
should report instances of noncompliance in the
report of examination.

Confidentiality of Supervisory
Information

While the policies of the FRB regulatory author-
ities permit external auditors to have access to
the information described above, institutions
and their auditors are reminded that information
contained in examination reports, inspection
reports, and supervisory discussions—including
any summaries or quotations—is confidential
supervisory information and must not be dis-
closed to any party without the written permis-
sion of the FRB. Unauthorized disclosure of
confidential supervisory information may lead
to civil and criminal actions and fines and other
penalties.
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Internal Control and Audit Function, Oversight, and Outsourcing
Examination Objectives
Effective date April 2014 Section 1010.2

1. To determine whether internal and external
audit functions exist.

2. To determine with reasonable assurance
that the bank has an adequate internal audit
function that ensures efficient and effective
operations, including the safeguarding of
assets, reliable financial reporting, and com-
pliance with applicable laws and regulations.

3. To ascertain, through the examination pro-
cess, that the bank’s internal audit function
monitors, reviews, and ensures the contin-
ued existence and maintenance of sound
and adequate internal controls over the
bank’s management process—the control
environment, risk assessment, control activi-
ties, information and communication, and
monitoring activities.

4. To review and evaluate internal audit out-
sourcing arrangements and the actions of
the outsourcing vendor under the standards
established by the 2003 ‘‘Interagency Pol-
icy Statement on the Internal Audit Func-
tion and Its Outsourcing’’ and the Federal
Reserve’s 2013 ‘‘Supplemental Policy State-
ment on the Internal Audit Function and Its
Outsourcing.’’

5. To evaluate the independence and compe-
tence of those who provide the internal and
external audit functions.

6. To consider the policies, processes, and
personnel surrounding the bank’s external
auditing program and to determine if—

a. any engagement letter or other agree-
ment related to external audit activities
for the bank
(1) provides any assurances of indemni-

fication to the bank’s external audi-
tors that relieves them of liability for
their own negligent acts (including
any losses, claims, damages, or other
liabilities) or

(2) raises any other safety-and soundness-
concerns; and

b. the external auditors have maintained
appropriate independence in their rela-
tionships with the bank, in accordance
with relevant professional standards.

7. To determine the adequacy of the proce-
dures performed by the internal and exter-
nal auditors.

8. To determine, based on the criteria above, if
the work performed by internal and external
auditors is reliable.

9. To make an overall determination as to
whether the internal audit function and its
processes are effective or ineffective and
whether examiners can potentially rely upon
internal audit’s work as part of the supervi-
sory review process.

10. For high-risk areas, to make a determination
as to whether additional examination work
is needed even where internal audit may be
deemed effective and its work reliable.
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Internal Control and Audit Function, Oversight, and Outsourcing
Examination Procedures
Effective date April 2014 Section 1010.3

This examination program should be used in
conjunction with the audit function and audit
outsourcing questionnaire section to review the
bank’s internal and external audits and the audit
procedures they encompass. The audit guide-
lines are general, and all sections or questions
may not be applicable to every bank.

Before reviewing any specific audit proce-
dures, the examiner should first determine the
independence and competence of the auditors. If
the examiner believes the auditors to be both
competent and independent, he or she should
then determine the effectiveness and adequacy
of their work, and whether the auditors made an
assessment as to whether the institution’s inter-
nal audit function incorporated the enhanced
practices outlined in the Federal Reserve’s
‘‘Supplemental Policy Statement on Internal
Audit Function and Its Outsourcing’’ (Supple-
mental Guidance) into their overall processes.

Based on the answers to the audit function
questions and on the auditor’s work, the exam-
iner must then determine the scope of the
examination. The program and related support-
ing documentation should be completed in an
organized manner and should be retained as part
of the examination workpapers.

Upon completion of the program, the exam-
iner should be able to formulate a conclusion on
the effectiveness of audit processes and cover-
age. Conclusions about any weaknesses in the
internal or external audit work performed for the
bank should be summarized and included in the
report of examination. Matters Requiring Imme-
diate Attention (MRIA) or Matters Requiring
Attention (MRA) to be included in the report of
examination should be discussed with the audit
committee, the Chief Audit Executive (CAE)
and senior bank management.

INTERNAL AUDITORS

1. Organizational structure of the audit depart-
ment. Review the internal audit’s organiza-
tion chart for direct and indirect reporting
lines of the CAE and the minutes of the
board’s audit or examining committee to
determine how effectively the CAE and
board of directors are discharging their
responsibility. If the CAE reports to some-
one other than the chief executive officer

(CEO), determine if the audit committee
has documented its rationale for the report-
ing structure, including any mitigating con-
trols for situations that could adversely
impact the objectivity of the CAE. Deter-
mine if the audit committee has quarterly,
but at least annually, evaluated whether (1)
the CAE is impartial and not unduly influ-
enced by the administrative reporting line,
and (2) any conflicts of interest for the CAE
and other audit staff are accompanied by
appropriate restrictions to mitigate those
conflicts.

2. Independence of the audit function. Inter-
view the CAE and observe the operation of
the audit department to determine its func-
tional responsibilities.

3. CAE’s qualifications. Review biographical
data and interview the CAE to determine
his or her ability to manage the institution’s
internal audit function and his or her respon-
sibility in the institution.

4. Audit staff qualifications. Review the bio-
graphical data and interview the manage-
ment staff of the audit department to deter-
mine their qualifications commensurate with
their delegated responsibilities compared to
the institution’s strategy and operations.
Review the educational background, profes-
sional certifications, and relevant banking
and audit experience of staff to assess over-
all staff qualifications and to identify any
knowledge gaps.

5. Skills gap assessments. Review how often
they are performed, and how gaps in cov-
erage are addressed (e.g., targeted staff
hires, training, business-line rotation pro-
grams, and co-sourcing/outsourcing arrange-
ments).

6. Training. Ensure there is a process in place
to determine and monitor the annual train-
ing, typically 40 hours minimum, for each
staff member based on their needs.

7. Content and use of the audit frequency and
scope schedule. Review the methodology
utilized to determine the audit universe and
frequency of coverage per auditable entity.

8. Audit department participation in systems
design projects. Determine through inter-
views and documentation reviews, internal
audit’s role in assessing systems change
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control processes.

9. Internal audit charter. Review the internal
audit charter to determine its current ad-
equacy. Determine whether the CAE peri-
odically reviews the current adequacy of the
charter and makes recommendations to the
audit committee for improving internal au-
dit function and whether outsourcing to
external experts may be needed.

10. Audit manual. Review the audit manual to
ensure that it includes all applicable audit
processes, practices, and procedures, and
applicable references to Institute of Internal
Auditor (IIA) standards.

11. Maintenance of audit records. Review a
sample of the audit reports and associated
workpapers to determine compliance with
prescribed procedures and proper documen-
tation, including appropriate distribution to
senior managers.

12. Audit department’s formal reporting proce-
dures. Review CAE presentations and MIS
reporting to the audit or examining commit-
tee to ensure the committee is providing
effective oversight of the internal audit
function.

13. Issue tracking follow-up processes. Review
processes utilized to validate closure of
internal audit findings. Review a sample of
closed issues to ensure audit maintains suf-
ficient documentation to validate issue clo-
sure.

14. Use and effectiveness of audit computer
programs. Interview the CAE and/or the
appropriate staff members regarding the use
of the computer and access to the files for
audit purposes. Obtain or perform a walk-
through of automated auditing systems and
methodologies.

QUALITY ASSURANCE

1. Internal quality assurance. Ensure process
is documented in the audit manual. Review
sample of work, overall results, and status
of any action plans.

2. External quality assurance. Determine
whether an independent assessment had
been performed within the five-year require-
ment. Review results and action plan status
to remediate issues.

INTERNAL AUDIT FUNCTION
ADEQUACY AND
EFFECTIVENESS

1. Examination scope. Adjust the scope of the
examination if the bank’s internal audit
function does not sufficiently meet the
bank’s internal audit needs (whether or not
the audit function is outsourced), does not
satisfy the Interagency Guidelines Establish-
ing Standards for Safety and Soundness, or
is otherwise ineffective.

2. Adequacy of the internal audit function’s
processes. Determine if internal audit has a
well-developed understanding of the insti-
tution’s strategy and operational processes
and the potential market impact of current
market and macroeconomic conditions
within its current operational financial
environment.

a. Audit methodology. Review the internal
audit’s risk-assessment methodology that
drives its risk-assessment process and
determine if it represents the audit uni-
verse. Determine if the methodology
included a documented analysis of cross-
institutional risk and thematic control
issues and the processes and procedures
for evaluating the effectiveness of risk-
management, control, and governance
processes. Evaluate internal audit’s plan
for continuous monitoring and in deter-
mining and evaluating risk. Assess inter-
nal audit’s process for incorporating other
risk-identification techniques (i.e., risk
and control self-assessment) that the in-
stitution’s management utilizes.

b. Audit universe. Determine if internal au-
dit has effective processes to identify all
auditable entities within the audit uni-
verse. Review the documentation of the
audit universe and verify whether it has
been reviewed periodically (e.g., during
the annual audit planning process) and
when significant organizational changes
have occurred.

c. Internal audit risk assessment. Review
internal audit’s documentation of its un-
derstanding of the institution’s signifi-
cant business activities and their associ-
ated risks. Verify that internal audit
includes, at least annually, a review of
critical risk-management functions as
well as changes in the system of internal
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controls, infrastructure, work processes,
new or changed business lines, or laws
and regulations. Review the disposition
of the results of the overall risk-
assessment summary and determine if
internal audit gave consideration to key
performance or risk indicators and the
most significant risks facing the institu-
tion, including how the risks are ad-
dressed within the internal audit plan.

d. Internal audit plan. Verify that internal
audit develops and periodically revises
its comprehensive audit plan. Determine
if it verifies that the plan includes audit
coverage for all identified, auditable en-
tities within the audit universe appropri-
ate for the size and complexity of the
institution’s activities.

3. Internal audit performance and monitoring
processes.
a. Determine if the audit manual and work

programs contain detailed guidance re-
lated to the performance of the audit and
whether they are consistent across the
audit function.

b. Ascertain if audit planning included an
analysis of the entity’s specific risks,
mitigating controls, and level of residual
risk.

c. Determine if the internal audit workpa-
pers adequately document the work pro-
gram; the work performed; and workpa-
per standards, including documentation
of any observations and analysis made,
the conclusions, and audit results.

d. Audit report.
1) Ascertain that internal audit has effec-

tive audit reporting processes that com-
municate audit report issues through-
out the institution and that they are
addressed in a timely manner.

2) Review the examination period’s audit
reports and verify that they contain an
executive summary describing the au-
ditable area, its conclusions, rationale,
key issues, and management’s docu-
mented action plans to address audit
findings.

e. Audit issues tracking and quality assur-
ance review processes.
1) Verify that internal audit has effective

processes in place to track, monitor,
and follow up on open audit issues.

2) Determine if the institution conducts
independent quality assurance reviews

of internal audit work performed.
3) Verify that the CAE implements ap-

propriate improvements in internal au-
dit processes or staff training through
the quality assurance and improve-
ment programs.

4) Determine whether the institution con-
ducts an internal quality assessment at
least annually and if the CAE reports
the results and status of internal as-
sessments to senior management and
the audit committee at least annually.

5) Discuss supervisory concerns and out-
standing internal-external audit report
comments with the CAE or other per-
son responsible for reviewing the sys-
tem of internal control. If these discus-
sions do not resolve the examiner’s
comments and concerns, bring these
matters to the attention of senior man-
agement and the board of directors or
the audit committee.

EXAMINATION FINDINGS AND
CONCLUSIONS ON INTERNAL
AUDIT FUNCTION

1. If material weaknesses in the internal audit
function or the internal control system exist,
discuss them with appropriate Federal
Reserve Bank supervisory staff to deter-
mine the appropriate actions (including for-
mal and informal enforcement actions) that
should be taken to ensure that the bank
corrects the deficiencies.

2. Incorporate conclusions about the bank’s
internal audit function into the bank’s man-
agement and composite supervisory ratings.

3. Include in the report of examination com-
ments concerning the effectiveness of the
internal audit function, significant issues or
concerns, and recommended corrective
actions.

INDEPENDENCE OF THE
OUTSOURCING VENDOR

1. If the initial review of an internal audit
outsourcing arrangement, including the
actions of the outsourcing vendor, raises
questions about the bank’s and its vendor’s
adherence to the independence standards
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(discussed in parts I, II, and III of the 2003
“Interagency Policy Statement on the Inter-
nal Audit Function and Its Outsourcing”),
verify that the vendor does not provide both
external and internal audit services to the
bank.
a. Ask the bank’s audit committee how

they determined that the outsourced ven-
dor was independent.

b. If the vendor is an accounting firm, ask
the audit committee how they assessed
that the arrangement had not compro-
mised applicable Securities and Exchange
Commission, Public Company Account-
ing Oversight Board, American Institute
of Certified Public Accountants, or other
regulatory standards concerning auditor
independence.

c. If the answers to the above supervisory
concerns are not adequately addressed,
discuss the matter with appropriate
Reserve Bank supervisory staff.

d. If the Reserve Bank supervisory staff
concurs that the independence of the
external auditor or other vendor appears
to be compromised, discuss the exami-
nation findings and the supervisory actions
that may be taken with the bank’s senior
management, board of directors (or audit
committee), and the external auditor or
other vendor.1

EXTERNAL AUDITORS

1. Review any pending, current, or past en-
gagement letters and agreements, if the
bank has engaged any external audit firms
to conduct audits of its financial statements
(including their certification), audits of in-
ternal control over financial reporting, attes-
tations on management’s assessment of in-
ternal control, appraisals of the bank’s audit
function, any internal audit, or audit func-
tion or operational review. Determine if the
audit engagement letters or other agree-
ments include unsafe and unsound provi-
sions that—
a. indemnify the external auditor against all

claims made by third parties;

b. hold harmless, release, or indemnify the
external auditor from liability for claims
or potential claims that the bank may
assert (other than claims for punitive
damages), thus providing relief from lia-
bility for the auditors’ own negligent
acts, including any losses, claims, dam-
ages, or other liabilities; or

c. limit the remedies available to the bank
(other than punitive damages).

2. Verify that—
a. the audit committee maintains ownership

of the audit function;
b. the bank’s board of directors, audit com-

mittee, and senior management closely
review all of the provisions of audit
engagement letters or other agreements
for providing external auditing services
for the bank before agreeing to sign
them, thus indicating the bank’s ap-
proval and financial commitment;

c. the institution’s audit committee and CAE
provide active leadership and the institu-
tion’s audit committee and CAE provide
effective oversight of outsourced activi-
ties; and

d. the external auditor has provided the
board of directors, its audit committee,
and senior management with an accurate
report on the control environment, includ-
ing any changes necessary to enhance
controls.

3. Verify that the bank has documented its
business rationale for any engagement letter
or other agreement provisions with external
audit firms that limit or impair the bank’s
legal rights.

4. With the cooperation of the audit commit-
tee, review and determine the effectiveness
of the bank’s external auditors’ reports,
letters, or correspondence, including their
supporting workpapers, for the audit work
performed since the previous examination.

REGULATORY EXAMINATIONS

1. Review any functional regulatory examina-
tion or supervisory examination report for
work performed since the previous state
member bank examination. Interview any
involved auditors to determine their respon-
sibilities and extent of involvement with the
work in this area.

1. A depository institution’s external auditor is precluded
from performing internal audit services, either on a co-
outsourced or an outsourced basis, even if the institution is not
a public company.
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2. At least annually, review and make an
assessment of the key elements of internal
audit to determine whether there have been
significant changes in the internal audit
infrastructure or whether there are potential

concerns regarding their adequacy.
3. For high-risk areas, consider whether addi-

tional examination work is needed even
where internal audit has been deemed effec-
tive and its work is reliable.
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Internal Control and Audit Function, Oversight, and Outsourcing
Internal Control Questionnaire
Effective date April 2014 Section 1010.4

Review the documentation as instructed in the
examination procedures section to answer the
following audit function and audit outsourcing
questions. Where appropriate, supporting docu-
mentation and pertinent information should be
retained or noted under comments. If the insti-
tution is at a Federal Reserve supervised insti-
tution with greater than $10 billion in total
consolidated assets, (including state member
banks, domestic bank and savings and loan
holding companies, and U.S. operations of for-
eign banks), then the institution should comply
with SR-13-1/CA-13-1, ‘‘Supplemental Policy
Statement on the Internal Audit Function and Its
Outsourcing.’’

ORGANIZATIONAL STRUCTURE
AND INTERNAL CONTROL
ENVIRONMENT OF THE AUDIT
DEPARTMENT

1. Has the board of directors delegated respon-
sibility for the audit function? If so, to
whom?

2. Has the board of directors established an
audit committee? Is it composed solely of
outside directors?1

3. Are the members of the audit committee
qualified for their particular responsibili-
ties?

4. Does the audit committee promote the in-
ternal audit manager’s impartiality and in-
dependence by having him or her directly
report audit findings to it? How often does
the audit committee meet with the Chief
Audit Executive (CAE) to review audit
metrics and significant audit findings, includ-
ing thematic issues?

5. Does the audit committee retain a portion of
its meeting to meet directly with the CAE?

6. Do the minutes of the audit committee
indicate an appropriate interest in the com-
mittee’s activities and findings?

7. Does the CAE report directly to the board of
directors, the audit committee (or other
independent board level committee)? If not,
to whom does the CAE directly report? Is

there an administrative reporting line to a
senior-management-level officer who is not
responsible for operational activities (ide-
ally the chief executive officer (CEO))? If
the reporting line is not to the CEO, has the
audit committee approved this and docu-
mented the mitigating controls as to why it
is not a conflict of interest?

8. Are the internal audit function’s control risk
assessment, audit plans, and audit programs
appropriate for the bank’s activities? For
institutions in scope for SR-13-1/CA-13-1,
has the audit department incorporated the
enhanced internal audit practices, described
in the SR Letter, into its processes?

9. Are internal audit activities consistent with
the long-range goals and strategic direction
of the bank, and are they responsive to its
internal control needs?

10. Do the board of directors and the audit
committee use reasonable standards, such
as the Institute of Internal Auditors’ (IIA)
Standards for the Professional Practice of
Internal Auditing, when assessing the per-
formance of internal audit?

11. Does the audit function provide high-
quality advice and counsel to management
and the board of directors on current devel-
opments in risk management, internal con-
trol, and regulatory compliance?

INDEPENDENCE AND
MANAGEMENT OF THE AUDIT
FUNCTION

1. Is the audit department functionally segre-
gated from operations in the organizational
structure?

2. Does the audit committee review or ap-
prove the internal audit charter; budget and
staffing levels; audit plan; and the CAE’s
hiring, annual performance evaluation, and
compensation. If not, who does?

3. Does the CAE report directly to the audit
committee on internal audit matters? Are
the reporting procedures of the CAE inde-
pendent of operational activities and influ-
ence of any operating personnel?

4. Does the CAE report administratively to
the CEO or another senior member of

1. See this manual’s section 1010.1 for requirements for
audit committee composition.
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management that is not responsible for
operational activities reviewed by internal
audit? If the latter, has the audit committee
documented its rationale for this reporting
structure, including mitigating controls
available for situations that could ad-
versely impact the objectivity of the CAE?

5. Is the internal audit function adequately
managed to ensure that audit plans are
accomplished and the audit results are
promptly communicated to the audit com-
mittee, senior management, and the board
of directors?

6. Do the responsibilities of the audit staff
exclude any duties to be performed in lieu
of operating personnel, such as preparation
or approval of general ledger entries, offi-
cial checks, daily reconcilements, dual con-
trol, etc.?

CAE’S QUALIFICATIONS

1. Are the CAE’s and senior audit officials’
academic credentials comparable to other
bank officers who have major responsibili-
ties within the organization?

2. Does the CAE and/or other senior staff have
relevant business knowledge, substantive
audit and industry-specific experience, edu-
cational background, and professional cer-
tifications?

3. Is the CAE’s experience in both auditing
and banking comparable both in quality and
in duration to that required of the officers
assigned major responsibilities?

4. Does the CAE communicate and relate well
with all levels of personnel?

5. Does the CAE demonstrate a commitment
to continuing education and a current knowl-
edge of the latest developments in banking
and auditing technology?

6. Is the CAE dedicated to the standards and
ethics of his or her profession (such as those
published by the Bank Administration In-
stitute, the Institute of Internal Auditors,
and the American Institute of Certified Pub-
lic Accountants)?

AUDIT STAFF QUALIFICATIONS

1. Is the audit staff sufficient in number to
perform its tasks adequately?

2. Is the staff adequately experienced in audit-
ing and banking? Does the audit staff have
the requisite collective education back-
ground, industry-specific experience, pro-
fessional certifications, and skill levels to
audit all areas of the institution?

3. Are members of the staff experienced in
specialized areas, such as information tech-
nology, foreign-exchange trading, trust, and
subsidiary activities of the bank?

4. Is there a formal audit training program in
effect which includes sufficient training time
for staff based on their experience?

5. Is the number of unfilled vacancies on the
audit staff considered reasonable?

6. Is the turnover of audit personnel accept-
able?

7. Does management have plans to improve
its audit capability, if needed?

ADEQUACY OF THE INTERNAL
AUDIT FUNCTION’S PROCESSES

1. Does internal audit have a well-developed
understanding of the institution’s strategy
and operational processes as well as the
potential market impact of current market
and macroeconomic conditions within its
current operational financial environment?

2. Does internal audit have a well-developed
risk-assessment methodology that drives the
risk-assessment process? Does the risk-
assessment methodology effectively risk
rank the audit universe? Are audit cycles or
specific audit timeframes established with
an emphasis on high-risk areas and are they
appropriate?
a. Audit methodology. Does internal audit’s

risk-assessment methodology include—
1) a documented analysis of cross-

institutional risk and thematic control
issues;

2) the processes and procedures for evalu-
ating the effectiveness of risk-
management and control; and

3) governance processes?
b. Audit universe. Has internal audit docu-

mented effective processes that will iden-
tify all auditable entities within the audit
universe, and are the processes reviewed
periodically?

c. Internal audit risk assessment. Has inter-
nal audit documented its understanding
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of the institution’s significant business
activities and associated risks? Does it
perform, at least annually, a review of
critical risk-management functions;
changes in the system of internal con-
trols, infrastructure, and work processes;
and new or changed business lines or
laws and regulations? Did internal audit
give consideration to key performance or
risk indicators and the most significant
risks facing the institution, including how
the risks are addressed within the inter-
nal audit plan?

d. Internal audit plan. Does internal audit
develop and periodically revise its com-
prehensive audit plan? Does internal audit
verify that the plan includes audit cover-
age for all identified, auditable entities
within the audit universe appropriate for
the size and complexity of the institu-
tion’s activities?

Internal Audit Performance and
Monitoring Processes

1. Do the audit manual and work programs
contain detailed guidance related to the
performance of the audit and an evaluation
as to whether they are consistent across the
audit function?

2. Did the audit planning process include an
analysis of the entity’s specific risks, miti-
gating controls, and level of residual risk?

3. Do the internal audit workpapers adequately
document the work programs, the work
performed, and the workpaper standards,
including documentation of any observa-
tions and analysis made, the conclusions,
and audit results?

Audit Report

1. Does internal audit have effective audit
reporting processes that communicate audit
report issues throughout the institution, and
are the report issues addressed in a timely
manner?

2. Do the audit reports contain an executive
summary describing the auditable area, its
conclusions, rationale, key issues, and man-
agement’s documented action plans to
address audit findings?

Audit Issues Tracking and Retrospective
Review Processes

1. Does internal audit have effective processes
in place to track, monitor, and follow up on
open audit issues?

2. Does the institution conduct independent
quality assurance reviews of internal audit
work performed, and are the results reported
at least annually by the CAE to the audit
committee and senior management?

Adequacy and Effectiveness of Internal
Audit

1. Has the CAE and audit committee moni-
tored and made a documented assessment
of the key elements of internal audit as to—
a. independence of internal audit;
b. the professional competence and quality

of the internal audit function;
c. the quality and scope of the audit meth-

odology;
d. the adequacy of audit programs and work-

paper standards; and
e. whether there were any significant

changes in the internal audit infrastruc-
ture or concerns about their adequacy?

CONTENT AND USE OF THE
AUDIT FREQUENCY AND SCOPE
SCHEDULE

1. Is the audit program formalized and there-
fore on record as a commitment that can be
analyzed and reviewed?

2. Are all important bank functions and ser-
vices identified as subjects of the audits?
What processes are used to establish the
audit universe (e.g., organizational charts,
general ledger chart of accounts, new prod-
uct approval process)?

3. Does the audit program include procedures
necessary to ensure compliance with all
applicable laws and regulations, especially
Bank Secrecy Act and anti-money launder-
ing requirements?

4. Does the internal audit department have
access to all reports, records, and minutes?

5. For institutions in scope for SR-13-1/CA-
13-1, are all high-risk areas audited within
12 to 18 months?
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6. Are internal audit activities adjusted for
significant changes in the bank’s environ-
ment, structure, new products and activities,
risk exposures, or systems?

7. Does the frequency and scope schedule
require approval by the audit committee, the
board of directors, regulatory authorities, or
others? If so, by whom, and has such
approval been obtained?

8. Does the frequency and scope schedule
comply with statutory requirements, if any,
for internal audits, including minimum au-
dit standards?

9. Does the CAE periodically report his or her
progress in completing the frequency and
scope schedule to the board’s audit commit-
tee?
a. If not to the board’s audit committee, to

whom?
b. Does the committee approve significant

deviations, if any, in the original pro-
gram?

10. Does the CAE prepare a time budget? Are
budgeted versus actual time analyses used
as a guide in forward planning?

11. Does the depth of coverage appear to be
sufficient?

12. Are different entry dates and time periods
between reviews scheduled so as to frus-
trate reliable anticipation of entry dates by
auditees?

13. Is the bank’s possession of all assets owned
or managed in fiduciary capacities sub-
jected to verification?

14. If the bank has automated systems, does the
program call for the application of indepen-
dently prepared computer programs that
employ the computer as an audit tool?

15. Are all service-related activities not specifi-
cally manifested in general ledger accounts
subject to adequate periodic review (e.g.,
supervisory regulations, security, vacation
policy, purchases, traveler’s checks, and
safekeeping)?

16. Will appraisals of administrative control be
made for each function, yielding audit com-
ments and suggestions for improvements of
operational efficiency?

AUDIT DEPARTMENT
PARTICIPATION IN SYSTEMS
DESIGN PROJECTS

1. Is there a formal or informal procedure for
notifying the CAE of contemplated new
systems or systems modifications in the
early planning stages?

2. Is the CAE a member of an executive
systems planning or steering committee? If
not, does the CAE or a senior member of
the audit department have access to and
review the minutes of such committees?

3. Does an audit representative review the
activities of systems design teams for audit
and internal control requirements? Is the
specialized training and experience of the
audit staff sufficient to support effective
reviews?

4. Does the audit department avoid over-
participation in systems design, modifica-
tion, and conversion?

5. Is an auditor’s ‘‘sign-off’’ on new or modi-
fied systems restricted to control and audit
trail features?

AUDIT MANUAL

1. Has the responsibility for the establishment
and maintenance of the audit manual been
clearly assigned?

2. Does the audit manual require approval by
the board of directors, the audit committee,
or others? If so, has such approval been
obtained?

3. Is the audit manual’s content independent
from adverse influence by other interests,
such as operating management or indepen-
dent CPAs?

4. Is the audit manual current, and are proce-
dures for keeping the manual current ad-
equate?

5. Does the manual provide for valid devia-
tions from audit procedures to be officially
approved by audit management?

6. Do audit procedures provide for the follow
up of issues/findings noted in previous au-
dits?

7. Does the manual prescribe that each audit
procedure be cross-referenced to the appro-
priate audit workpapers?

8. Must an auditor initial each program step as
testimony of his or her performance?
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9. Does the manual prescribe that full control
be established at the time of entry over the
records selected for audit?

10. Are subsidiary direct verification programs
covering all forms of customer deposit,
loan, safekeeping, collateral, collection, and
trust accounts included?

11. Are flow charts needed for evidence of
thorough analytical auditing when an end-
to-end audit is performed?

12. Do the procedures employ statistical sam-
pling techniques that have acceptable relia-
bility and precision when such techniques
are appropriate for a specific area?

13. Does the audit manual contain provisions
for report format and content and an expres-
sion of the opinion, such as an audit rating
system, of the auditor regarding the ad-
equacy, effectiveness, and efficiency of in-
ternal controls?

14. Does the audit manual contain a provision
for a review and update of the procedures
for each audit, where required, upon the
audit’s completion?

15. Does the audit manual provide for the
maintenance of a permanent file for audits
conducted?

16. Does the audit manual contain provisions
for the formal, standardized preparation and
maintenance of workpapers?

17. Are applicable statutory and regulatory re-
quirements included in the audit proce-
dures?

MAINTENANCE OF AUDIT
RECORDS

1. If automated audit workpapers are not used,
are workpapers arranged and maintained for
filing and reference in the current file? The
permanent file?

2. Is a reasonable record-retention schedule
and departmental index maintained for au-
dit records?

3. Are audit procedures being complied with
during each audit?

4. Do the workpapers contain evidence that all
significant deviations from standard audit
procedures are being documented and have
received the approval of audit manage-
ment?

5. Are the procedures for preparing and main-
taining workpapers adhered to?

6. Do workpapers adequately document the
internal audit work performed and support
the audit reports?

7. Do workpapers contain a copy of the audit
report, an adequate index, an internal con-
trol questionnaire, audit procedures, and
other appropriate material?

8. Are workpapers numbered, indexed, and
cross-referenced to audit procedures and the
workpapers index?

9. Is each workpaper dated and initialed by the
preparer?
a. Are sources of data clearly shown?
b. Are tick marks explained?

10. From the workpapers, can it be determined
how various sample sizes were determined
(by judgment, statistical, or other methods
of sampling), including the range and con-
fidence level?

11. Do workpapers contain evidence that super-
visory personnel of the audit department
have reviewed the workpapers and resultant
findings?

12. Are all significant or unresolved exceptions
noted in workpapers required to be included
in the report?

13. Are applicable statutory and regulatory re-
quirements being complied with?

AUDIT DEPARTMENT’S FORMAL
REPORTING PROCEDURES

1. Does the CAE issue formal reports? If so, to
whom?
a. Do the reports convey to the reader the

auditor’s general observation of the con-
dition of the operation of the department
or function? Do they adequately reflect
the scope of the audit?

b. Do they contain an opinion of the auditor
regarding the adequacy, effectiveness,
and efficiency of internal controls?

c. Do they call for a prompt response,
where appropriate?

2. With regard to audit exceptions and recom-
mendations, is the method of resolving
differences of opinion between audit and
operating management effective?

3. Does the CAE maintain a formal record of
all audit reports that contain unresolved
recommendations and exceptions?

4. Does bank management promptly respond
to significant identified internal control
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weaknesses? Are exceptions and recommen-
dations generally resolved within an appro-
priate timeframe agreed to by audit and the
department?

5. Are audit reports issued in a timely manner?

6. Are management responses received timely?

QUALITY ASSURANCE

1. Does the audit department have an internal
quality-assurance function? Does the func-
tion review a selected set of workpapers and
the adequacy of other processes at least
annually?

2. Does the function accumulate frequent er-
rors and have sessions with audit to go over
proper procedures?

3. For institutions in scope for SR-13-1/CA-
13-1, has an external quality-assurance
review been completed within at least the
past five years in line with IIA recommen-
dations?

USE AND EFFECTIVENESS OF
AUDIT COMPUTER PROGRAMS

Note: This section would be applicable to smaller
audit departments that only use a limited num-
ber of computer audit programs

1. What audit computer programs are used,
and what are their purposes?

2. Is there a member of the audit staff qualified
to write and appraise the quality of audit
computer programs?

3. Is the auditor satisfied that he or she has
sufficient ‘‘free access’’ to the computer
files?

4. Are audit programs run on request?

5. Do direct verification programs allow the
auditor flexibility in selecting the criteria to
be used in determining the sample?

6. Have procedures been established for the
development and maintenance of documen-
tation for audit computer programs? Are
they adhered to?

7. Are changes to audit programs controlled?

INTERNAL AUDIT
OUTSOURCING ARRANGEMENTS

1. If the bank outsources its internal audit
function—
a. Does the bank have a written contract,

which may take the form of an engage-
ment letter, or a similar services agree-
ment with the vendor?

b. Does the audit committee maintain own-
ership of the internal audit function?

c. Does the audit committee and the CAE
provide active and effective oversight of
outsourced activities?

d. Does the audit committee approve all
significant aspects of outsourcing ar-
rangements and receive information on
audit deficiencies in a manner consistent
with that provided by the in-house audit
department?

e. Is the quality of audit work consistent
with the institution’s standards of work
expected to be performed by the in-
house audit department?

f. Have internal audit vendors provided
accurate reports on the control environ-
ment and any changes to enhance con-
trols?

2. Does the written contract or engagement
letter include provisions that—

a. define the expectations and responsibili-
ties under the contract for both parties;

b. set the scope and frequency of, and the
fees to be paid for, the work to be
performed by the vendor;

c. set the responsibilities for providing and
receiving information, such as the type
and frequency of reporting to senior
management and directors about the sta-
tus of contract work;

d. establish the process for changing the
terms of the service contract, especially
for expansion of audit work if significant
issues are found, and contain stipulations
for default and termination of the con-
tract;

e. state that internal audit reports are the
property of the institution, that the insti-
tution will be provided with any copies
of the related workpapers it deems nec-
essary, and that employees authorized by
the institution will have reasonable and
timely access to the workpapers prepared
by the outsourcing vendor;
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f. specify the locations of internal audit
reports and the related workpapers;

g. specify the period of time (e.g., seven
years) that vendors must maintain the
workpapers;2

h. state that outsourced internal audit ser-
vices provided by the vendor are subject
to regulatory review and examiners will
be granted full and timely access to the
internal audit reports and related work-
papers prepared by the outsourcing ven-
dor;

i. prescribe a process (arbitration, media-
tion, or other means) for resolving dis-
putes and for determining who bears the
cost of consequential damages arising
from errors, omissions, and negligence;

j. state that the outsourcing vendor will not
perform management functions, make
management decisions, or act or appear
to act in a capacity equivalent to that of
a member of management or an em-
ployee and, if applicable, will comply
with AICPA, SEC, Public Company
Accounting Oversight Board (PCAOB),
or regulatory independence guidance; and

k. state that workpapers and any related
non-public confidential information and
personal information will be held in
compliance with applicable laws and
regulations?

3. Does the outsourced internal audit arrange-
ment maintain or improve the quality of the
internal audit function and the bank’s inter-
nal control?

4. Do key employees of the bank and the
outsourcing vendor clearly understand the
lines of communication to and from the
audit committee and senior management,
and how any internal control problems or
other matters noted by the outsourcing ven-
dor are to be addressed?

5. Is the scope of the outsourced work revised
appropriately when the bank’s environment,
structure, activities, risk exposures, or sys-
tems change significantly?

6. Have the directors ensured that the out-
sourced internal audit activities are effec-
tively managed by the bank?

7. Does the arrangement with the outsourcing

vendor satisfy the independence standards
described in the Policy Statement on the
Internal Audit Function and Its Outsourcing
and thereby preserve the independence of
the internal audit function?

8. Has the bank performed sufficient due dili-
gence to satisfy itself of the vendor’s com-
petence before entering into the outsourcing
arrangement, and are there adequate proce-
dures for ensuring that the vendor maintains
sufficient expertise to perform effectively
throughout the arrangement?

9. Does the bank have a contingency plan to
ensure continuity in audit coverage, espe-
cially for high-risk areas?

EXTERNAL AUDIT
ENGAGEMENT LETTERS AND
OTHER AUDIT AGREEMENTS

1. Does the bank’s board of directors, audit
committee, and senior management closely
review all of the provisions in audit engage-
ment letters or other audit work agreements
before agreeing to sign them?

2. Does the bank’s legal counsel carefully
review audit engagement letters to ensure
that those charged with engaging the exter-
nal auditor make a fully informed decision?

3. Does the bank have any engagement letters
for audits of financial statements, audits of
internal control over financial reporting, or
attestations on management’s assessment of
internal control that include unsafe and
unsound provisions that—
a. indemnify the external auditor against all

claims made by third parties?
b. hold harmless or release the external

auditor from liability for claims or po-
tential claims that might be asserted by
the client financial institution (other than
claims for punitive damages)?

c. limit the remedies available to the client
financial institution (other than punitive
damages)?

4. Has the bank agreed in any engagement
letters or other audit work agreements to
submit disputes over external audit services
to mandatory and binding alternative dis-
pute resolution, binding arbitration, or other
binding nonjudicial dispute-resolution pro-
cesses (collectively, mandatory ADR) or to
waive the right to a jury trial? If so—

2. If the workpapers are in electronic format, contracts
often call for the vendor to maintain proprietary software that
enables the bank and examiners to access the electronic
workpapers for a specified time period.
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a. has the bank’s senior management care-
fully reviewed mandatory ADR and jury-
trial provisions in engagement letters, as
well as reviewed any agreements regard-
ing rules of procedure, in order to fully
comprehend the ramifications of any
agreement to waive any available rem-
edies?

b. has the bank’s senior management ob-
tained written assurances that its insur-
ance policies (e.g., the bank’s errors and
omissions policies and directors’ and
officers’ liability policies) will cover
losses from claims that are precluded by
limitation-of-liability provisions in audit
engagement letters or other audit agree-
ments?

5. Has the bank’s senior management ensured
that any mandatory ADR provisions in
audit engagement letters are commercially
reasonable and—
a. apply equally to all parties;
b. provide a fair process (e.g., neutral deci-

sionmakers and appropriate hearing pro-
cedures); and

c. are not imposed in a coercive manner?
6. Has the bank’s board of directors, audit

committee, or senior management docu-
mented their business rationale for agreeing
to any provisions that limit their legal rights?

EXTERNAL AUDIT ACTIVITIES

1. When state, federal, or supervisory regula-
tions or stock-exchange listing require an
independent CPA audit, did the bank com-
ply?
a. If so, was the opinion rendered by the

accounting firm unqualified?
b. If not, has the CAE taken appropriate

action to resolve any deficiencies?
2. Does the bank policy prohibit loans to its

external auditor or the engagement of an
external auditor who is a stockholder? If
not, has the board considered the materiality
of any existing transactions regarding the
auditor’s independence?

3. Has an external auditor been engaged to
perform special reviews of specific depart-
ments or areas of the bank since the previ-
ous examination? If deficiencies were cited,
have they been corrected?

4. Has the public accounting firm changed
since the prior engagement? If so, obtain the
rationale for change.

5. Have management letters from the external
auditors or other reports from consultants
been presented to management since the
last examination?

6. Do deficiencies in management letters
receive appropriate attention?

7. Are the notes pertaining to the financial
statements reviewed for any information
that may allude to significant accounting or
control problems?

8. Does the management letter submitted by
the public accounting firm comprehensively
define the scope of the activities conducted?

REGULATORY EXAMINATION
ACTIVITIES

1. Does the internal audit department have
access to the examination reports?

2. Does the internal audit department review
regulatory comments for comparison to
similar work performed by audit to deter-
mine potential enhancements to existing
work programs?

3. Does internal audit track status of corrective
action to ensure timely remediation? If not,
which department performs this function?
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Conflict-of-Interest Rules for Examiners
Effective date May 2006 Section 1015.1

The Federal Reserve System (System) maintains
a long-standing policy that compels System
employees, including examiners, to avoid any
action that may result in an employee (or create
the appearance that an employee) is—

• using his or her Federal Reserve position for
private gain,

• giving preferential treatment to any person or
institution,

• losing independence or impartiality, or
• making decisions outside of official channels.

Federal Reserve examiners are also subject to
conflict-of-interest rules that are designed to
ensure (1) both the objectivity and integrity of
bank examinations and (2) that Federal Reserve
examiners comply with criminal statutory
prohibitions.

The conflict-of-interest rules are set forth in
section 5 of the Federal Reserve Administrative
Manual and in each Reserve Bank’s uniform
codes of conduct.

EXAMINER BORROWING RULES

A bank examiner is prohibited from accepting a
loan or gratuity from any bank examined by the
individual (18 USC 213). An officer, director, or
employee of a bank is prohibited from making
or granting any loan or gratuity to any examiner
who examines or has authority to examine the
bank (18 USC 212). These statutory provisions
may also be applicable to a loan obtained by a
System employee who has been issued a special,
temporary, or ad hoc examiner credential. An
examiner found to be in violation of these
provisions can be—

• fined under title 18 of the U.S. Code (Crimes
and Criminal Procedure), imprisoned not more
than one year, or both;

• further fined a sum equal to the money loaned
or gratuity given; and

• disqualified from holding office as an examiner.

On February 3, 2005, the director of the
Board’s Division of Banking Supervision and
Regulation and the Board’s general counsel,
acting under delegated authority, approved
changes to the System’s examiner borrowing

rules as a result of the Preserving Independence
of Financial Institution Examinations Act of
2003 (18 USC 212–213). The act included
provisions that liberalized examiner borrowing
restrictions by providing narrow exceptions that
enable bank examiners to obtain credit cards and
certain home mortgage loans from a broader
range of lenders. (See SR-05-2.)

Under the act, a Reserve Bank examiner may
accept a credit card or a loan secured by a
mortgage on the examiner’s principal residence
from an institution supervised by the Federal
Reserve, as long as the examiner meets the
financial requirements to obtain such credit or
loan. The terms of the credit or loan cannot be
more favorable than the terms that are generally
offered to other borrowers. Federal Reserve
policy, however, does not permit examiners to
participate in the examination of any banking
organization from which they have obtained
home mortgage loans.

POST-EMPLOYMENT
RESTRICTIONS FOR ‘‘SENIOR
EXAMINERS’’

On November 17, 2005, the federal bank regu-
latory agencies1 adopted a rule (effective Decem-
ber 17, 2005) to implement the post-employment
restriction found in the Intelligence Reform and
Terrorism Prevention Act of 2004 (see 12 USC
1820).2 (See the Board’s rules at 12 CFR 263
and 264, as well as SR-05-26 and its attach-
ments.) The restriction prohibits an examiner
who served as a ‘‘senior examiner’’ for a deposi-
tory institution or depository institution holding
company for two or more months during the
examiner’s final twelve months of employment
with a Reserve Bank from knowingly accepting
compensation as an employee, an officer, a
director, or a consultant from that depository
institution or holding company, or from certain
related entities.3 The rule is expected to affect a

1. The Board of Governors of the Federal Reserve System
(Board), the Office of the Comptroller of the Currency, the
Federal Deposit Insurance Corporation, and the Office of
Thrift Supervision.

2. Pub. L. 108-458, 118 Stat. 3638, 3751–53 (Decem-
ber 17, 2004).

3. The Board’s rule applies to a covered examiner who
leaves the Federal Reserve’s service after December 17, 2005.
Because the statute has a one-year look-back provision, an
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relatively small number of Federal Reserve
examiners, primarily the ‘‘central points of con-
tact’’ (CPC) or other examiners in functionally
equivalent positions for the largest and most
complex institutions. Table 1 summarizes how
the restriction applies to ‘‘senior examiners’’ of
the different types of organizations within the
Federal Reserve’s jurisdiction.

Definition of ‘‘Senior Examiner’’

For purposes of this rule, an officer or employee
of the Federal Reserve is considered to be the
‘‘senior examiner’’ for a particular state member
bank, bank holding company, or foreign bank if
the individual meets all of the following criteria:

• The officer or employee has been authorized
by the Board to conduct examinations or
inspections on behalf of the Board.

• The officer or employee has been assigned
continuing, broad, and lead responsibility for
examining or inspecting that state member
bank, bank holding company, or foreign bank.

• The officer’s or employee’s responsibilities
for examining, inspecting, and supervising the
state member bank, bank holding company, or
foreign bank—
– represent a substantial portion of the offic-

er’s or employee’s assigned responsibilities
and

– require the officer or employee to interact
routinely with officers or employees of the

state member bank, bank holding company,
or foreign bank or its respective affiliates.

The rule does not cover an examiner who
performs only periodic, short-term examinations
of a depository institution or holding company
and who does not have ongoing, continuing
responsibility for the institution or holding com-
pany. The rule also does not cover an examiner
who spends a substantial portion of his or her
time conducting or leading a targeted examina-
tion (such as a review of an institution’s credit-
risk management, information systems, or inter-
nal audit functions) and who does not have
broad and lead responsibility for the overall
examination program for the institution or hold-
ing company.

The restriction applies to a covered individual
for one year after the individual terminates his
or her employment with the Reserve Bank. If an
examiner violates the one-year restriction, the
statute requires the appropriate federal banking
agency to seek an order of removal and industry-
wide employment prohibition, a civil money
penalty of up to $250,000, or both. In special
circumstances, the Chairman of the Board of
Governors may waive the restriction for the
‘‘senior examiner’’ of the Federal Reserve by
certifying in writing that granting the individual
a waiver of the restriction would not affect the
integrity of the Federal Reserve’s supervisory
program.

examiner’s responsibilities from as far back as December 17,
2004, may subject the "senior examiner" to the post-
employment restriction.
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Table 1—Summary of Prohibited Employment Based on Examination
Responsibility

Examiner Responsibility Restriction

If during two or more months of the last
twelve months of service, the examiner serves
as the ‘‘senior examiner’’ for a—

Then for one year after leaving the Reserve
Bank, the ‘‘senior examiner’’ may not know-
ingly accept compensation as an employee,
officer, director, or consultant from—

State member bank • the state member bank (including any sub-
sidiary of the state member bank) or

• any company (including a bank holding
company) that controls the state member
bank.

Bank holding company • the bank holding company or
• any depository institution controlled by the

bank holding company (including any sub-
sidiary of the depository institution).

Foreign bank • the foreign bank,
• any U.S. branch or agency of the foreign

bank, or
• any U.S. depository institution controlled by

the foreign bank (including any subsidiary
of the depository institution).
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Federal Reserve System Bank Surveillance Program

Effective date April 2016 Section 1020.1

WHAT’S NEW IN THIS REVISED
SECTION?

This section is revised to discuss “Enhance-
ments to the Federal Reserve System’s Surveil-
lance Program” that apply to its supervision
and examination of state member banks. (Refer
to SR-15-16, and its attachment.)

The Federal Reserve System (the System) uses
algorithms in regular monitoring to identify
state member banks that (1) take on positions or
pursue strategies that could lead to problem
situations, (2) have a weak or declining financial
condition, or (3) fail to comply with regulations
or supervisory guidance. Surveillance systems
rely on the Call report and other regulatory
reports, as well as examination data, to identify
institutions exhibiting increased risk profiles,
financial deterioration, or compliance shortfalls.
The surveillance process promotes timely super-
visory attention to these cases and directs ex-
amination resources to them.

System bank surveillance algorithms focus on
many areas evaluated in the supervisory pro-
cess, such as capital adequacy, liquidity, credit
risk, market risk, and overall safety and sound-
ness. In addition, screens flag banks engaging in
new or complex activities. The algorithmic sys-
tem’s main components are the Outlier List,
Watch List, State Member Bank Monitoring
Screen, and Intercompany Transactions Excep-
tion List, as implemented in SR-15-16, “En-
hancements to the Federal Reserve System’s
Surveillance Program,” December 10, 2015, and
described below. This surveillance information
helps identify weak or deteriorating banks and
those with changing risk profiles or deviations
from supervisory expectations.

In addition to regular monitoring, supervisory
staff also use the surveillance results in pre-
examination planning. Before an on-site review,
the examiner will determine a bank’s status on
the System’s Outlier List, Watch List, State
Member Bank Monitoring Screen, and Intercom-
pany Transactions Exception List. This informa-
tion is useful in determining the type of exami-
nation to be performed (full or targeted), its
depth and intensity, and the staff resources
needed. The surveillance results are used to
identify bank activities that may warrant a
higher degree of review or focus during an

on-site examination. In this manner, the surveil-
lance information helps examiners and other
supervisory staff plan and schedule more forward-
looking, risk-focused examinations.

Bank Surveillance Program activities gener-
ally consist of the following three phases:

1. In the first phase, data are processed by the
algorithms, ranging from simple rules to
financial models, machine learning, and sig-
nal processing. When the algorithms detect
departures from expected patterns involving
banks, the results are transmitted via Perfor-
mance Report Information and Surveillance
Monitoring (PRISM), a web application avail-
able to Federal Reserve examiners and other
supervisory staff for interactive data analysis.

2. The second phase begins as supervisory staff
use additional tools and data to solidify the
initial impressions presented by first-phase
surveillance results. Key examples are the
Focus Report, a web application available to
Federal Reserve examiners and other super-
visory staff for interactive risk assessment,
and the Uniform Bank Performance Report.
In addition, aggregate data views and reports
of financial condition at the supervisory port-
folio and industry levels can help place a
particular bank’s status in context.

3. The third phase involves the development of
supervisory responses to the information gen-
erated in the first two. A primary goal is to
focus supervisory resources on excessive
risk-taking, the risk of emerging financial
difficulties, and possible compliance short-
comings. Possible actions include intensifi-
cation of an on-site review or acceleration of
its scheduling. When problems are identified,
follow-up by examiners promotes correction
and resolution. By also identifying low-risk
situations, the Bank Surveillance Program
promotes the application of more streamlined
supervisory approaches for such cases.

OUTLIER LIST

An Outlier List highlights state member banks
with elevated risk-taking and identifies those
with expanded or new areas of risk-taking. It is
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supported by “Outlier Metrics” in the form of
algorithms generating risk classifications of Low,
Moderate, or High for individual risk and per-
formance dimensions. The Outlier List includes
banks categorized as High risk within at least
one risk or performance dimension. The risk
identification algorithms can be based on a
broad range of approaches and may evolve over
time.

Examiners and other supervisory staff should
use the Outlier List to monitor risk-taking and
promote adequate risk management and mitiga-
tion, with the goal of bolstering banks’ capacity
to prevent or buffer financial losses. However,
no regular write-up or documentation require-
ment is tied to the Outlier List.

The Outlier List and its metrics also assist
examiners and other supervisory staff in scoping
examinations, particularly at community and
regional banks. The Outlier Metrics should be
used to allocate more examiner resources to
review high-risk banks and conserve examiner
resources at lower risk ones. The examiner
should exercise prudent supervisory judgment
and consider an institution’s Outlier List status
and all other applicable information, including
the Watch List, State Member Bank Monitoring
Screen, Intercompany Transactions Exception
List, and previous examination results, when
determining the scope and nature of the exami-
nation work required.

When the Outlier Metrics and other applica-
ble information indicate a specific risk is High,
the examiner generally should apply the fullest
force of supervisory resources to verify the
satisfaction of all applicable supervisory guid-
ance. Conversely, when the Outlier Metrics and
other applicable information indicate a specific
risk is Moderate and especially when it is
deemed Low, the examiner may be able to
complete a smaller set of procedures to assess
compliance with related areas of supervisory
guidance. However, if during the course of an
examination indications point to higher risk than
anticipated or significant weaknesses in risk
management, the examiner is expected to
increase the examination’s intensity or expand
its scope, as needed.

WATCH LIST

The Watch List is a primary means for monitor-
ing state member bank performance and condi-
tion between on-site examinations. It identifies

the risk of emerging financial weaknesses among
banks and includes all state member banks with
composite safety-and-soundness ratings consis-
tent with financial viability, but surveillance
grades of “D” or “F,” pointing to the possibility
of deterioration in examination findings going
forward.

To generate the surveillance grades, the Su-
pervision and Regulation Statistical Assessment
of Bank Risk (SR-SABR) early-warning model
is applied to financial and supervisory informa-
tion for each bank. The SR-SABR rating con-
sists of the composite rating most recently
assigned to a bank via the examination process,
coupled with a surveillance letter grade (A, B,
C, D, or F) reflecting the bank’s estimated
financial condition relative to others in the same
rating class.1

SR-SABR ratings are designed for use both in
monitoring and in determining the scope of an
examination. An accompanying Schedule of
Risk Factors (SRF) highlights specific indicators
leading the model to flag a particular bank as
strong or weak. Through ongoing monitoring,
examiners and other supervisory staff review
each state member bank on the Watch List to
assess its financial condition and discern whether
substantial deterioration is evident or impend-
ing. In such cases, they determine whether an
examination or other supervisory initiative might
be needed. The Watch List, much like the
Outlier List and its metrics, can also be used in
scoping examinations to target potentially dete-
riorating situations for the most extensive
reviews.

At times, Reserve Bank staff may need to
produce supporting documentation to explain
the reasons for a bank’s placement on the Watch
List and outline the appropriate supervisory
response. For banks other than community banks,
this type of information is often already con-
tained in quarterly supervisory write-ups outside
of the Watch List process. Separate surveillance
write-ups are required for community banks on
the Watch List when any of the following
criteria are met:

1. In the model, banks with satisfactory composite ratings

are grouped together into a single rating class. An SR-SABR

grade of “A” denotes a bank with strong indicators relative to

others in the same rating class, while an “F” indicates major

weaknesses. Two grades are assigned to each bank, one

reflecting the estimated probability of a downgrade to a worse

rating class (Adverse Change) and another reflecting the

estimated probability of critical undercapitalization or failure

(Viability). The overall SR-SABR rating is based on the worse

of the two grades.
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1. the current SR-SABR rating is worse than
the prior quarter; or

2. the SR-SABR rating is the same as the prior
quarter, but the SRF identifies one or more
new contributing factors; or

3. the most recent requirement for a write-up
occurred four quarters earlier.

The assessments and conclusions comprising a
write-up should be brief and supported by analy-
sis. A Watch List write-up should:

1. summarize the factors leading to Watch List
placement;

2. describe any response from the bank to those
factors;

3. assess the likelihood of further financial de-
terioration;

4. judge whether assigned safety-and-soundness
ratings are accurate; and

5. determine whether the timing of the next
examination should be accelerated.

Corrective action associated with newly iden-
tified problems must be initiated promptly by
Reserve Banks. Follow-up action may include
correspondence or meetings with a bank’s man-
agement or an on-site examination. Problem
situations should be closely monitored by super-
visory staff until they have been corrected or
otherwise resolved.

STATE MEMBER BANK
MONITORING SCREEN

The State Member Bank Monitoring Screen
identifies complex activities, monitors compli-

ance with regulations and supervisory guidance,
and more generally can be used to detect nov-
elties or departures from expected patterns. The
monitoring screen identifies banks that have
failed key screening criteria. Screening criteria
are updated periodically and change over time.
Examiners and other supervisory staff review
State Member Bank Monitoring Screen results
quarterly and follow up with supervisory initia-
tives when appropriate.

INTERCOMPANY TRANSACTIONS
EXCEPTION LIST

The Intercompany Transactions Exception List
helps track compliance with section 23A of the
Federal Reserve Act;2 it is a specialized moni-
toring process utilizing data from the FR Y-8,
together with information from the Call report.

For each depository institution possibly
exceeding section 23A limits, supervisory staff
perform the following: (1) follow up with the
holding company submitting the FR Y-8 to
verify the data are accurate; (2) if an error
caused the exception, require an amended re-
port; and (3) if the data are correct, and a
depository institution appears to have had cov-
ered transactions exceeding section 23A limits,
determine the nature and extent of the apparent
violation. Reserve Bank staff produce a written
review of their findings for each depository
institution on the list. The review addresses any
apparent violations or reporting errors, along
with any corrective action taken.

2. See also the Board’s Regulation W at 12 CFR 223.
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Federal Reserve System Bank Surveillance Program
Examination Objectives
Effective date April 2016 Section 1020.2

1. To identify major changes in the risk posture
of the bank between examinations.

2. To identify major changes in the financial
condition of the bank between examinations.

3. To assist in determining the scope of the
examination and the priority of work to be
performed.

4. To check the validity of the data being
reported by the bank.

5. To investigate areas where an in-depth review
is indicated.

Commercial Bank Examination Manual April 2016
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Federal Reserve System Bank Surveillance Program
Examination Procedures
Effective date April 2016 Section 1020.3

1. Obtain any surveillance results, such as the
Outlier List, Watch List, State Member Bank
Monitoring Screen, and Intercompany Trans-
actions Exception List, together with any
other reports or analyses prepared by the
Reserve Bank or Board, that have been
generated for the bank.

2. Review the information obtained in step 1,
and if necessary for clarification or back-
ground discuss those findings with surveil-
lance staff.

3. Create a pre-examination analysis using the
information from steps 1 and 2, together with
the current Call report, Uniform Bank Per-

formance Report, and the prior examination
report. This analysis should be considered
when determining the scope of the examina-
tion and when making staffing decisions.

4. Follow up on any unusual aspects of the
surveillance information, other reports and
analyses, and newly obtained data.

5. Perform validity checks necessary to ensure
the quality of reported data. This would
include such normal examination procedures
as validating Call report information and
confirming the accuracy and soundness of
accounting practices.
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Workpapers
Effective date March 1984 Section 1030.1

INTRODUCTION

Workpapers are the written documentation of
the procedures followed and the conclusions
reached during the examination of a bank.
Accordingly, they include, but are not necessar-
ily limited to, examination procedures and
verifications, memoranda, schedules, question-
naires, checklists, abstracts of bank documents
and analyses prepared or obtained by examiners.
The definition of workpapers, their purpose,

and their quality and organization are important
because the workpapers as a whole should
support the information and conclusions con-
tained in the related report of examination. The
primary purposes of workpapers are to—

• organize the material assembled during an
examination to facilitate review and future
reference.

• aid the examiner in efficiently conducting the
examination.

• document the policies, practices, procedures
and internal controls of the bank.

• provide written support of the examination
and audit procedures performed during the
examination.

• document the results of testing and formalize
the examiner’s conclusions.

• substantiate the assertions of fact or opinion
contained in the report of examination.

They also are useful as—

• a tool for the examiner-in-charge to use in
planning, directing, and coordinating the work
of the assistants.

• a means of evaluating the quality of the work
performed.

• a guide in estimating future personnel and
time requirements.

• a record of the procedures used by the bank to
assemble data for reports to the Board of
Governors of the Federal Reserve System.

• a guide to assist in the direction of subsequent
examinations, inquiries and studies.

The initial step in preparing workpapers is to
review, where available, the applicable sections
of supporting data prepared during the prior
examination. When reviewing prior workpapers,
the examiner should consider the data prepared
in each area for—

• information that is of a continuing or perma-
nent nature.

• guidance in preparation of workpapers for the
current examination.

• an indication of changes or inconsistencies in
accounting procedures or methods of their
application since the last examination.

Accumulation of relevant documentation con-
sistent with prior examinations, however, is
often insufficient. Workpapers should be pre-
pared in a manner designed to facilitate an
objective review, should be organized to support
an examiner’s current findings and should doc-
ument the scope of the current examination.
Minimum content necessary for each section of
workpapers includes:

Source of Information—This is important, not
only in identifying the bank, but also in identi-
fying the preparer. In subsequent examinations,
the preparer should be able to readily determine
the bank personnel from whom the information
was obtained during the previous examination
as well as the examiner who prepared the
workpapers. Accordingly, eachworkpaper should
include—

• bank name and subdivision thereof, either
functional or financial.

• statement of title or purpose of the specific
analysis or schedule.

• specific identification of dates, examination
date and work performance date.

• initials of preparer and initials indicating
review by the examiner designated to perform
that function. Although appropriate use may
be made of initials, the full names and initials
of all examiners should appear on a time and
planning summary or on an attachment to the
file to facilitate future identification.

• name and title of person, or description of
records, that provided the information needed
to complete the workpaper.

• an index number identifying the workpaper
and facilitating organization of the workpaper
files.

Scope of Work—This includes an indication of
the nature, timing and extent of testing in
application of examination and audit proce-
dures. It also includes the examiner’s evaluation
of and reliance on internal and external audit
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procedures and compliance testing of internal
controls. To the extent that this information is
contained in other workpapers, such as an
examination procedure or a questionnaire, a
reference to the appropriate workpaper will be
sufficient.

Conclusions—The examiner should develop con-
clusions, in accordance with the examination
objectives, with respect to the information
obtained, documentation provided and the
results of the examination and audit procedures
performed. Such conclusions provide the ba-
sis for information contained in the report of
examination.

To develop workpapers that have the qualities
of clarity, completeness and conciseness, ade-
quate planning and organization of content are
essential. Therefore, before the workpaper is
prepared, the examiner should determine the
following:

• What examination objective will be satisfied
by preparing the analysis or workpaper?

• Can preparation of the analysis be avoided
by testing the bank’s records and indicating
the nature and extent of testing in an exami-
nation or an audit procedure or by comment
on a related schedule or another supporting
document?

• Is the analysis necessary to support the infor-
mation in the report of examination?

Subsequent to the determination that an anal-
ysis is required, but before initiating prepara-
tion, the examiner should decide if—

• previous examination analyses can be
adapted and carried forward to the current
examination.

• the analysis can be prepared by an internal
auditor or other bank personnel.

• the format of the analysis may be designed
in a manner to facilitate its use in future
examinations.

Once it has been determined that preparation
of an analysis is required, the examiner should
consider the following techniques that promote
clarity of workpaper preparation:

• Restrict writing to only one side of the paper.
• Use a standard size sheet of paper large
enough to avoid overcrowding.

• Condense information for simplicity.

Frequently, time can be saved by carrying
forward workpapers from one examination to
the next. Thus, when laying out an analysis that
might be repeated in future examinations, the
examiner should arrange it in a manner to
facilitate future use. For example, extra columns
may be left blank within an account analysis
displaying little activity for insertion of transac-
tion information during future examinations. In
such a situation, appropriate space (boxes and
column headings) should be provided for the
signature or initials of the preparer and reviewer
during each examination. When a workpaper is
removed from one examination file and carried
forward, a notation should be made in the file
from which the paper is extracted. This is
important in the event workpapers applicable to
a particular examination are needed several
years after the completion of the examination.

INITIAL PREPARATION BY
OTHERS

Although all items included in the report of
examination should be supported by workpa-
pers, their preparation may not always require
original work by the examiner. Frequently, ar-
rangements can be made for bank personnel,
including internal auditors, to prepare workpa-
pers for examination use or to make available
papers prepared by them as part of their regular
duties. Examples include outstanding checklists,
lists of outstanding certificates of deposit, sched-
ules of employee borrowings, and debt maturity
schedules. The extent to which examiners can
utilize analyses and data prepared by bank
personnel increases the efficiency with which
examination procedures are completed.
As part of the initial examination planning

process, arrangements should be made with
appropriate bank management for the timely
completion of bank-prepared data and informa-
tion. The coordinating bank officer(s) must un-
derstand what information is being requested
and why it is being requested, in order to avoid
confusion and unnecessary regulatory burden.
Arrangements, however, may have to be made
for the bank to supply supporting details or other
schedules or items to comply with the requests.
Upon receipt of bank-prepared analyses, an

examiner should review the documents for over-
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all completeness and note the date of receipt.
This facilitates future planning and provides a
ready reference as to which analyses have been
received from the bank at any given point during
the examination. Also, all bank-prepared work-
papers should be tested and the nature and
extent of testing performed by the examiner
should be indicated on the papers.

INITIAL APPROACH IN
WORKPAPER PREPARATION

The initial approach in preparing workpapers
that support balances in the statement of condi-
tion is quantitative. In using this approach, the
examiner obtains an analysis of the composition
of the account balance as of the examination
date. This inventory of the composition may be
represented by a trial balance of loans, a listing
of outstanding official checks, a listing of indi-
vidual deposit accounts, or other similar items.
Only after determining the composition and
insuring that the total agrees with the bank’s
records is the examiner in a position to perform
examination procedures and to arrive at a con-
clusion about the overall quality of the items
comprising the balance.
For certain analyses, however, it is preferable

to include account activity (transactions) in the
workpapers. Typical examples of such analyses
are those of bank premises and equipment and
of reserve for possible loan losses. The format
for reserve for possible loan losses should include
beginning balances (prior examination ending
balances), provisions for loan losses, collec-
tions, charge-offs, other transactions (transfers
to/from undivided profits) and ending balances
as of the examination date.

CONTROL AND REVIEW

All examiners assigned to an examination should
insure that workpapers are controlled at all times
while the examination is in progress. For exam-
ple, when in the bank’s offices, the workpapers
should be secured at night and safeguarded
during the lunch hour or at other times when no
examining personnel are present in the immedi-
ate vicinity. It is essential to completely control
confidential information provided by the bank.
In addition, information relating to the extent of
tests and similar details of examination proce-

dures should not be made available to bank
employees.
In cases where customary examination prac-

tices are not practical, alternative procedures
and the extent to which they are applied should
be documented. The need for completeness
requires that there be no open items, unfinished
operations or unanswered questions in the work-
papers at the conclusion of the examination.
The clarity of workpapers should be such that

an examiner or Federal Reserve official unfamil-
iar with the work could readily understand it.
Handwritten commentaries should be legible,
concise and should support the examiner’s con-
clusions. Descriptions of work done, notations
of conferences with bankers, conclusions reached
and explanations of symbols used should be free
from ambiguity or obscurity. Excessive use of
symbols usually can be avoided by expanding a
comment to include the nature and extent of
work performed instead of using separate sym-
bols for each portion of the work performed. In
addition, instructions to assisting personnel con-
cerning standards or workpaper content are
necessary to ensure that they will meet the
quality standards of the Federal Reserve. When
workpapers have the necessary qualities of com-
pleteness, clarity, conciseness and neatness, a
qualified reviewer may easily determine their
relative value in support of conclusions and
objectives reached. Incomplete, unclear or vague
workpapers should, and usually will, lead a
reviewer to the conclusion that the examination
has not been adequately performed.

REVIEW PROCEDURES

Experienced personnel must review all workpa-
pers prepared during an examination. Usually
that review is performed by the examiner-in-
charge, although in some cases, the examiner-
in-charge may designate other experienced per-
sonnel to perform an initial review. An overall
review is then performed by the examiner-in-
charge. The two primary purposes of a review of
workpapers by senior personnel are to determine
that the work is adequate given the circum-
stances, and to ensure that the record is suffi-
cient to support the conclusions reached in the
report of examination. The timely review of
workpapers and subsequent discussion of them
with the individual who prepared them also is
one of the more effective procedures for on-the-
job training.
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Normally, the review should be performed as
soon as practicable after the completion of each
work area. This review ideally occurs at the
bank’s office so that if the need for obtaining
additional information arises or additional work
is required the matter can be promptly attended
to with minimum loss of efficiency.
When the review of workpapers is completed,

the reviewer should sign or initial the applicable
documents. Although all workpapers should be
reviewed, the depth and degree of detail depends
on factors such as:

• The nature of the work and its relative
importance to the overall examination
objectives.

• The extent to which the reviewer has been
associated with the area during the
examination.

• The experience of the examiners who have
carried out the various operations.

Professional judgment must be exercised
throughout the review process.

ORGANIZATION OF WORKPAPER
FILES

Administration of an examination includes—

• organizing the workpaper files.
• delegating authority for completion of all
applicable workpaper sections.

• reviewing and assembling the completed
workpapers.

To ensure efficiency in locating information
contained in the workpapers and completion of
all necessary procedures, workpapers should be
filed and indexed in a standard manner.

FILES

The file provides the organizational vehicle to
assemble workpapers applicable to specific areas
of the examination. Files might include detailed
workpapers related to—

• management appraisal.
• overall conclusions about the condition of the
bank.

• cash accounts.
• investments.

• loans.
• reserve for possible loan losses.
• bank premises and equipment.
• other assets.
• deposits.
• other liabilities.
• capital accounts and dividends.

Each individual file would normally include—

• related examination and audit procedures.
• detailed information and other documentation
necessary to indicate the specific procedures
performed, the extent of such procedures and
the examiner’s conclusions for the specific
area.

• a summary, in comparative form, of the sup-
porting general ledger balances with appropri-
ate cross-references.

Judgment is required as to what the file
should include on any specific examination.
Lengthy documents should be summarized or
highlighted (underlined) so that the examiner
who is performing the work in the related area
can readily locate the important provisions,
without having to read the entire document. It
also may be desirable to have a complete copy
of the document in the file to support the
summaries or answer questions of a specific
legal nature.
Examples of documents that might be con-

tained in the files are—

• a brief history and organization of the bank.
• organization charts of applicable departments
within the bank.

• copies of, or excerpts from, the charter and
bylaws.

• copies of capital stock certificates, debentures
agreements and lease agreements.

• excerpts from minutes or contracts that are of
interest beyond the current year.

• a chart of accounts and an accounting manual,
if available, supplemented by descriptions of
unique accounts and unusual accounting
methods.

• lists of names and titles of the board of
directors, important committees and relevant
departmental personnel.

Indexing and Cross-Referencing

To promote efficiency and help ensure that all
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applicable areas of an examination have been
considered and documented, the use of an in-
dexing system aids in the organization of work-
paper files. A general outline or index including
all examination areas provides a basis for orga-
nization to which a numbering or other sequen-
tial system can be assigned and applied to each
workpaper file.
When all workpapers pertinent to a specific

area of the examination have been completed, a
cover sheet listing the contents of each file
should be attached to the front to provide a
permanent record for reference. This permits not
only efficient location of a set of workpapers
pertinent to a specific area of the examination
(for example, cash or commercial loans), but
also facilitates the location of a specific analysis
(or other document) within the set.
Amounts or other pertinent information

appearing in more than one place in the work-
papers should be cross-referenced between the
analyses. A notation on the index, including
appropriate cross-referencing of those items
removed or filed elsewhere, facilitates location
of specific data and records and also helps to
prevent inadvertent loss of documents. An
example is the cross-referencing of net charge-
offs obtained in the review of the reserve for
possible loan losses to the amount approved in
the board of director’s minutes. Proper cross-
referencing is important because it—

• serves as a means of locating work performed
for a particular account or group of accounts.

• identifies the source of supporting amounts in
a particular analysis.

• facilitates the review of the workpapers.
• helps in following the workpapers during the
succeeding examination.

WORKPAPER RETENTION

Examiners should retain on a readily available
basis those workpapers from—

• the most recent full-scope Federal Reserve
examination.

• the most recent general EDP examination.
• examinations of banks requiring or recom-
mended for more than normal or special
supervisory attention (composite rating of 3, 4
or 5; consumer compliance rating of 3, 4 or 5;
EDP departments rated 4 or 5; or those subject
to administrative action such as civil money
penalties) until such banks are no longer the
subject of such scrutiny.

• examinations disclosing conditions that may
lead eventually to more than normal or special
supervisory attention, as described above,
until the supporting workpapers are no longer
appropriate.

• examinations disclosing conditions that lead,
or may eventually lead, to a criminal referral
or criminal investigation.

These guidelines are the minimum required
retention period for workpapers; longer reten-
tion periods may be set by individual Reserve
Banks.
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