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Dear Sirs and Madam;

The Financial Services Sector Coordinating Council (FSSCC)* appreciates the opportunity to provide
comment on the advanced notice of proposed rulemaking (ANPR), Enhanced Cyber Risk Management
Standards, jointly issued by the Board of Governors of the Federal Reserve System (Federal Reserve), the
Office of the Comptroller of the Currency (OCC), and the Federal Deposit Insurance Corporation (FDIC)
(the agencies).?

1 Established in 2002 by the financial sector, FSSCC coordinates critical infrastructure and homeland security
activities representing financial trade associations, financial utilities, and financial firms. FSSCC’s mission is to
strengthen critical infrastructure resiliency by identifying threats, promoting protection and preparedness,
collaborating with the federal government, and coordinating crisis response for the benefit of the financial services
sector, consumers and the nation. https://www.fsscc.org/About-FSSCC and charter
https://www.dhs.gov/sites/default/files/publications/FSSCC-Charter-03-15-508.pdf.

2 Enhanced Cyber Risk Management Standards, 81 Fed. Reg. 74315 (proposed Oct. 26, 2016),
www.federalregister.gov/documents/2016/10/26/2016-25871/enhanced-cyber-risk-management-standards.
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To develop these comments and recommendations, FSSCC facilitated a broad-based, cross-industry
collaboration that included member financial firms, utilities and exchanges, and trade associations,
representing a cross-section of the financial services industry.?

l. Convene a Collaborative Public-Private Sector Dialogue Before the ANPR Moves Forward.

The FSSCC recommends a robust public-private sector dialogue to address the critical
infrastructure policy questions raised in the ANPR. A collaborative dialogue could address the
complex questions, collective interest in enhancing the security and resiliency of the financial
services sector, and potential regulatory burden. This stakeholder process could leverage
existing venues, such as working through the Cybersecurity Profile Development Working Group
of the Critical Infrastructure Partnership Advisory Council (CIPAC). This would allow confidential
collaboration on shared objectives and identification of consensus-based cybersecurity
standards that make the sector systemically more secure [See Appendix A for a detailed
summary of CIPAC’s creation and mission].* Therefore, FSSCC encourages the agencies to initiate
an engagement with sector partners immediately to focus on the questions posed in the ANPR.

The dialogue could begin with a gap analysis to identify systemic security and management
priorities with a long term goal of harmonizing the fragmented regime of cyber rules,
regulations, guidance, and tools. Although the ANPR presents many questions for the sector,
FSSCC urges an initial focus on:

1) adopting a multifactor approach to applicability,

2) addressing third party compliance and substitutability,

3) specifying scenarios for incident and recovery planning,

4) promoting flexible risk-based governance and reporting principles, and
5) building a consensus on methods to quantify cybersecurity risk.

3 While the National Futures Association is a FSSCC member, it is a self-regulatory organization and did not
participate in the drafting of this submission.

4 The Department of Homeland Security (DHS) established CIPAC in 2006 to facilitate interaction among the public
sector and critical infrastructure owners and operators. The CIPAC is a forum for public and private sector entities
to organize as coordinating councils and jointly support and coordinate critical infrastructure security and
resilience efforts. It supports the implementation of the U.S. Department of Homeland Security’s (DHS) National
Infrastructure Protection Plan 2013: Partnering for Critical Infrastructure Security Resilience prepared in response
to the Presidential Policy Directive 21, Critical Infrastructure Security and Resilience.
https://www.dhs.gov/financial-services-working-groups and FSSCC Charter (March 2015), CIPAC Membership and
Representation, https://www.dhs.gov/financial-services-sector-council-charter-and-membership (last visited Feb.
13, 2017).

DHS provided that under the auspices of CIPAC, individual sectors could form CIPAC subgroups consisting of its
respective sector coordinating council and government coordinating council to address sector-specific concerns.
71 Fed. Reg. at 14932 (March 24, 2006). Under this authority, subgroups are afforded the protections under the
2006 notice and the Homeland Security Act of 2002, Section 871, which together exempt them from Federal
Advisory Committee Act constraints. 71 Fed. Reg. at 14933 (March 24, 2006). See Appendix A.
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A. Enhance National Cybersecurity through Sector Collaboration and Coordination

Financial services sector collaboration is proven by its history of demonstrable
achievements. Through the FSSCC, and other financial services coordination processes,
the sector has worked diligently for two decades to enhance cyber defenses in
collaboration with U.S. government, including the agencies and other critical
infrastructure sectors. In addition to the detailed list in Appendix B, the key cyber
accomplishments and initiatives of financial sector cyber collaboration include
establishing the Financial Services Information Sharing and Analysis Center (FS-ISAC),®
launching the Financial Services Sector Coordinating Council (FSSCC),° robustly engaging
in the joint private-public sector development of the National Institute of Standards and
Technology Framework for Improving Critical Infrastructure Cybersecurity (NIST
Framework),” developing and expanding 'Hamilton Series' of thirteen cybersecurity
tabletop exercises,® and building the Sheltered Harbor initiative to improve cyber
incident restoration capabilities.®

B. Improve National Cybersecurity and Reduce Private Sector Costs by Harmonizing
Fragmented Regulation

The FSSCC encourages all federal and state agencies to adhere to a common
cybersecurity approach developed in collaboration with industry, as was done with the
NIST Framework, when pursuing cybersecurity regulatory endeavors. The current web
of cybersecurity regulation is complex and marked by overlapping requirements,
guidance, and issuances from agencies and self-regulatory organizations with varying
oversight and responsibility. A focused effort to harmonize these regulations and other
requirements would improve the ability of the financial industry and regulators to meet
current needs and to adapt quickly to future cyber threats.

® Launched in 1999, FS-ISAC was established by the financial services sector in response to Presidential  Directive
No. 63, 63 Fed. Reg. 41804 (May 23, 1998). www.gpo.gov/fdsys/pkg/FR-1998-08-05/pdf/98-20865.pdf and
Homeland Security Presidential Directive No. 7, 39 Weekly Compilation of Presidential Documents 51,1816 - 1822
(December 22, 2003) www.hsdl.org/?abstract&did=441950 mandated that the public and private sectors share
information about physical and cyber security threats and vulnerabilities to help protect the U.S. critical
infrastructure. See infra Appendix B, 17.

® See supra at note 1.

" National Institute of Standards and Technology, Framework for Improving Critical Infrastructure Cybersecurity
Version 1.0 (Feb 12, 2014). www.nist.gov/cyberframework

® Seeinfra Appendix B, 17.

® See infra Part II(D)(ii) Accommodate Sheltered Harbor Enabled Recovery Planning and Preservation of Record
Requirements, 10, and Appendix B, 17.



