


agree that senior management is ultimately responsible for the firm’s risk management framework.
However, per IIA Standard 1111: Direct Interaction with the Board, we believe it would be beneficial to
acknowledge in this section that the Chief Audit Executive (CAE), as the independent representative of the
third line of defense, is expected to report risk and control issues to the board, as well. Standard 1111
states, “The chief audit executive must communicate and interact directly with the board.” This view is
already reflected in the Federal Reserve guidance section lll, Core Principles of Independent Risk
Management and Controls, 2. Chief Audit Executive (page 30), specifically: “The CAE should report findings,
issues, and concerns to the board’s audit committee and senior management.” We believe that including it
earlier in section | of Core Principles of Effective Senior Management will serve to clarify the guidance.

Question 3. What, if any, aspects of the structure and coverage of IRM and controls should be addressed more
specifically by the guidance?

Federal Reserve guidance set forth in section Ill, Core Principles of Independent Risk Management and
Controls, 2. Chief Audit Executive (page 30), explains the principle that “the CAE should have clear roles and
responsibilities to establish and maintain an internal audit function that is appropriate for the size,
complexity, and risk profile of the firm.” We agree with this principle, as we take this to mean that internal
audit should be empowered to hire adequate personnel with required skill sets as appropriate to the size,
complexity, and risk profile of the firm. This guidance follows IlIA Standard 1210: Proficiency, which states,
“Internal auditors must possess the knowledge, skills, and other competencies needed to perform their
individual responsibilities. The internal audit activity collectively must possess or obtain the knowledge,
skills, and other competencies needed to perform its responsibilities.”

Furthermore, the Federal Reserve guidance set forth in D. Internal Audit (page 35) explains the principle
that “the internal audit function should examine, evaluate, and perform independent assessments of the
firm’s risk management and internal control systems and report findings to senior management and the
firm’s audit committee.” We believe this principle to be accurate, as reflected in llA Standard 2120: Risk
Management, and IIA Standard 2130: Control. Standard 2120 states, “The internal audit activity must
evaluate the effectiveness and contribute to the improvement of risk management processes;” and
Standard 2130: Control states, “The internal audit activity must assist the organization in maintaining
effective controls by evaluating their effectiveness and efficiency and by promoting continuous
improvement.” Additionally, we note that SR 13-1 Supplemental Policy Statement on the Internal Audit
Function and Its Outsourcing already provides extensive guidance relevant to this section.

Question 6. Other supervisory communications have used the term “risk appetite” instead of “risk tolerance.”
Are the terms “risk appetite” and “risk tolerance” used interchangeably within the industry, and what
confusion, if any, is created by the terminology used in this guidance?

The llA believes that, while the terms risk appetite and risk tolerance are currently used interchangeably
within the industry, they are not necessarily synonymous. According to the IPPF, The lIA defines risk
appetite as, “The level of risk that an organization is willing to accept.” While The IIA does not define risk
tolerance, The Committee of Sponsoring Organizations of the Treadway Commission (COSO), of which The
lIA is a part, defines risk tolerance as, “The acceptable variation in outcomes related to specific performance
measures that are linked to objectives the entity seeks to achieve.” While some supervisors have chosen not
to use risk tolerance in their vocabulary, The IIA still sees value in differentiating the two terms, especially in
the financial services context. When used in operations environments, we tend to see the term risk tolerance
used to indicate acceptable risk exposure variations around a given objective, while risk appetite tends to be
used in the context of fixed limits for risk exposure or for the statement explaining the static risk exposures
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