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Submitter: James Hunter Poole, Executive Chairman & CEO, Obelisk Tech Systems Inc. | CAGE 9SOLS |
UEI U34MSJ6A6413 | Thomasville, Georgia | HUBZone-certified | ITAR DS-2032 registrant

Re: Modified System of Records BGFRS-14, 91 FR 12802 (Mar. 17, 2026);
associated OMB Control No. 7100-0328 (CFPB G; ICP-202602);
delegation under 12 CFR Part 265.

Attachment: FRS-2026-1024-0001 BGFRS-14 April 11 2026 James Poole Obelisk.pdf (11 sections,
incorporated by reference).

Obelisk submits this comment under 5 U.S.C. § 552a(e)(4) and (e)(11); 5 U.S.C. §§ 553, 555(e), 706; 44
U.S.C. §§ 3506-3507; E-Government Act § 208; OMB Circulars A-108 and A-123 (2026); and 44 U.S.C.
chs. 29, 31, 33. Obelisk does not oppose the Board's authority under 12 U.S.C. §§ 248, 302, 485, 521 to
maintain director records, but formally challenges the scope and internal-control posture of the
modification for the reasons set forth in the attachment.

Specific objections.

(1) The § 552a(k)(5) exemption is narrowly cabined to records compiled solely for suitability
determinations and cannot be invoked across a mixed-use general-file system.

(2) No Privacy Impact Assessment has been published under E-Government Act § 208 despite new
collection on non-employee candidates and their assistants.

(3) "News and other information databases" is not a source category under A-108 § 6(c) and lacks
authentication and chain-of-custody controls.

(4) The retention standard "may be destroyed when no longer needed" is not a NARA-approved
disposition authority and violates the Federal Records Act.

(5) No A-123 (2026) internal-control matrix linking identified risks to control activities has been
published.

(6) Narrowing the system-specific routine use and invoking § 552a(k)(5) collaterally amends 12 CFR Part
261a access procedures without independent § 553 notice and comment.

(7) 12 CFR Part 265 delegation authority operates without a publicly accessible registry, qualification
standards, or public-audit trails — creating an asymmetry between controlled private actors subject to
OMB 7100-0328 and uncontrolled federal delegation authority.

(8) The notice fails to reconcile cumulative Paperwork Reduction Act burden across BGFRS-14 and ICP-
202602 (presently open until May 18, 2026).

Documentation requested on the administrative record: the § 208 PIA; the A-123 (2026) control matrix
specific to BGFRS-14; the § 552a(r) advance report to OMB and Congress; identification of any
matching programs under § 552a(a)(8); Data Integrity Board review under § 552a(u); the NARA
disposition authority for candidate records; cumulative PRA burden reconciliation with OMB 7100-0328;
the authentication and chain-of-custody controls for third-party database ingestion; and any Board OIG
consultations concerning BGFRS-14 in the prior 36 months.



Obelisk reserves all rights under the APA, Privacy Act, PRA, E-Government Act, Federal Records Act,
and Information Quality Act, and reserves the right to file linked comments on ICP-202602.

Failure to respond substantively will constitute reviewable agency action under 5 U.S.C. § 706.
Respectfully submitted,
James Hunter Poole — April 11, 2026
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DEBT LIMIT

Highlights

GAO-26-107872

Disrupt Financial Markets
March 2026

A report to Congress.

For more information, contact: Michael E. Clements at clementsm@gao.gov, Michael Hoffman at hoffmanme@gao.gov, or James R.
McTigue Jr. at mctiguej@gao.gov.

Prolonged Negotiations Increase Taxpayer Costs and

What GAO Found

Debt limit impasses impose avoidable costs. As a projected date nears when the
U.S. will be unable to meet all its financial obligations—the X date—investors
often demand higher yields on new Treasury securities maturing near that date to
compensate for the added risk. This increases the government’s borrowing costs.
GAO estimates that Treasury securities issued during periods of acute market
concern over impasses between 2011 and 2023—the most recent impasses with
complete data available at the time of GAQ’s analysis—incurred a total of roughly
$107 million to $161 million in increased immediate borrowing costs (in 2024
dollars), depending on the measure used to estimate market concern. Impasses
also impose additional, hard-to-quantify costs, including long-term costs from
reduced investor confidence in the Treasury market.

Estimated Immediate Treasury Borrowing Costs Associated with Debt Limit
Impasses

Estimated borrowing cost increase (2024 dollars in millions)
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Source: GAO analysis of data from the Department of the Treasury, the Federal Reserve Bank of St. Louis, and Bloomberg. | GAO-26-107872

Note: For each impasse, GAO used two distinct measures of market concern to estimate increased
borrowing costs. For more details, see fig. 2 in GAO-26-107872.

Debt limit impasses have also reduced the market value of outstanding Treasury
securities. Market participants avoided securities maturing near a projected X-
date, as those maturing after this date would be the first to default if the impasse
were not resolved in time. GAQO’s analysis found that these securities lost value
relative to comparable ones maturing just before the X-date.

Impasse disruptions to Treasury markets can spread to short-term funding
markets and funds closely tied to Treasury securities. In 2011 and 2013, such
disruptions included higher borrowing rates and money market fund outflows.
These disruptions prompted market participant actions to limit risk and manage
future impasse effects. However, other disruptions can occur after impasses are
resolved, as fluctuations in the Department of the Treasury’s cash balance create
volatility in some markets.

GAO'’s prior work has identified longstanding concerns about the debt limit (GAO-
25-107089). The current debt limit process creates an unnecessary risk of U.S.
default, with potentially devastating consequences for individuals, financial
institutions, and the broader economy. The costs and market disruptions
documented in this report further underscore the need for debt limit reform.

Why GAO Did This Study

Congress imposes a legal limit on
federal borrowing, known as the debt
limit. Under the current process,
Congress can approve spending
increases or tax cuts without also
ensuring that Treasury has sufficient
borrowing authority to finance these
decisions. In recent years, when the
federal government has approached the
debt limit, prolonged congressional
negotiations on increasing or
suspending the limit have repeatedly
brought it close to being unable to
continue paying obligations stemming
from past spending and revenue
decisions. If Treasury exhausts its
borrowing authority and runs out of
cash, a default will occur.

In this report, GAO examines how debt
limit impasses—where outstanding debt
reached the limit and Congress did not
immediately raise or suspend it—
between 2011 and 2023 affected
Treasury’s borrowing costs and U.S.
financial markets more broadly.

GAO analyzed financial market data
and developed a suite of econometric
models to estimate increased borrowing
costs attributable to these impasses.
GAO also reviewed relevant research,
documentation, and laws. In addition,
GAO interviewed agency officials and
17 financial market participants,
selected to reflect a range of institution
types and sizes.

What GAO Recommends

GAO previously outlined alternatives to
the current debt limit process and
recommended that Congress replace it
with an approach that links debt
decisions to spending and revenue
decisions at the time they are made
(GAO-15-476 and GAO-25-107089).
GAO maintains that it is imperative that
Congress take this action to prevent the
recurring adverse effects of debt limit
impasses.

United States Government Accountability Office
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OFFICE OF MANAGEMENT AND BUDGET
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TO THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

SUBJECT: Federal Agency Responsibilities for Review, Reporting, and Publication
under the Privacy Act
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Publishing Matching Notices
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10. Privacy Act Implementation Rules

11. Privacy Act Exemption Rules

12. Privacy Act Reviews

13. Annual FISMA Privacy Review and Report
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15. Agency Website Posting

16. Government-wide Responsibilities

17. Effectiveness

18. Inquiries
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Appendix | - Summary of Key Requirements

Appendix Il — Office of the Federal Register SORN Template — Full Notice

Appendix Il — Office of the Federal Register SORN Template — Notice of Revision
Appendix IV — Office of the Federal Register Notice of Rescindment Template

Appendix V — Office of the Federal Register Matching Notice Template — Full Notice
Appendix VI — Office of the Federal Register Matching Notice Template — Notice of Revision



1. Purpose

This Office of Management and Budget (OMB) Circular describes agency responsibilities for
implementing the review, reporting, and publication requirements of the Privacy Act of 1974
(“the Privacy Act”),! and related OMB policies. This Circular supplements and clarifies existing
OMB guidance, including OMB Circular No. A-130, Managing Information as a Strategic
Resource,? Privacy Act Implementation: Guidelines and Responsibilities,® Implementation of the
Privacy Act of 1974: Supplementary Guidance,* and Final Guidance Interpreting the Provisions
of Public Law 100-503, the Computer Matching and Privacy Protection Act of 1988.° All OMB
guidance is available on the OMB website.®

This Circular establishes general requirements. Agencies shall coordinate with OMB when
implementing these general requirements and shall consult other OMB guidance documents and

OMB’s Office of Information and Regulatory Affairs (OIRA) for the most up-to-date
information.

2. Authorities

OMB issues this Circular pursuant to the following authorities:
a. Privacy Act of 1974;’

b. Paperwork Reduction Act of 1995;8 and

c. Federal Information Security Modernization Act of 2014.°
3. Applicability

This Circular applies to all agencies and records subject to the Privacy Act.©

15 U.S.C. § 552a.

2 OMB Circular No. A-130, Managing Information as a Strategic Resource (July 28, 2016), available at
https://www.whitehouse.gov/sites/default/files/omb/assets’fOMB/circulars/al30/al130revised.pdf. The reissuance of
Circular A-108 replaces the reporting and publication requirements in Appendix I of the 2000 version of Circular A-
130. Seeid. at n.115.

3 Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed. Reg. 28,948 (July 9, 1975), available at
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation_guidelines.pdf.

# Implementation of the Privacy Act of 1974: Supplementary Guidance, 40 Fed. Reg. 56,741 (Dec. 4, 1975), available
at https://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation1974.pdf.

5 Final Guidance Interpreting the Provisions of Public Law 100-503, the Computer Matching and Privacy Protection
Act of 1988, 54 Fed. Reg. 25,818 (June 19, 1989), available at
https://www.whitehouse.gov/sites/default/files/omb/inforeg/final_guidance pl100-503.pdf.

& OMB’s privacy guidance is available at https://www.whitehouse.gov/omb/inforeg_infopoltech.

75 U.S.C. § 552a.

844 U.S.C. 8§ 3501-3521.

°1d. 8§ 3551-3558.

10 See 5 U.S.C. § 552a(a)(1), (4).
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4. Background

The Privacy Act of 1974, which has been in effect since September 27, 1975, sets forth a series
of requirements governing Federal agency practices with respect to certain information about
individuals. Although the Privacy Act places principal responsibility for compliance on
agencies, the statute requires the Director of OMB to develop guidelines and provide continuing
assistance to and oversight of implementation by agencies.!*

OnJuly 1, 1975, OMB issued OMB Circular No. A-108, Responsibilities for the Maintenance of
Records About Individuals by Federal Agencies, along with Privacy Act Implementation:
Guidelines and Responsibilities (“Privacy Act Guidelines”).!? Circular A-108 provided guidance
on agencies’ responsibilities under the Privacy Act, while the Privacy Act Guidelines provided
more detailed implementation guidance for the statute. On September 30, 1975, OMB issued a
supplement to Circular A-108 providing expanded guidance on the reporting requirements of the
Privacy Act.!® This additional guidance on reporting requirements, which was subsequently
updated,** superseded the preliminary guidance on reporting requirements contained in the
Privacy Act Guidelines.

On December 12, 1985, OMB issued OMB Circular No. A-130, Management of Federal
Information Resources.’® Circular A-130 established policies for the management of Federal
information resources, including procedural and analytic guidelines for implementing specific
aspects of the policies. Circular A-130 rescinded Circular A-108 and replaced it with an
Appendix I, Federal Agency Responsibilities for Maintaining Records About Individuals.
Appendix | to Circular A-130 reissued the pertinent guidance in the rescinded Circular A-108
and provided further explanation of the requirements in the Privacy Act. OMB has revised
Circular A-130 several times since its inception, including by incorporation of the requirements
of the Computer Matching and Privacy Protection Act of 1988.1°

With the reissuance of Circular A-108, OMB is revising and relocating the guidance that since
1985 had been included in Appendix I to Circular A-130. The reissued Circular A-108, Federal
Agency Responsibilities for Review, Reporting, and Publication under the Privacy Act, replaces
the November 28, 2000 version of Appendix I to Circular A-130 and supplements OMB’s
Privacy Act Guidelines, which remain in effect. OMB has also revised and reissued Circular A-

11 See id. § 552a(v).

12 Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed. Reg. 28,948 (July 9, 1975), available at
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation_guidelines.pdf.

13 OMB Circular No. A-108, Transmittal Memorandum No. 1, Responsibilities for the maintenance of records about
individuals by Federal agencies (Sept. 30, 1975).

14 See, e.g., OMB Circular No. A-108, Transmittal Memorandum No. 3, Privacy Act implementation and revised
guidance on new systems report (May 17, 1976).

15 OMB Circular A-130, Management of Federal Information Resources, 50 Fed. Reg. 52,730 (Dec. 24, 1985).

16 See OMB Circular A-130, Management of Federal Information Resources, 58 Fed. Reg. 36,068 (July 2, 1993).
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130, Managing Information as a Strategic Resource, which provides guidance on the
management of agencies’ privacy programs.*’

5. Definitions
For the purpose of this Circular:

a. The terms “agency,” “individual,” “maintain,” “matching program,” “non-Federal agency,”
“recipient agency,” “record,” “routine use,” “source agency,” and “system of records,” are
defined in the Privacy Act.'®

b. Data Integrity Board. The term “Data Integrity Board” means the board of senior officials
designated by the head of an agency that is responsible for, among other things, reviewing
the agency’s proposals to conduct or participate in a matching program and conducting an
annual review of all matching programs in which the agency has participated.’® Ata
minimum, the Data Integrity Board includes the Inspector General of the agency, if any, and
the senior official designated by the head of the agency as responsible for implementation of
the Privacy Act? (i.e., the Senior Agency Official for Privacy).

c. Matching agreement. The term “matching agreement” means a written agreement between
a recipient agency and a source agency (or a non-Federal agency) that is required by the
Privacy Act for parties engaging in a matching program.?*

d. Matching notice. The term “matching notice” means the notice published by an agency in
the Federal Register upon the establishment, re-establishment, or modification of a matching
program that describes the existence and character of the matching program.?? A matching
notice identifies the agencies involved, the purpose(s) of the matching program, the authority
for conducting the matching program, the records and individuals involved, and additional
details about the matching program.

e. Senior Agency Official for Privacy. The term “Senior Agency Official for Privacy” means
the senior official, designated by the head of each agency, who has agency-wide
responsibility for privacy, including implementation of privacy protections; compliance with
Federal laws, regulations, and policies relating to privacy; management of privacy risks at the
agency; and a central policy-making role in the agency’s development and evaluation of
legislative, regulatory, and other policy proposals.

17 OMB Circular No. A-130, Managing Information as a Strategic Resource (July 28, 2016), available at
https://www.whitehouse.gov/sites/default/files/omb/assets/fOMB/circulars/al130/a130revised.pdf.

18 See 5 U.S.C. § 552a(a)(1)-(5), (7)-(11).

19 See id. § 552a(u).

20 See id. § 552a(u)(2).

21 See id. § 552a(0).

22 See id. § 552a(e)(12).
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f. System of records notice. The term “system of records notice” (SORN) means the notice(s)
published by an agency in the Federal Register upon the establishment and/or modification
of a system of records describing the existence and character of the system.?? A SORN
identifies the system of records, the purpose(s) of the system, the authority for maintenance
of the records, the categories of records maintained in the system, the categories of
individuals about whom records are maintained, the routine uses to which the records are
subject, and additional details about the system as described in this Circular. As explained in
this Circular, a SORN may be comprised of a single Federal Register notice addressing all of
the required elements that describe the current system of records, or it may be comprised of
multiple Federal Register notices that together address all of the required elements.

6. Publishing System of Records Notices

a. General. The Privacy Act requires agencies to publish a SORN in the Federal Register
describing the existence and character of a new or modified system of records.?* A SORN is
comprised of the Federal Register notice(s) that identifies the system of records, the
purpose(s) of the system, the authority for maintenance of the records, the categories of
records maintained in the system, the categories of individuals about whom records are
maintained, the routine uses to which the records are subject, and additional details about the
system. The requirement for agencies to publish a SORN allows the Federal Government to
accomplish one of the basic objectives of the Privacy Act — fostering agency accountability
through public notice.

b. When to Publish a System of Records Notice. Agencies are required to publish a SORN in
the Federal Register when establishing a new system of records and must also publish notice
in the Federal Register when making significant changes to an existing system of records.
As a general matter, significant changes are those that are substantive in nature and therefore
warrant a revision of the SORN in order to provide notice to the public of the character of the
modified system of records. The following are examples of significant changes:

(1) A substantial increase in the number, type, or category of individuals about whom
records are maintained in the system. For example, a system covering physicians that
is being expanded to include other types of health care providers (e.g., nurses or
technicians) would require a revised SORN. Increases attributable to normal growth
in a single category of individuals generally would not require a revised SORN.

(2) A change that expands the types or categories of records maintained in the system.
For example, a benefit system that originally included only earned income
information that is being expanded to include unearned income information would
require a revised SORN.

(3) A change that modifies the scope of the system. For example, the combining of two
or more existing systems of records.

23 See id. § 552a(e)(4).
2% See id.



(4) A change that modifies the purpose(s) for which the information in the system of
records is maintained.

(5) A change in the agency’s authority to maintain the system of records or maintain,
collect, use, or disseminate the records in the system.

(6) A change that modifies the way in which the system operates or its location(s) in such
a manner as to modify the process by which individuals can exercise their rights
under the statute (e.g., to seek access to or amendment of a record).

(7) A change to equipment configuration (either hardware or software), storage protocol,
type of media, or agency procedures that expands the availability of, and thereby
creates substantially greater access to, the information in the system. For example, a
change in the access controls that substantially increases the accessibility of the
information within the agency.

(8) A new routine use or significant change to an existing routine use that has the effect
of expanding the availability of the information in the system.?®

(9) The promulgation of a rule to exempt a system of records from certain provisions of
the Privacy Act.?®

This is not an exhaustive list of significant changes that would require a revised SORN.
Other changes to a system of records would require a revised SORN if the changes are
substantive in nature and therefore warrant additional notice. If an agency has questions
about whether particular changes to a system of records are significant, the agency shall
contact OIRA for assistance.

c. What to Publish in a System of Records Notice. Each notice of a new or modified system of
records shall be drafted using the Office of the Federal Register SORN templates, which are
provided in the appendices to this Circular. When an agency establishes a new system of
records, the SORN is comprised of a single Federal Register notice that includes all of the
required elements that are identified in Appendix Il to this Circular, Office of the Federal
Register SORN Template — Full Notice. When an agency modifies an existing system of
records, the agency may choose to publish a Federal Register notice that includes all of the
required elements identified in Appendix Il, or a notice that includes the elements that are
identified in Appendix Il to this Circular, Office of the Federal Register SORN Template —
Notice of Revision, as well as any other elements that are being revised.

25 See Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed. Reg. 28,948, 28,963 (July 9, 1975),
available at http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation_guidelines.pdf.

% A Privacy Act exemption rule that is part of a report of a new or significantly modified system of records may also
be reviewed by OMB under applicable regulatory review procedures (see section 11 of this Circular for information
about Privacy Act exemption rules).
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d. Who Publishes a System of Records Notice. The agency responsible for maintaining a
system of records (including by providing for the operation of a system of records by a
contractor on behalf of the agency) publishes the SORN.?" Publication shall occur at the
agency level, rather than the sub-agency, component, or program level. If a system of
records will be maintained by a sub-agency or component of an agency, the broader agency
shall publish the SORN and specify the sub-agency or component of the agency that will
maintain the system of records. For example, the Department of the Treasury publishes
SORNSs covering systems of records maintained by the Internal Revenue Service.

e. Timing of a System of Records Notice.?® A new or revised SORN is effective upon
publication in the Federal Register, with the exception of any new?® or significantly modified
routine uses. As soon as a SORN is published in the Federal Register the agency may begin
to operate the system of records — the agency may collect, maintain, and use records in the
system, and the agency may disclose records pursuant to any of the conditions of disclosure
in subsection (b) of the Privacy Act other than a new or significantly modified routine use.
Any new or significantly modified routine uses require a minimum of 30 days after
publication in the Federal Register before the routine uses are effective and may be used as
the basis for disclosure of a record in the system.°

Agencies shall publish notice of any new or significantly modified routine use sufficiently in
advance of the proposed effective date of the routine use to permit time for the public to
comment and for the agency to review those comments. In no circumstance may an agency
use a new or significantly modified routine use as the basis for a disclosure fewer than 30
days following Federal Register publication.®*

If an agency receives public comments on a published SORN, the agency shall review the
comments to determine whether any changes to the SORN are necessary. If the agency
determines that significant changes to the SORN are necessary, the agency shall publish a
revised SORN. If the agency determines that significant changes to the routine uses or
additional routine uses are necessary, the agency shall provide an additional 30-day public
comment and review period.

f. Rescindment of a System of Records Notice. When an agency stops maintaining a
previously established system of records, the agency shall publish a notice of rescindment in
the Federal Register. Each notice of rescindment shall be drafted using the Office of the
Federal Register Notice of Rescindment Template, which is provided in Appendix IV to this
Circular. The notice of rescindment shall identify the system of records, explain why the
SORN is being rescinded, and provide an account of what will happen to the records that

27 The exception to this requirement is in the case of a SORN for a government-wide system of records. For a
government-wide system of records, the agency with government-wide responsibility shall publish the SORN (see
section 6(i) of this Circular for information about government-wide systems of records).

28 Agencies may not publish a SORN in the Federal Register until they have provided advance notice of the proposal
to OMB and Congress pursuant to the reporting instructions in section 7 of this Circular.

2% New routines uses include any routine uses that the agency is newly applying to the specific system, including
routine uses that may already have been established for other systems of records.

% See 5 U.S.C. § 552a(e)(11).

3 See id.



were previously maintained in the system. If the records in the system of records will be
combined with another system of records or maintained as part of a new system of records,
the notice of rescindment shall direct members of the public to the SORN for the system that
will include the relevant records.

There are many reasons why agencies may need to rescind a SORN. For example, the
Privacy Act provides that an agency may only collect or maintain in its records information
about individuals that is relevant and necessary to accomplish a purpose that is required by
statute or executive order.3? If a system of records is comprised of records that no longer
meet that standard, the Privacy Act may require that the agency stop maintaining the system
and expunge the records in accordance with the requirements in the SORN and the applicable
records retention or disposition schedule approved by the National Archives and Records
Administration.

g. Format and Style of a System of Records Notice. Agencies shall draft SORNSs in plain
language with an appropriate level of detail to ensure that the public is properly informed
about the character of the system of records.3® Agencies shall follow the publication format
in the Office of the Federal Register SORN templates, which are provided in the appendices
to this Circular. In addition, agencies shall consult the Office of the Federal Register’s
Document Drafting Handbook for general guidance on drafting Federal Register notices.>*

h. Scope of a System of Records. The Privacy Act requires agencies to publish a separate
SORN for each system of records. Before developing a SORN, agencies shall carefully
consider the proper scope of the system of records. Agencies have discretion in determining
what constitutes a system of records for purposes of preparing a notice.®®> However, agencies
shall consider the following general factors when determining whether a group of records
will be treated as a single system or multiple systems for the purposes of the Privacy Act:

(1) The agency’s ability to comply with the requirements of the Privacy Act and facilitate
the exercise of the rights of individuals.3

(2) The informative value of the notice. Agencies shall consider whether a single SORN
or multiple SORNs would provide the most informative notice to the public about the
existence and character of the system(s).%’

32 See id. § 552a(e)(1).

33 See Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed. Reg. 28,948, 28,962 (July 9, 1975),
available at http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation_guidelines.pdf.

34 Document Drafting Handbook, Office of the Federal Register, National Archives and Records Administration,
available at http://www.archives.gov/federal-register/write/handbook/.

35 See Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed. Reg. 28,948, 28,952, 28,962-63 (July 9,
1975), available at
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation_guidelines.pdf.

3 See id.

37 See id. at 28,962-63.
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(3) The agency’s ability to be responsive to individual access requests. Agencies shall
consider whether a single SORN or multiple SORNs would provide the best notice to
individuals regarding how and where they may request access to their records
maintained in the system(s) and would allow the agency to most effectively respond
to such requests.3®

(4) The purpose(s) and use(s) of the records.® If different groups of records are used for
distinct purposes, it may be appropriate to treat those different groups of records as
separate systems. Although different groups of records may serve a general common
purpose, agencies shall also consider whether different routine uses or security
requirements apply to the different groups, or whether the groups are regularly
accessed by different employees of the agency.

(5) The cost and convenience to the agency, but only to the extent consistent with the
above considerations regarding compliance and individual rights.*°

Considerable latitude is left to agencies in defining the scope or grouping of records that
constitute a system of records. An agency may choose to consider the entire group of records
for a particular program as a single system, or the agency may consider it appropriate to
segment a group of records (e.g., by function or geographic unit) and treat each segment as a
system of records to provide better notice to the public.** When an agency chooses to
segment a group of records into separate systems of records, the agency shall nevertheless
ensure that the SORN for each segment clearly describes any linkages that exist between the
different systems of records based on the retrieval of the records. For example, if records
described in different SORNSs are in fact linked together through a central indexing or
retrieval capability such that an employee or contractor retrieving records described in one
SORN would necessarily also retrieve and gain access to records described in another SORN,
the agency shall explain this linkage in the “Policies and Practices for Retrieval of Records”
section of both SORNSs.

i. Government-Wide System of Records. A government-wide system of records is a system of
records where one agency has regulatory authority over records in the custody of multiple
agencies, and the agency with regulatory authority publishes a SORN that applies to all of the
records regardless of their custodial location. The application of a government-wide SORN
ensures that privacy practices with respect to the records are carried out uniformly across the
Federal Government in accordance with the rules of the responsible agency. For a
government-wide system of records, all agencies — not just the agency with government-wide
responsibilities — are responsible for complying with the terms of the SORN and the
applicable requirements in the Privacy Act, including the access and amendment provisions
that apply to records under an agency’s control.

3% See id.
3 See id.
40 See id. at 28,952.
41 See id.



As a general matter, a government-wide system of records is appropriate when one agency
has government-wide responsibilities that involve administrative or personnel records
maintained by other agencies. For example, the Office of Personnel Management has
published a number of government-wide SORNSs relating to the operation of the Federal
Government’s personnel programs. Agencies shall coordinate with OIRA whenever they are
considering the need for a new government-wide system of records.

All government-wide systems of records necessarily affect multiple agencies that will have
custody of the records in the system. Accordingly, one step of OMB’s review of a new or
modified government-wide system of records will involve an interagency review process that
allows other affected agencies to review the proposal and provide comments. Once the
agency with regulatory authority has published a government-wide SORN, no other agency
shall publish a SORN that duplicates the existing government-wide SORN, unless such
publication has been approved by OMB.

System of Records Operated by a Contractor.*? When an agency provides by contract for
the operation by or on behalf of the agency of a system of records to accomplish an agency
function, the agency shall cause the requirements of the Privacy Act to be applied to the
system, limited only by the agency’s authority to do s0.*® In such cases, the system operated
by the contractor is, in effect, deemed to be maintained by the agency.** The agency shall
publish a SORN for the system, establish an appropriate routine use to permit disclosure of
records to the contractor for the purpose of operating the system, and, to the extent consistent
with the agency’s authority, incorporate enforceable clauses in the contract and statement of
work to ensure that the contractor complies with all applicable requirements of the statute
and OMB policies.

Agencies shall design their procurement practices to ensure that all contracts that involve the
creation, collection, use, processing, storage, maintenance, dissemination, disclosure, or
disposal of information that identifies and is about individuals are reviewed and approved by
the Senior Agency Official for Privacy before award to help evaluate whether a system of
records will be established and, if so, to include appropriate clauses in the contract.*® The
Senior Agency Official for Privacy shall have access to a complete and accurate list of all of
the agency’s contracts involving information that identifies and is about individuals, and
shall establish a process to ensure that the language of each contract is sufficient and that the
applicable requirements in the Privacy Act and OMB policies are enforceable on the
contractor and its employees consistent with the agency’s authority.

“2 In cases where an agency acts as a service provider for one or multiple agencies, all agencies involved must ensure
compliance with applicable Privacy Act requirements.

43 See 5 U.S.C. § 552a(m).

44 See Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed. Reg. 28,948, 28,976 (July 9, 1975),
available at http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation_guidelines.pdf.

4 See id.
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k. Routine Uses. A routine use is a particular kind of disclosure of a record outside of the

agency maintaining the system of records.*® To qualify as a routine use, the disclosure must
be for a purpose that is compatible with the purpose for which the information was originally
collected.*” The routine use provision of the Privacy Act functions as one of the exceptions
to the statute’s general prohibition against the disclosure of a record without the written
consent of the individual to whom the record pertains.*®

The Privacy Act requires agencies to describe each routine use of the records contained in the
system of records, including the categories of users of the records and the purpose of the
use.*® Agencies may only establish routine uses for a system by explicitly publishing the
routine uses in the relevant SORN.®® Agencies are strongly encouraged to publish all routine
uses applicable to a system of records in a single Federal Register notice for that system.
However, some agencies choose to publish a separate notice of routine uses that are
applicable to many systems of records at the agency, and then incorporate them by reference
into the notices for specific systems to which they apply. When incorporating such routine
uses by reference, agencies shall ensure that the routine use section of the SORN clearly
indicates which of the separately published routine uses apply to the system of records and
includes the Federal Register citation where they have been published.

Routine uses shall be narrowly tailored to address a specific and appropriate use of the
records. Agencies shall describe each routine use with sufficient clarity and specificity to
ensure that members of the public who are unfamiliar with the system or the agency’s
program can understand the uses to which the records are subject.>! Overly broad or
ambiguous language would undermine the purpose of the routine use notice requirement and
shall be avoided. A routine use that only applies to certain records in a system of records
should indicate its limited scope.

Before establishing a routine use, an agency must determine that it has the necessary
authority to make disclosures under the routine use and that the routine use is appropriate.
As explained in OMB’s Privacy Act Guidelines, a routine use may be appropriate when the
use of the record is necessary for the efficient conduct of government, and when the use is
both related to and compatible with the original purpose for which the information was
collected (e.g., the development of a sampling frame for an evaluation study or other
statistical purposes).>> Moreover, the concept of compatibility comprises both functionally
equivalent uses of the information as well as other uses of the information that are necessary
and proper (e.g., a disclosure to the National Archives and Records Administration to

46 See Implementation of the Privacy Act of 1974: Supplementary guidance, 40 Fed. Reg. 56,741, 56,742 (Dec. 4,

1975), available at https://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation1974.pdf.

47 See 5 U.S.C. § 552a(a)(7).

48 See id. § 552a(b)(3).

49 See id. § 552a(e)(4)(D).

%0 See id.

51 See Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed. Reg. 28,948, 28,963 (July 9, 1975),

available at http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation _guidelines.pdf.

52 See id. at 28,953-54.
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conduct records management activities pursuant to specific statutory authority).>

Agencies shall publish notice of any new or significantly modified routine uses sufficiently
in advance of the proposed effective date of the routine uses to permit time for the public to
comment and for the agency to review those comments.>* In all cases, the Privacy Act
requires agencies to publish any new or modified routine use at least 30 days before the
effective date of the routine use.>® An agency shall not disclose any records pursuant to a
new or modified routine use until after the 30-day comment period has ended and the agency
has considered any comments from the public and determined that no further modifications
are necessary.

If an agency determines that an existing routine use is no longer necessary or appropriate, the
agency shall immediately discontinue all disclosures under the routine use and shall publish a
revised SORN in the Federal Register rescinding the routine use. Moreover, if an agency
determines that the routine uses in a SORN do not accurately and completely describe all
routine use disclosures to which the records in the system are subject, the agency shall
discontinue any disclosures that are not accurately and completely described and revise the
routine uses in the SORN to accurately and completely describe those disclosures.

Information Collections and Privacy Act Statements. If an agency will be collecting
information as part of a new or modified system of records, the agency may need to comply
with additional requirements, including those in the Paperwork Reduction Act,® the E-
Government Act of 2002,>" and related OMB guidance. Agencies (and their contractors)
shall meet all applicable requirements before they begin collecting the information. For
guidance on whether and how these statutes and OMB policies apply to a collection activity,
agencies shall consult OMB guidance and contact OIRA.

Moreover, if an agency asks individuals to supply information that will become part of a
system of records, the agency is required to provide a Privacy Act statement on the form used
to collect the information or on a separate form that can be retained by the individual.®® The
agency shall provide a Privacy Act statement in such circumstances regardless of whether the
information will be collected on a paper or electronic form, on a website, on a mobile
application, over the telephone,> or through some other medium. This requirement ensures
that the individual is provided with sufficient information about the request for information

%3 See Guidance on the Privacy Act Implications of “Call Detail” Programs to Manage Employees’ Use of the
Government’s Telecommunications Systems, 52 Fed. Reg. 12,990, 12,993 (Apr. 20, 1987), available at
https://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/quidance_privacy_act.pdf.

54 See Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed. Reg. 28,948, 28,966 (July 9, 1975),
available at http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation_guidelines.pdf.

% See 5 U.S.C. § 552a(e)(11).

%44 U.S.C. 8§ 3501-3521.

744 U.S.C. § 3501 note.

%8 See 5 U.S.C. § 552a(e)(3).

%9 When information is collected over the telephone, the agency shall orally provide the required information and
provide a means by which the individual can receive the information in writing.
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to make an informed decision on whether or not to respond.®
The Privacy Act statement shall include a plain-language description of:

(1) the authority (whether granted by statute or executive order) that authorizes the
solicitation of the information and whether disclosure of such information is
mandatory or voluntary;

(2) the principal purpose(s) for which the information is intended to be used,
(3) the published routine uses to which the information is subject;®*

(4) the effects on the individual, if any, of not providing all or any part of the requested
information; and

(5) an appropriate citation (and, if practicable, a link) to the relevant SORN(S).

7. Reporting Systems of Records to OMB and Congress

a. General. The Privacy Act requires each agency that proposes to establish or significantly
modify a system of records to provide adequate advance notice of any such proposal to
OMB, the Committee on Oversight and Government Reform of the House of
Representatives, and the Committee on Homeland Security and Governmental Affairs of the
Senate.®? This advance notice is separate from the public comment period for new or
modified routine uses required by subsection (e)(11) of the Privacy Act and discussed in
section 6 of this Circular. Agencies provide advance notice to OMB and the committees of
jurisdiction in Congress in order to permit an evaluation of the probable or potential effect of
such a proposal on the privacy or other rights of individuals.®

b. Advance Notice of a New or Modified System of Records. Agencies shall report to OMB
and Congress any proposal to establish or significantly modify a system of records at least 30
days prior to the submission of the notice to the Federal Register for publication. OMB will
have 30 days to review the proposal and provide any comments to the agency. The 30-day
review period is separate from — and may not run concurrently with — the publication period
in the Federal Register. Only significant changes to a system of records that require a

60 See Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed. Reg. 28,948, 28,961 (July 9, 1975),
available at http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation_guidelines.pdf.

81 When describing the routine uses in the Privacy Act statement, agencies shall tailor the scope and content of the
description in order to provide the most effective notice to the public. Agencies generally need not restate the full
text of the published routine uses or provide a lengthy list of routine uses to which the information is subject.
Rather, agencies may provide a plain-language summary of the routine uses and provide a link to the website where
the full list of routine uses is available. See Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed.
Reg. 28,948, 28,961-62 (July 9, 1975), available at
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation_guidelines.pdf.

52 See 5 U.S.C. § 552a(r).

83 See id.
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revision to the SORN, as described in section 6 of this Circular, need to be reported to OMB
and Congress; changes that are not significant do not need to be reported.

Advance notice to OMB and Congress is required by subsection (r) of the Privacy Act. The
purpose of the advance notice to OMB and Congress is to permit an evaluation of the
potential effect of the proposal on the privacy and other rights of individuals.®* Although the
review period will generally require no more than 30 days, OMB has the discretion to extend
the 30-day review period based on the specific circumstances of the proposal. If an agency
has questions about the timing of the review, the agency shall consult with OIRA.

In circumstances where it is not feasible for the agency to wait until the 30-day review period
for OMB and Congress has expired to publish the notice in the Federal Register, the agency
may submit a formal written request from the Senior Agency Official for Privacy to OIRA
for an expedited advance review period (see section 7(d) of this Circular for information
about expedited review requests).

Ilustration of Standard Review Process for Systems of Records®®

Agency Action Explanation Timing
The agency submits report to OMB and Congress have the Day 1
OMB and Congress at least 30 | opportunity to evaluate the
days before publication of the | probable or potential effect of
notice in the Federal Register. | such a proposal on the privacy
or other rights of individuals.
After incorporating any Notices published in the Day 31
comments from OMB - and Federal Register after review
unless OMB provides by OMB and Congress are
instructions to the contrary — effective upon publication,
the agency may publish the with the exception of any new
notice in the Federal Register | or modified routine uses. New
and solicit comments from the | or modified routine uses
public. require a minimum of 30 days
after publication in the Federal
Register before they can
become effective.
The 30-day public comment If the agency receives public Day 61
period closes and the agency comments, the agency shall
reviews and considers any review the comments to
comments received. If no determine whether any changes
changes to the notice are to the notice are necessary. If
necessary, the notice remains the agency determines that
effective and any new or significant changes are
modified routine uses become | necessary, the agency will need
effective. to begin the review process
again.

%4 See Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed. Reg. 28,948, 28,977 (July 9, 1975),
available at http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation _guidelines.pdf.

% OMB is providing this table to illustrate the steps of the standard review process. The actual timing of the process
will depend on the specific circumstances of the proposal, the agency’s internal review and clearance procedures,
the review process for any Privacy Act exemption rules, and the logistics of Federal Register publication.
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c. Instructions for Reporting a New or Modified System of Records. Agencies are required to
report to OMB and Congress any proposal to establish or significantly modify a system of
records. Agencies shall report proposals to the committees of jurisdiction in Congress by
messenger or by mailing the reports to the addresses provided below. Agencies shall report
proposals to OMB using OMB’s specific web-based portal, as described below. Agencies
shall not mail or messenger paper versions of the report to OMB. Submission of the report to
OMB will officially start the 30-day advance review period.

(1) House of Representatives. Agencies shall submit reports to the chair of the House
Committee on Oversight and Government Reform, 2157 Rayburn House Office
Building, Washington, DC 20515.

(2) Senate. Agencies shall submit reports to the chair of the Senate Committee on
Homeland Security and Governmental Affairs, 340 Dirksen Senate Office Building,
Washington, DC 20510.

(3) OMB. Agencies shall submit reports to OMB using the web-based portal jointly
developed by OIRA and the General Services Administration’s (GSA) Regulatory
Information Service Center (RISC). This web-based portal, the RISC/OIRA
Consolidated Information System (ROCIS), was developed to facilitate the
submission and review of regulations and other agency materials.%® For detailed
instructions on how to use ROCIS to submit reports to OMB, agencies shall consult
the user manuals available on the ROCIS website or register for the training classes
conducted by RISC at GSA headquarters.®’

d. Request for Expedited Review of a New or Modified System of Records. Although agencies
are required to provide adequate advance notice of any proposal to establish or significantly
modify a system of records, there may be circumstances where it is not feasible for the
agency to wait until the 30-day review period has expired to publish a notice in the Federal
Register. In such cases, the agency may submit a formal written request from the Senior
Agency Official for Privacy to OIRA for an expedited OMB review period. The request
shall be included in the transmittal letter that the agency submits to OIRA in ROCIS. The
request shall demonstrate the agency’s specific and compelling need for the expedited
review, indicate why the agency cannot meet the established review period, and explain the
consequences if the request is not granted.

When OIRA grants an agency’s request for expedited review, the agency will be allowed to
publish the notice in the Federal Register after the expedited OMB review period. When
OIRA does not grant an agency’s request for expedited review, the normal OMB review
process will proceed. Agencies shall note that OMB may not waive the explicit requirement

% See RISC/OIRA Consolidated Information System (ROCIS), available at https://www.rocis.qov/.
57 All ROCIS user manuals and training information are available on the ROCIS website at
https://www.rocis.gov/rocis/login.do.
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in the Privacy Act for a 30-day Federal Register public notice before the adoption of a new
or modified routine use,% nor may OMB waive the adequate advance notice that is required

to Congress.®

e. Content of the Report of a New or Modified System of Records. The report of a new or
significantly modified system of records includes a transmittal letter, a narrative statement, a
draft Federal Register notice, any Privacy Act exemption rules, and any supplementary

documents.

(1) Transmittal Letter. The transmittal letter serves as a brief cover letter accompanying
the report. The transmittal letter shall:

(A)

(B)

(©)

(D)

Be signed by the Senior Agency Official for Privacy.

Contain the name, email address, and telephone number of the individual who
can best answer questions about the proposed system of records.

Contain the agency’s assurance that the proposed system of records fully
complies with the Privacy Act and OMB policies.

Contain the agency’s assurance that the proposed system of records does not
duplicate any existing agency or government-wide systems of records.

(2) Narrative Statement. The narrative statement provides a brief overview of the
proposed system of records making reference to the other materials in the report
without simply restating information provided in those materials. The narrative
statement shall:

(A)

(B)

(©)

Describe the purpose(s) for which the agency is establishing or modifying the
system of records and explain how the scope of the system is commensurate
with the purpose(s) of the system.

Identify the specific authority (statute or executive order) under which the
system of records will be maintained. The agency shall avoid citing authority
that is overly general; rather, the agency shall cite the specific programmatic
authority for collecting, maintaining, using, and disseminating the
information.

An evaluation of the probable or potential effect of the proposal on the
privacy of individuals whose information will be maintained in the system of
records.’® If the agency has conducted one or more privacy impact
assessment(s) with respect to information technology that will be used to

% See 5 U.S.C. § 552a(e)(11).

% See id. § 552a(r).

05 U.S.C. § 552a(r) provides that agencies report a proposal to OMB and Congress in order to permit an evaluation of
the probable or potential effect of such proposal on the privacy or other rights of individuals.
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collect, maintain, or disseminate the information in the system of records, the
privacy impact assessment(s) will likely provide the information necessary to
meet this requirement, and may be submitted in lieu of drafting a separate
evaluation.

(D)  Explain how each new or modified routine use satisfies the compatibility
requirement of the Privacy Act.”

(E) Identify any information collections approved by OMB or submitted to OMB
for approval that will be used to collect information that will be maintained in
the system of records, and provide the relevant names, OMB control numbers,
and expiration dates. If the request for OMB approval of an information
collection is pending, the agency may simply state the name of the collection
and the date it was submitted to OMB for review.

(3) Federal Register Notice. The draft new or revised notice in the format prescribed by
the Office of the Federal Register SORN templates, which are provided in the
appendices to this Circular.

(4) Exemption Rule. Any new Privacy Act exemption rules or changes to published
exemption rules in Federal Register format that the agency proposes to issue that will
apply to records in the new or significantly modified system of records.

(5) Supplementary Documents. The supplementary documents include:

(A)  For significantly modified systems, the agency shall include a list of the
substantive changes to the previously published version of the notice and/or a
version of the previously published notice that has been marked up to show
the changes that are being proposed.

(B)  The agency shall include any other supplementary documents requested by
OMB.

f. Reporting General Changes to Multiple Systems of Records. When an agency makes a
general change to agency programs or information technology that applies in a similar way to
multiple systems of records (e.g., enabling remote access to systems, moving systems from a
conventional data center to a cloud-based storage environment, adding a routine use to all
systems of records), the agency may submit a single, consolidated report to OMB and
Congress describing the changes. However, the agency shall ensure that any changes are
properly reflected in all published SORNS.

" See 5 U.S.C. § 552a(a)(7).
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8. Publishing Matching Notices

a. General. The Privacy Act requires recipient agencies (or source agencies in a matching
program where a non-Federal agency is the recipient agency) to publish a notice in the
Federal Register upon the establishment, re-establishment,’? or modification of a matching
program.” A matching notice identifies the agencies involved, the purpose(s) of the
matching program, the authority for conducting the matching program, the records and
individuals involved, and additional details about the matching program. The requirement
for agencies to publish a matching notice allows the Federal Government to foster
transparency and accountability with respect to agencies’ matching programs.

b. When to Publish a Matching Notice. Agencies are required to publish a matching notice in
the Federal Register at least 30 days prior to the establishment, re-establishment, or
significant modification of the matching program.” Notice is not required for the one-year
renewal of a matching program by the agency’s Data Integrity Board.” If the agency is re-
establishing a matching program and continuing the program past the expiration of the
current matching agreement (including any one-year renewal approved by the Data Integrity
Board), the agency shall publish a notice of the re-establishment at least 30 days prior to the
expiration of the existing matching agreement.

Agencies are only required to publish a revised matching notice when they are making
significant changes to the matching program. As a general matter, significant changes are
those that are substantive in nature and therefore warrant a revision of the matching notice in
order to provide notice to the public of the modified matching program. The following are
examples of significant changes:

(1) A change that modifies the purpose(s) of the matching program.
(2) A change in the agency’s authority to conduct the matching program.

(3) A change that expands the types or categories of records that are used in the matching
program, or a significant increase in the number of records that are being matched.

(4) A change that expands the categories of individuals whose records are used in the
matching program.

2 The re-establishment of a matching program occurs when an agency re-establishes a matching program upon the
expiration of a matching agreement. The re-establishment of a matching program requires the publication of a
matching notice in the Federal Register and needs to be reported to OMB and Congress (see section 9 of this
Circular for information about reporting matching programs). In contrast, the renewal of a matching program
occurs when an agency’s Data Integrity Board renews a matching agreement for one additional year pursuant to 5
U.S.C. § 552a(0)(2)(D). The renewal of a matching program does not require the publication of a matching notice
and does not need to be reported to OMB or Congress.

3 See 5 U.S.C. § 552a(e)(12).

™ See id.

75 See id. § 552a(0)(2)(D).
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(5) A change to the source and/or recipient agencies that are involved in the matching
program.

This is not an exhaustive list of significant changes that would require a revised matching
notice. Other changes to a matching program would require a revised notice if the changes
are substantive in nature and therefore warrant additional notice. If an agency has questions
about whether particular changes to a matching program are significant, the agency shall
contact OIRA for assistance.

c. What to Publish in a Matching Notice. Each matching notice shall be drafted using the
Office of the Federal Register matching notice templates, which are provided in the
appendices to this Circular. When an agency establishes or re-establishes a matching
program, the matching notice is comprised of a single Federal Register notice that includes
all of the required elements that are identified in Appendix V to this Circular, Office of the
Federal Register Matching Notice Template — Full Notice. When an agency modifies an
existing matching program, the agency may choose to publish a Federal Register notice that
includes all of the required elements identified in Appendix V, or a notice that includes the
elements that are identified in Appendix VI to this Circular, Office of the Federal Register
Matching Notice Template — Notice of Revision, as well as any other elements that are being
revised.

d. Who Publishes a Matching Notice. The recipient agency (or source agency in a matching
program where a non-Federal agency is the recipient agency) is responsible for meeting the
publication requirements associated with a matching program. However, where a recipient
agency is not the actual beneficiary of the matching program, it may, to the extent legally
permissible, negotiate with the actual beneficiary agency for reimbursement of the costs
incurred in publishing the matching notice. Publication shall occur at the agency level, rather
than the sub-agency, component, or program level. If a matching program will be conducted
by a sub-agency or component of an agency, the broader agency shall publish the matching
notice and specify the sub-agency or component that will conduct the program.

e. Timing of a Matching Notice.”® A new or revised matching notice is not effective until at
least 30 days after its publication in the Federal Register. If an agency receives public
comments on a published matching notice, the agency shall review the comments to
determine whether any changes to the matching notice are necessary. If the agency
determines that significant changes to the matching notice are necessary, the agency shall
publish a revised matching notice and provide an additional 30-day public comment and
review period.

f. Format and Style of a Matching Notice. Agencies shall draft matching notices in plain
language with an appropriate level of detail to ensure that the public is properly informed
about the matching program. Agencies shall follow the publication format in the Office of
the Federal Register matching notice templates, which are provided in the appendices to this

6 Agencies may not publish a matching notice in the Federal Register until they have provided advance notice of the
proposal to OMB and Congress pursuant to the reporting instructions in section 9 of this Circular.
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Circular. In addition, agencies shall consult the Office of the Federal Register’s Document
Drafting Handbook for general guidance on drafting Federal Register notices.”’

9. Reporting Matching Programs to OMB and Congress

a. General. The Privacy Act requires each agency that proposes to establish, re-establish, or
significantly modify a matching program to provide adequate advance notice of any such
proposal to OMB, the Committee on Oversight and Government Reform of the House of
Representatives, and the Committee on Homeland Security and Governmental Affairs of the
Senate.”® This advance notice is separate from the public comment period for matching
notices required by subsection (e)(12) of the Privacy Act and discussed in section 8 of this
Circular. Agencies provide advance notice to OMB and the committees of jurisdiction in
Congress in order to permit an evaluation of the probable or potential effect of such a
proposal on the privacy or other rights of individuals.’®

b. Advance Notice of a New or Modified Matching Program. Agencies shall report to OMB
and Congress any proposal to establish, re-establish, or significantly modify a matching
program at least 30 days prior to the submission of the notice to the Federal Register for
publication. If the agency is re-establishing a matching program and continuing the program
past the expiration of the current matching agreement (including any one-year renewal
approved by the Data Integrity Board), the agency shall report the proposal to re-establish the
matching program at least 60 days prior to the expiration of the existing matching agreement.

OMB will have 30 days to review the proposal to establish, re-establish, or significantly
modify a matching program and provide any comments to the agency. This 30-day review
period is separate from — and may not run concurrently with — the publication period in the
Federal Register. Only significant changes to a matching program that require a revision to
the matching notice, as described in section 8 of this Circular, need to be reported to OMB
and Congress; changes that are not significant do not need to be reported.

Advance notice to OMB and Congress is required by subsection (r) of the Privacy Act. The
purpose of the advance notice to OMB and Congress is to permit an evaluation of the
potential effect of the proposal on the privacy and other rights of individuals.2® Although the
review period will generally require no more than 30 days, OMB has the discretion to extend
the 30-day review period based on the specific circumstances of the proposal. If an agency
has questions about the timing of the review, the agency shall consult with OIRA.

7 Document Drafting Handbook, Office of the Federal Register, National Archives and Records Administration,
available at http://www.archives.gov/federal-register/write/handbook/.

8 See 5 U.S.C. § 552a(r).

9 See id.

80 See Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed. Reg. 28,948, 28,977 (July 9, 1975),
available at http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation_guidelines.pdf.
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Illustration of Standard Review Process for Matching Programs®!

Agency Action Explanation Timing
The agency submits report to OMB and Congress have the Day 1
OMB and Congress at least 30 | opportunity to evaluate the
days before publication of the | probable or potential effect of
notice in the Federal Register, | such a proposal on the privacy
and at least 60 days before the | or other rights of individuals.
expiration of the matching
agreement in the case of a re-
established matching program.
After incorporating any Matching notices published in | Day 31
comments from OMB - and the Federal Register are not
unless OMB provides effective until a minimum of
instructions to the contrary — 30 days after publication.
the agency may publish the
notice in the Federal Register
and solicit comments from the
public.
The 30-day public comment If the agency receives public Day 61
period closes and the agency comments, the agency shall
reviews and considers any review the comments to
comments received. If no determine whether any changes
changes to the notice are to the notice are necessary. If
necessary, the notice is the agency determines that
effective. significant changes are
necessary, the agency will need
to begin the review process
again.

c. Instructions for Reporting a New or Modified Matching Program. Agencies are required to
report to OMB and Congress any proposal to establish, re-establish, or significantly modify a
matching program. Agencies shall report proposals to the committees of jurisdiction in
Congress by messenger or by mailing the reports to the addresses provided below. Agencies
shall report proposals to OMB using OMB’s specific web-based portal, as described below.
Agencies shall not mail or messenger paper versions of the report to OMB. Submission of
the report to OMB will officially start the 30-day advance review period.

(1) House of Representatives. Agencies shall submit reports to the chair of the House
Committee on Oversight and Government Reform, 2157 Rayburn House Office
Building, Washington, DC 20515.

81 OMB is providing this table to illustrate the steps of the standard review process. The actual timing of the process
will depend on the specific circumstances of the proposal, the agency’s internal review and clearance procedures,
and the logistics of Federal Register publication.
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(2) Senate. Agencies shall submit reports to the chair of the Senate Committee on
Homeland Security and Governmental Affairs, 340 Dirksen Senate Office Building,
Washington, DC 20510.

(3) OMB. Agencies shall submit reports to OMB using the web-based portal jointly
developed by OIRA and RISC. This web-based portal, called ROCIS, was developed
to facilitate the submission and review of regulations and other agency materials.®2
For detailed instructions on how to use ROCIS to submit reports to OMB, agencies
shall consult the user manuals available on the ROCIS website or register for the
training classes conducted by RISC at GSA headquarters.®

d. Request for Expedited Review of a New or Modified Matching Program. Although
agencies are required to provide adequate advance notice of any proposal to establish, re-
establish, or significantly modify a matching program, there may be circumstances where it
is not feasible for the agency to wait until the 30-day review period has expired to publish a
notice in the Federal Register. In such cases, the agency may submit a formal written
request from the Senior Agency Official for Privacy to OIRA for an expedited OMB review
period. The request shall be included in the transmittal letter that the agency submits to
OIRA in ROCIS. The request shall demonstrate the agency’s specific and compelling need
for the expedited review, indicate why the agency cannot meet the established review period,
and explain the consequences if the request is not granted.

When OIRA grants an agency’s request for expedited review, the agency will be allowed to
publish the notice in the Federal Register after the expedited OMB review period. When
OIRA does not grant an agency’s request for expedited review, the normal OMB review
process will proceed. Agencies shall note that OMB may not waive the explicit requirement
in the Privacy Act for a 30-day Federal Register public notice before conducting a new or
significantly modified matching program,3* nor may OMB waive the adequate advance
notice that is required to Congress.®

e. Content of the Report of a New or Modified Matching Program. The report of an
established, re-established, or significantly modified matching program includes a transmittal
letter, a narrative statement, a draft Federal Register notice, a matching agreement, and any
supplementary documents.

(1) Transmittal Letter. The transmittal letter serves as a brief cover letter accompanying
the report. The transmittal letter shall:

(A)  Besigned by the Senior Agency Official for Privacy or the chairman of the
Data Integrity Board.

82 See RISC/OIRA Consolidated Information System (ROCIS), available at https://www.rocis.gov/.

8 All ROCIS user manuals and training information are available on the ROCIS website at
https://www.rocis.gov/rocis/login.do.

8 See 5 U.S.C. § 552a(e)(12).

8 See id. § 552a(r).
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(B)

(©)

Contain the name, email address, and telephone number of the individual who
can best answer questions about the proposed matching program.

Contain the agency’s assurance that the proposed matching program was
approved by the agency’s Data Integrity Board and fully complies with the
Privacy Act and OMB policies.

(2) Narrative Statement. The narrative statement provides a brief overview of the
proposed matching program making reference to the other materials in the report
without simply restating information provided in those materials. The narrative

statement shall:

(A)  Describe the purpose(s) for which the agency is establishing, re-establishing,
or significantly modifying the matching program.

(B) Identify the specific authority (statute or executive order) under which the
agency is conducting the matching program. The agency shall avoid citing
authority that is overly general; rather, the agency shall cite the specific
programmatic authority for conducting the matching program.

(C)  Describe the administrative, technical, and physical safeguards in place to
protect against unauthorized access to records used in the matching program.

(D)  Provide the agency’s specific evaluation of the potential impact on the privacy
of individuals whose records will be used in the matching program.

(E) Indicate whether a cost-benefit analysis was performed for the matching

program, describe the results of the cost-benefit analysis, and explain the basis
on which the agency is justifying the matching program.

(3) Federal Register Notice. The draft new or revised matching notice in the format
prescribed by the Office of the Federal Register matching notice templates, which are
provided in the appendices to this Circular.

(4) Matching Agreement. The full matching agreement that was approved by the
agency’s Data Integrity Board.

(5) Supplementary Documents. The supplementary documents include:

(A)

(B)

For significantly modified matching programs, the agency shall include a list
of the substantive changes to the previously published version of the matching
notice and/or a version of the previously published matching notice that has
been marked up to show the changes that are being proposed.

The agency shall include any other supplementary documents requested by
OMB.
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10. Privacy Act Implementation Rules

Each agency that maintains a system of records shall promulgate rules, in accordance with the
rulemaking procedures in 5 U.S.C. § 553, to implement the requirements of the Privacy Act.
Privacy Act implementation rules shall provide the public with sufficient information to
understand how an agency is complying with the law, and provide sufficient information for
individuals to exercise their rights under the law.8” In particular, agencies’ Privacy Act
implementation rules shall:

a.

establish procedures whereby an individual can be notified in response to his or her request if
any system of records named by the individual contains a record pertaining to him or her;

define reasonable times, places, and requirements for authenticating the identity of an
individual who requests his or her record or information pertaining to him or her before the
agency makes the record or information available to the individual (more rigorous
authentication procedures may be required for more sensitive records);%°

establish procedures whereby an individual can be notified at his or her request how the
individual can gain access to any record pertaining to him or her in the system, including
special procedures, if deemed necessary, for the disclosure to an individual of medical
records, including psychological records, pertaining to him or her;*

establish procedures for reviewing a request from an individual concerning the amendment of
any record or information pertaining to him or her, for making a determination on the
request, for an appeal within the agency of an initial adverse agency determination, and for
whatever additional means may be necessary for each individual to be able to exercise fully
his or her rights under the Privacy Act;*! and

establish fees to be charged, if any, to any individual for making copies of his or her record,
excluding the cost of any search for and review of the record.%

Agencies shall submit proposed and final Privacy Act implementation rules to OMB if those
rules are subject to OMB review under Executive Order 12866, Regulatory Planning and

8 See id. § 552a(f).

87 See Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed. Reg. 28,948, 28,966 (July 9, 1975),
available at http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation_guidelines.pdf.

8 See 5 U.S.C. § 552a(f)(1).

8 See id. § 552a(f)(2).

% See id. § 552a(f)(3).

% See id. § 552a(f)(4).

92 See id. § 552a(f)(5).
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Review,* Executive Order 13563, Improving Regulation and Regulatory Review,** or other
regulatory review procedures.

11. Privacy Act Exemption Rules

The Privacy Act includes two sets of provisions that allow agencies to claim exemptions from
certain requirements in the statute.*® These provisions allow agencies in certain circumstances to
promulgate rules, in accordance with 5 U.S.C. § 553, to exempt a system of records from select
provisions of the Privacy Act. Agencies that wish to promulgate a rule to exempt a system of
records shall follow all applicable rulemaking procedures. Generally, these procedures will
require agencies to publish in the Federal Register a proposed rule soliciting comments from the
public, followed by a final rule. At a minimum, agencies’ Privacy Act exemption rules shall
include:

a. The specific name(s) of any system(s) that will be exempt pursuant to the rule (the name(s)
shall be the same as the name(s) given in the relevant SORN(s));%

b. The specific provisions of the Privacy Act from which the system(s) of records is to be
exempted and the reasons for the exemption (a separate reason need not be stated for each
provision from which a system is being exempted, where a single explanation will serve to
explain the entire exemption);®” and

c. An explanation for why the exemption is both necessary and appropriate.®®

In addition to promulgating a rule, agencies wishing to claim an exemption for a system of
records shall also identify the applicable exemption(s) in the relevant SORN. Whenever
agencies publish a rule to claim a new or revised exemption for a system of records, the agency
shall also revise the SORN pursuant to the publication requirements described in section 6 of this
Circular, and report the proposal to OMB and Congress pursuant to the reporting requirements
described in section 7 of this Circular.

When agencies wish to promulgate a Privacy Act exemption rule, agencies shall submit the draft
rule to OMB along with the new or revised SORN(s) associated with the systems that the agency
wishes to exempt (see section 7 of this Circular for information about reporting a new or

modified system of records). In most cases a separate submission of the rule to OMB will not be
required and OMB will review the proposed exemption rule along with the SORN. However, in

9 Exec. Order No. 12,866, 58 Fed. Reg. 51,735 (1993), available at
http://www.reginfo.gov/public/jsp/Utilities/EQ 12866.pdf.
% Exec. Order No. 13,563, 76 Fed. Reg. 3,821 (2011), available at
http://www.reginfo.gov/public/jsp/Utilities/EQ 13563.pdf.
% See 5 U.S.C. § 552a(j) and (k).
% See Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed. Reg. 28,948, 28,971-72 (July 9, 1975),
available at http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation _guidelines.pdf.
97 See id.
9% See id. at 28,971.
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some exceptional cases exemption rules may also be subject to OMB’s regulatory review
procedures under Executive Order 12866, Regulatory Planning and Review,*® and Executive
Order 13563, Improving Regulation and Regulatory Review.% In such cases, OIRA will notify
the agency as soon as possible regarding the appropriate review process.

It is important for agencies to recognize that Privacy Act exemptions are permissive. Even in
circumstances where an agency is authorized to promulgate an exemption, the agency shall only
do so if the exemption is necessary and consistent with established policies.®* Moreover, while
the Privacy Act allows agencies to promulgate exemptions that apply at the system level,
agencies shall exempt only those records in a system of records for which the exemption is
necessary and appropriate.l%? In cases where it is necessary to maintain exempt and non-exempt
records in a single system of records, agencies shall only exempt the records for which the
exemption is necessary and appropriate.®®

Agencies may not exempt any system of records from any provision of the Privacy Act until all
of the applicable reporting and publication requirements have been met.

12. Privacy Act Reviews

OMB Circular A-130% outlines privacy requirements that apply to the information system
development life cycle. Because all information in systems of records is part of one or more
information systems, % many of the requirements in Circular A-130 apply to systems of records.
For example, agencies are required to select, implement, and assess privacy controls'®® and
develop privacy plans®®’ for information systems. In addition, agencies are required to establish
and maintain an agency-wide privacy continuous monitoring (PCM) program,*® based on a

9 Exec. Order No. 12,866, 58 Fed. Reg. 51,735 (1993), available at
http://www.reginfo.gov/public/jsp/Utilities/EQ_12866.pdf.

100 Exec. Order No. 13,563, 76 Fed. Reg. 3,821 (2011), available at
http://www.reginfo.gov/public/jsp/Utilities/EQ_13563.pdf.

101 See Privacy Act Implementation: Guidelines and Responsibilities, 40 Fed. Reg. 28,948, 28,972 (July 9, 1975),
available at http://www.whitehouse.gov/sites/default/files/omb/assets/omb/inforeg/implementation_guidelines.pdf.

102 See id. at 28,971.

103 See id.

104 OMB Circular No. A-130, Managing Information as a Strategic Resource (July 28, 2016), available at
https://www.whitehouse.gov/sites/default/files/omb/assets/OMB/circulars/al130/al130revised.pdf.

105 The term “information system” means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information. 44 U.S.C. § 3502(8). The term
“information resources” means information and related resources, such as personnel, equipment, funds, and
information technology. 44 U.S.C. § 3502(6).

106 A privacy control is an administrative, technical, or physical safeguard employed within an agency to ensure
compliance with applicable privacy requirements and manage privacy risks.

107 A privacy plan is a formal document that details the privacy controls selected for an information system or
environment of operation that are in place or planned for meeting applicable privacy requirements and managing
privacy risks, details how the controls have been implemented, and describes the methodologies and metrics that
will be used to assess the controls.

108 A PCM program is an agency-wide program that maintains ongoing awareness of threats and vulnerabilities that
may pose privacy risks; monitors changes to information systems and environments of operation that create, collect,
use, process, store, maintain, disseminate, disclose, or dispose of personally identifiable information; and conducts
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written PCM strategy.'®® The requirement to establish and maintain a PCM program has
replaced the prior OMB requirement for agencies to conduct annual Privacy Act reviews.

During the development of an information system, agencies shall select, implement, and assess
privacy controls that allow the agency to ensure continued compliance with all applicable
requirements in the Privacy Act and related OMB guidance. Furthermore, agencies shall
monitor and assess privacy controls selected for an information system on an ongoing basis.
This includes assessing the effectiveness of the privacy controls, documenting changes to the
information system, analyzing the privacy impact associated with the changes, and reporting the
state of the information system to appropriate agency officials. The type, rigor, and frequency of
control assessments shall be sufficient to account for risks that change over time based on
changes in the threat environment, agency missions and business functions, personnel,
technology, or environments of operation.

Agencies shall design their privacy control selection process to include privacy controls that
allow the agency to ensure compliance with applicable requirements in the Privacy Act and

related OMB guidance. At a minimum, the controls selected for an information system that
contains information in a system of records shall address the following elements:

a. Minimization. Agencies shall ensure that no system of records includes information about an
individual that is not relevant and necessary to accomplish a purpose required by statute or
executive order.

b. Systems of Records Notices. Agencies shall ensure that all SORNs remain accurate, up-to-
date, and appropriately scoped (see section 6(h) of this Circular for information about the
scope of a system of records); that all SORNSs are published in the Federal Register; that all
SORNs include the information required by this Circular; and that all significant changes to
SORNSs have been reported to OMB and Congress (see section 7 of this Circular for
information about reporting a modified system of records).

c. Routine Uses. Agencies shall ensure that all routine uses remain appropriate and that the
recipient’s use of the records continues to be compatible with the purpose for which the
information was collected (see section 6(Kk) of this Circular for information about routine
uses).

d. Privacy Act Exemptions. Agencies shall ensure that each exemption claimed for a system of
records pursuant to 5 U.S.C. § 552a(j) and (k) remains appropriate and necessary (see section
11 of this Circular for information about Privacy Act exemptions).

privacy control assessments to verify the continued effectiveness of all privacy controls selected and implemented at
an agency across the agency risk management tiers to ensure continued compliance with applicable privacy
requirements and manage privacy risks.

109 A PCM strategy is a formal document that catalogs the available privacy controls implemented at an agency across
the agency risk management tiers and ensures that the controls are effectively monitored on an ongoing basis by
assigning an agency-defined assessment frequency to each control that is sufficient to ensure compliance with
applicable privacy requirements and to manage privacy risks.
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e. Contracts. Agencies shall ensure that the language of each contract that involves the
creation, collection, use, processing, storage, maintenance, dissemination, disclosure, or
disposal of information that identifies and is about individuals, is sufficient and that the
applicable requirements in the Privacy Act and OMB policies are enforceable on the
contractor and its employees (see section 6(j) of this Circular for information about systems
of records operated by contractors).

f. Privacy Training. Agencies shall ensure that the agency’s training practices are sufficient
and that agency personnel understand the requirements of the Privacy Act, OMB guidance,
the agency’s implementing regulations and policies, and any job-specific requirements.

13. Annual FISMA Privacy Review and Report

The Privacy Act originally required the President to submit a biennial report to Congress
describing the administration of the statute. However, this requirement was subsequently
repealed.!® In place of the biennial Privacy Act report, OMB now reports to Congress on
agencies’ compliance with privacy requirements through the annual Federal Information Security
Modernization Act of 2014 (FISMA\) report to Congress.!!! Each year, OMB issues guidance
instructing each Senior Agency Official for Privacy to review the administration of the agency’s
privacy program and report compliance data to OMB. OMB uses the reports from agencies to
develop its annual FISMA report to Congress.

14. Annual Matching Activity Review and Report

At the end of each calendar year, the Data Integrity Board of each agency that has participated in
a matching program during the year shall conduct a review of that year’s matching programs and
submit a report to the head of the agency and to OMB.**2 The report for the preceding calendar
year shall be submitted to OMB at privacy-oira@omb.eop.gov by June 1 and posted on the
agency’s website at www.[agency].gov/privacy (see section 15 of this Circular for information
about agency website posting requirements).

The Data Integrity Board’s annual matching activity report shall include the following elements:
a. Current information about the composition of the Data Integrity Board, including:

(1) a list of the names and positions of the members of the Data Integrity Board;

(2) the name and contact information of the Data Integrity Board’s secretary; and

(3) any changes in membership or structure of the Data Integrity Board that occurred
during the year.

110 See 31 U.S.C. § 1113 note.
111 See 44 U.S.C. §8 3551-3558.
12 See 5 U.S.C. § 552a(u)(3)(D).
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b. A list of each matching program in which the agency participated during the year. For each
matching program, the report shall include:

(1) a brief description of the matching program, including the names of all participating
Federal and non-Federal agencies;

(2) links to the matching notice and matching agreement posted on the agency’s website
at www.[agency].gov/privacy;

(3) an account of whether the agency has fully adhered to the terms of the matching
agreement;

(4) an account of whether all disclosures of agency records for use in the matching
program continue to be justified; and

(5) an indication of whether a cost-benefit analysis was performed, the results of the cost-
benefit analysis, and an explanation of why the agency proceeded with any matching
program for which the results of the cost-benefit analysis did not demonstrate that the
program is likely to be cost effective.

c. For each matching program for which the Data Integrity Board waived the requirement for a
cost-benefit analysis, the reasons for the waiver.

d. A description of any matching agreement that the Data Integrity Board disapproved and the
reasons for the disapproval.

e. A description of any violations of matching agreements that have been alleged or identified,
and a discussion of any action taken in response.

The Data Integrity Board’s annual matching activity report may also include a review of any
agency matching activities that are not matching programs.*3

15. Agency Website Posting

Agencies shall maintain a central resource page dedicated to their privacy program on their
principal website at www.[agency].gov/privacy. At a minimum, agencies shall include the
following materials related to the Privacy Act on their central privacy program page:

a. System of records notices. Agencies shall list and provide links to complete, up-to-date
versions of all agency SORNs. This requires agencies to provide the following:

(1) A list of all of the agency’s systems of records;

113 See id. § 552a(u)(3)(H).
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(2) Citations and links to all Federal Register notices that comprise the SORN for each
system of records; and

(3) For any SORNSs that are comprised of multiple Federal Register notices, an unofficial
consolidated version of the SORN that describes the current system of records and
allows members of the public to view the SORN in its entirety in a single location.

The requirement for agencies to provide links to complete, up-to-date versions of
SORNSs on the agency’s privacy program page does not replace the Privacy Act’s
statutory requirement for agencies to publish SORNSs in the Federal Register. Notice
in the Federal Register of the establishment or modification of a system of records
will continue to serve as the agency’s official notice (see section 6 of this Circular for
information about publishing SORNS).

b. Matching notices and agreements. Agencies shall list and provide links to up-to-date
matching notices and agreements** for all active matching programs in which the agency
participates (see section 8 of this Circular for information about publishing matching
notices).

c. Exemptions to the Privacy Act. Agencies shall provide citations and links to the final rules
published in the Federal Register that promulgate each Privacy Act exemption claimed for
their systems of records (see section 11 of this Circular for information about Privacy Act
exemption rules).

d. Privacy Act implementation rules. Agencies shall list and provide links to all Privacy Act
implementation rules promulgated pursuant to 5 U.S.C. § 552a(f) (see section 10 of this
Circular for information about Privacy Act implementation rules).

e. Instructions for submitting a Privacy Act request. Agencies shall provide instructions in
clear and plain language for individuals who wish to request access to or amendment of their
records pursuant to 5 U.S.C. § 552a(d).

This is not an exhaustive list of the materials that agencies are required to include on their central
privacy program page. Agencies shall refer to other OMB guidance documents to understand all
website posting requirements.

16. Government-wide Responsibilities

a. General. The Privacy Act places principal responsibility for compliance with its provisions
on Federal agencies. The head of each agency shall designate a Senior Agency Official for
Privacy who has agency-wide responsibility for privacy, including implementation of privacy
protections; compliance with Federal laws, regulations, and policies relating to privacy;
management of privacy risks at the agency; and a central policy-making role in the agency’s

1145 U.S.C. § 552a(0)(2)(A)(ii) provides that a copy of each matching agreement “shall . . . be available upon request
to the public.”
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development and evaluation of legislative, regulatory, and other policy proposals. The head
of each agency shall also ensure that the Senior Agency Official for Privacy has the
necessary resources to carry out his or her responsibilities. At the discretion of the Senior
Agency Official for Privacy and consistent with applicable law, other qualified agency
personnel may perform particular functions that are assigned to the Senior Agency Official
for Privacy in this Circular.

Office of Management and Budget. The Director of OMB will:

(1) Issue guidelines and directives to the agencies to implement the Privacy Act.

(2) Oversee the agencies’ implementation of the Privacy Act.

(3) Assist the agencies, at their request, in implementing their Privacy Act programs.

(4) Review agencies’ proposals pursuant to 5 U.S.C. § 552a(r).
Department of Commerce. The Secretary of Commerce shall, consistent with guidelines
issued by OMB, develop and issue standards and guidelines for ensuring the security of
information protected by the Privacy Act in Federal information systems.
Federal Acquisition Regulations Council. The Federal Acquisition Regulations Council
shall, consistent with guidelines issued by OMB, ensure that instructions are issued on what
agencies must do in order to comply with the requirements of 5 U.S.C. § 552a(m) when

contracting for the operation of a system of records to accomplish an agency purpose.

Office of Personnel Management. The Director of the Office of Personnel Management
shall, consistent with guidelines issued by OMB:

(1) Develop and maintain government-wide standards and procedures for civilian
personnel information processing and recordkeeping directives to ensure compliance
with the Privacy Act.

(2) Develop and conduct Privacy Act training programs. The assignment of this
responsibility to the Office of Personnel Management does not affect the
responsibility of individual agency heads for developing and conducting training
programs tailored to the specific needs of their own personnel.

National Archives and Records Administration. The Archivist of the United States shall,
consistent with guidelines issued by OMB:

(1) Issue instructions on the format of the agency notices and rules required to be
published under the Privacy Act.
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(2) Compile and post on the Federal Register website a list of published agency SORNs
that are in effect and a list of the Privacy Act implementation rules promulgated under
5U.S.C. § 552a(f).

(3) Issue procedures governing the transfer of records to Federal Records Centers for
storage, processing, and servicing, pursuant to 44 U.S.C. § 3103. For purposes of the
Privacy Act, such records are considered to be maintained by the agency that
deposited them. The Archivist may only disclose deposited records according to the
access rules established by the agency that deposited them.

(4) Review and approve agencies’ proposed record retention schedules associated with
each new system of records.

17. Effectiveness

This Circular is effective upon issuance. However, agencies need not immediately revise or
republish their system of records notices, matching notices/agreements, or Privacy Act
statements or regulations to comport with the requirements of this Circular. Rather, agencies
may make such revisions on an ongoing basis as they establish or modify any systems of records,
matching programs, information collections, or Privacy Act regulations.

This Circular is not intended to, and does not, create any right or benefit, substantive or
procedural, enforceable at law or in equity by any party against the United States, its
departments, agencies, or entities, its officers, employees, or agents, or any other person.

18. Inquiries

All inquiries regarding this Circular should be addressed to the Office of Information and
Regulatory Affairs, Office of Management and Budget, Washington, D.C. 20503. Telephone:
(202) 395-3785. Email: privacy-oira@omb.eop.gov.

32


mailto:privacy-oira@omb.eop.gov

Appendix | - Summary of Key Requirements

The following tables provide a general summary of the reporting, publication, review, and
agency website posting requirements discussed in this Circular. The tables only include the
specific requirements referenced in this Circular; they do not provide a complete list of the
requirements in these areas. For more detailed explanations of these requirements, agencies shall
consult the Privacy Act, the corresponding sections of this Circular, and additional OMB

guidance.

Federal Register Publication Requirements

Publication

Description

Timing

Citation(s)

System of Records
Notices

Agencies shall publish a
notice in the Federal
Register describing the
existence and character of
a new or significantly
modified system of
records. Agencies shall
also publish a notice of
rescindment when the
agency stops maintaining a
system of records.

A new or revised SORN is
effective upon publication
in the Federal Register,
with the exception of any
new or modified routine
uses, which require a
minimum of 30 days after
publication in the Federal
Register before they can
become effective.

5 U.S.C. § 552a(e)(4);
section 6 of this Circular.

Matching Notices

Agencies shall publish a
notice in the Federal
Register describing an
established, re-established,
or significantly modified
matching program.

A new or revised matching
notice is not effective until
at least 30 days after its
publication in the Federal
Register.

5 U.S.C. § 552a(e)(12);
section 8 of this Circular.

Privacy Act
Implementation Rules

Agencies shall promulgate
rules to implement the
provisions of the Privacy
Act.

Agencies must publish a
final rule before the rule is
effective.

5 U.S.C. § 552a(f);
section 10 of this
Circular.

Privacy Act
Exemption Rules

In certain circumstances,
agencies may promulgate a
rule to exempt a system of
records from certain
requirements of the
Privacy Act.

Agencies must publish a
final rule before the
exemption is effective.

5 U.S.C. § 552a(j)-(K);
section 11 of this
Circular.

Reporting Requirements

Report

Description

Timing

Recipient(s)

Citation(s)

Privacy Act
Implementation
and Exemption
Rules

Agencies shall

Agencies shall

submit Privacy Act
rules to OMB under
applicable regulatory
review procedures
and as part of a

provide proposed
and/or final rules
before publication
and consult OMB

system).

OMB (via ROCIS

5 U.S.C. § 552a(f),
(1)-(k); Executive
Orders 12866 and
13563; sections 10
and 11 of this
Circular.
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proposal to establish
or significantly
modify a system of
records.

regarding applicable
review procedures.

Report of New or
Significantly
Modified System
of Records

Agencies shall
report any proposal
to establish or
significantly modify
a system of records.

Agencies shall
submit reports at
least 30 days prior
to submission of the
notice to the Federal
Register.

OMB (via ROCIS
system) and

Congress (via mail).

5 U.S.C. § 552a(n);
section 7 of this
Circular.

Report of New or

Agencies shall

Agencies shall

OMB (via ROCIS

5U.S.C. § 552a(r);

Significantly report any proposal submit reports at system) and section 9 of this
Modified to establish, re- least 30 days prior Congress (via mail). | Circular.
Matching Program | establish, or to submission of the

significantly modify | notice to the Federal

a matching program. | Register.
Annual Matching Agencies’ Data Agencies shall OMB (via email to 5US.C.§
Activity Report Integrity Boards submit the annual privacy- 552a(u)(3)(D);

shall submit a report
describing any
matching programs
that occurred during
the calendar year.

report for the
preceding calendar
year to OMB by
June 1.

oira@omb.eop.gov)
and the head of the
agency.

section 14 of this
Circular.

Annual FISMA The Senior Agency | Agencies shall refer | OMB (see OMB’s 44 U.S.C. 8§ 3551-

Privacy Report Official for Privacy | to OMB’s annual annual FISMA 3558; section 13 of
shall report privacy | FISMA guidance for | guidance for this Circular.
compliance reporting reporting
information to OMB | instructions. instructions).
as part of the annual
FISMA reporting
process.

Agency Website Posting Requirements
Posting Description Location Citation(s)

Compilation of agencies’

system of records noti
and Privacy Act
implementation rules

ces

The Office of the Federal
Register shall post a

compilation of agencies’
system of records notices

Register.

The website of the Federal

5U.S.C. § 552a(f).

and Privacy Act
implementation rules.

System of Records
Notices

Agencies shall list and
provide links to complete,
up-to-date versions of all
agency SORNSs.

www.[agency].gov/privacy | 5 U.S.C. § 552a(e)(4);
section 15 of this

Circular.

Matching Notices and
Agreements

Agencies shall list and
provide links to up-to-
date matching notices and
agreements for all active
matching programs.

www.[agency].gov/privacy | 5 U.S.C. § 552a(0), (r);
section 15 of this

Circular.

Privacy Act Exemptions | Agencies shall provide

citations and links to all

www.[agency].gov/privacy | 5 U.S.C. § 552a(j)-(K);
section 15 of this

Circular.
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Privacy Act exemption
rules.

Privacy Act

Implementation Rules

Agencies shall list and
provide links to all
Privacy Act
implementation rules.

www.[agency].gov/privacy

5 U.S.C. § 552a(f);
section 15 of this
Circular.

Instructions for

Submitting a Privacy Act

Agencies shall provide
instructions for

www.[agency].gov/privacy

5 U.S.C. § 552a(d);
section 15 of this

Request individuals who wish to Circular.
submit an access or
amendment request.
Agency Review Requirements
Review Description Timing Reviewer Citation(s)

Minimization — Agencies shall ensure that no Agencies shall Senior Agency | 5U.S.C. §
Continuous system of records includes perform assessments | Official for 552a(e)(1);
Monitoring information about an individual | of privacy controls Privacy section 12 of

that is not relevant and with a frequency this Circular.

necessary to accomplish a sufficient to ensure

purpose required by statute or compliance and

executive order. manage risks.
System of Agencies shall ensure that all Agencies shall Senior Agency | 5U.S.C. §
Records Notices — | SORNSs remain accurate, up-to- | perform assessments | Official for 552a(e)(4);
Continuous date, and appropriately scoped; | of privacy controls Privacy section 12 of
Monitoring that all SORNs are published in | with a frequency this Circular.

the Federal Register; that all sufficient to ensure

SORNSs include the information | compliance and

required by this Circular; and manage risks.

that all significant changes to

SORNSs have been reported to

OMB and Congress.
Routine Uses — Agencies shall ensure that all Agencies shall Senior Agency | 5U.S.C. §
Continuous routine uses remain appropriate | perform assessments | Official for 552a(a)(7);
Monitoring and that the recipient’s use of of privacy controls Privacy section 12 of

the records continues to be with a frequency this Circular.

compatible with the purpose for | sufficient to ensure

which the information was compliance and

collected. manage risks.
Privacy Act Agencies shall ensure that each | Agencies shall Senior Agency | 5U.S.C. §
Exemptions — exemption claimed for a system | perform assessments | Official for 552a(j)-(k);
Continuous of records pursuantto 5 U.S.C. | of privacy controls Privacy section 12 of
Monitoring § 552a(j) and (k) remains with a frequency this Circular.

appropriate and necessary. sufficient to ensure

compliance and
manage risks.

Contracts — Agencies shall ensure that the Agencies shall Senior Agency | 5U.S.C. §
Continuous language of each contract that perform assessments | Official for 552a(m);
Monitoring involves the creation, of privacy controls Privacy section 12 of

collection, use, processing, with a frequency this Circular.

storage, maintenance, sufficient to ensure

dissemination, disclosure, or compliance and

disposal of information that manage risks.
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identifies and is about
individuals, is sufficient and
that the applicable requirements
in the Privacy Act and OMB
policies are enforceable on the
contractor and its employees.

Privacy Training | Agencies shall ensure that the Agencies shall Senior Agency | 5U.S.C. §
— Continuous agency’s training practices are | perform assessments | Official for 552a(e)(9);
Monitoring sufficient and that agency of privacy controls Privacy section 12 of
personnel understand the with a frequency this Circular.
requirements of the Privacy sufficient to ensure
Act, OMB guidance, the compliance and
agency’s implementing manage risks.
regulations and policies, and
any job-specific requirements.
FISMA Review — | The Senior Agency Official for | Agencies shall refer | Senior Agency | 44 U.S.C. §8
Annual Privacy shall review the to OMB’s annual Official for 3551-3558;
administration of the agency’s FISMA guidance for | Privacy section 13 of
privacy program as part of the review instructions. this Circular.
annual FISMA reporting
process.
Review of Agencies’ Data Integrity Agencies’ Data Agency’sData | 5U.S.C. §
Matching Boards shall review all Integrity Boards Integrity Board | 552a(u)(3)(B)-
Programs — matching programs in which shall conduct the (C); section 14
Annual the agency has participated review at the end of of this

during the calendar year. the calendar year Circular.
and report to OMB
by June 1.
Review of Other Agencies’ Data Integrity Agencies’ Data Agency’sData | 5U.S.C. §
Matching Boards may also review any Integrity Boards Integrity Board | 552a(u)(3)(H);
Activities — agency matching activities that | shall conduct any section 14 of
Annual are not matching programs. review at the end of this Circular.

the calendar year
and report to OMB
by June 1.

36



Appendix 11
Office of the Federal Register SORN Template — Full Notice

Agencies shall publish all system of records notices (SORNS) in the Federal Register using the
appropriate format provided in the appendices to this Circular. Agencies shall use the language
and section headings provided in the template and replace the language in brackets with the
appropriate agency language.

Appendix Il provides the Office of the Federal Register SORN template for full notices that
include all of the elements that are required to be in a SORN. Agencies shall use this template
when publishing a new SORN or choosing to publish a revised SORN in its entirety.

[Name of agency]
Privacy Act of 1974; System of Records
AGENCY: [Name of agency and, if applicable, agency component].

ACTION: Notice of a [New/Modified] System of Records.

SUMMARY: [A plain-language description of the system].

DATES: [The deadline to submit comments on the proposal and the date on which any routine
uses will be effective].

ADDRESSES: [Instructions for submitting comments on the proposal, including an email
address or a website where comments can be submitted electronically].

FOR FURTHER INFORMATION CONTACT: [Instructions for submitting general
questions about the system].

SUPPLEMENTARY INFORMATION: [Background information about the proposal,
including a description of any changes being made to the system and the purpose(s) of the
changes].

SYSTEM NAME AND NUMBER: [A name for the system that is unambiguous and clearly
identifies the purpose or character of the system, and the number of the system].

SECURITY CLASSIFICATION: [An indication of whether any information in the system is
classified].

SYSTEM LOCATION: [The address of the agency and/or component responsible for the
system, as well as the address of any third-party service provider].
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SYSTEM MANAGER(S): [The title, business address, and contact information of the agency
official who is responsible for the system].

AUTHORITY FOR MAINTENANCE OF THE SYSTEM: [The specific authority that
authorizes the maintenance of the records in the system].

PURPOSE(S) OF THE SYSTEM: [A description of the agency’s purpose(s) for maintaining
the system].

CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM: [The categories of
individuals on whom records are maintained in the system].

CATEGORIES OF RECORDS IN THE SYSTEM: [The categories of records maintained in
the system and, if practicable and useful for public notice, specific data elements].

RECORD SOURCE CATEGORIES: [The categories of sources of records in the system].

ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING
CATEGORIES OF USERS AND PURPOSES OF SUCH USES: [Each routine use of the
records contained in the system, including the categories of users and the purpose of such use].

POLICIES AND PRACTICES FOR STORAGE OF RECORDS: [The policies and
practices of the agency regarding the storage of records].

POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS: [The policies and
practices of the agency regarding retrieval of records].

POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:
[The policies and practices of the agency regarding retention and disposal of records].

ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS: [A description of
the administrative, technical, and physical safeguards to which the system is subject].

RECORD ACCESS PROCEDURES: [The agency procedures whereby an individual can be
notified at his or her request how he or she can gain access to any record pertaining to him or her
in the system].

CONTESTING RECORD PROCEDURES: [The agency procedures whereby an individual
can be notified at his or her request how he or she can contest the content of any record
pertaining to him or her in the system].

NOTIFICATION PROCEDURES: [The agency procedures whereby an individual can be
notified at his or her request if the system contains a record pertaining to him or her].

EXEMPTIONS PROMULGATED FOR THE SYSTEM: [Any Privacy Act exemptions
promulgated for the system].
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HISTORY: [Citation(s) to the last full Federal Register notice that includes all of the elements
that are required to be in a SORN, as well as any subsequent notices of revision].
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Appendix 11
Office of the Federal Register SORN Template — Notice of Revision

Agencies shall publish all system of records notices (SORNS) in the Federal Register using the
format provided in the appendices to this Circular. Agencies shall use the language and section
headings provided in the template and replace the language in brackets with the appropriate
agency language.

Appendix I11 provides the Office of the Federal Register SORN template for revised notices that
describe a modified system of records when the agency chooses not to publish the revised SORN
in its entirety. The elements provided in the template are required to appear in any notice of a
modified system of records. Elements omitted from the template shall be included in a notice of
a modified system of records if there are revisions to those elements.

[Name of agency]
Privacy Act of 1974; System of Records
AGENCY: [Name of agency and, if applicable, agency component].

ACTION: Notice of a Modified System of Records.

SUMMARY: [A plain-language description of the system].

DATES: [The deadline to submit comments on the proposal and the date on which any routine
uses will be effective].

ADDRESSES: [Instructions for submitting comments on the proposal, including an email
address or a website where comments can be submitted electronically].

FOR FURTHER INFORMATION CONTACT: [Instructions for submitting general
questions about the system].

SUPPLEMENTARY INFORMATION: [Background information about the proposal,
including a description of the changes being made to the system and the purpose(s) of the
changes].

SYSTEM NAME AND NUMBER: [A name for the system that is unambiguous and clearly
identifies the purpose or character of the system, and the number of the system].

SECURITY CLASSIFICATION: [An indication of whether any information in the system is
classified].
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SYSTEM LOCATION: [The address of the agency and/or component responsible for the
system, as well as the address of any third-party service provider].

SYSTEM MANAGER(S): [The title, business address, and contact information of the agency
official who is responsible for the system].

[Agencies shall review the other elements in the full SORN template in Appendix Il to this
Circular and include elements for which revisions are necessary. For example, if an agency is
modifying the categories of records in the system, the agency shall include that element in the
notice of revision.]

HISTORY: [Citation(s) to the last full Federal Register notice that includes all of the elements
that are required to be in a SORN, as well as any subsequent notices of revision].
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Appendix 1V
Office of the Federal Register Notice of Rescindment Template

Agencies are required to publish a notice of rescindment in the Federal Register whenever they
stop maintaining a previously established system of records. Agencies shall publish all notices
of rescindment using the format provided in Appendix IV to this Circular. Agencies shall use
the language and section headings provided in the template and replace the language in brackets
with the appropriate agency language.

[Name of agency]
Privacy Act of 1974; System of Records
AGENCY': [Name of agency and, if applicable, agency component].

ACTION: Rescindment of a System of Records Notice.

SUMMARY:: [A plain-language description of the system that is being discontinued].

DATES: [The date on which the agency stopped or will stop maintaining the system of
records].

ADDRESSES: [Instructions for submitting comments on the notice, including an email address
or a website where comments can be submitted electronically].

FOR FURTHER INFORMATION CONTACT: [Instructions for submitting general
questions about the discontinued system].

SUPPLEMENTARY INFORMATION: [Background information about the proposal,
including an account of what will happen to the records that were previously maintained in the
system and references to any other SORN that will pertain to the records].

SYSTEM NAME AND NUMBER: [The name and number of the system that is being
discontinued].

HISTORY: [Citation(s) to the last full Federal Register notice that includes all of the elements
that are required to be in a SORN, as well as any subsequent notices of revision].
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Appendix V
Office of the Federal Register Matching Notice Template — Full Notice

Agencies shall publish all matching notices in the Federal Register using the format provided in
the appendices to this Circular. Agencies shall use the language and section headings provided
in the template and replace the language in brackets with the appropriate agency language.

Appendix V provides the Office of the Federal Register matching notice template for full notices
that include all of the elements that are required to be in a matching notice. Agencies shall use
this template when publishing a notice of the establishment or re-establishment of a matching
program, or when publishing a revised matching notice in its entirety.

[Name of agency]
Privacy Act of 1974; Matching Program
AGENCY: [Name of agency and, if applicable, agency component].

ACTION: Notice of a [New/Modified] Matching Program.

SUMMARY:: [A plain-language description of the matching program].

DATES: [The deadline to submit comments on the proposal, as well as the beginning and
ending dates of the matching program].

ADDRESSES: [Instructions for submitting comments on the matching program, including an
email address or a website where comments can be submitted electronically].

FOR FURTHER INFORMATION CONTACT: [Instructions for submitting general
questions about the matching program].

SUPPLEMENTARY INFORMATION: [Background information about the proposal].

PARTICIPATING AGENCIES: [The name of the participating agency or agencies, including
any non-Federal agencies].

AUTHORITY FOR CONDUCTING THE MATCHING PROGRAM: [The specific
authority for conducting the matching program].

PURPOSE(S): [A plain-language description of the agency’s purpose(s) for conducting the
matching program].

CATEGORIES OF INDIVIDUALS: [The categories of individuals whose information is
involved in the matching program].
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CATEGORIES OF RECORDS: [The categories of records involved in the matching program
and the specific data elements that are matched].

SYSTEM(S) OF RECORDS: [The names of all relevant systems of records and a citation of
the system of records notices].
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Appendix VI
Office of the Federal Register Matching Notice Template — Notice of Revision

Agencies shall publish all matching notices in the Federal Register using the format provided in
the appendices to this Circular. Agencies shall use the language and section headings provided
in the template and replace the language in brackets with the appropriate agency language.

Appendix VI provides the Office of the Federal Register matching notice template for revised
notices that describe a modified matching program when the agency chooses not to publish the
revised notice in its entirety. The elements provided in the template are required to appear in any
notice of a modified matching program. Elements omitted from the template shall be included in
a notice of a modified matching program if there are revisions to those elements.

[Name of agency]
Privacy Act of 1974; Matching Program
AGENCY': [Name of agency and, if applicable, agency component].

ACTION: Notice of a Modified Matching Program.

SUMMARY:: [A plain-language description of the matching program].

DATES: [The deadline to submit comments on the proposal, as well as the beginning and
ending dates of the matching program].

ADDRESSES: [Instructions for submitting comments on the proposal, including an email
address or a website where comments can be submitted electronically].

FOR FURTHER INFORMATION CONTACT: [Instructions for submitting general
questions about the matching program].

SUPPLEMENTARY INFORMATION: [Background information about the proposal].

PARTICIPATING AGENCIES: [The name of the participating agency or agencies, including
any non-Federal agencies].

[Agencies shall review the other elements in the full matching notice template in Appendix V to
this Circular and include elements for which revisions are necessary. For example, if an agency
is modifying the categories of records involved in the matching program, the agency shall
include that element in the notice of revision.]
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Nonpartisan Analysis for the U.S. Congress

Congressional Budget Office ( \

Seven Things to Know About
CBO’s Budgetary Treatment of
Potential Changes to Fannie

Mae and Freddie Mac

Fannie Mae and Freddie Mac were chartered in 1938
and 1970, respectively, as government-sponsored enter-
prises (GSEs) to ensure a stable supply of credit for
mortgages nationwide. Government-sponsored enter-
prises are private companies created by federal law to
fulfill a specific purpose. In the case of Fannie Mae and
Freddie Mac, that purpose is to facilitate the flow of
funding for home loans by purchasing mortgages from
lenders, pooling them into mortgage-backed securities
(MBSs), and selling the securities to investors along with
a guarantee against most losses from defaults on the
underlying loans.

After operating independently for decades, the two GSEs
were placed in federal conservatorships in 2008. Since
then, they have been controlled by the Federal Housing
Finance Agency (FHFA) and effectively owned by the
Department of the Treasury (for details, see Box 1 on
page 3). In January 2025, the FHFA announced

that it will seek comments on options to end the GSEs’
conservatorships.'

This report addresses seven key issues that might arise as
the Congressional Budget Office estimates the budgetary
effects of potential legislation or administrative actions
that could result in selling the Treasury’s ownership stake
in the GSEs and releasing them from government con-
trol. In keeping with its standard practices, CBO assesses
the federal budgetary and economic effects of proposed
policies but does not make policy recommendations.

1. Federal Housing Finance Agency, “FHFA and U.S.
Treasury Announce Amendments to the Preferred Stock
Purchase Agreements” (news release, January 2, 2025),
heeps://tinyurl.com/jSwv4xvv.
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1. CBO projects that the GSEs’

future mortgage guarantees

have a budgetary cost
An MBS created by Fannie Mae or Freddie Mac enti-
tles its purchaser to a share of the combined mortgage
payments from the pool of loans underlying the security.
The GSEs guarantee that such payments will be made
in full and on a timely basis—including covering missed
payments if borrowers default so MBS investors are not
affected. In return for providing that guarantee of pay-
ment, the GSEs receive an up-front fee when an MBS is
created and a yearly fee based on the outstanding princi-
pal of the underlying mortgages. The GSEs" net income
results mainly from the difference between the fees they
collect and the payments they make on defaulted loans.

In most years—including every year since 2012—the
amount that Fannie Mae and Freddie Mac collect in

fees exceeds their costs to cover mortgage defaults. But
during periods of financial stress, such as the housing
crisis of the late 2000s, the cost of defaults can exceed
income from fees, resulting in net losses for the GSEs. To
manage those situations, the GSEs maintain reserves that
they fund by selling shares of stock or by keeping earn-
ings that would otherwise be paid to their shareholders as
dividends. Those reserves are invested in liquid assets that
they can sell quickly to meet payment obligations.

CBO estimates that the new mortgages Fannie Mae
and Freddie Mac are projected to guarantee during the
2026-2035 period would have a total cost to the federal
government of $81.8 billion.? That baseline estimate
reflects CBO’s projections of the default payments and
fees that would occur if current laws governing revenues

2. Congressional Budget Office, 7he Budget and Economic
Outlook: 2025 to 2035 (January 2025), Table B-4,
www.cbo.gov/publication/60870.

Unless this report indicates otherwise, all years referred to are federal fiscal years, which run from October 1to September 30 and are designated by the
calendar year in which they end. Numbers in the text and tables may not add up to totals because of rounding.
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and spending generally remained unchanged over the
next 10 years. (CBO estimated that cost on a fair-value
basis, which measures the market value of the GSEs’
mortgage guarantees by accounting for market risk. For
details, see section 4 below.)

Fannie Mae’s and Freddie Mac’s guarantees have a
budgetary cost because, in CBO’s estimation, the GSEs
charge lower fees for their guarantees than private-sector
investors would charge to assume the same risk. In
CBO’s baseline projections, that underpricing averages
about 6 to 10 basis points (0.06 to 0.10 percentage
points) in each year of the 2026-2035 period.’ The two

3. By comparison, the GSEs’ guarantee fees averaged 66 basis points
per loan in 2023. See Federal Housing Finance Agency, Fannie
Mae and Freddie Mac Single-Family Guarantee Fees in 2023
(January 2025), https://tinyurl.com/yck567pv.

GSE:s are projected to issue a total of about $15 trillion
in new guarantees during that period. With such large
portfolios of mortgages, a modest underpricing of

risk can result in a budgetary cost of tens of billions

of dollars.

2. CBO treats the GSEs as if they
were part of the government
In CBO’s assessment, Fannie Mae and Freddie Mac are
effectively part of the federal government for two rea-
sons.* First, the FHFA gained operational control of the
GSEs when it put them in conservatorships. That control
was evident, for example, in March 2025, when the
FHFA changed the membership of the GSEs” boards of
directors. Second, the federal government gained major-
ity ownership of the GSEs when the Treasury acquired
senior preferred shares in the enterprises—and warrants
to buy their common shares in the future—in exchange
for agreeing to maintain their solvency (see Box 1).
For those reasons, CBO’s baseline budget projections
account for the GSEs’ operations as though they are
being conducted by a federal agency.

Because CBO treats Fannie Mae and Freddie Mac as part
of the federal government, it considers the costs of their
mortgage guarantees to be federal costs, which are pro-
jected to increase the overall budget deficit. In the case of
dividends that the GSEs sometimes pay to the Treasury
on its shares, CBO treats those transactions as occurring
between federal entities rather than between the public
and the government (see Figure 1 on page 4, top

panel).” Thus, CBO does not count those payments as
income to the government and does not project that they
affect the overall deficit.

If the GSEs began paying dividends to their private
shareholders while remaining under federal control,
CBO would treat those payments as outlays from

the government to the private sector, which would
increase federal spending and the deficit. Under the
Administration’s current policies, the GSEs do not make
dividend payments to their private shareholders and are
not expected to start doing so. If that changed—whether
through legislation, administrative actions, or judicial

4. Congressional Budget Office, How CBO Determines Whether to
Classify an Activity as Governmental When Estimating Its Budgetary
Effects (June 2017), p. 7, www.cbo.gov/publication/52803.

5. Congressional Budget Office, Accounting for Fannie Mae
and Freddie Mac in the Federal Budger (September 2018),
www.cbo.gov/publication/54475.


https://tinyurl.com/yck567pv
http://www.cbo.gov/publication/52803
http://www.cbo.gov/publication/54475

JULY 2025

SEVEN THINGS TO KNOW ABOUT CBO’S BUDGETARY TREATMENT OF POTENTIAL CHANGES TO FANNIE MAE AND FREDDIE MAC

Box 1.

The Treasury’s Ownership Stake in Fannie Mae and Freddie Mac

In 2008, the federal agency that regulates Fannie Mae and
Freddie Mac—the Federal Housing Finance Agency (FHFA)—
placed the two government-sponsored enterprises (GSEs) in
federal conservatorships because of “a substantial deteri-
oration in the housing markets that severely damaged each
Enterprise’s financial condition and left both of them unable
to fulfill their missions without government intervention.” That
action put the FHFA in control of the two GSEs. At the same
time, the Department of the Treasury took steps to keep the
GSEs solvent. (The authority to put Fannie Mae and Freddie
Mac in conservatorships and to protect them from insolvency
was provided by the Housing and Economic Recovery Act of
2008.) As a result of those actions, the GSEs were able to carry
out their missions throughout the 2007-20009 financial crisis
and the ensuing recovery period.

The Treasury became the GSES’ owner by signing agreements
with them to keep them afloat financially in exchange for

two types of financial securities: senior preferred stock and
warrants. Under the preferred-stock purchase agreements,
the Treasury committed to buying additional senior preferred
shares in the GSEs whenever their net worth fell below zero.
Preferred stock differs from common stock in that it pays
fixed dividends—initially 10 percent or 12 percent under the
agreements—and takes priority over common stock in receiv-
ing those dividends. (The Treasury’s senior preferred stock

1. Federal Housing Finance Agency, “History of Fannie Mae and Freddie Mac
Conservatorships” (October 17, 2022), www.fhfa.gov/conservatorship/
history.

decisions—CBO’s baseline would project an increase in

the deficit.

Unlike CBO, the Administration’s Office of
Management and Budget (OMB) treats Fannie Mae and
Freddie Mac as nongovernmental entities for budgetary
purposes. OMB estimates that cash transactions between
the GSEs and the Treasury affect the deficit. For exam-
ple, OMB treated investments that the Treasury made

in the GSEs from 2008 to 2012 as federal costs and
dividends that the GSEs paid to the Treasury from 2012
to 2019 as federal income.

also has priority over privately held preferred stock.) Dividend
payments on preferred stock are akin to interest payments on
debt. But unlike with interest payments, a company can put off
making dividend payments on senior preferred stock without
defaulting, provided that it also suspends dividend payments
on all more junior classes of stock.

The warrants that the Treasury received from the GSEs give

it the right to buy 79.9 percent of the GSEs’ common stock in
the future at a nominal price. Unlike preferred stock, common
stock typically gives shareholders voting rights and control
over a company. As of April 2025, the Treasury had not exer-
cised its warrants, which expire in September 2028.

In 2012, the preferred-stock purchase agreements were
amended to require the GSEs to pay all of their net earnings
to the Treasury as long as they had positive net worth. In
2019 and 2020, the Treasury changed those agreements

to allow the GSEs to retain their earnings rather than pay
dividends to the Treasury. That restructuring has permitted the
GSEs to keep earnings that would count toward the FHFA's
capital requirements if the GSEs were released from their
conservatorships and if ownership and control of them were
transferred to private investors. The capital requirements are
designed to reduce the likelihood that the GSEs would face
financial trouble in the future. Under those requirements, the
GSEs must maintain a buffer of capital that is large enough to
cover their guarantee obligations, even during periods with
higher-than-average default rates on mortgages.

Also unlike CBO, OMB treats the GSEs” mortgage
guarantees as private-sector transactions that do not
have an immediate budgetary impact. The budgetary
effects associated with those guarantees occur in future
years and depend on the GSEs’ net income. If their net
income is positive and the GSEs pay dividends to the
Treasury, OMB will record those dividends as receipts
in the budget. If the GSEs™ net income is negative, they
will not make dividend payments to the Treasury, and if
their losses are severe, they may require additional federal
investment because of the Treasury’s commitment to
ensure their solvency.


http://www.fhfa.gov/conservatorship/history
http://www.fhfa.gov/conservatorship/history
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Figure 1.
Cash Flows to and From Fannie Mae and Freddie Mac

Before and After Recapitalization and Release From Federal Control

Before recapitalization and release

Federal government

Treasury
Solvency
guarantee®
Dividends
Fannie Mae Affordable Housing Trust Fund

and Freddie Mac W’ and Capital Magnet Fund

Guarantee

b inab
Fees paymentsb< Spending
Mortgage- Housing
backed securities® programs
After recapitalization and release
Federal government
Treasury
Solvency
guaranteé®®
Proceeds from Dividends®
sale of stock®
Fannie Mae Affordable Housing Trust Fund
and Freddie Mac housing " Thousing fee® . and Capital Magnet Fund
Dividends :
Guarantee Spending®
Equity payments
investment Fees
Private Mortgage- Housing
investors backed securities programs

Data source: Congressional Budget Office.

GSEs = government-sponsored enterprises (specifically, Fannie Mae and Freddie Mac).

Because the GSEs are in federal
conservatorships and largely
owned by the Treasury, CBO
considers them part of the

federal government. Thus, the
dividends they pay to the Treasury
on its shares are considered
intragovernmental payments

that have no net effect on the
federal budget.

If the GSEs were released from
federal control, CBO would
consider them nongovernmental
entities, and their financial
interactions with the government
would have budgetary savings
or costs.

a. The current solvency guarantee is the Treasury’s commitment to keep Fannie Mae and Freddie Mac afloat financially by purchasing more of their senior
preferred shares whenever their net worth falls below zero. Policy changes could restructure that guarantee or make it implicit.

b. Indicates cash flow between the federal government and the public.

c. The federal credit subsidy for guaranteeing mortgage-backed securities is the difference between the present value of losses from defaults (net of recoveries)
that are expected to occur over the lifetime of those securities and the present value of fees that are expected to be collected for those guarantees over their
lifetime. (A present value is a single number that expresses a flow of current and future income or payments in terms of an equivalent lump sum received or

paid at a specific time, such as the present.)
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3. Releasing the GSEs from
government control would result
in both federal savings and
federal costs

Legislation or administrative actions related to rebuilding

the capital reserves of the GSEs and releasing them from

their conservatorships could end federal control and
ownership of the entities. That change would affect the
federal budget in various ways over the typical 10-year
projection period of CBO’s baseline and beyond. The
budgetary effects would depend on the details of the
recapitalization and release policies. As an illustration,
the appendix examines two hypothetical policies: one

in which the Treasury would convert its senior preferred

shares in the GSEs to common shares and one in which

the FHFA would place the GSEs in receivership (a con-
dition that would involve having their assets transferred
to other entities).

The first policy would begin with the Treasury con-
verting its senior preferred stock to common stock and
exercising its warrants to buy additional common stock.
After that, Fannie Mae and Freddie Mac would sell more
common shares to the public to raise cash to help them
meet the FHFA’s capital requirements, a precondition for
being released from their conservatorships (see Box 1 on
page 3). After the GSEs were released, the Treasury
would sell its holdings of their common stock to the
public over time.

In the second policy, the FHFA would end the conser-
vatorships by putting Fannie Mae and Freddie Mac in
receivership, creating a new corporation to replace each
GSE, and transferring the GSEs’ assets and liabilities to
those entities. The new corporations would sell common
stock to the public and keep some of the proceeds from
those sales to meet the FHFA's capital requirements. The
remaining proceeds would be allocated to the former
GSEs’ shareholders on the basis of their seniority.®

Sources of Budgetary Savings

From Recapitalization and Release

Ending federal control of Fannie Mae and Freddie Mac
would produce budgetary savings, primarily because it

6. The proceeds from the sale of common stock would go first to
the Treasury, up to a limit equal to the liquidation preference of
the senior preferred shares (the amount of money the Treasury
is eligible to receive before more junior investors are paid). Any
remaining proceeds would go to the private holders of junior
preferred shares, up to the value of their liquidation preference,
and then to the holders of common stock.

would eliminate federal subsidies for future mortgage
guarantees that are priced below market rates, in CBO’s
estimation. Other sources of budgetary savings would
be receipts from selling the Treasury’s shares to private
investors, which would be offset by a corresponding cost
from reductions in future profits, and receipts from fees

paid by the GSEs to federal affordable housing funds.

Elimination of subsidies on future mortgage
guarantees. Under either of CBO?s illustrative
scenarios, after the GSEs’ release, their future
mortgage guarantees would be private transactions
rather than government commitments. The federal
government would no longer be responsible for
guaranteeing MBSs at prices below their market
value. That change would reduce the deficit by
eliminating the budgetary cost that CBO assigns to
future guarantees in its baseline projections.

® Payments to the Treasury. Under either of CBO’s
illustrative scenarios, recapitalization and release
of Fannie Mae and Freddie Mac would involve the
Treasury selling its shares in the GSEs to private
investors. Under either scenario, the payments
from private investors in the newly independent
GSE:s to the Treasury would reduce the deficit by
bringing in receipts to the federal government. The
size of the payments would depend on the details
of the policy. CBO would recognize the significant
cash inflows that the government would receive
from the sale of shares in the newly independent
GSEs. In such a market transaction, the amount
the Treasury would receive for those shares would
match the market valuation of the GSEs’ reduced
future profits, resulting in no net budgetary effect,
in CBO’s assessment.

® Reclassification of affordable housing fees. The
fees that the GSEs pay to the Housing Trust Fund
and the Capital Magnet Fund to increase and pre-
serve the supply of affordable housing—currently
classified as intragovernmental transfers—would
be reclassified as receipts to the government (see
Figure 1 on page 4, bottom panel).” As govern-
ment receipts, they would reduce the deficit.

7. Congressional Budget Office, How the Housing Trust Fund and
Capital Magnet Fund Support Affordable Housing (November
2022), www.cbo.gov/publication/58427.
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Sources of Budgetary Costs

From Recapitalization and Release

Ending federal control of the GSEs would also create
costs. For example, the government would no longer
receive the income that Fannie Mae and Freddie Mac
earn from their existing mortgage guarantees and from
their portfolios of assets. (Existing mortgage guarantees,
those in place before the GSEs’ release, are projected to
generate net income for the government in future years
because the risk of default by borrowers tends to decline
over time, while guarantee fees continue to be paid at a
fixed rate. In contrast, future mortgage guarantees, those
made after the GSEs’ release, would no longer be backed
by the government or be included in the federal budget.)
Another possible source of budgetary costs is that any
commitments by the Treasury to maintain the solvency
of the GSEs would no longer be considered intragovern-
mental transfers. The effects of those costs on the deficit
would be largely offset by the payments to the Treasury
for the value of its shares in the GSEs.

®  Loss of income from existing mortgage
guarantees. In CBO’s assessment, the GSEs’
mortgage guarantees create costs for the government
in the early years of repayment on the loans (when
default rates tend to be highest) and create savings
in later years (when default rates tend to decline).
Having incurred costs in the early years of existing
mortgage guarantees, on average, the government
is projected to benefit from the savings on those
existing guarantees in later years, under current
law. CBO incorporated all of the projected lifetime
costs and savings associated with outstanding
mortgage guarantees in its budget estimates when the
guarantees were made, consistent with its treatment
of other federal credit programs (see the next section
for details). Any changes to those cash flows would

be reflected in a cost estimate for proposed legislation.

If the GSEs were recapitalized and released, the
income from existing guarantees would go to

the GSEs’ private shareholders rather than to the
government, a change that would increase the deficit.

® Loss of income from other assets. Ending federal
control would cause the government to lose net
income from the GSEs’ other assets as well as from its
mortgage guarantees. In 2019 and 2020, the Treasury
changed its agreements with the GSEs to allow them
to keep their earnings rather than pay dividends to
the Treasury. Those earnings have been invested in
a mix of assets that earn interest and other forms of

income. Under CBO’s budgetary treatment, that
income is received by the government. If the GSEs
were reclassified as private entities, the government
would no longer earn that income, a change that
would increase the deficit.?

® The Treasury’s commitments to keep the GSEs
solvent. The Treasury’s commitments to maintain
the solvency of the GSEs are currently viewed as
intragovernmental and thus as not having budgetary
costs. If federal control of the GSEs ended, such
commitments by the Treasury would be reclassified
as transactions with private entities and would result
in costs. Under CBQO’s illustrative scenarios, the
Treasury would continue to guarantee the GSEs’
solvency but would charge a commitment fee (see the
appendix). Depending on its size, such a fee could
partly or wholly offset the cost of the commitment. If
the Treasury charged a fee that was less than the cost
of its backstop commitment, it would be providing
a federal subsidy. If the Treasury charged more for
its backstop than private investors would charge
to provide a similar amount of capital support, the

federal backstop would reduce the deficit.

Net Budgetary Effects

The budgetary savings from eliminating federal subsi-
dies on the GSEs’ future mortgage guarantees would be
largely offset by costs from recapitalization and release
under a wide range of policy approaches. The reason is
that the amount investors would pay for the Treasury’s
shares in the GSEs would depend on the same policies
that would determine the size of all other savings and
costs. For example, investors would pay for the GSEs’
existing mortgage guarantees and other assets, and that
payment would be shown in the budget as a savings.
But after the sale of the Treasury’s ownership stake, the
government would no longer receive income from those
assets. Those two budgetary effects from recapitaliza-
tion and release—receipts from selling the government’s

8. Similar to its treatment of mortgage guarantees, CBO reflects
the costs or savings from the GSEs’ assets in its baseline on a
fair-value basis (see section 4 below). When the Treasury revised
its agreements with the GSEs to allow them to retain interest and
other income from those assets, CBO’s baseline accounted for
the projected lifetime income to the federal government from the
GSEs ownership of the assets when the policy change occurred
rather than when the income was projected to be received over
time. Because the value of those earnings has already been
recorded in CBO’s baseline, the future cash flows from those
earnings are not included in the baseline—but a loss of that
income would be reflected in a cost estimate.
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shares and forgone revenues from the GSEs’ assets—
would generally be estimated as offsetting each other.

Similarly, the Treasury’s commitments involve costs, but
they increase the projected profits of the GSEs. Those
higher projected profits lead to a higher sale price for the
Treasury’s shares in the GSEs. Eliminating the Treasury’s
commitments would reduce costs and the profitability
of the GSEs, reducing that sale price. Requiring the
GSE: to pay fees to the Treasury for its solvency com-
mitment would generate budgetary savings but also
reduce the GSEs’ profitability and the sale price for the
Treasury’s shares.

4. CBO projects the budgetary
effects of the GSEs’ mortgage
guarantees on a fair-value basis

Since 2008, CBO, in consultation with the House and

Senate Committees on the Budget, has used fair-value

accounting to measure the cost of the GSEs’ new mort-

gage guarantees. That approach estimates the market
prices that private entities without a backstop from

the Treasury would charge to make the same mortgage

guarantees. (The fair value of a liability, such as a loan

guarantee, is the price that would have to be paid in an
orderly market to induce a private financial institution to
assume the liability.)

Fair-value estimates are calculated on an accrual basis,
meaning that the full costs projected to result from a
cohort of mortgage guarantees over their lifetime are
recorded in the year in which the guarantees are made.
That approach differs from the cash basis used for most
federal programs in the budget. Cash-based accounting
records a program’s spending and revenues in the years
when they occur.

The fair-value accounting that CBO uses for the GSEs
in conservatorship also differs from the approach used
for other federal programs that guarantee mortgages.
Those programs are accounted for using the procedures
specified in the Federal Credit Reform Act of 1990
(FCRA). Both FCRA and fair-value estimates are accrual
measures, but fair-value estimates incorporate market
risk—the risk that adverse movements in overall market
conditions will reduce the value of a financial asset.”
FCRA estimates do not incorporate market risk.

9. Market risk is the component of financial risk that is associated
with the overall performance of the economy rather than
with the performance of a specific investment. It results from

CBO projects that Fannie Mae and Freddie Mac will
issue a total of $15.2 trillion in new loan guarantees
from 2026 to 2035. In CBO’s January 2025 baseline,
those guarantees are projected to have a total cost to the
government of $81.8 billion on a fair-value basis."’ That
cost occurs because the GSEs charge slightly lower fees
than fully private insurers would charge for the same
guarantees, in CBO’s view. As a result, on a fair-value
basis, the net present value of the guarantee fees that
the GSEs charge is less than the net present value of the
guarantee obligations for which they are liable.!" Ending
federal control of the GSEs would eliminate that cost
from the budget.

CBO’s baseline incorporates the projected lifetime costs
or savings to the federal government from the GSEs’
guarantees and assets when the guarantees are made or
the assets are acquired, rather than when their various
cash flows take place. If any legislation or administrative
actions changed the cash flows associated with existing
guarantees or assets, CBO would estimate how those
changes would affect the deficit on a fair-value basis.

Specifically, CBO would calculate the net present value
of the future cash flows for existing guarantees or assets
under both current law and the proposed change and
would record the difference between those values as
spending or revenues in the year the action modifying
the guarantees or assets occurred. For example, if leg-
islation would require the GSEs to modify the terms
of mortgages in a way that increased the cost of their

shifts in macroeconomic conditions, such as productivity

and employment, and from changes in expectations about
future macroeconomic conditions. For more information,

see Congressional Budget Office, Measuring the Cost of
Government Activities That Involve Financial Risk (March 2021),
www.cbo.gov/publication/56778.

10. To facilitate comparison with other federal credit programs, CBO
also produces FCRA estimates of the annual costs of Fannie
Mae’s and Freddie Mac’s activities. See Congressional Budget
Office, Estimates of the Cost of Federal Credir Programs in 2025
(August 2024), www.cbo.gov/publication/60517.

11. A present value is a single number that expresses a flow of current
and future income or payments in terms of an equivalent lump
sum received or paid at a specific time, generally the present.

The present value of future cash flows is determined by applying
a discount rate, which reflects the time value of money and the
risk associated with those cash flows. That rate is used to convert
future cash flows into their equivalent value at a given time. For
details, see Congressional Budget Office, How CBO Uses Discount
Rates to Estimate the Present Value of Future Costs or Savings
(October 2024), www.cbo.gov/publication/60284.
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existing guarantees, that legislation would have a budget-
ary cost that would be recorded in the year the modifica-
tion would take place.

5. CBO’s baseline budget projections
and cost estimates incorporate
administrative and judicial actions

CBO’s cost estimates compare the projected budget-

ary effects of proposed legislation with a baseline that

incorporates the effects of recent administrative and

judicial actions, including any actions that affect Fannie

Mae and Freddie Mac.'”? When CBO accounts for recent

administrative and judicial actions in its baseline and

cost estimates, it must assess the likelihood, timing, and
resulting budgetary impact of those actions.

If proposed legislation would require the FHFA and the
Treasury to take certain actions, CBO’s estimate of the
legislation’s costs would depend on whether the bud-
getary effects of those actions were already included in
the baseline:

® [f the Administration had not yet taken those actions,
the legislation would affect the deficit.

® [f the Administration had already taken those actions
in a clear, public, and official way, CBO might
estimate that the legislation would have no effect on

the deficit.

® [f the Administration had proposed those actions—
for example, by publishing a notice of proposed
rulemaking in the Federal Register or announcing a
specific plan—CBO’s baseline would incorporate
50 percent of the budgetary effects, and CBO
would estimate that the legislation would have the
remaining 50 percent of those effects. That treatment,
which is consistent with how CBO treats other
proposed rules, reflects uncertainty about whether
a proposed rule will be finalized and what form the
final rule might take. (Restructuring the Treasury’s
shares in the GSEs and ending the conservatorships
would not necessarily require proposing a new rule.)

12. Congressional Budget Office, CBO Explains How It Incorporates
Administrative and Judicial Actions When Updating Its Baseline
Projections and Preparing Cost Estimates (December 2024),
www.cbo.gov/publication/60846.

6. CBO would incorporate the

cost of the Treasury’s implicit

or explicit commitments to the

GSEs in cost estimates
If Fannie Mae and Freddie Mac were released from
federal ownership, they might still benefit from a federal
guarantee of their solvency, whether implicit or explicit.
Before their conservatorships, the GSEs benefited from
an implicit federal guarantee.” Investors who bought
mortgage-backed securities from the GSEs were willing
to accept lower yields on them because they perceived
that the government would make sure they received
payment in a timely fashion if the GSEs faced insol-
vency—even though at that time any assistance required
a future act of Congress. That perception turned out to
be accurate. When the GSEs’ financial condition dete-
riorated in 2008, lawmakers enacted the Housing and
Economic Recovery Act, which authorized the Treasury
to provide financial assistance to the GSEs.

Once they were released from federal ownership, Fannie
Mae and Freddie Mac could benefit from an explicit
commitment if, for example, the commitments in their
2008 agreements with the Treasury remained in effect or
if those commitments were replaced by another mecha-
nism. The current commitment requires the Treasury to
invest in the GSEs when their net worth falls below zero.
In the past, Members of Congress have proposed differ-
ent types of commitments, such as guaranteeing to cover
investors against losses on MBSs above a threshold level
that would be likely to occur only in catastrophic cir-
cumstances rather than guaranteeing the solvency of the
GSEs themselves. Without an explicit commitment, the
GSEs would probably benefit from an implicit federal
guarantee—especially if they continued to be linchpins
of the housing finance system and retained the advan-
tages of their federal charters (such as exemption from
state and local taxes).

If CBO no longer considered the GSEs to be govern-
ment entities, it would incorporate the estimated cost

of any explicit federal guarantee in its future cost esti-
mates and baseline projections. To estimate that cost,
CBO would assess the risk associated with the GSEs’
financial exposure and consider any private capital that
would serve as a buffer to absorb losses before the federal
guarantee came into play. The way in which CBO would

13. Congressional Budget Office, Federal Subsidies and the Housing
GSEs (May 2001), www.cbo.gov/publication/13072.
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measure the cost of the guarantee—whether it would use
cash or accrual estimates and whether it would incor-
porate market risk—would depend on the nature of

the commitment.

Before the GSEs were placed in conservatorships, CBO
did not incorporate their implicit federal guarantee in

its budget estimates. But the events of 2008 provide
support for recording the cost of such a guarantee if the
GSEs were released from government control without

an explicit federal backstop. CBO would look to provide
the Congress with comprehensive information about the
estimated cost of an implicit guarantee. In particular,
CBO would consult with the House and Senate Budget
Committees about how to present information about the
cost of the implicit guarantee along with, or as part of, its
future baseline projections.

7. CBO’s estimate of the proceeds
from selling the Treasury’s shares
in the GSEs would depend on
many factors

CBO’s projection of how much the Treasury would

earn from selling its financial stake in Fannie Mae and

Freddie Mac would depend on the details of the pro-

posed policy. Some of the most important factors include

possible changes in the GSEs’ obligations that would
reduce the value of the Treasury’s shares, policy changes
that could affect the potential profitability of the GSEs’
mortgage guarantees and other assets, and the extent

of any federal guarantee of the solvency of the GSEs as

private companies.

The Value of the Treasury’s Shares

Legislation or further actions by the Treasury could
reduce the GSEs’ obligations to the Treasury. Such a
change would allow the GSEs to raise more capital and
thereby leave their conservatorships sooner, but it would
also reduce the value of the Treasury’s shares.

For example, decreasing the seniority of the Treasury’s
ownership stake in the GSEs would enable them to raise
funds to meet their capital requirements by selling new
common stock. To encourage private investors to buy
the new shares, the GSEs would need to be able to pay
dividends on them in the foreseeable future. But the cur-
rent ownership structure of Fannie Mae and Freddie Mac
makes that difficult. Today, the GSEs do not pay divi-
dends on any of their shares. If they began doing so, the
senior preferred stock held by the Treasury would have

the highest priority for those payments. Outstanding
junior preferred stock in the GSEs, which is held by
private investors, would have the next highest priority for
receiving dividends (see the appendix). Common stock
would have the lowest priority. As long as the Treasury’s
senior preferred shares remained outstanding and the
GSEs’ profits were not sufficient to pay dividends on all
preferred stock, holders of common shares would receive
no dividends, and investors might be unwilling to pur-
chase such shares.

Various ways exist to reduce the seniority of the
Treasury’s claim on the GSEs to enable them to sell
common stock more easily. In a 2020 report and a
2024 update, CBO analyzed a scenario in which the
Treasury would modify its agreements with the GSEs
so they could buy back the Treasury’s senior preferred
shares at the face (par) value.'* According to the central
estimates in that update, if the GSEs were recapital-
ized and released in 2027, the Treasury would need to
accept less than the par value of its preferred shares to
allow the GSE: to raise the funds they would need from
new investors.

The Treasury could modify its shares in other ways, such
as by converting its senior preferred stock to com-

mon stock—as it did when resolving the bankruptcy

of the insurance and financial company AIG after the
2007-2009 financial crisis.”” Reducing the seniority of
the government’s claim in that way would decrease the
value of the Treasury’s shares and increase the value of
outstanding preferred and common shares held by pri-
vate investors. As an alternative, placing Fannie Mae and
Freddie Mac in receivership could avoid lowering the
value of the Treasury’s shares, but it would involve other

trade-offs (see the appendix).

Mortgage Guarantees and Other Assets

CBO’s estimate of the market value of the GSEs would
depend heavily on its estimate of the future profitability
of their core business—guaranteeing mortgage-backed

14. Congressional Budget Office, An Update to CBO’s Analysis
of the Effects of Recapitalizing Fannie Mae and Freddie
Mac Through Administrative Actions (December 2024),
www.cbo.gov/publication/60810, and Effects of Recapitalizing
Fannie Mae and Freddie Mac Through Administrative Actions
(August 2020), www.cbo.gov/publication/56496.

15. Federal Reserve Bank of New York, “Actions Related to AIG”
(accessed May 14, 2025), www.newyorkfed.org/aboutthefed/aig.
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securities for a fee. Because CBO estimates that the GSEs
charge slightly lower fees for their new MBS guarantees
at origination than a private investor would charge, every
new cohort of MBSs they originate subtracts value from
the GSEs rather than adding value. By contrast, the
GSEs’ portfolios of outstanding MBSs are expected to
generate positive net income because they tend to face
less default risk over time than they did at origination.
Moreover, the GSEs might raise their guarantee fees if
they were released from federal control. In addition to
mortgage guarantees, the GSEs” other assets—such as
cash held in case of future losses—produce interest and
other income for the enterprises.

Solvency Guarantee

The price at which the Treasury could sell its shares in
the GSEs would depend on any guarantee of future sol-
vency that the GSEs might receive from the government,
net of the cost that the government would charge for
that guarantee. If everything else was unchanged, the sale
price would be higher if the GSEs received a guarantee
and lower if they had to pay a fee for it. The net effect
would depend on whether the fee was higher or lower
than the value of the guarantee.

If the government charged less for its guarantee than a
private firm would, that underpricing would make the
GSEs more profitable, and their stock would be likely
to sell at a higher price. In addition, anyone who lent
money to the GSEs, including buyers of their corporate
bonds, would require lower interest rates if the govern-
ment stood behind the two firms. And private investors
would pay more for MBSs guaranteed by the GSEs if
those securities had a government backstop. If everything
else was unchanged, those lower costs of funding and
greater proceeds from the sale of MBSs would translate
into higher profits for the GSEs and thus a higher price

for their common stock.

Other Factors

Various other factors could affect CBO’s projection of
the proceeds from selling the Treasury’s shares. If law-
makers introduced competition for the GSEs—such as
by issuing charters to other enterprises to compete with
Fannie Mae and Freddie Mac—CBO would assess that
mortgage interest rates would be lower than they would
be otherwise but that proceeds from the sale would also
be lower. If the GSEs were required to allocate a large
portion of their resources to buying or guaranteeing
mortgages from borrowers with low income, or if they
were restricted from offering new financial products,
their future profitability would be lower, as would the
sale price. Conversely, if restrictions on risk-taking by the
GSEs—such as limits on the size of their retained port-
folios or down payment requirements for the mortgages
they were allowed to buy—were relaxed, the sale price

would be higher.

When estimating the cost of legislation that would
involve selling the Treasury’s shares in the GSEs, CBO
would first consider whether the proceeds from the sale
should be included in the cost estimate. In keeping with
the Congress’s scorekeeping guidelines for asset sales,
CBO makes such a decision by comparing the expected
sale price of an asset with the value of the future income
the government would derive from the asset if it kept

it. Then, if the projected sale price is at least as much as
the present value of that future income, CBO includes
the proceeds from the sale in its cost estimate. If the sale
price is less than the present value of that future income,
CBO does not include the proceeds in its cost estimate.
In the case of selling the Treasury’s shares in Fannie Mae
and Freddie Mac, CBO expects that the proceeds would
meet the required threshold as long as the shares were
sold through a competitive process.



Appendix: lllustrative Policies to
Recapitalize the GSEs and Release Them

From Federal Control

This appendix explores the budgetary effects of two
illustrative approaches to recapitalizing Fannie Mae and
Freddie Mac and ending their federal conservatorships.
Those formerly independent government-sponsored
enterprises (GSEs) are currently controlled by the Federal
Housing Finance Agency (FHFA) and effectively owned
by the Treasury, their majority shareholder.

Outline of the lllustrative Policies
Many options exist for rebuilding the capital reserves of
the GSEs and releasing them from government control.
This appendix examines two hypothetical policies: one
in which the Treasury would convert its senior preferred
stock in the GSEs to common stock and one in which
the FHFA would place the GSEs in receivership (a con-
dition that would involve having their assets transferred
to other entities).

Conversion During Conservatorship

In the first approach, the process of recapitalization and
release would begin with the Treasury changing its senior
preferred shares in the GSEs into common shares. Next,
the Treasury would exercise the warrants it received in
exchange for agreeing to keep the GSEs solvent. Those
warrants allow it to buy additional common shares in
the GSEs. By converting its senior preferred shares, the
Treasury would give up the preference for dividend pay-
ments that those shares command; instead, the Treasury’s
stock would have a status equal to that of the common
stock held by other investors.

Next, Fannie Mae and Freddie Mac would issue addi-
tional common stock and sell it to the public. The cash
raised from those sales would create capital reserves that
would serve as a buffer to absorb larger-than-expected
losses in the future and to meet the FHFAs capital
requirements for the GSEs—a precondition for releas-
ing them from federal control. After their release, the
Treasury would gradually sell its holdings of common

stock. Each step in that illustrative process would have
distinct effects on the proceeds the Treasury would be
likely to receive from that sale (see Table 1).

Transfer During Receivership

In the second approach, the FHFA would change the
GSEs’ legal status from conservatorship to receiver-
ship. Putting the GSEs in receivership would generally
involve transferring their assets to other entities. In this
illustrative example, the FHFA would create new legal
entities to continue the operations of Fannie Mae and
Freddie Mac (under the same names) and would trans-
fer all of their existing assets and liabilities to those new
corporations.

The receivership would then sell common shares in

the new Fannie Mae and Freddie Mac corporations

to private investors. Part of the proceeds from those
sales would be kept by the corporations to satisfy the
FHEFA’s capital requirements. The rest would be used to
liquidate shareholders’ claims in the original GSEs. In
CBO’s assessment, the amount available to liquidate all
claims would almost certainly be less than the liquida-
tion preference of the Treasury’s senior preferred shares
(the amount of money the Treasury is eligible to receive
before more junior investors are paid). Thus, the Treasury
would receive all of the proceeds of the common stock
sale not kept as capital reserves.'

16. Under this scenario, it would not matter whether the Treasury
exercised its warrants, because common shares in the original
GSEs would have too low a priority to have any value in
liquidation, CBO estimates. The liquidation preference is equal
to the face value of preferred stock, plus the value of dividends
that the GSEs would have made if dividends had not been
suspended because of changes made to the preferred-stock
purchase agreements in 2019. That liquidation preference totaled
$341 billion as of December 2024 and is projected to grow to
nearly $400 billion by the end of 2026.
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Table 1.

Steps in an lllustrative Approach for Recapitalization and Release in Which the
Treasury Converts Its Senior Preferred Stock to Common Stock

Step

Description

Effects on the value of the Treasury’s stock

Convert the Treasury’s senior
preferred stock

Exercise the Treasury’s warrants

GSEs raise additional capital

Sell the Treasury’s shares

The Treasury would convert its senior preferred

shares in the GSEs, with a face value of approximately
$190 billion, into common shares. At an illustrative
conversion rate of $2 per share, the Treasury would
receive 95 billion common shares, raising the total
number of outstanding common shares from 1.8 billion
to0 96.8 billion.

The Treasury would exercise its warrants to buy
another 7.2 billion common shares for a nominal price.

The GSEs would issue new common stock and sell it to
private investors for approximately $162 billion in cash.
That amount, combined with the GSEs’ existing assets,
would give the GSEs a total net worth sufficient to meet
the FHFA’s capital requirements, a precondition for
being released from their conservatorships.

The Treasury would sell its common shares to the
highest bidder in a competitive process over a long
enough period (perhaps more than a year) to avoid
flooding the market and lowering the price that
investors would be willing to pay.

Reduces the value of the Treasury’s shares. Although
the Treasury would own almost all of the GSEs’
common stock, it would have a smaller claim on the
GSEs’ income than owners of privately held preferred
stock.

Increases the value of the Treasury’s shares. The
Treasury would own 98 percent of the GSES’ common
stock and be entitled to that percentage of the
common stock dividends.

Offsetting effects. It increases the value of the GSEs by
$162 billion but reduces the Treasury’s portion of that
value.

Generates proceeds for the Treasury. A competitive
and gradual process would result in the maximum
possible sale proceeds.

Data source: Congressional Budget Office.

This illustrative approach is the one labeled “Scenario 1: Conversion during conservatorship” in Table 2.

FHFA = Federal Housing Finance Agency; GSEs = government-sponsored enterprises (specifically, Fannie Mae and Freddie Mac).

Effects on the Value of

Fannie Mae and Freddie Mac

Those two approaches would result in identical projec-
tions of future earnings for Fannie Mae and Freddie Mac
after recapitalization and release. Whether the conserva-
torships were ended through the conversion of preferred
shares and sale of additional common shares or through
receivership and transfer, Fannie Mae and Freddie Mac
would have the same assets and liabilities afterward.

The total market value of their equity should also be the
same, but that value would be divided differently among
stakeholders under the two approaches.

To illustrate that difference, the Congressional Budget
Office set the combined market value of Fannie Mae
and Freddie Mac after recapitalization and release at
$368 billion in both scenarios and calculated how that
value would be divided among various stakeholders

(see Table 2)."” In that example, at the beginning of the
recapitalization process, the GSEs’ combined capital
would be $162 billion less than the amount required
for release. The GSEs would need to raise the additional
capital from new investors.

The mechanics of raising the additional capital would
differ between the two scenarios, but both would result
in new investors providing $162 billion to the companies

17. In this example, CBO used the total market value and amount
needed for recapitalization from Scenario 2 of Table 1 in
Congressional Budget Office, An Update to CBO’s Analysis
of the Effects of Recapitalizing Fannie Mae and Freddie Mac
Through Administrative Actions (December 2024), p. 9,
www.cbo.gov/publication/60810. In actuality, the GSEs’ total
market value and amount needed for recapitalization would
depend on many factors and could differ from the amounts in
CBO’s examples.
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Table 2.

Distribution of the Equity Value of Fannie Mae and Freddie Mac
Under Two lllustrative Scenarios for Recapitalization and Release

Billions of dollars

Scenario 1: Conversion during
conservatorship

Scenario 2: Transfer during
receivership

Total equity value of fully capitalized companies

Amount raised to cover capital shortfall to meet capital requirements
Raised from issuing new shares in existing corporate entities
Retained after selling shares in new corporate entities

Total equity value net of amount raised to cover capital shortfall

Total amount distributed to claimants in old corporate entities
Paid to the Treasury on liquidation of old entities
Paid to other claimants on liquidation of old entities

Total amount owned by current shareholders
Junior preferred stock (privately held)
Existing common stock (privately held)

Common stock obtained by the Treasury through converting senior
preferred stock

Common stock obtained by the Treasury through exercising warrants

Amount received by the Treasury
Paid to the Treasury on liquidation of old entities

Common stock obtained by the Treasury through converting senior
preferred stock

Common stock obtained by the Treasury through exercising warrants
Total

368 368
162 162
162 n.a.
n.a. 162
206 206
n.a. 206
n.a. 206
n.a. 0
206 n.a.
33 n.a.
3 n.a.
158 n.a.
12 n.a.
n.a. 206
158 n.a.
12 n.a.
170 206

Data source: Congressional Budget Office.

n.a. = not applicable.

and owning $162 billion of equity in exchange. Under
the scenario of conversion during conservatorship, that
$162 billion would come from selling shares in the exist-
ing enterprises. Under the scenario of transfer during
receivership, shares for the entire ownership of the new
corporations would be sold, and the $162 billion would
be retained from the proceeds of those sales (the rest
would be distributed to claimants in the original GSEs).

Conversion During Conservatorship

In the case of conversion, the new investors who pro-
vided $162 billion in new capital and the current
stakeholders in the GSEs would own companies worth a
total market value of $368 billion. With the new inves-
tors owning $162 billion, the remaining $206 billion
would represent the value of the GSEs’ existing stock. Of

that $206 billion, the Treasury would own $170 billion
after converting its preferred stock to common stock and
exercising its warrants, CBO estimates.

To calculate that amount, CBO applied an illustra-

tive conversion rate of $2 per share, meaning the
Treasury would receive 95 billion common shares for
the $190 billion face value of its preferred stock.”® The
warrants entitle the Treasury to an additional 7.2 billion
common shares (four times the 1.8 billion common
shares currently outstanding). The resulting 102 billion
shares of common stock that the Treasury would own
would have a value of $170 billion, CBO estimates,

18. The conversion rate would be based on legal and other
considerations. The rate CBO used is solely for illustration.
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given the total value of common stock and the need to
issue enough additional shares to raise $162 billion from
new private investors. Under those estimates, nearly

97 billion shares would be issued to new private inves-
tors, with an implied share price of $1.67."

Transfer During Receivership
In the case of transfer, the Treasury would receive the
entire $206 billion value of the GSEs’ existing stock,

19. The fact that the implied share price is lower than the conversion
rate reflects the loss that the Treasury would experience from
agreeing to have a lower priority for dividends (relative to that of
junior preferred stock) after the conversion.

because the liquidation preference of its senior preferred
stock exceeds that amount. The difference between the
Treasury’s receiving $206 billion for its shares in the
transfer scenario but owning $170 billion in common
stock in the conversion scenario results from convert-
ing the senior preferred stock to common stock. If the
Treasury gave up the preference associated with its senior
shares, that conversion would create $36 billion of value
for private shareholders in the GSEs—$33 billion for
the owners of junior preferred stock and $3 billion for
the owners of existing common stock. That $36 billion
would essentially be transferred from the Treasury to
those shareholders.



Glossary of Terms Related to Fannie Mae

and Freddie Mac

accrual accounting: A system of accounting in which
the estimated value of expenses and related receipts is
recorded when the legal obligation for those expenses
and receipts is first made rather than when subsequent
cash transactions occur. Accrual accounting is used for
a limited set of programs in the federal budget—mainly
programs that make or guarantee loans.

administrative actions: Actions taken by federal agencies
to implement laws and programs under their authority.
Such actions include rulemaking, guidance, agency let-
ters, directives, notices, and similar activities.

backstop: See solvency guarantee.
basis point: One one-hundredth of a percentage point.

capital requirements: The minimum amount of financial
resources that regulators require a financial institution to
maintain to absorb potential losses.

capital shortfall: The amount of additional resources that
a financial institution needs to amass to meet its regula-
tors’ capital requirements.

cash-based accounting: A system of accounting in which
revenues are recorded when cash is received and expenses
are recorded when payment is made, regardless of the
accounting period in which the revenues were earned or
the costs were incurred. Cash-based accounting is used
for most programs in the federal budget.

CBO baseline: Projections of the federal spending and
revenues that would result over the next 10 years if
current laws generally remained in place. CBO con-
structs its baseline in accordance with rules specified

in law or developed jointly with the House and Senate
Committees on the Budget and the Administration’s
Office of Management and Budget. The baseline is not
intended to be a forecast of future budgetary outcomes;
rather, it serves as a benchmark that policymakers can use
to evaluate the anticipated effects of proposed legislation.

CBO cost estimate: An estimate of how proposed legis-
lation would change federal spending and revenues over
the next 5 or 10 years in relation to CBO’s projections of
budgetary outcomes under current law. CBO is required
by law to produce a formal cost estimate for nearly every
bill that is approved by a full committee of either the
House or the Senate.

commitment fee: A fee charged in exchange for a legally
binding promise to do something. In this report, the
term refers to an amount the Treasury could charge
Fannie Mae and Freddie Mac to continue guaran-
teeing their solvency after they were released from
federal control.

common stock: Ownership shares in a company that
have the lowest priority for receiving dividend payments
from the company or a share of the company’s assets if it

is liquidated.

conservatorship: A legal arrangement in which a person
or entity is appointed to control and oversee a company
to put it on a sound financial footing. Fannie Mae and

Freddie Mac have been under the conservatorship of the
Federal Housing Finance Agency since September 2008.

conversion rate: The price that determines how many
shares of one security an investor receives for another
security. In this report, the term refers to the price at
which the Treasury would convert its senior preferred
shares in Fannie Mae and Freddie Mac to common
shares under one possible approach for recapitalizing the
GSEs and releasing them from federal control.

default: The failure to make required repayments on a
debt obligation, such as a mortgage.

dividends: Payments that a company makes to its share-
holders from its profits.

equity value: The total value of a company available to
its owners or shareholders.
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face value: See par value.

fair-value accounting: A type of accrual accounting that
incorporates market risk, the risk that adverse move-
ments in overall market conditions will reduce the value
of a financial asset. Fair-value accounting takes into
account the fact that financial assets tend to perform
poorly when the economy is weak. At those times, bor-
rowers are more likely to default on their debt obliga-
tions, and amounts recovered from defaulting borrowers
are smaller.

Federal Credit Reform Act of 1990 (FCRA): A law
requiring that certain federal credit programs be
accounted for on an accrual basis in the federal budget.
FCRA accounting differs from fair-value accounting by
not incorporating market risk.

federal credit subsidy for mortgage guarantees: The
amount the federal government effectively spends on
mortgage-backed securities guaranteed by Fannie Mae
and Freddie Mac. That subsidy equals the difference
between the present value of losses from defaults (net of
recoveries) expected to occur on those guarantees over
their lifetime and the present value of the fees expected
to be collected for those guarantees over their lifetime.

Federal Housing Finance Agency (FHFA): The federal
agency that regulates Fannie Mae and Freddie Mac and
serves as their conservator.

government-sponsored enterprises (GSEs): Private
companies created by federal law to fulfill a particular
purpose, such as facilitating the flow of funding for
home loans. In this report, “GSEs” refers specifically to
Fannie Mae and Freddie Mac.

junior preferred stock: Ownership shares in a company
that have a higher priority than common stock—but a
lower priority than senior preferred stock—for receiving
dividend payments from the company or a share of the
company’s assets if it is liquidated.

liquidation: The process of ending a company by selling
its assets and distributing the proceeds to various claim-
ants, such as creditors and shareholders.

liquidation preference: The amount of money a class
of investors is eligible to receive from a company being
liquidated before more junior investors are paid.

market risk: The component of financial risk that is
associated with the overall performance of the economy
rather than with the performance of a specific invest-
ment. It results from shifts in macroeconomic condi-
tions, such as productivity and employment, and from
changes in expectations about future macroeconomic
conditions. The government is exposed to market risk
through various activities, such as making or guarantee-
ing loans, providing insurance, or investing in financial
assets.

mortgage-backed securities (MBSs): Financial securities
whose payments of interest and principal are backed by
the payments from a pool of mortgages. Fannie Mae and
Freddie Mac provide funding to mortgage markets by
purchasing home loans from lenders and pooling them
into MBSs, which they sell to investors.

mortgage guarantee: Fannie Mae’s and Freddie Mac’s
guarantee that investors who buy MBSs from them will
receive timely payments of principal and interest on the
pools of mortgages underlying those securities, even if
borrowers default on the loans.

par value: The nominal value of a financial security,
which determines the amount that the issuer promises to
pay if it buys back the stock or is liquidated. In the case
of preferred stock, such as that issued by Fannie Mae and
Freddie Mac, the obligation to pay dividends is equal to
the par value times a dividend rate.

pool of mortgages: The set of home loans underlying a
mortgage-backed security.

preferred-stock purchase agreements: Agreements in
which the Treasury has committed to keeping Fannie
Mae and Freddie Mac afloat financially by purchasing
additional senior preferred shares in the GSEs whenever
their net worth falls below zero.

present value: A single number that expresses a flow of
current and future income or payments in terms of an
equivalent lump sum received or paid at a specific time,
generally the present. The present value of future cash
flows is determined by applying a discount rate, which
reflects the time value of money and the risk associated
with those cash flows. That rate is used to convert future
cash flows into their equivalent value at a given time.



JULY 2025 SEVEN THINGS TO KNOW ABOUT CBO’S BUDGETARY TREATMENT OF POTENTIAL CHANGES TO FANNIE MAE AND FREDDIE MAC 17

recapitalization: The process of enabling Fannie Mae and
Freddie Mac to rebuild their capital reserves by retaining
more of their earnings and possibly by issuing additional
shares.

receivership: A legal arrangement in which a person

or entity is appointed to liquidate and resolve a failing
institution (rather than correct its financial problems, as
in a conservatorship).

release: Ending federal control of Fannie Mae and
Freddie Mac and returning them to private ownership.

senior preferred stock: Ownership shares in a company
that have the highest priority for receiving dividend
payments from the company or a share of the company’s
assets if it is liquidated.

solvency guarantee: A commitment by the federal
government to maintain the solvency of Fannie Mae
and Freddie Mac. Such a guarantee could be explicit,

as under the current preferred-stock purchase agree-
ments with the Treasury, or it could be implicit, as
many investors assumed before the GSEs were placed in
conservatorships.

solvent: The condition of being able to pay all legal
debts.

subsidy: See federal credit subsidy for mortgage
guarantees.

underpricing: The extent to which, in CBO’s estima-
tion, Fannie Mae and Freddie Mac charge lower premi-
ums for their mortgage guarantees than private-sector
investors would charge to assume the same risk. Under
current policies, that underpricing is projected to average
about 0.06 to 0.10 percentage points in each of the next
10 years.

warrants: Securities that give the holder the right (but
not the obligation) to purchase stock for a fixed price.
In this report, the term refers to warrants that give the
Treasury the right to buy common stock in Fannie
Mae and Freddie Mac—equal to 79.9 percent of their
total outstanding shares—for a nominal amount. Those
warrants expire on September 7, 2028.

This report was prepared to enhance the transpar-
ency of the Congressional Budget Office’s work in
analyzing proposals to change the status of Fannie
Mae and Freddie Mac. In keeping with CBO’s
mandate to provide objective, impartial analysis, the
report makes no recommendations.

Michael Falkenheim prepared the report with con-
tributions from Mitchell Remy and guidance from
Sebastien Gay. Chad Chirico, Justin Humphrey,
Noah Meyerson, Zunara Naecem, Sam Papenfuss,
Emily Stern, Robert Sunshine (a consultant to
CBO), Aurora Swanson, David Torregrosa, and
Byoung Hark Yoo offered comments. Wendy Kiska
fact-checked the report.

Comments were also provided by Laurie Goodman
of the Urban Institute and by Deborah Lucas of the
Massachusetts Institute of Technology and Donald
Marron of the Urban Institute (both consultants to
CBO). The assistance of external reviewers implies
no responsibility for the final product; that respon-
sibility rests solely with CBO.

Mark Hadley and Jeffrey Kling reviewed the report.
Christian Howlett edited it, and Jorge Salazar
created the graphics and prepared the text for
publication. The report is available at www.cbo.gov/

publication/61374.
CBO seeks feedback to make its work as

useful as possible. Please send comments to
communications@cbo.gov.

. M
Phillip L. Swagel

Director
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BY THE COMPTROLLER GENERAL

Report To The Congress T

OF THE UNITED STATES

Internal Auditing Can Be
Strengthened InThe Federal
Reserve System

This report deals with the status of the Federal
Reserve Systems’ internal auditing activities
and suggests ways to strengthen the use of in-
ternal auditing within the organization. On the
basis of its study, GAO has concluded that the
Federal Reserve System should:

--Establish a permanent, independent in-
ternal audit group at the Board of Gov-
ernors.

--Require that Federal Reserve Bank in-
ternal audit groups review their Reserve
Banks’ banking supervision and regula-
tion and economic research activities,
particularly from the perspective of op-
erational efficiency and effectiveness.
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COMPTROLLER GENERAL OF THE UNITED STATES
WASHINGTON, D.C. 0848

B-197162

To the President of the Senate and the
Speaker of the House of Representatives

We made our review to determine if the Federal Reserve
System is effectively using internal auditing as a tool to
promote management efficiency and effectiveness. This
report points out that the Federal Reserve Board of Gover-
nors has no permanent, independent internal audit group and
that Federal Reserve Bank internal auditors are restricted
from fully reviewing the efficiency and effectiveness of
Reserve Bank supervision and regulation and economic
research activities.

We are sending a copy of this report to the Chairman,
Board of Governors of the Federal Reserve System.

o A st

Comptroller General
of the United States
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COMPTROLLER GENERAL'S INTERNAL AUDITING CAN BE
REPORT TO THE CONGRESS STRENGTHENED IN THE FEDERAL
RESERVE SYSTEM

DIGEST

Federal Reserve System top management should
establish a permanent, independent internal
audit group to serve the Board of Governors
at headquarters and require that Federal Re-
serve Bank internal audit groups perform more
operational reviews of their Reserve Banks'
banking supervision and regulation and
economic research activities.

THE BOARD OF GOVERNOR'S SHOULD
ESTABLISH A PERMANENT, INDEPENDENT
INTERNAL AUDIT GROUP

Although the Board of Governors has recog-
nized the need for independent evaluations
of its operations, it has not established
a permanent, independent internal audit
group. Components of the Office of the
Controller, an external auditor hired

by the Board, and the Board's Operations
Review Program make periodic reviews of
Board activities. However, none of these
groups provide the fully independent, sub-
stantive evaluations of operations needed
by the Board. (See p. 6.)

Each of the Board's current review efforts
has limitations restricting either its
independence or scope of activities.
Components of the Office of the Controller
make reviews designed primarily to carry
out the Controller's responsibilities

and enjoy no independent, direct reporting
or operating relationship with the Board.
(See p. 7.) Although the external auditor
reports directly to the Board, its reviews
are confined primarily to financial control
areas. (See p. 10.)

Tear Sheet. Upon removal, the report
cover date should be noted hereon. i (GGD-80-59)
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The Operations Review Program, which makes
reviews closely resembling those of an inter-
nal audit group, has encountered problems.
The first arises because it is staffed
entirely with part-time personnel detailed
from other organizations who may be asso-
ciated with the activities examined. To
illustrate, in one of the two reviews com-
pleted to date, a review team leader reduced
the scope of the review to avoid compromising
his independence. Another problem is that
followup on report recommendations has been
inconsistent and incomplete because the Board
has not made followup a part of normal Program
responsibility.

While the Board has considered establishing

a permanent, independent internal audit group,
management has rejected the idea primarily
because of a lack of funds and positions.

A new permanent internal audit function has been
recently established in the Office of the Con-
troller. In addition the Board staff is planning
several actions to strengthen its Operations
Review Program. However, the Office of the Con-
troller's new internal audit unit lacks the
necessary organizational independence and the
Operations Review Program will continue to remain
a part-time activity, even if the new plans are
adopted. GAO believes that a permanent, inde-
pendent audit group would be superior to these
changes in meeting the established independent
evaluation needs of the Board. (See p. 9.)

FEDERAL RESERVE SYSTEM MANAGEMENT
SHOULD BROADEN THE ROLE OF FEDERAL
RESERVE BANK GENERAL AUDITORS

The Reserve Bank General Auditors have con-
centrated nearly exclusively on financial
and compliance audits and devoted little
effort to operational audits of Reserve
Banks' supervision and regulation and
economic research activities.

ii
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The General Auditors at the 12 Federal
Reserve Banks are all organizationally
independent, aligned to report to the
highest practicable level, and staffed
with professionally qualified auditors.

In addition, the General Auditors, acting
collectively within their Conference of
General Auditors, have established a
System-wide set of auditing standards
which are generally consistent with
professional internal auditing standards.
A quality control program has also been
established within the System wherein each
General Auditor unit is examined periodically
by a review team. (See p. 19.)

In accordance with management's expectations,
the General Auditors have conducted mainly
financial, compliance, and procedural audits
concentrating on matters of financial con-
trol. These audits have provided useful
information to management. (See p. 19.)

However, by concentrating nearly exclusively
on financial and compliance audits, little
effort has been devoted to operational
audits of Reserve Banks' banking supervision
and regulation and economic research activi-
ties. Traditionally, General Auditors have:

--Not conducted audits of the efficiency
and effectiveness of Reserve Bank super-
vision and regulation and economic research
activities. (See p. 21.)

--Not effectively followed up on findings
identified during Board of Governor's opera-
tional reviews of Reserve Banks' banking
supervision and regulation and economic
research activities. (See p. 31.)

Although the General Auditors, acting col-
lectively within their Conference of Gen-
eral Auditors, have debated their audit
role in the bank supervision and regulation
and economic research areas several times,
no collective approach toward auditing
these areas has been formally adopted.

iii
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Uncertainty continues as to what the
General Auditor's role should be regarding
the evaluation of these activities.

(see p. 29.)

Recently, the Staff Director for Federal
Reserve Bank Activities, Federal Reserve
Board, proposed that the General Auditors
be excluded from reviewing areas involving
bank examiners' judgments. This position
is inconsistent with professional internal
auditing standards which advocate an unre-
stricted scope of review. (See p. 30.)

RECOMMENDATIONS

"GAO recommends the Chairman of the Board
of Governors of the Federal Reserve Sys-
tems

--Establish a permanent, independent
internal audit group at the Board of
Governors, consistent with professional
internal auditing standards. (See p. 18.)

--Require that Reserve Bank General Auditors
review the efficiency and effectiveness
of bank supervision and regulation and
economic research activities. (See p. 33.)

--Instruct the Conference of General Auditors
to amend their "Audit Standards and Levels
of Audit Attention for Federal Reserve
Banks" to include (1) a System-wide
approach toward reviewing bank supervision
and regqulation and economic research
activities and (2) a specific operational
policy statement requiring the General
Auditors to follow up Board of Governor's
reviews. (See p. 33.)

iv
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AGENCY COMMENTS

Although acknowledging that the Board of Governors'
internal review program needs strengthening, and
generally agreeing with GAO's comments regarding
Federal Reserve Bank internal auditing activities,
the Board did not agree with GAO's recommendations.
Instead of establishing a permanent, independent
internal audit group, the Board stated it would
attempt to strengthen its existing Operational
Review Program. The Board also continues to
restrict the scope of Bank internal audit reviews
to exclude any evaluation of professional effi-
ciency and effectiveness as well as the end product
of professional staff work. (See pp. 44-48.)

GAO continues to believe that the full adoption of
its recommendations would strengthen the value of
internal auditing activities to both Board and
System management.
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CHAPTER 1

INTRODUCTION

This report evaluates internal auditing within the
Federal Reserve System (FRS). Internal auditing is an
independent appraisal function established in an organization
to examine and evaluate that organization's activities. Its
overall objective is to assist management in discharging its
responsibilities by furnishing information, analyses, apprals—
als, and recommendations pertinent to the organization's
execution of management's policies and procedures. The inter-
nal auditing function uniquely supplements routine management
checks through its independent approach and review methodology.

Every organization needs an effective system of internal
management control. One of the best means of providing such
control is by establishing effective internal auditing systems.
The importance of internal auditing has been recognized by the
Congress in a number of laws, particularly the Budget and
Accounting Procedures Act of 1950. The act requires the head
of each agency to establish and maintain accounting and inter-
nal control systems designed to effectively control and
account for all funds, property, and other assets for which
the agency is responsible.

The private sector, particularly the banking industry
has also recognized the need for effective internal audit-
ing systems. Many important firms have established internal
audit units, which top management looks to for independent
evaluations of operational efficiency and effectiveness.

STANDARDS USED TO EVALUATE INTERNAL
AUDIT ORGANIZATIONS

We assessed FRS' internal auditing against widely
accepted internal auditing standards which have been
formulated for government and private industry, including
banking. Within the government we have published policies
and procedures for auditing programs and functions. The
Office of Management and Budget (OMB) embodied these policies
and procedures in its directives to executive agencies. For
private industry, several organizations, including the
Institute of Internal Auditors, Inc., and the Bank Adminis-
tration Institute, have issued internal auditing standards.



While these standards may differ slightly in

organization, they can be subdivided into three catego-
ries--general standards, examination or evaluation standards,
and reporting standards. General standards applicable to an
organization's internal audit activity include:

~-Independence of auditors from activity audited.
~--Professional proficiency of audit staff.

~-Full review scope (financial operations, economy
and efficiency, and program results).

~--Due professional care.

Examination or evaluation standards include:

-~-Sound audit planning.
--Proper supervision of assistants.
--Adequate supporting evidence.

--Proper reviews of compliance with applicable laws
and regulations.

--Complete evaluation of internal controls.

Reporting standards include:

--Timely reports to appropriate officials.
--Clear and accurate language.
--Adequate support of findings.

--Sound recommendations for improvement and considera-
tion of issues requiring further study.

--Constructive tone, including mention of positive
findings. :

--Fair reporting of auditee's views.

--Adequate description of scope, including mention of
information omitted for purposes of confidentiality.

G YRR S N ]



FEDERAL RESERVE SYSTEM
HAS MANY FUNCTIONS

1913,
221).

The Federal Reserve System was created on December 23,
by the Federal Reserve Act (38 Stat. 251; 12 U.S.C.
Specifically the act established Federal Reserve

Banks, supervised by a Board of Governors to carry out
monetary policy and to improve the supervision of banking
in the United States, as well as provide various central
banking services for member banks and the U.S. Government.
FRS has been entrusted with many supervisory and regulatory

functions:

-=-Approving or denying applications for various actions,
such as for branches, mergers, bank holding company
formation, capital stock or debenture issues, and

membership in FRS.

--Determining margin requirements; i.e., the
amount of credit that may be extended to
purchase or hold equity securities.

--Regulating the foreign activities of all
member banks.

--Regulating the activity of bank holding
companies.

~--Administering securities registration re-
quirements (under the Securities Exchange
Act of 1934) that apply to State member
banks.

~--Establishing rules for all lenders of consumer
credit to disclose interest on loans and terms
of repayment (“truth in lending").

-~-Examining State member banks, bank holding com-
panies and their nonbank subsidiaries, and Edge
Act and agreement corporations.

In addition to these functions, the FRS also provides

banking type services for both the U.S. Government and FRS
member banks. FRS services the Government's checking
account--Reserve Banks pay all checks drawn on the Treasury.
In addition, FRS participates in the sale, transfer, and

%



redemption of Government securities. For its 5,500 member
banks, FRS operates a nationwide clearinghouse service for
checks and other noncash items, participates in the
circulation of currency, and prov1des nationwide wire trans-
fer services.

The level of these banking activities is enormous. In
1978, FRS

--processed 14.8 billion checks totaling $7.6
trillion, including over 700 million
Government checks amounting to approximately
$439 billion;

--assisted in the sale, transfer, or redemption
of over 280 million Government securities
totaling over $8 trillion:; and

--processed 29 million transfers of funds
totaling in excess of $50 trillion.

To carry out these responsibilities, FRS has a 7-member
Board of Governors, supported by 13 major headquarters
divisions and offices in Washington, D.C., and a system of
12 Federal Reserve Banks with 25 branches throughout the
country. In addition, in 1979, FRS had an operating expense
budget of $803.8 million ($754.0 million for the Reserve
Banks and $49.8 million for the Board), which included sala-
ries for 24,661 authorized staff positions (23,151 at the
Reserve Banks and 1,510 at the Board). FRS also had a 1979
capital expenditure budget of $73.6 million.

FRS is financed mainly by intereast on its holdings
of U.S. Government securities, which it acquires in the pro-
cess of creating bank reserves. After FRS operations have
been financed, ‘interest income left over is returned to the
Treasury. .

FRS's management control strategy is described in
Appendix I. This strategy consists of a functionally
aligned organizational structure, supplemented by various
formal information systems. Internal auditing is a part
of this control strategy.

HISTORY OF THE FEDERAL RESERVE SYSTEM
INTERNAL AUDIT FUNCTION

Since its organization in 1914, FRS has recognized the
need for and has used internal auditing. Most of the
Federal Reserve Banks have used internal auditing to




conduct independent audits of their activities. And, as
part of its supervisory function over the Reserve Banks,
the Board of Governors has been conducting examinations

of Reserve Bank activities since FRS' organization.
Although the Board has not established an independent
internal audit group, its accounts have always been audited
by outside sources.

Nine of the 12 Reserve Banks had established internal
audit groups by 1916 to perform such duties as semimonthly
audits of the tellers' cash, monthly audits of the vault
cash and the loan department, and continuous audits of the
Federal Reserve notes and gold. Today, the Reserve Bank
General Auditors conduct audits of over 45 Reserve Bank
activities.

The Board has also conducted examinations of the
Reserve Banks since 1914. The Division of Audits and Exami-
nation (a predecessor to the Division of Federal Reserve
Bank Operations) conducted the early Reserve Bank examina-
tions on a semiannual basis. The Division's overall objec-
tives were to determine how economically the Reserve Banks
administered their activities and how they maintained their
internal control, including the auditing system. The result-
ing report was to be filed with the Reserve Banks and
examined and initialed by each member of the board of direc-
tors. Presently, five Board divisions, including the
Division of Federal Reserve Bank Operations, conduct reviews
of Reserve Bank activities.

Since its origin, the Board of Governors' internal con-
trol system has not included an independent internal audit
group. The Board's accounts, however, have been audited by
outside sources since 1917. During the period 1917 through
1933, the Board's accounts passed through the Office of
the Auditor for the State Department and other Departments
and were officially examined as required by the Government.
From 1934 through 1951, the Board arranged for Reserve
Bank auditors to audit and certify Board accounts. In 1952,
the Board began contracting with public accounting firms to
audit and certify its accounts. Using a competitive bid
process, the Board entered into a new contract with a public
accounting firm in 1979 to continue these services.




CHAPTER 2

THE BOARD OF GOVERNORS SHOULD ESTABLISH A
PERMANENT, INDEPENDENT INTERNAL AUDIT GROUP

Although the Board of Governors has recognized the need
for independent evaluations of its operations, it has not
established a permanent, independent internal auditing
group. Components of the Office of the Controller, an exter-
nal auditor hired by the Board, and the Board's Operations
Review Program periodically review Board activities. However,
none of these groups provide the fully independent, substan-
tive evaluations needed by the Board.

Each of the Board's current review efforts restricts
either its independence or scope of activities. Although
components of the Office of the Controller make reviews
designed primarily to carry out the Controller's responsi-
bilities, they enjoy no independent, direct reporting or
operating relationship with the Board. Although the external
auditor reports directly to the Board, its reviews are con-
fined primarily to financial control areas.

The Operations Review Program, which makes reviews
closely resembling those of an internal audit group, has
encountered problems. The first arises because it is staffed
entirely with part-time personnel detailed from other organi-
zations who may be associated with the activities examined.
To illustrate, in one of the two reviews completed to date,

a review team leader reduced the scope of the review to
avoid compromising his independence. Another problem is that
followup on report recommendations has been inconsistent and
incomplete because the Board has not made followup a part of
normal Program responsibility. While the Board has con-
sidered establishing a permanent internal audit group, man-
agement has rejected the idea primarily because of a lack

of funds and positions.

A new permanent internal audit function has been recently
established in the Office of the Controller. 1In addition, the
Board is planning actions to strengthen its Operations Review
Program. However, the Office of the Controller's new internal
audit unit lacks necessary organizational independence and
the Program will continue to remain a part-time activity,
even if the new plans are adopted. We believe a permanent,
independent audit group would be superior to these changes
in meeting the established independent evaluation needs
of the Board. -

-----



CONTROLLER'S SECTION INTERNAL REVIEW
ACTIVITIES DO NOT PROVIDE SYSTEMATIC
INDEPENDENT FEEDBACK DIRECTLY TO THE
BOARD OF GOVERNORS

The Office of the Controller's Finance and Accounting,
Program and Budgets, and System Improvement Sections provide
the Controller, and to some extent, the Board's Staff Direc-
tor for Management, with limited internal review capabili-
ties in the financial, budgeting, and operational control
areas. Selected staff within these components are occasion-
ally called upon to participate in ad hoc studies, with
the results reported to the Board. However, the results of
regular section reviews are not reported directly to the
Board of Governors.

In January 1980, the Board established two permanent
internal audit positions within the System Improvement Sec-
tion. However, the organizational placement of these activi-
ties, reporting to the Assistant Controller, is inconsistent
with professional internal auditing organizational indepen-
dence standards and the organizational placement of all
the Reserve Bank internal auditors throughout FRS.

Finance and Accounting Section reviews
are part of the Office of the Controller's
internal control system

In addition to its operational duties, such as process-
ing the payroll, maintaining the Board of Governor's finan-
cial records, and determining bank assessments, the Finance
and Accounting Section conducts limited reviews of selected
financial controls. These reviews deal with cash, travel
requests, and petty cash. The section also observes the
physical inventories of equipment, supplies, and furniture.
Normally, these reviews 4o not result in formal reports
and the results are stored within the section. On rare
occasions, section personnel have participated in special
reviews which have led to reports to the Board. These
efforts have been triggered by the section's detection
of irregularities which appear related to fraud. When
the Controller determines a special review is needed,
the results are reported through him to the Board.

This section does not possess many of the

characteristics required of an independent audit unit
serving the Board. For example, instead of the Board:
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--The Controller receives reports of all efforts
and decides if the Board needs to be informed.

--The Controller decides the amount of resources
to be devoted to these reviews and determines
the review coverage.

The section chief strongly denied that these activities were
independent internal audits, stressing that these reviews
should not be assessed against professional internal audit-
ting standards.

Program and Budgets Section reviews
serve the Controller

As part of its budget responsibilities, the Program
and Budgets Section conducts budget-related reviews. These
reviews are normally evaluations of budget requests, such as
requests for additional positions, made by other Board orga-
nizations. Between January 1978 and April 1979, this sec-
tion conducted seven of these studies, all of which resulted
in reports distributed within the Office of the Controller.
These reviews are normally initiated by the section manager
and are primarily aimed at facilitating the Controller's
role in the Board budgeting process. (See app. I for
a description of the Board's budgeting process.) While
noting that these reviews provide useful information for
the Board's budgetary process, Office of the Controller
officials acknowledged that these reviews should not be
considered independent internal audits.

System Improvement Section reviews are
limited, internal management consultant
oriented efforts

The System Improvement Section's responsibilities in-
clude identifying system improvement areas, studying and
appraising existing systems, and evaluating new systems'
performance. Operating primarily with one full-time staff
person, assisted by another staff person on a part-time
basis, the section conducted or participated in three
projects during the period from January 1978 to April 1979.
Past projects have included conducting studies of payroll
processing procedures and leave administration, assisting
in the implementation of external auditors' recommendations,
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and recommending methods to decrease production and
distribution costs of regulatory materials. Projects nor-
mally result from requests made by either the Staff Director
for Management or the Controller.

This section has no direct reporting or operating
relationship with the Board of Governors; the Controller
decides the level of resources devoted to its reviews.

It normally reports its evaluation results to the entity
reviewed and to either the Controller or the Staff Director
for Management. The section also has no formal authority
to unilaterally initiate reviews, relying instead on invi-
tations or requests from line management officials, the
Controller, or the Staff Director for Management. In addi-
tion, if recommendations are made, the section plays no
role in monitoring management's subsequent actions to see
if these recommendations were addressed.

Controller's new internal audit activities
are not organizationally independent

At the completion of our fieldwork, the Controller in-
dicated that he recently established a permanent internal
audit function, consisting of two permanent positions,
within the Systems Improvement Section. These internal
auditors would report through the section chief to an .
Assistant Controller.

This organizational placement of internal auditing is
inconsistent with professional internal auditing independence
standards and the practices followed throughout the rest
of FRS. Professional standards note the need to avoid
placing the internal auditors in an organizational position
where their independence may be impaired through being sub-
jected to the administrative or policy guidance of potential
line management auditees. The 12 Federal Reserve Banks
have recognized the need for internal audit independence
by organizationally placing their auditors outside line
management control and by having them report to audit com-
mittees composed of selected Reserve Bank board of directors.

In the Controller's planned organizational placement,
these internal auditors will receive administrative and
policy guidance from an Assistant Controller, who, in turn,
will receive such guidance from the Controller. Although
he reports directly to the Board on selected matters, the
Controller, in turn, is administratively accountable to the
Board's Staff Director for Management, whose broad admini-
strative control covers a wide range of Board operations.

7
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As a result, these internal auditors are not organizationally
independent from many of the managers whose activities they
may be called upon to audit.

EXTERNAL AUDITOR PROVIDES AN INDEPENDENT AUDIT
OF THE BOARD'S FINANCIAL ACTIVITY

Although the external auditor enjoys a direct reporting
relationship to the Board of Governors, these audits are
limited, in large part, to financial control activities.
Many areas of important Board operational activities remain
outside the scope of these audits.

As a part of its management control approach, the
Board of Governors employs an external auditor to annually
examine -.the Board's financial statements and review the
procedures used in the Reserve Bank examination process
by the Division of Federal Reserve Bank Operations. This
review includes an examination of the existing internal
accounting controls and the rendering of an opinion on the
fairness of statement presentations. Currently, these two
reviews are performed by the same external auditor under
separate contracts.

Although these reviews are useful, operational effici-
ency and effectiveness issues are not their focus. Only
1 of the Board's 12 primary Divisions and Offices, the
Division of Federal Reserve Bank Operations, is reviewed
from an operational perspective. Further, the scope of this
review is limited to selected activities.

THE OPERATIONS REVIEW PROGRAM
HAS ENCOUNTERED PROBLEMS

The Operations Review Program, which makes reviews
closely resembling those of an internal audit group, has
encountered problems. The first arises because it is staffed
entirely with part-time personnel detailed from other organi-
zations who may be associated with the activities examined.
To illustrate, in one of the two reviews completed to date,

a review team leader reduced the scope of the review to

avoid compromising his independence. Another problem is

that followup on report recommendations has been inconsistent
and incomplete because the Board has not made followup a part
of normal Program responsibility.

10
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In 1978, the Board established the Operations Review
Program, giving it the broadest mandate of the Board's
review efforts. The Program administered by the Operations
Review Committee has the following objectives:

--Reviewing internal administrative and financial
controls.

--Ensuring compliance with applicable laws, regu-
lations, and policies.

--Assessing the effectiveness and economy of re-
source management.

--Determining whether internal operating objectives
are established and achieved in an effective man-
ner.

The results of these reviews are to be reported to the Vice
Chairman of the Board, members (Governors) of the Board com-
mittee responsible for oversight of the division or office
reviewed, the head of the Division or Office reviewed, and
either the Board's Staff Director for Management or the
Staff Director for Federal Reserve Bank Activities.

To accomplish these objectives, Board staff indicated
that several approaches were considered, including the
establishment of a permanent internal audit group. The
need for a permanent internal audit group had been raised
before. A special 1975 study of the Board's procurement.
function, conducted by staff from the Office of the Control-
ler, recommended that FRS establish a separate internal
audit group for the Board. Their report recommended, in
part, that FRS establish this function to provide the Board
with an "objective evaluation of the effectiveness and
efficiency with which internal control and related financial
activities are being performed." The staff felt that such a
review program would be a "useful management tool" and a
“continuing supplement to the external audit.” No action
was taken on the report recommendations.

In 1978, Board staff reconsidered the auditing needs
of the Board of Governors. They rejected the alternative
of a permanent internal audit group for several reasons.
First, they believed that, because most Board operations
had never been audited, Board management needed to be edu-
cated as to the benefits of having operational audits
performed. As a result, they thought that an organization
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requiring extensive line management involvement would be
better suited to the Board's educational needs, than

a separate, permanent group which might not be fully
accepted by management.

In addition, because of budgetary constraints limiting
the number of available permanent positions and the avail-
ability of Board and Reserve Bank personnel with operational
review experience, the Board's staff felt that a nonpermanent
structure was both desirable and feasible.

Subsequently, in response to the need for a nonperma-
nent structure, the Board organized the Operations Review
Committee. This Committee, which reports to the Vice
Chairman of the Board of Governors, is composed of seven
key senior Board managers who serve on a part-time rota-
tional basis in addition to performing their other regqular
duties. The Program's review staff, including the team
leader, can be selected on a temporary basis from the
Board, Reserve Banks, or external consulting organizations,
such as CPA firms. Although the formulation of a full-time,
internal audit group was rejected, the Committee's policy
statement indicates the Program's review standards will be
"consistent” with review standards developed by us, the
American Institute of Certified Public Accountants, and the
Institute of Internal Auditors, Inc. While the two opera-
tional reviews performed to date have produced useful recom-
mendations, problems have developed.

Scope of review reduced to avoid
a_compromise of independence

The use of part-time personnel to perform Program
reviews has led to the scope of one review being reduced to
avoid a compromise of the review team leader's independence.
In addition, through the continued use of Reserve Bank per-
sonnel as review team members in its reviews, the Program
may compromise the independence of its future reviews of
several important Board activities.

The Program's standards call for both Committee members
and review team members to be independent "in all matters
relating to the operational review process." "The following
situations provide examples of how this standard will be
applied:

12

Lo

N
W
i



--"Committee Members will refrain from participating
in any review related deliberations involving
divisions or offices in which they have had pre-
vious decision making or other management respon-
sibilities if such relationships compromise their
independence.

--"The Committee will assess all review staff
assignments to ensure that no individuals are
assigned to review activities who would be sub-
ject to employment related pressures that may
affect their ability to form independent and
objective opinions and conclusions.”

Despite these standards, the Committee assigned a review
team leader to its review of the Division of Banking Super-
vision and Regulation even though he had previous program
responsibilities which could compromise his independence.

The Program's review of this Division included evaluating the
Division's periodic reviews of the 12 Reserve Banks to ensure
that Board policies were being implemented correctly. At the
time of the Program's study, the Division's review respon-
sibilities were new, having recently been transferred from
the Board's Division of Bank Operations. The Program's team
leader was previously a member of the Division of Bank
Operations and conducted reviews of Reserve Banks to ensure
that the Board's banking supervision and regulation policies
were being implemented. He helped create the review program
used in this area by the Division of Bank Operations and
subsequently by the Division of Banking Supervision and.
Regulation. As a result, the team leader had strong personal
convictions regarding this particular activity.

Because the Division of Banking Supervision and Regu-
lation's review teams were essentially using his review
program to conduct their reviews, the Program's team leader
limited the scope of his review of this new but growing
activity area. Although one recommendation regarding this
area appeared in the report, none of the Program's review
steps directly addressed this activity and no evidence
was gathered evaluating this area. The Committee's
Coordinator for Review Activities indicated that the team
leader was chosen because of his expertise in the area
and that the Committee was unaware of any review scope
restrictions.

The potential for compromising Program review inde-
pendence also exists when Reserve Bank personnel are used
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to review areas with which they have ongoing official
relationships. All five team members from the Reserve
Banks had ongoing official relationships with the Division
of Banking Supervision and Regulation as part of their
regular Reserve Bank responsibilities. Several Reserve
Bank officials recognized this potential before the Pro-
gram's review of the Division of Banking Supervision and
Regulation. While noting his concern may not be "well
founded, " one Vice President noted:

"The objectivity with which an individual from a
Reserve Bank approaches this assignment could be
influenced by the knowledge that individuals from
these same divisions at the Board participate in
reviewing his operations at the Reserve Bank.
This, in turn, could influence the evaluation

of the individual himself, as well as influencing
the overall evaluation of the bank."

A second Reserve Bank Vice President refused to offer any
review team candidates for one of the reviews, noting:

"To select someone from our supervision staff

to review and evaluate the.division which super-
vises and reviews his own work or the work of his
department is a reversal of the evaluation pro-
cess which could cause problems. The reviewer
could be excessively critical, if he happens to be
smarting from having been on the receiving end of
a recent unfavorable critique, or, more likely, he
could be excessively careful not to criticize,
knowing that in the future the shoe will be on the
other foot."

The potential for compromising independence is present
in future Program efforts. Five of the 12 primary Divi-
sions and offices, which are within the Program's scope of
review, are or will be, involved in reviewing Reserve Bank
operations in their areas. Since in the first two reviews,
Reserve Bank personnel made up a large part of the staff,
extensive Reserve Bank personnel participation in future
reviews appears likely.

The Program plays a minimal role in
report recommendation followup

The Program's policies note that its responsibilities
end upon distribution of the final report. Followup on
proposed corrective actions is the responsibility of the

14
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Board of Governors, the Offices of the Staff Directors,
and division and office management. The Program will be
involved only if requested by management. Inconsistent
and incomplete followup on report recommendations has
resulted.

Professional internal auditing standards note the need
for internal audit groups to periodically follow up on their
reported audit findings to determine that corrective action
was taken and is achieving the desired results, or that
management has assumed the risk of not taking corrective
action on reported findings. OMB Circular A-73 has also
noted the importance of report recommendation followup by
requiring executive agencies to establish audit report
recommendation followup policies, including designating
officials responsible for followup, maintaining a record
of the action taken on recommendations, establishing time
schedules for responding to and acting upon recommendations,
and submitting periodic reports to agency management on
action taken.

The current policy of relying on management to follow
up on the Program's report recommendations has not produced
consistently effective followup actions. No one independent
of management is determining that planned actions take
place, and one auditee acknowledged that followup on actions
taken did not exist because the Board did not require it.
Management's initial responses to the Program's May 1979
report were often vague about what actions would be taken
or when they would occur. In December 1979, management
said that many of these recommendations were under "“con-
tinuing" consideration, but no record was maintained
of the actions taken, no time schedules were established
for responses or actions, and no periodic reports were
made to top management on actions taken.

Management initially responded to the Program's
August 1979 report with a plan outlining the actions to
be taken and target dates; however, 25 actions contained
no target dates for completion. 1In contrast with the other
auditee, however, this Division maintained records of
actions taken in response to the recommendations, although
periodic reports to top management had not been initiated as
of the completion of our work. In one of the two instances,
management also noted that no actions would be taken on
those recommendations which it felt were outside its uni-
lateral control.
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Actions to_be considered by the
Operations Review Committee

At the completion of our fieldwork, the Committee's
Coordinator for Review Activities indicated that the Com-
mittee will be reassessing the operations of the Program in
the near future. He plans to recommend changes in the
reporting process and format. While these changes represent
improvements to current operations, we believe that many
of the problems encountered by the Program are inherent in
its nonpermanent nature.

CONCLUSION
Although the Board has recognized the need for inde-
pendent evaluations of its operations, it has not established

a permanént, independent, internal audit unit. Components
of the Office of the Controller, an external auditor hired
by the Board, and the Operations Review Program made periodic
reviews of the Board's activities. However, none of these
groups provide the fully independent, substantive evaluations
needed by the Board. -

Each of the Board's current review efforts has limita-
tions restricting either its independence or scope of activi=-
ties. Components of the Office of the Controller make
reviews designed primarily to carry out the Controller's
responsibilities and therefore enjoy no independent, direct
reporting or operating relationship with the Board. These
reviewers receive administrative and policy direction
from the Controller, who in turn, receives administrative
and policy direction from the Board's Staff Director for
Management. Although the external auditor reports directly
to the Board, its reviews are confined to the financial
control areas.

The Operations Review Program, which makes reviews
closely resembling those of an internal audit group, has
encountered problems. The first arises because it is
staffed entirely with part~time personnel detailed from
other organizations who may be associated with the activi-
ties examined. To illustrate, in one of the two reviews
completed to date, a review team leader reduced the scope of
the review to avoid compromising his independence. Another
problem is that followup on report recommendations has been
inconsistent and incomplete because the Board has not made
followup a part of normal Program responsibility.
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While the Board has considered establishing a permanent
internal audit group, management rejected the idea primarily
because of a lack of funds and positions. Although a perma-
nent internal audit function has been established in the
Office of the Controller and the Board is planning several
actions to strengthen the existing review organizations, we
believe a permanent, independent audit group would be superior
to the existing structure in meeting the established independ-
ent evaluation needs of the Board.

To ensure independence, the internal audit group should
report to the highest practicable level. One approach would
be to report to the Vice Chairman. Another approach would be
to draw upon the experience of Federal Reserve Banks and
establish an audit review committee consisting of members of
the Board of Governors. As discussed in the following chap-
ter, FRS management has supported internal audit organiza-
tional independence by encouraging, at each of the individual
Reserve Banks, the maintenance of Audit Review Committees con-
sisting of members of the Reserve Banks' board of directors.

AGENCY COMMENTS AND OUR
EVALUATION

While acknowledging that its Operational Review Program
needs strengthening, the Federal Reserve Board of Governors
did not agree to establish a permanent, independent internal
audit unit. The Board expressed its satisfaction that the
current combination of the Office of the Controller, the
external auditor, and the new Operational Review Program’
will satisfy its needs and requirements. The Board believes
that the current structure of the Office of the Controller
is appropriate, including the placement of an internal audit
function within the Office's Systems Improvement Section.

In addition, the Board instructed the Vice Chairman to effect
improvements in the Operational Review Program's charter in
the areas of independence conflicts and followup responsi-
bilities, including hiring a full-time director. The Board's
response does not identify the specific improvements under
consideration. A member of the Board staff told us that the
specific improvements have not been developed as yet. (See
Appendix I1I.)

We continue to believe that a permanent, independent
internal audit group should be established by the Board of
Governors. The Board's assertion that its placing of inter-
nal auditing activities under the Controller, a major auditee,
is appropriate, ignores professional internal auditing stand-
ards which stress the need for internal auditing activities
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to maintain their organizational independence from auditees.
This organizational placement is also inconsistent with the
internal audit organization practices observed by the rest
of the Federal Reserve System.

Although the hiring of a full-time director for the
Operational Review Program represents a positive step, other
problems identified in our report remain to be addressed. The
Program's review staff will continue to be drawn from other
System sources on a part-time basis, thereby perpetuating the
need for thorough Program scrutiny of each review team member
to insure that reviewer independence is not impaired. This
screening process has not been fully successful to date. 1In
addition, with the establishment of a permanent Program direc-
tor, two permanent internal review programs now exist, with
potentially duplicative program objectives.

RECOMMENDATION

We recommend the Board of Governors establish a perma-
nent, independent internal audit group, consistent with
professional internal auditing standards. This unit should
be organizationally independent of line management functions
and report to the highest practicable level in the organiza-
tion, either to the Vice Chairman of the Board of Governors
or to an audit committee of the Board of Governors chaired
by the Vice Chairman.
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CHAPTER 3

FEDERAL RESERVE SYSTEM MANAGEMENT SHOULD
BROADEN THE ROLE OF FEDERAL RESERVE
BANK GENERAL AUDITORS

Although Regerve Bank General Auditors have resource
support, organizational independence, professional stan-
dards, and a quality control program; they have concentrated
nearly exclusively on financial and compliance audits.
Traditionally, General Auditors have devoted little effort
to

--conducting audits of the efficiency and effective-
ness of Reserve Bank supervision and regulation and
economic research activities and

--effectively following up on findings identified dur-
ing Board of Governor's operational reviews of Reserve
Bank supervision and regulation and economic research
activities.

Uncertainty continues as to what the General Auditors'
role should be regarding the evaluation of these activities.
Recently, the Staff Director for Federal Reserve Bank Ac-
tivities proposed that the General Auditors be excluded from
reviewing areas involving bank examiners' judgments. This
position is inconsistent with professional internal auditing
standards which advocate an unrestricted scope of review.

MANAGEMENT HAS MAINTAINED PROGRESS TOWARD
ESTABLISHING A PROFESSIONAL INTERNAL AUDIT
FUNCTION AT EACH RESERVE BANK

FRS management has generally encouraged the develop-
ment of a professional internal audit function at each Re-
serve Bank. A System-wide set of standards -has been devel-
oped, staffing resources have been provided, organizational
independence has been achieved, and a quality control system
has been established wherein each Reserve Bank internal
audit unit is periodically reviewed by a Board of Governor's
review team. Historically, the General Auditors have con-
centrated their efforts in financial and compliance audits
in areas of high financial exposure.
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FRS management has provided Reserve Bank
internal audit units with resource support,
organizational independence, professional
auditing standards and a quality control

system

To be fully effective, an internal audit unit needs
adequate staff resources, organizational independence, estab-
lished performance standards and an effective audit quality
control system. Our review of Reserve Bank internal audit
operations showed that FRS management has: ‘

--Provided adequate funds, with a 1979 combined
operating budget of $14 million for the 12 General
Auditors, ranging from $2.5 million for New York
to $0.5 million for Minneapolis.

--Assembled qualified audit staffs, with over 67
percent of the System's professional auditing staff
members having college degrees, ranging from 95 per-
cent in Philadelphia to 38 percent in San Francisco.

--Supported internal audit organizational independence
by encouraging, at each of the individual Reserve
Banks, the maintenance of Audit Review Committees
consisting of members of the Reserve Banks' board
of directors.

--Established in 1936 and updated in 1974 and 1977 a
set of System-wide auditing standards and audit
frequency guidelines, providing the system with a
set of audit approaches and performance standards
which include (1) financial audits--verification
through count, confirmation, or examination to the
degree necessary to establish the accuracy of
recorded balances or accountabilities, (2) procedu-
ral audits--evaluation, through observations, test
and inquiry, of the adequacy and effectiveness of
internal control with careful attention to com-
pliance with established policies, procedures, and
regulations, (3) transactional audits--review of
the underlying documentation supporting recorded
transactions for a specified period of time to
determine the propriety of supporting documenta-
tion, the completeness of recorded transactions,
and the adequacy of documents serving as managerial
control reports, (4) operational audits--appraisal
of the overall efficiency and effectiveness of
operations by evaluating the control techniques
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used in promoting operational efficiency and
effectiveness. Operational auditing is an optional
extension of the traditional audit activity designed
as a positive service to management.

--Maintained an active quality control system, featur-
ing periodic reviews of the operations of each of
the 12 Reserve Bank internal audit units by the Audit
Review Section of the Board's Division of Bank
Operations.

General Auditors have emphasized
financial, transactional and
procedural audits of financial
activities

Board officials have emphasized that Bank internal audit
efforts have been primarily concerned with testing controls
in areas of high financial exposure. A breakdown of the
6,968 audits, identified by the General Auditors as having
been performed during the period from January 1978 to April
1979, shows that 6,024 were either financial, transactional,
or procedural audits; only 163 were operational audits.

The remaining 781 audits were combined audits with 297 con-
taining some operational audit aspects.

These audits were heavily concentrated in testing finan-
cial controls and procedures, particularly in the valuables
handling area. Our review of the 1979 audit plans for the
12 Banks indicates that 88 percent were to be concentrated
on reviewing financial controls and procedures.

FEDERAL RESERVE BANK AUDITS OF
BANK SUPERVISION AND REGULATION
AND ECONOMIC RESEARCH SHOULD BE
INCREASED

The General Auditors have concentrated their audit
activity in areas of high financial exposure and have rarely
reviewed either the efficiency or the effectiveness of their
Reserve Bank's supervision and regqulation and economic
research activities. In addition, General Auditors have not
established policies to effectively follow up on findings
identified during Board reviews of these activities in their
Banks. Although these activity areas do not involve high
financial exposure, both are important program areas in which
problems have been identified by both the Board reviews
and the one review to date performed by a Reserve Bank General
Auditor.
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The Conference of General Auditors has debated the
audit role of the General Auditor in these areas several
times. However, no collective approach toward these areas
has been formally adopted. Recently, the Staff Director
for Federal Reserve Bank Activities proposed that General
Auditors be restricted from reviewing areas involving bank
examiners' judgments. This proposal is inconsistent with
professional internal audit standards which advocate an
unrestricted scope of review for internal auditors.

To be of maximum usefulness, the scope of the internal
auditor's activity should extend to all agency activities
and related management controls. The full scope of an audit
of a governmental program, function, activity, or organiza-
tion' should encompass

--an examination of financial transactions, accounts,
and reports, including an evaluation of compliance
with applicable laws and regulations,

--a review of efficiency and economy in the use of
resources, and '

--a review to determine whether desired results are
effectively achieved.

In addition, with regard to both internal and external
audit report recommendations, followup should be made to see
that action was taken and is achieving the desired results,
or that management has assumed the risk of not taking correc-
tive action on reported findings.

Bank supervision and regulation
and economic research are important
system policy activities

At the Board of Governors, Board division and Reserve
Bank levels, the bank supervision and regulation and economic
research areas are high priority functions. Although the
amount of funds expended on the two functions is relatively
small, these areas are important from a program perspective.

A paragraph added to section 9 of the Federal Reserve
Act in 1917 specifically directs FRS to perform supervisory
functions over its member banks. In reference to member
banks, it states: i
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"As a condition of membership such banks shall
likewise be subject to examinations made by
direction of the Board of Governors of the
Federal Reserve System or of the Federal
Reserve Bank by examiners selected or approved
by the Board of Governors of the Federal
Reserve."

Activities under the auspice of the FRS bank supervision
and regulation function include bank mergers, applications
for new banks, and financial institution supervision.

The overall objectives of the research and statistical
function are collecting, preparing, and developing economic
and financial information for use by Board, Federal Open
Market Committee, and other System officials. Such infor-
mation is to be used by FRS to formulate credit and mone-
tary policies, to execute supervisory and regulatory respon-
sibilities over financial institutions, to maintain the
operational status of the Federal Reserve System, and to
produce financial and economic statistics for publication.

The role of the Board in bank supervision and regula-
tion and economic research is one of policy and decision-
making and approval of certain applications related to
activities of financial institutions. The Board established
the policies and regulations to direct the System's adminis-
tration of the functions, which include monitoring financial
institution operations and collecting and processing economic
data. In addition, processing certain applications for bank
holding companies, acquiring shares in other banks, and
establishing new banks require Board approval. A review
of the Board's meeting minutes, from August 1978 to August
1979, indicates that, of the 562 issues considered, 348
were directly related to these activities. Recognizing the
importance of these activities, two of the four standing
committees of the Board specifically address these areas.

These activities have also been recognized as important
at the Division level within FRS. The Division of Bank Su-
pervision and Regulation serves as the overall coordinator
of FRS activities in the bank supervision area. Generally,
the Division is charged with initiating new procedures and
developing and implementing Board directives pertaining to
general bank examination policies and procedures.
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The Division's responsibilities include (1) keeping
the Board informed of current and prospective developments
in bank supervision and banking structure, (2) coordinating
the System's bank supervision and examining activities, and
(3) processing and presenting to the Board various types
of applications for prior consent to form or expand bank
holding companies or make other changes in banking structure.
Although the Board has delegated some application approval
authority to the Reserve Banks, the Division still has over-
all responsibility for coordinating application processing
in the System. Division involvement also includes special
bank and bank holding company examinations and participation
in the training of Reserve Bank examiners.

Similarly, the Research and Statistics Division serves
as the focal point for preparing statistical data for FRS
use. Generally, the Division develops economic and financial
information, which covers such areas as Government mortgage
and consumer finance, capital markets, and general business
conditions. After analyzing the data, the Division
presents the analyses to the Board, the Federal Open Market
Committee, and the general public.

Although the Board of Governors issues the policies
adhered to by the Reserve Banks in administering their bank
supervision and requlation and research functions, the Re-
serve Banks have very distinct and important implementation
responsibilities. All 12 Reserve Banks have established spe-
cific bank supervision and regulation and economic research
departments within their organizational structures. The Re-
serve Banks, under delegated authority from the Board, are
responsible for the administration of bank supervision,
including the examination of State member banks and bank
holding companies.

In 1979, the Reserve Banks conducted 988 examinations
of member banks and 581 examinations of bank holding compan-
ies. In September 1979, their applicatidn approval authority
was increased by the Board, providing them with authority to
approve certain bank holding company or merger applications
and to prepare all competitive factor reports on mergers
decided by the Comptroller of the Currency and the Federal
Deposit Insurance Corporation. Each Reserve Bank's economic
research function collects, processes, and transmits approxi-
mately 80 statistical reports to the Board as its primary
activity. Generally, Reserve Bank departments of research,
bank supervision and regulation, and accounting are responsible
for producing these reports. -
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Limited reviews of bank supervision
and regulation and economic research
activities have identified problems

Reviews of bank supervision and regulation and economic
research activities conducted by Board of Governors review
teams have identified a variety of problems associated with
the implementation of these functions. 1In addition, the one
economy and efficiency review of bank regulation and super-
vision activities performed by a Reserve Bank General Audi-
tor, also identified a variety of problem areas.

In the bank supervision and regulation area, Board
review teams have identified a variety of problems. The
overall objective of these limited reviews is to determine
if Reserve Banks are providing an adequate framework,
through their practices and policies, to effectively regu-
late and supervise their member institutions.

Using a questionnaire approach, Board review teams
consisting of three to five members, perform 1 to 2 week
onsite reviews of Reserve Banks under the direction of the
Division of Bank Supervision and Regulation. These reviews
are generally performed once every 3 years and Board fol-
lowup does not normally occur until the next review.

The seven reports completed by Board review teams
during the period from June 1977 to March 1979 contained
138 separate recommendations. Most of these recommendations
were directed toward commercial examinations, bank holding
company inspections, and general administrative duties.
For example:

--Forward all significant correspondence received
from member banks to the Board to fully inform
it of concerns on a current basis.

--Request specific action plans from bank holding
companies on how problems will be addressed if
findings reveal capital deficiencies.

~-Discontinue the practice of listing details in
examination reports which include information
on each public fund deposit.

--Institute a formal restructuring of divisional
responsibilities.

--Establish internal time limits for every major
phase of the report processing cycle.
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As in the bank supervision and regulation area, Board
review teams perform limited reviews of the Reserve Bank
activities in the research and statistical area and have
determined that problems exist in the Reserve Bank's admin-
istration of the function. The objective of the review is
to determine the effectiveness and efficiency of operating
procedures, including identifications of operational prob-
lems and issues with possible System-wide impact. A team,
usually consisting of four members, performs a l-week
onsite review of the function at Reserve Banks. The teams
generally perform these reviews once every 4 years and
followups to prior reviews usually occur at this time.
From December 1978 to June 1979, Board teams reviewed the
function at four Reserve Banks, making a total of 192
recommendations. Specific examples of these recommenda-
tions include:

--Instituting an additional control mechanism to
monitor the flow of reports to data processing.

--Establishing adequate backup systems for process-
ing data.

--Establishing internal guidelines to serve as
guideposts for an orderly progression to the
Board's deadlines.

In addition to the problems identified in Board reviews
the one economy and efficiency review of bank supervision
and regulation and economic research activities performed
by a Reserve Bank General Auditor during the period from
January 1978 to April 1979, also identified performance
problems. The San Francisco General Auditor reviewed his
Reserve Bank's supervision and regulation activities in
1978 to determine whether (1) the section's policies and
procedures provided a framework for effective supervi-
sion of State member banks, (2) the section followed Reserve
Bank and FRS required procedures, (3) the.section was oper-
ating in a cost-effective manner, and (4) the section's
supervision and administration were effective and efficient.
The scope included a review of examination planning, work-
papers generated during the examination, completed reports,
and onsite observations of opening and closing discussions
of an examination. The General Auditor's findings on com-
mercial examination by the Reserve Bank included:
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--Time was insufficiently allocated for an indepth
examination of the member bank audit department.

~-Documentation citing the reason the Reserve Bank
did not address certain areas in its examination
was lacking.

~-~Evidence was unclear and documentation of super-
visory review of evidence was lacking.

-~-Fieldwork that was incomplete at the close of the
examination was not clearly indicated, and follow-
up procedures were not formalized.

--A standardized format, to inform the examiner-
in-charge of violations, exceptions, and recom-
mendations, was not used.

--Meetings with the bank directors were not always
held at the close of an examination.

As indicated above, both of these activities, when
reviewed, have been found to contain reportable items need-
ing management attention.

General Auditors have not
effectively addressed the
efficiency and effectiveness
of bank supervision and

regulation_and economic

research _functions

Although operational problems have been identified in
bank supervision and regulation and economic research func-
tions, General Auditors have not, except in the instance
discussed above, reviewed either the efficiency or effec-
tiveness of these functions in their Reserve Banks. In ad-
dition, General Auditor policies generally do not reguire
the timely followup of recommendations made by Board review
teams in these activity areas. No collective, System-wide
approach toward auditing these areas has been formally
adopted, although the Conference of General Auditors debated
its role in these areas several times. Board support of
this expanded role has also been uneven, contributing to
the uncertainty which has surrounded these activities. The
Board's Staff Director for Federal Reserve Bank Activities
recently proposed that the General Auditor be excluded from
reviewing areas involving bank examiner judgments. This
position is inconsistent with existing professional internal
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auditing standards which prescribe an unrestricted scope
of review for internal auditors.

General Auditors rarely perform
operational reviews ‘'of bank
supervision and regulation and
economic research activities

Operational reviews, which Conference of General
Auditors defines as reviews of a function's efficiency
and effectiveness, have generally not been performed by
General Auditors in the areas of bank supervision and
regulation and economic research. Of the 6,968 audits
performed from January 1978 through April 1979, only 1
involved the economy and efficiency of bank supervision
and regulation activities. Further, in 1979, only 2 of
the 12 General Auditors' audit plans indicated that this
activity area would be reviewed. In the economic research
area, none of them performed operational reviews during
the period from January 1978 to April 1979; only 1 planned
work in this area during 1979.

The General Auditors have cited a variety of reasons
for the low level of attention given to these areas. 1In
the bank supervision and regulation area, they have said

that

--they lack the legal authority from the Board
of Governors to audit the function,

--their staff is not qualified to perform such
audits, and

--the Board of Governors' Division of Bank Supervision
and Regulation reviews the function at Reserve Banks.

In the economic research area, General Auditors have said
that they believe special training will be’ needed before
thay can adequately address this area. In response, a Board
staff characterized these reasons as "non-defensible,"” in
that

--no legal impairments to audit activities in this
area could be identified;

--audit departments, when confronted by new areas,
such as electronic data processing, have histori-
cally found ways to acquire any needed special-
ized expertise; and
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--Board involvement in the subject area is no
different than in other areas (such as cash)
where Board and Bank internal auditors both
perform reviews of the same activities.

Both the Board members and the responsible Board staff
officials we interviewed did not believe the General
Auditors were legally restricted from fully reviewing
these operational areas.

While the Conference of General Auditors has developed
System-wide approaches to other specialized areas, such as
electronic data processing, it has not developed a System-
wide position on the General Auditors' role in reviewing
bank supervision and regulation and economic research activi-
ties. Both the Conference and the Assistant General Auditors
Conference have reviewed this question several times. For
example, in the June 1978 Conference of General Auditors'
meeting, the General Auditors discussed the proper level
of audit attention for these areas. But, instead of adopt-
ing a System-wide approach, the General Auditors passed a
motion to leave the decision of attention to the individual
Reserve Banks. The General Auditors again discussed the
issue in the June 1979 meeting and, this time, referred the
question to the Assistant General Auditors Conference for
consideration. This Conference, meeting in August 1979,
passed the following recommendation:

"The Assistant General Auditors recognize the
appropriateness of maintaining an audit pre-
sence in all areas of Bank activities. To
ensure that the supervision and regulation
function of each Federal Reserve Bank is
appropriately reviewed by internal audit, we
suggest that the Conference of General Au-
ditors, through the Steering Committee,
appoint an Ad Hoc Task Force for the purpose
of studying, developing and recommending
guidelines to be used in making such re-
views."

Meeting in November 1979, the Conference of General
Auditors set up an ad hoc committee to study this area again.

This reluctance to become involved in reviewing these
areas, has in part, been encouraged by the Board staff's
own uncertain position. While Division of Federal Reserve
Bank Operations officials have issued strong unofficial
positions that General Auditors should be reviewing these
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areas, as of November 1979, no General Auditor reviewed

by this same Division had ever been criticized for not per-
forming work in these areas because the Board staff felt
the Board’'s official policy on this matter was unclear.

In September 1979, the Staff Director for Federal
Reserve Bank Activities proposed a statement of position,
which was adopted by the Conference of Federal Reserve Bank
Presidents, addressing internal auditing's role in these
areas. While the statement supported auditor involvement
in these areas, it also characterized their role as per-
forming something other than "“substantive operational
reviews": )

"The General Auditor should have access to all
areas of the Bank for the purpose of performing
financial audits, which includes verifying de-
partment management's compliance with Bank and
Board policy, controls, and budgeted staff and
expenditure levels. We have not advocated that
the General Auditor perform substantive opera-
tional reviews which involve evaluation of the
effectiveness of a function or the competence

of professional staff in such areas as research,
legal, bank supervision and regulation, and
public information. We do feel that it would be
appropriate, however, for the General Auditor
to call to the attention of Bank management ob-
served idle time of employees due to overstaffing,
and like situations that are related to resource
utilization. In my judgment, it would not be
within this purview to decide or recommend op-
timal staffing levels or to intrude into how
resources are used or other similar questions
which are clearly the prerogatve of department
management. This is obviously a fine line of
distinction. Our staff calls upon the General
Auditor to follow up on operational ‘reviews in
all areas, and we would expect to continue to do
so. "

As of February 1980, the Staff Director for Federal Reserve
Bank Activities indicated that neither the Board nor the
Conference of General Auditors had formally supported his
statement of position, although he has received informal
support for the statement from both Board officials and
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Reserve Bank General Auditors. While noting that the
statement needs to be further defined in terms of speci-
fic operational situations, the Staff Director indicated
that he expected the Conference of General Auditors to
support his position.

The Staff Director for Federal Reserve Bank Activi-
ties believes his statement should be interpreted as to
exclude General Auditors from performing operational
reviews of areas involving bank examiners' judgments.
The Staff Director believes that this area is a uniquely
sensitive function, meriting exclusion from the General
Auditors' scope of review. He also acknowledged that
his position is not consistent with the unrestricted
review scope advocated by professional internal auditing
standards.

While we recognize the special sensitivity involved
in performing operational reviews of bank examination and
supervision activities, we believe that, to be of maximum
effectiveness, internal audit units should have unre-
stricted scopes of reviews. We believe that with appro-
priately qualified staffs, internal auditors can provide
meaningful evaluations of sensitive issue areas, including
examiner compliance with established examination policies
and procedures. One such audit has already been completed
by a General Auditor.

Reserve Bank report recommendation
followup policies do not effectively
address Board operational reviews of
bank supervision and regulation and
economic research activities

While FRS management has established an informal
System~wide position advocating the followup of Board opera-
tional reviews of bank supervision and regulation and eco-
nomic research activities, individual Reserve Bank policies
have not incorporated the System-wide position and do not
effectively address this area of followup.

While the Conference of General Auditors has estab-
lished specific System-wide approaches regarding many inter-
nal audit activities, the followup of Board operational
reviews is not addressed specifically. Within the Confer-
ence's System-wide standards, the need to follow up on the
status of audit report recommendations is addressed in the
due professional care area. Specifically, this section
states:
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“Due professional care also includes follow-up
work on findings resulting from similar audits
made previously to determine whether appropriate
corrective measures have been taken."

No specific reference is made with regard to followup
responsibilities for Board operational reviews.

Although no System-wide policy exists, Board practices
and statements by Board officials have encouraged the estab-
lishment of report recommendation followup systems within
each Reserve Bank internal audit unit. Board review teams
specifically evaluate this area and have reported deficien-
cies in their reports to bank management. Board officials
have also reiterated to the General Auditors, on several
occasions, their unofficial view that General Auditors
should follow up on all Board operational reviews.

While General Auditors have been encouraged to follow
up on Board operational reviews, our review of the individual
report recommendation followup policies at each of the
12 Reserve Banks indicates that many policies do not effec-
tively address followup of Board operational audits in
the bank supervision and regulation and economic research
areas. Of the 12 policies reviewed, 7 call for the General
Auditor to follow up on Board recommendations during their
next review of the area; 2 call for followup within a spe-
cific time frame; 2 did not have specific timeframes for
followup; and 1 indicates that followup will be based on
management's response. Of the 7 Reserve Banks whose poli-
cies call for followup on Board recommendations during
their next review of the area, only 1 Bank has conducted
such a review. Therefore, in practice, Board recommenda-
tions would not be subject to routine followup at those 6
Reserve Banks where such action is provided for in their
policies but not carried out.

CONCLUSION

Reserve Bank internal audit units are staffed with
qualified auditors, organizationally independent, and aligned
to report to the highest practicable level. In addition,
management has established a System-wide set of auditing
standards and a quality control review program, which reviews
Reserve Bank internal audit operations on a periodic basis.
Reserve Bank internal audit units have concentrated their
efforts on financial and compliance audits of areas of high
financial exposure. .

Although Reserve Bank internal audit units have performed
many audits, General Auditor attention to the efficiency and

effectiveness of bank supervision and regulation and economic
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research activities has been extremely limited. 1In
addition, General Auditor report recommendation followup
policies generally do not call for the effective followup
of Board reviews of supervision and regulation and economic
research activities. As a result, these important policy
areas are receiving minimal coverage, even though findings
have resulted from the limited work performed to date.
General Auditors are uncertain as to the coverage management
wants them to provide in these areas. The Staff Director
for Federal Reserve Bank Activities has proposed that the
General Auditor be excluded from reviewing areas involving
bank examiners' judgments. This position is inconsistent
with existing professional internal auditing standards
which advocate an unrestricted scope of review for internal
auditors.

AGENCY COMMENTS AND OUR
EVALUATION

Although the Board indicated that it generally agreed
with our comments relative to Federal Reserve Bank internal
auditing activities, the Board did not agree to clearly sup-
port an unrestricted scope of review for Bank internal
auditors and clarify Bank internal auditor followup activi-
ties. The Board's position regarding the scope of review
for Bank internal auditors remains unclear. Although the
Board stated its belief that all staff functions should be
subject to the same potential for audit attention as other
Reserve Bank operations, the Board also qualified internal
auditors' scope of review in these areas to exclude any
evaluation of professional efficiency and effectiveness as
well as the end product of professional staff work. This
restriction is significant, because professional activities
dominate both the supervision and regulation and the
economic research areas. (See Appendix II.)

We continue to believe that Federal Reserve Bank inter-
nal auditors should have a clear, unrestricted scope of
review, extending into the professional activities of these
staff functions. Such a scope of review would be consistent
with professional internal auditing standards.

RECOMMENDATIONS

We recommend that the Chairman, Board of Governors
of the Federal Reserve System:

~-Require that Reserve Bank General Auditors review
the efficiency and effectiveness of bank supervision
and regulation and economic research activities.
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--Instruct the Conference of General Auditors to amend
their "Audit Standards and Levels of Audit Attention
for Federal Reserve Banks" to include a System-wide
approach toward reviewing bank supervision and regu-
lation and economic research activities and a speci-
fic operational policy statement requiring the
followup of Board of Governor's reviews by General
Auditors. These changes should be made within a spe-
cific timetable which the Board of Governors should
monitor. '
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CHAPTER 4

SCOPE OF REVIEW

Our findings and conclusions are based on work performed
at the Board of Governors in Washington, D.C., and at the
Federal Reserve Banks of New York, the largest Federal Reserve
Bank, and Boston, a representative smaller Bank. Our overall
evaluation addressed eight areas of internal audit activity:
scope, organizational placement, program planning, staffing,
training, report quality, report recommendation and followup,
and coordination with external auditors.

In addition to our onsite work at New York and Boston,
we obtained and analyzed budgets, audit program plans, report
recommendation followup policies, and staffing qualifications
from the other 10 Reserve Banks. We also reviewed the work-
papers for the last five full scope reviews of individual
Reserve Bank General Auditor units performed (as of May 1979)
by the Board's Audit Review Section within the Division of
Federal Reserve Bank Operations.
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APPENDIX I APPENDIX I

The Organizational Structure and Management
Control Strategy of the Federal Reserve System

The Federal Reserve System is a large and complex
organization which functions as the central bank of the United
States. FRS formulates and implements a wide range of finan-
cial policies dealing with such areas as monetary activities,
Federal Reserve Bank activities, commercial banks' supervision
and regulation, and internal management activities of the
Board of Governors. To formulate and implement these policies
effectively and efficiently, the System's management control
strategy consists of a functionally aligned organizational
structure supported and coordinated by various information
processes, including an extensive budgetary process. Informa-
tion flows by means of these processes from operating levels
to policymaking levels where the information is evaluated and
decisions are made. To supplement these other controls, FRS
also uses internal audit as a part of its management control
strategy.

ORGANIZATIONAL STRUCTURE

The Federal Reserve System includes the Board of Gover-
nors, the Federal Reserve Banks and their branches, and the
nearly 5,500 commercial banks that are members of the System.
The System has been organized on a decentralized basis within
two basic tiers:

--The Board of Governors, including their 13 supporting
operating divisions and offices.

--The 12 Federal Reserve Banks and their 25 branches,
serving and supervising their member banks.

These tiers are supported by a number of System conferences
and committees which consider System-wide questions and act
as coordination mechanisms. The following organization chart
shows the primary duties of the important components of FRS.
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THE FEDERAL RESERVE SYSTEM

The basic function of the Federal Rescrve System is to make possible a flow of credit and
money that will foster orderly economic growth and a stable dollar, encourage business and
employment, and facilitate long.-run balance in our international paymems..%'h
cteated by the Federal Reserve Act which became law on December 23, 1913, The statute
provides for a Board of Governors in Washington, the 12 Federal Reserve Banks and their
branches, the Federal Open Market Committee, the Federal Advisory Council, and the
member banks. The relationships of those gruups are indicated below. Salid lines indicate
statutory retationships. broken lines, an informal relationship. .

¢ System was

BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM
The Bouard 15 comprised of seven members, cach appoinied by the
President and confirmed by the Senate for a term of 14 years. It is an
independent agency uf the Federal Guvernment, reporting directly to
the Congress. The Buard’s primary responsibilities include the formu.
lation of appropniate credit and monectary policies 10 carry out the
basic funciion of the Federal Reserve System. It also has certain
supervisory respansihilities with respect 1o the Reserve Banks, bank

Bolding companies, and baaks helunging 16 the System, L
~
~
~
. s L)
Advice and Consultation and
recommendadtion recommendation

FEDERAL ADVISORY COUNCIL
The Counail 1s comprised of one bauker from cach
Federal Reserve Drstrict selevted annually by the board
of directors of the Federal Reserve Bank, [t meets (uur
umes a ysar in Washington and conlers with the Board
of Governors on business conditions, credit and monetary
policies, and other System matters

b —— ——— — ——

CHAIRMEN'S CONFERENCE

An intormal organization of the Chairmen of the 12 Federal
Reserve Hanks, the Conference meets at least ance a year, gen-
crally 10 Washington. Matiers of interest to the System are
discussed from the standpaint of the Charrmen in therr dual
capanity as Chuarrmen ol the boards af directors of the Reserve
Banks and us statutory apents of the Board ot Governars at
the Reserve Bunks

Consultatinn and recommendation |

4 Y

b= = [nformation — —

Supervisory and
regulatory relations

FEDERAL OPEN MARKET COMMITTEE

This Committee 1s comprised of the seven members of the Buard of
Governors, the President of the Federal Reserve Bank of New York and
four other Reserve Bank presidents who serve on a rotating basis, The
Committee mects in Washington at frequent intervals to determine
System open market policy. To carry out its policies, the Committee
directs the purchase or sale of Government securities in the open market
for the purpose of influencing the supply and availability of money and
credit. The Committee has annually designated the New York Reserve
Bank to act as agent in execuling transactions for the System npen
markel account.

Drrections re open
market uperations

/
———————

Consulation and;ccnmv'nendal‘mn

~
~, |
™al

PRESIDENTS' CONFERENCE

An informal organization of the Presidents of the |12 Federal
Reserve Banks, the Conference meets at least quarterly, pnimar-
ily for the purpose of helping 10 coordinate System operations.
The Conference considers a wide variety of System policies and
makes recommendations to the Banks and 10 the Board. It has
many commitiees, consisting ol the Presidents and other officers
of Reserve Banks, to study and make reports and recommenda-
tons on problems arising in System operations. There is also a
Conference of the 12 First Vice Presidents which is organized
and operates in a similar manner.

A

; Consultatiun and recommendation

»

e e, ————

THE TWELVE FEDERAL RESERVE BANKS

For the purpase ol admimisterning the Federal Reserve System, the United Stales
tws heen divided into [ 2 Federal Reserve Districts with one Reserve Bank in cach
Dastrict. The Reserve Banks differ from commergial banks in that profits are not
the objective of their operations, and their stockholders, which are the member
banks of the Federal Reserve System, do nol have the pawers and privileges that
customarily belung to stockholders of private corporations.

Lach Bank s under the immediate supervision and control of a board of mine
directors. Under law, three Class A directors, who represent the member banks.
and three Class B direclors, who are engaged 10 pursuits vther than lending, are
elected by the member banks in cach Dastrict. The three Class C directors
are appuinted by the Board of Governors, one is designated chairman and another
Jdeputy chairman. The chief executive officer of cach Bank is its President. He
and the First Vice President are each appointed by the board of directors, with
approval oof the Buard of Governors. for a term of five years
Federsl Reserve Bank of:

The Reserve Banks are the principal medium through which the monetary and
credit policies and general supervisory powers of 1he System are exercised. They
perform for member banks many of the services which member banks perform
for the public. In addition, they are fiscal agents, depositaries, and custodians for
the United States Treasury and certain other Government agencies

The Reserve Banks maintain 25 branches and 9 additional offices for check
progessing in principal cities of the United States. The branches perform fur
their territories most of the functions performed at the head office. Subject to
the regulations of the Board of Governors and general supervision by 11s parent
Reserve Bank, each branch is under the immediate supervision of a board of
either five or seven directors, a majority being appointed by the Reserve Bank
and the remainder by the Board of Governors.

. The locations of the twelve Federal Reserve Banks and Lheir branches and
other offices are shown below.

Boston New York  Phuladelphta  Qeveland Richmond Atlanta Chicago St. Louis Minnespolis Kansas Gity Dallas San Francisco
Offies Hranch Hranches Branches Brunches Hranch Branches, Branch Cl [ h h
Lewiston HKuttelo Cimannan Baltimore Birminghsm Detran Litle Ruck Helena Denver El Paso Los Angeles
Windwn Locks  Othwes Pitishurgh Charlote Jacksonwilie Offices. Louisville Oklahoma Cay Houston Purtland
Cranturd Offae Cummunications Miams Des Maines Memphis Oraha San Antomio Salt Lake City
Jerwho Columbasy  Center Nashvidle Indianapolis Seaitle
Culpeper New Otleans  Milwaukee
Office
Cotumbna
MEMBER BANKS

Al national banks are required by law 10 be members of the System. Banks with State
charters may voluntarily join the System. if qualified for membership, upop approval by the
Board of Governors. Somewhat less than half of all banks in the United States belong 16 the
System but these banks hold about 78 per cent of the country's total bank deposits.

Each member bank 13 required 1o hold stock in its Federal Reserve Bank in an amount
equal to 3 per cent of the member's capital and surptus. Each member bank is also required
to maintain 1ts legal reserves with its Federal Reserve Bank and comply with other System
regulations.

In return, member banks are entitled (1) to borrow from the Reserve Banks, (2) to use
System facilities for check clearance and transfer of funds; (3) to obtain currency: and (4)
10 share in the informational facilities provided by the System,

Services and supervision

X IaN3dd¥

T

Information

I XIQNdddVY






APPENDIX I APPENDIX I

MANAGEMENT CONTROL STRATEGY

Within the Federal Reserve System, management control
is achieved through a functional organizational structure,
supplemented by formal management reporting systems.

FRS management makes extensive use of budgetary systems
within their management control system.

Management control begins with delegated authority and
planned operations, continues through performance, and in-
cludes reporting on performance. A well-designed system of
management control helps to insure efficiency, economy,
and achievement of planned results. Such a system includes
carefully devised and frequently updated standards for
designing, conducting, and measuring the output of programs
and operations. The essence of management control is the
action which adjusts operations to conform with prescribed
or desired standards or requirements. To take this action,
management needs timely and adequate information on
per formance.

To increase FRS efficiency and effectiveness, FRS has
numerous efforts at all management levels to acquire and
analyze data pertaining to its operational functions.
Information flows continuously up and down the agency to
various management levels where it is evaluated and used
within the decisionmaking process to plan, manage and con-
trol FRS activities. Each organizational level is respon-
sible for administering delegated authority and reporting
on performance to a higher management level. The System's
functional organizational structure facilitates its manage-
ment control approach by requiring major operating func-
tions to be reviewed at each organizational level.

Federal Reserve System Budget

In addition to line management's continuous review and
monitoring of performance information, FRS has institu-
ted formalized budget review processes which include peri-
odic reporting and monitoring mechanisms. Both Board of
Governors' operating divisions and offices and individual
Reserve districts are controlled by operating budgets, for-
mulated, approved, implemented, and monitored under direc-
tives of the Board of Governors.
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APPENDIX I APPENDIX I

Board of Governors Division and Office budgets are for-
mulated, implemented, and monitored at the Board level. To
initiate the process, in mid-summer, Board divisions and
offices submit tentative budget estimates to the Controller.
The Controller merges these proposals with other known and
anticipated factors into a projected budget level and submits
it to the Chairman and Vice Chairman of the Board. Based
on their review of the consolidated proposal, the two Gover-
nors establish budget guidelines, such as the percentage
limitation by which the new budget shall exceed the present
estimated expenses. The Divisions are governed by these
guidelines when formulating their budget proposals; for
example, the Board approved a 1979 budget guidelines allow-
ing an increase of 7.35 percent above current year expenses.

After budget proposals are initially formulated by the
Divisions, they are reviewed by the Controller and the cog-
nizant Board committees. Initially, Division and Office
directors meet with the Controller and the Staff Director
for Management to negotiate their budget proposals. Similar
meetings are held with the responsible Board committee.
Following these reviews, the Controller and the Board com-
mittees combine the resulting individual proposals into a
consolidated budget and present it to the Vice Chairman,
who determines whether to accept the proposal or to insti-
tute changes. Following his review the Vice Chairman pre-
sents the budget to the entire Board for final approval.

Following Board approval, budget implementation occurs
under delegated authority from the Chairman of the Board to
the Vice Chairman. While the Vice Chairman must approve
changes to the headquarters budget up to 1-1/2 percent
beyond the Board-approved operating plan, most budget im-
plementation responsibilities extend to Board Division
and Office management.

The Controller is responsible for monitoring the cumu-
lative totals of administrative actions so the Chairman
and Vice Chairman are kept informed as to when expenditures
are approaching budget limitations. Board Division financial
reports are generated automatically each month. The Con-
troller reviews these reports and informally reports to the
Board quarterly. Also, the Controller, on a formal basis,
presents mid- and end-of-year reports to the Board on
the performance of division offices. These reports are very
extensive and include information on the financial perfor-
mance of each Division, positions and employment information,
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APPENDIX I APPENDIX I

program changes, data processing, resources utilization
performance, and the effects of new bank legislation

on Board manpower. These reports are based on information
which is provided to the Controller by Board Divisions and
Offices.

Similar to the Board budget process, the individual
budgets of the 12 Federal Reserve Banks are also approved
and monitored on a System-wide basis by the Board of Gov-
ernors. Initially, each Reserve Bank submits tentative
objectives and goals to its Board of Directors, who, after
a review, submits them to the Board of Governors. These
proposals are reviewed and evaluated by a review team con-
sisting of the Board's Committee on Federal Reserve Bank
Activities, the Staff Director for Federal Reserve Bank
Activities, the Division of Federal Reserve Bank Operations
personnel, and representatives from the Conferences of Fed-
eral Reserve Bank Presidents and Vice Presidents. This
review team considers are projected System goals, economic
conditions, current level of System operations, and histori-
cal performance. The review team formalizes System-wide
budget objectives and presents them to the Board of Gover-
nors for approval. Upon approval, these System-wide objec-
objectives are distributed to each Reserve Bank President
as guidelines to use in formulating initial budget submis-
sions. 1In September, each Reserve Bank submits preliminary
district budgets to the Division for Federal Reserve Bank
Operations, where they are analyzed on an individual basis.
Upon completion of this analysis, the review team and the
individual Reserve Bank presidents and Vice Presidents meet
and negotiate the submissions. Following this review, the
Reserve Banks revise their initial submissions, if neces-
sary, and resubmit their final budgets to the same head-
quarters review group. If no additional changes are
required, the Board Committee on Federal Reserve Bank
Activities submits the consolidated requests to the full
Board for final approval.

Reserve Bank budget implementation responsibilities are
split among Reserve Bank management, Board Divisions, and
the Staff Director for Federal Reserve Bank Activities,
depending upon the size and nature of the activity being
implemented. Board divisions have approval authority over
some Reserve Bank activities, such as major employee compen-
sation decisions or large contracts. 1In addition, the Staff
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Director for Federal Reserve Bank Activities, who is
responsible for System-wide management of resources, may
also need to approve an item, depending on the nature and
cost of the expenditure.

A System-wide reporting network exists to determine how
effectively Reserve Banks are managing within their budget.
Quarterly monitoring of performance relative to goals is
done through the planning and control system (PACS). Under
the PACS' reporting system, each Reserve Bank quarterly
submits to the Board the actual expense charged against
the budget by service line items. Based on this information,
which also includes the number of employees and the volume
of production, the Board generates PACS reports, wherein
the Board can determine the cost versus the performance
of each Reserve Bank. Two types of cost measures are pro-
vided~-a time series measure and a cross sectional or inter-
district measure. The time series measure compares
the expense of producing this year's volume of products
with the expense of producing the same volume at last year's
cost level. The cross sectional measure compares a dis-
trict's expense with the expense of producing the district's
volume at System average cost levels. The units of measure-
ment are the number of items processed. This system accounts
for approximately 80 percent of the Reserve Bank expenses
since certain activities, such as research and bank super-
vision and regulation are not readily quantifiable. Based
on PACS information, the Division of Federal Reserve Bank
Operations presents mid~ and end-of year reports to the
Board on Bank budget performance. PACS information is also
included in the Staff Director for Federal Reserve Bank
Activities' annual reports to the Committee on Federal
Reserve Bank Activities on the individual Reserve Banks'
per formance. These reports are to be used as components
in the annual evaluation of the Reserve Banks, made by
the Committee on Federal Reserve Bank Activities, which
includes recommendations on salary increases for Reserve
Bank officials.

In addition to the Board of Governors' monitoring
activities, an internal expense budget network has been
established within each Federal Reserve Bank to track
expenses against the Reserve Banks' budget down to depart-
mental levels. Reports are submitted to the Reserve Banks'
Board of Directors and need not be shared with the Board
of Governors.
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Delegated authority reporting

Another form of Federal Reserve Bank reporting to the
Board deals with delegated authority. The Reserve Banks must
report weekly to the Board on any action taken under delegated
authority. FEach report to the Secretary of the Board must
include information on actions taken regarding (1) super-
visory matters, including financial institution applications
accepted by the Reserve Bank during the week and (2) Reserve
Bank operational matters under delegated authority such as
certain contracting decisions. These weekly reports must
list: delegated item number, date action taken and rationale
of action taken, dollar consideration, etc. Each Reserve
Bank is also required to provide the Staff Director for
Federal Reserve Bank Activities and the Director of Division
of Personnel with quarterly reports on decisions made under
delegated authority pertaining to Reserve Bank examinations,
budgets, and operations and personnel matters, respectively.

Internal auditing role in
FRS management control systems

Within PRS, internal auditing activities and resources
have been concentrated at the Reserve Bank level. While no
permanent, independent internal audit group has been estab-
lished at the Board of Governors, each of the 12 Reserve
Banks has an internal audit group. These Reserve Bank inter-
nal audit groups have been used primarily to supply Bank
management with independent evaluations of Reserve Bank
operations, particularly in the area of financial controls.
(See report chapter 3.) 1In addition to these Reserve Bank
internal audit groups, several Board operating Divisions
also perform periodic operational and financial reviews
of selected Reserve Bank activities. The results of these
reviews are reported to Reserve Bank management and the
appropriate Board standing committee. ’
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B80AR0D OF GOVERNORS
OF THE

FEDERAL RESERVE SYSTEM

WASHINGTON,D.C., 20881

May 7, 1980

Mr, Allen R. Voss .
Director, General Govermment Division
U, S. General Accounting Office
Washington, D. C. 20548

Dear Mr, Voss:

Thank you for the opportunity to review and respond to the
draft report of the General Accounting Office ("GAO") on the Federal
Reserve System's Use of Internal Auditing. Since the report makes
separate recommendations with respect to the Board and the Federal
Reserve Banks, the recommendations are treated separately, below.

GAO's Recommendation with Respect to the Use of Internal Auditing

It is the Board's belief that the present combination of its
Operations Review Program ("ORP"), Office of the Controller, and external
auditor have served and can continue to serve the .needs of the Board well
in the areas of operstions review and financial controls, However, it is
also the Board's belief that some immediate refinements in the areas of
independence conflicts and follow-up can be made to improve the effective-
ness of the ORP's operations,

The GAO is correct in observing that the Office of the Con-
troller is limited to the financial and operational control area and, in
the case of {ts line operations, reports to the Board through the Staff
Director for Management. However, the Controller has enjoyed and will
continue to enjoy a direct reporting relationship to the Board on matters
falling within his jurisdiction that he feels must be brought to the
attention of the Board directly, These areas include, but are not limited
to, investigations of fraud and waste, inappropriate use or inadequate
protection of the Board's assets, and improper functioning of the Board's
financial controls, While the staff of the Office of the Controller
specifically assigned to these functions report to him on all matters,
this reporting chain is necessary and not unusual as the responsibility
for these functions is vested in the Controller who employs staff to
assist him in these matters, Even in the presence of an internal auditing
group such as is8 recommended by GAO, the Office of the Controller would
continue to perform the above functions and enjoy a direct reporting
relationship to the Board,
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GAO 1s also correct in observing that the external auditor's
activities are limited to the area of financial controls. Again, even
in the presence of an internal auditing group such as GAO recommends,
the Board would continue to employ an external auditor for those func-
tions currently performed.

Since the ORP would most immediately be affected 1if the Board
were to adopt GAO's recommendation, the remainder of these comments
address the issues raised by GAO in its report on that program.

The ORP was established by the Board in mid-1978 with the help
of the Board's external auditors in order to bridge the one gap that
existed in the Board's internal auditing functions, i.e., compliance,
efficiency and effectiveness reviews of the Board's operations., Various
alternative structures were considered at that time but the ORP struc~-
ture was adopted for several reasons:

e to insure the availability of staff who knew the nature of
the Board's operations; ‘

e to provide an educational vehicle for divisions through
participation on the Operational Review Committee ("ORC") and the
review teams;

e to use an already available pool of System resources
trained in operational reviews; and

e to maximize the probability of identifying areas for
improvement and implementing solutions once derived.

It was also felt that the size of the Board's staff would not
warrant the staff that would have to be retained in order to have the
experts trained in the areas of the Board's business and operations
reviews. It i{s the Board's belief that these reasons are still appli-
cable today.

Three additional aspects of the ORP's background are worth
noting to put the issues that GAO raises in perspective.

First, during its first year of operations the ORP, as expected,
experienced start-up difficulties, In December 1979, recommendations were
made to the Vice Chairman to remedy those difficulties that were identi-
fied. The ORC will continue to monitor its operations carefully and make
recommendations to the Vice Chairman to take account of deficiencies in
its charter and mode of operations,
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Second, no follow-up responsibility was given to the ORP on
its report recommendations since it would frustrate the ability to
attract qualified staff for the ad hoc reviews. It is now recognized
that follow-up actions, when left to line management, might produce
inconsistent results and that reviews can be more effective with planned

follow-up reviews,

Finally, anticipating that there would be independence conflict
questions, the ORP's charter incorporated precautions to guard against
such conflicts.  These precautions have been and will continue to be
applied aggressively. Each team member is examined carefully for potenm-
tial conflicts and actions are taken by the ORC to preclude conflicts,

In the event that a conflict cannot be resolved, team members would be
disqualified, In the event that it would be desirable to retain an
individual for a review, the review of the program causing the disquali-
fication would be postponed until some later time, It is not the ORP's
mandate to review all of a division's operations at one time,

The single instance cited in the GAO report to demonstrate
that the Board's ORP operations are hampered by the use of part-time
personnel involved the unilateral action by the team leader of a review
in deleting from the scope of the review a function that he helped
establish and that had been recently transferred to the reviewed division
at the time of the review, Presumably, had the ORC knowm that a conflict
existed, it would have taken appropriate measures to resolve the conflict.
Because of the team leader's expertise in the operations of the division
under review, if no other measures could be found to avoid the conflict,
the ORC itself had the option to delete the program from the scope of the
review in favor of a later review and retention of the team leader, The
ORP {s not charged with reviewing whole divisions at any one time. Any
programs so deleted from a review will be reviewed at a later date.

The Board is satisfied that the current combination of the
Office of the Controller, the external auditor; and the Operational
Review Program are satisfying its needs and requirements in the areas
of operations reviews and financial controls. In addition, the reasons
that were present at the time that the ORP structure was adopted still
exist today. The Board has no substantive evidence to permit the con-
clusfon that the ORP is not producing substantive results., The GAO
report acknowledges that the two reviews conducted prior to the time
of the GAO study surfaced many good recommendations. However, in view
of the first year's experience with the ORP's operations and the insights
offered by the GAO report, the Board has asked the Vice Chairman to
effect improvements in the ORP's charter in the areas of indepedence con-
flicts and follow-up responsibilities including hiring a full-time
director of ORP review activities., It is expected that these improvements
will be made by July 1, 1980,

>
N

i
e

AERE



APPENDIX II APPENDIX II

Mr. Allen R. Voss -4 -

GAO's Recommendations with Respect to the Federal Reserve Banks

The Board of Governors has considered and 1s in general
agreement with the report comments relating to the appropriateness of
audit involvement and follow-up activities in Reserve Bank research and
bank supervision and regulation functions,

The Board has concluded that these and all staff functions
should be subject to the same potential for audit attention as are other
Reserve Bank operations, The scope of this audit attention should include
review of the management of resources in compliance with established
policies and procedures., However, the scope of such attention should
exclude any evaluation of professional efficiency and effectiveness as
well as the end product of professional staff work. This focus should
result in audit evaluations of the level of compliance with prescribed
policy and procedures and evaluations of administrative efficiency and
effectiveness of staff functions.

This conclusion acknowledges that, traditionally, System audit
resources have been dedicated largely to those operating areas character=-
ized by vulnerability to financial loss or related embarrassment to the
Banks. The Board believes that regular independent audit attention to
staff functions that involve different kinds of risks would be similarly

useful to System management,

This conclusion 18 being communicated to all Federal Reserve
Banks, In addition, the Board's position was discussed with the Confer-
ence of General Auditors which then passed a resolution charging a task
force with responsibility for developing a core program for use by all
General Auditors in conducting reviews of research and bank supervision
and regulation functions.

In the Board's opinion, its endorsement of the appropriateness
of regular audit involvement in Reserve Bank staff functions obviates
specific action on audit's follow-up on Board reviews of research and
supervision and regulation., The endorsement is expected to clarify the
question of audit presence in these areas so that the accomplishment of
audit follow-up in staff functions will be similar to that which has been
consistently performed for Board attention in other areas,

As a point of clarification, the Board wishes to advise the
General Accounting Office of an apparent misunderstanding of the opinion
of the Staff Director for Federal Reserve Bank Activities on audit
involvement in testing for examiner compliance, The Staff Director does
not believe that auditors should be excluded from agssessing examiners'
performance in complying with prescribed policies and procedures. This
apparent misunderstanding is represented in the report on pages Iv, 18,
21, 30, and 32, (See GAO note on p. 48.)
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We appreciate the opportunity to comment on the GAO report
and for the professional manner in which your entire staff conducted

itself during the study.
Sincerely yourl,'

ol £. &L\

Theodore E, Allison
Secretary of the Board

GAO note: As shown on pages 1V, 19, 22, 31, and 33, the statement
of the Staff Director for Federal Reserve Bank Activities
was revised to recognize that he proposed that General
Auditors be excluded from areas involving bank examiner

judgmenta.
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COST ESTIMATE

{b\ CONGRESSIONAL BUDGET OFFICE

September 10, 2014

H.R. 5018
Federal Reserve Accountability and Transparency Act of 2014

As ordered reported by the House Committee on Financial Services on July 30, 2014

SUMMARY

H.R. 5018 would make a number of changes to the operations of the Federal Reserve
System. The changes would include requiring new regulations issued by the Board of
Governors to include a cost-benefit analysis that takes into account specified factors;
requiring employees of the Board of Governors to follow a system of ethics standards
currently applied to employees of the Securities and Exchange Commission; and requiring
the Federal Open Market Committee to generate and provide to the Congress a monetary
policy rule that meets certain requirements, and the Government Accountability Office
(GAO) to assess any changes to the rule for compliance with those requirements.

CBO estimates that enacting H.R. 5018 would reduce revenues by $61 million over the
2015-2024 period; therefore, pay-as-you-go procedures apply. H.R. 5018 would not affect
direct spending. Further, CBO estimates that the bill would increase discretionary spending
by GAO by $2 million over the 2015-2019 period, assuming appropriation of the necessary
amounts.

H.R. 5018 contains no intergovernmental or private-sector mandates as defined in the
Unfunded Mandates Reform Act (UMRA) and would not affect the budgets of state, local,
or tribal governments.

ESTIMATED COST TO THE FEDERAL GOVERNMENT

The estimated budgetary effect of H.R. 5018 is shown in the following table. The costs of
this legislation fall within budget function 800 (General Government).



By Fiscal Year, in Millions of Dollars

2015- 2015-
2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2019 2024

CHANGES IN REVENUES

Estimated Revenues -3 -6 -6 -6 -6 -6 -7 -7 -7 -7 -27 -61

Note:  CBO estimates that implementing H.R. 5018 would cost about $2 million over the 2015-2019 period, subject to appropriation of the
necessary amounts.

BASIS OF ESTIMATE

For this estimate, CBO assumes that the bill will be enacted by the end of calendar year
2014.

Revenues

The bill would directly affect revenues through the operations of the Federal Reserve
System, which remits its net earnings to the Treasury; those remittances are classified as
revenues in the federal budget. Based on information provided by both the Board of
Governors of the Federal Reserve System and GAO, CBO estimates that the provisions of
the bill would increase the costs of the Federal Reserve and thus reduce its remittances by
$27 million over the 2015-2019 period, and by $61 million over the 2015-2024 period.
CBO has not analyzed the possible effects of the legislation on the conduct of monetary
policy or the implications of potential changes in monetary policy for the federal budget.

The provisions with significant effects on remittances would:

e Require the Federal Reserve, before issuing many new regulations, to undertake a
cost-benefit analysis that would take into account factors such as the effects on
economic growth, availability of credit, safety and soundness of the banking
system, and small businesses. For regulations it issues in which the effect on the
economy exceeds a certain threshold, the Federal Reserve would be required to
undertake a post-adoption assessment of the actual effects.

e Make the employees and members of the Board of Governors subject to additional
ethics standards and financial disclosure rules. The ethics standards would follow
those that apply to employees of the Securities and Exchange Commission.



e Require the Federal Open Market Committee to develop a monetary policy rule that
specifies an interest rate target and how that target rate would be adjusted for
changes in certain economic variables. The rule would be provided to both GAO,
which would assess any changes to the rule for compliance with the requirements of
the bill, and to the Congress.

The largest component of the estimated effects on remittances would result from the
Federal Reserve’s need to hire new staff to issue and assess regulations, which CBO
estimates would reduce remittances by $27 million over the 2015-2024 period. Over the
same 2015-2024 period, the ethics and disclosure provisions of the bill would require the
Federal Reserve to hire new staff to honor the new rules and would reduce remittances by
an estimated $21 million. The provisions regarding the monetary policy rule would also
require the Federal Reserve to hire additional staff, which would raise costs and reduce
remittances by $13 million over the 2015-2024 period, CBO estimates.

CBO estimates that there would be insignificant revenue effects from other provisions of
the bill affecting the Federal Reserve, including requiring the central bank to issue
regulations related to the stress testing of bank holding companies and nonbank financial
companies, providing for quarterly instead of semi-annual testimonies to the Congress on
the economy and monetary policy, and requiring notice about impending international
negotiations or agreements on financial regulatory matters.

Spending Subject to Appropriation

H.R. 5018 would require GAO to prepare a compliance report on any changes in the
monetary policy rule initiated by the Federal Open Market Committee. CBO expects that
implementing the provision would cost less than $500,000 annually and about $2 million
over the 2015-2019 period, assuming the availability of appropriated funds.

PAY-AS-YOU-GO CONSIDERATIONS

The Statutory Pay-As-You-Go Act of 2010 establishes budget reporting and enforcement
procedures for legislation affecting direct spending or revenues. The net changes in
revenues that are subject to those pay-as-you-go procedures are shown in the following
table.



CBO Estimate of Pay-As-You-Go Effects for H.R. 5018, as ordered reported by the House Committee on Financial Services
on July 30, 2014

By Fiscal Year, in Millions of Dollars

2014- 2014-
2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2019 2024

NET INCREASE IN THE DEFICIT

Statutory Pay-As-You-Go Effects 0 3 6 6 6 6 6 7 7 7 7 27 61

INTERGOVERNMENTAL AND PRIVATE-SECTOR IMPACT

H.R. 5018 contains no intergovernmental or private-sector mandates as defined in UMRA,
and would impose no costs on state, local, or tribal governments.

ESTIMATE PREPARED BY:

Federal Revenue: Nathaniel Frentz

Federal Costs: Matthew Pickford

Impact on State, Local, and Tribal Governments: J’nell Blanco
Impact on the Private Sector: Paige Piper/Bach

ESTIMATE APPROVED BY:

David Weiner
Assistant Director for Tax Analysis

Theresa Gullo
Deputy Assistant Director for Budget Analysis
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Section 2 — Executive Summary

Obelisk Tech Systems Inc. ("Obelisk") submits this filing in response to the Federal Reserve
Board's ("Board") proposed modification of system of records BGFRS-14, published at 91 FR
12802 (Mar. 17, 2026). Obelisk does not oppose the Board's underlying statutory duty to
maintain records relating to Reserve Bank and Branch director eligibility, conduct, and service.
Obelisk does, however, formally challenge the scope, methodology, internal-control posture, and
transparency of the proposed modification, and places on the administrative record a parallel
challenge to associated information collections, delegation authority, and cross-cutting
compliance gaps under Title 12 of the Code of Federal Regulations.

Core challenge.

The proposed modification simultaneously (a) expands ingestion of personally identifiable
information to non-employee candidates and their staff assistants, (b) authorizes third-party
database sourcing without source-authentication controls, (c) permits demographic data
collection, and (d) invokes the Privacy Act § (k)(5) exemption to deny access, accounting, and
accuracy rights — while publishing no Privacy Impact Assessment, no OMB A-123
internal-control matrix, and no cumulative Paperwork Reduction Act burden reconciliation. This
combination produces an asymmetry between regulated private actors (who face extensive
qualification, registry, and audit-trail obligations) and federal delegation authority under 12 CFR
§ 265.2 (which operates without comparable transparency).

Legal effect of this filing.

This submission is structured to trigger binding agency obligations under the Administrative
Procedure Act (5 U.S.C. §§ 553, 706), the Paperwork Reduction Act (44 U.S.C. §§ 3506—-3507),
the Privacy Act of 1974 (5 U.S.C. § 552a), OMB Circular A-108, OMB Circular A-123 (2026
revision), and the Federal Records Act. It creates an administrative record supporting
subsequent Government Accountability Office audit, Office of Inspector General inspection, and
judicial review.

Section 3 — Legal Authority Stack

The following layered authorities establish the Board's obligation to respond, to produce
documentation, and to coordinate with oversight entities.

3.1 Administrative Procedure Act — 5 U.S.C. §§ 553, 706

Section 553 requires notice-and-comment procedures for rules of agency practice and
substantive effect. A SORN modification that collaterally narrows Part 261a access procedures
and expands categories of covered individuals functions as substantive rulemaking and must be
supported by a reasoned explanation. Section 706 requires reviewing courts to set aside
agency action found arbitrary, capricious, or not in accordance with law. Failure to respond
substantively to material comments is itself reversible error.

3.2 Privacy Act of 1974 — 5 U.S.C. § 552a

Subsections (e)(1), (e)(4), (e)(10), (e)(11), (o), (p), (r), and (u) impose affirmative duties
respecting relevance, publication, safeguards, matching agreements, Data Integrity Board
oversight, and reports to OMB and Congress. Subsection (k)(5) authorizes exemption only for
material compiled solely for suitability, eligibility, or access determinations, and only to the extent
disclosure would reveal a confidential source.
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3.3 Paperwork Reduction Act — 44 U.S.C. ch. 35

Sections 3506 and 3507 require agencies, prior to conducting or sponsoring an information
collection, to (a) demonstrate practical utility, (b) evaluate burden, (c) consult with affected
parties, and (d) obtain OMB clearance. Associated collection OMB 7100-0328 must be
reconciled against BGFRS-14's expanded ingestion; duplication across collections and systems
is a PRA violation.

3.4 OMB Circular A-108 — Federal Agency Responsibilities for Privacy Act
SORNs

A-108 § 6(c) requires SORN maodifications to identify all categories of individuals, records, and
sources with specificity; § 7 requires Privacy Impact Assessments where E-Government Act §
208 is triggered; § 8 requires narrative justification for routine uses; § 9 requires Data Integrity
Board review where matching programs are implicated.

3.5 OMB Circular A-123 (2026 Revision) — Management's Responsibility for ERM
and Internal Control

A-123 requires federal managers to identify risks to objectives, design proportionate control
activities, and monitor and remediate deficiencies. The 2026 revision expressly requires linkage
between identified risks and published control activities in rulemaking records affecting
information systems.

3.6 Federal Records Act — 44 U.S.C. chs. 29, 31, 33

The Federal Records Act, in conjunction with NARA General Records Schedules, forbids ad hoc
destruction standards such as "may be destroyed when no longer needed." Records schedules
must be NARA-approved.

3.7 Why the Board Must Respond

Under the APA, an agency must consider and respond to material comments. Under the PRA,
OMB cannot approve a collection that has not addressed substantive public objections. Under
A-108, unanswered objections to SORN scope require republication. Under A-123, unresolved
control deficiencies must be escalated to entity-level risk review. These obligations are
non-discretionary.

Section 4 — CFR Title 12 Analysis: Delegation Asymmetry
4.1 12 CFR § 265.2 — Functions Delegated to the Secretary

Part 265 establishes the Board's internal delegation framework. § 265.2 and the surrounding
sections delegate a wide range of supervisory, licensing, personnel, and administrative
decisions to Board officers and Reserve Bank officials. The regulation does not, on its face,
establish:

* A publicly accessible registry of delegated authorities actually exercised.
* Qualification standards for individuals to whom authority is delegated.
» Audit trails documenting the factual basis for each delegated decision.

* Public transparency mechanisms comparable to those imposed on regulated private
actors.
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* Cross-references to the Privacy Act system that would capture delegation decisions
about identifiable individuals.

4.2 Comparison — Mortgage Loan Originator and OMB 7100-0328

Under the SAFE Act, CFPB Regulation G, and the Nationwide Multistate Licensing System,
mortgage loan originators are subject to federal registration, unique identifier assignment,
qualification testing, continuing education, public-record disclosure, and audit. The Board's
information collection OMB 7100-0328 imposes analogous reporting burdens on regulated
depository personnel.

By contrast, persons exercising delegated federal authority under 12 CFR § 265.2 — whose
decisions can materially affect supervised institutions, director eligibility, and personal
reputations — face no comparable registration, qualification, or public-audit regime.

4.3 Framing: Regulatory Asymmetry

This filing characterizes the resulting condition as a regulatory asymmetry between controlled
private actors and uncontrolled federal delegation authority. The asymmetry is not merely
rhetorical; it is a measurable internal-control gap under A-123 and a cognizable APA
reasoned-decisionmaking defect when the Board expands an SORN that feeds delegated
decisions without disclosing the delegation framework itself.

Section 5 — Privacy Act / Circular A-108 Failure Analysis
5.1 System of Records Scope

The proposed BGFRS-14 modification expands covered individuals to include candidates for
director positions and their assistants. A-108 § 6(c) requires specificity. The term "news and
other information databases" is not a source category; it is a sourcing modality and fails A-108.
5.2 Routine Uses

The notice narrows the system-specific routine use while relying on general routine uses A, C,
D, G, |, and J. The narrative does not explain, as A-108 § 8 requires, why each retained general
routine use is compatible with the purpose of collection as applied to non-employee candidates.
5.3 Reporting Obligations

Under Privacy Act § (r) and OMB implementing guidance, significant SORN modifications
require advance report to OMB and to the congressional committees of jurisdiction. The notice
does not document whether that report was submitted, its contents, or OMB's response.

5.4 Data Integrity Board Oversight

Under § (u), each agency maintaining a system of records subject to a matching program must
establish a Data Integrity Board. The notice does not disclose whether BGFRS-14 records are
used in any matching program, nor whether the Board's Data Integrity Board has reviewed the
proposed modification.
5.5 Forced Questions

+ What matching programs, if any, draw on or feed BGFRS-14?

* What interagency data-sharing agreements touch BGFRS-14 records?
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*  Where are the § (r) reports to OMB and Congress concerning this modification?
* What Data Integrity Board minutes or findings exist concerning BGFRS-14?
* What PIA, if any, was prepared under E-Government Act § 2087

Section 6 — Paperwork Reduction Act Challenge to OMB 7100-0328
and Associated Collections

6.1 Burden Estimation Validity

PRA § 3506(c)(1)(A)(iv) requires agencies to provide a specific, objectively supported estimate
of burden. Expansion of BGFRS-14 to ingest candidate and assistant data from third-party
databases necessarily increases the downstream burden on Reserve Bank staff who must
authenticate, reconcile, and maintain those records. No revised burden estimate is disclosed.

6.2 Cross-System Duplication

PRA § 3506(c)(3)(B) requires agencies to avoid unnecessary duplication. To the extent
BGFRS-14 duplicates information already collected under OMB 7100-0328 or other Board
collections, that duplication must be documented and justified.

6.3 Cumulative Burden Accounting

PRA § 3507 requires OMB review before approval. Cumulative burden across BGFRS-14, OMB
7100-0328, and any related collections must be aggregated; the public record does not reflect
such aggregation.

6.4 Relief Sought under the PRA

*  OMB reopening of 7100-0328 clearance in light of the BGFRS-14 expansion.

* Publication of a cumulative burden statement reconciling all collections touching director
records.

*  Written justification under 44 U.S.C. §§ 3506—3507 addressing practical utility,
duplication, and burden.

Section 7 — Interagency Obligation Map

The matters raised in this filing cannot remain internal to the Board. Mandatory interagency
obligations flow as follows:
7.1 Federal Reserve Board — Office of Management and Budget

Under Privacy Act § (r), PRA §§ 3506-3507, and A-108, the Board must coordinate with OMB
on SORN maodifications, information collections, and PIAs. OMB's role is non-discretionary
review.

7.2 OMB — Government Accountability Office

GAO exercises audit authority under 31 U.S.C. § 712 and 31 U.S.C. § 717 over agency
compliance with information-management statutes. A-123 (2026) explicitly contemplates GAO
access to internal-control documentation.

7.3 Board — Board Office of Inspector General
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Under the Inspector General Act of 1978, as amended, the Board OIG has jurisdiction to inspect
and investigate management and operational deficiencies, including SORN compliance and
internal-control posture.

7.4 Interagency Coordination — CIGIE

The Council of the Inspectors General on Integrity and Efficiency coordinates cross-agency
inspection standards under the Blue Book and the Silver Book. Coordination is required where
systemic deficiencies implicate multiple federal systems of records.

Section 8 — Audit Cascade

This filing is structured to create an audit-triggering condition across multiple oversight bodies.
The cascade operates as follows:

1. PRA trigger — OMB review of associated information collections, including OMB
7100-0328, under 44 U.S.C. §§ 3506-3507.

2. A-123 trigger — internal-control audit by the Board's management and, where escalation
is warranted, by the Board OIG.

3. Privacy Act trigger — SORN compliance review under § 552a and A-108, including § (r)
report reconciliation and Data Integrity Board review.

4. GAO trigger — audit authority under 31 U.S.C. §§ 712, 717, and GAGAS (Yellow Book,
2024 revision).

5. OIG trigger — inspection or investigation pathway under the Inspector General Act and
CIGIE Blue/Silver Book standards.

This filing creates an audit-triggering condition across oversight bodies. The record established
herein is available for citation in any subsequent audit, inspection, investigation, or judicial
proceeding.

Section 9 — Formal Questions Requiring Mandatory Response

The following questions are submitted pursuant to the APA, the Privacy Act, the PRA, and
associated OMB Circulars. Each demands documentation and a written response on the
administrative record.

6. Does a publicly accessible registry of delegated authorities exercised under 12 CFR §
265.2 exist? If so, produce it. If not, explain the legal basis for its absence.

7. What qualification standards govern individuals to whom authority is delegated under 12
CFR §§ 265.2-265.20, and where are they published?

8. Produce the OMB A-123 (2026) internal-control documentation specific to BGFRS-14,
including the entity-level risk assessment, control activity matrix, and monitoring plan.

9. lIdentify all interagency data-sharing agreements and computer-matching agreements
that touch BGFRS-14, and produce the underlying agreements and Data Integrity Board
minutes.

10. Identify all matching programs, as defined in 5 U.S.C. § 552a(a)(8), that draw on or feed
BGFRS-14.
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11.

12.

13.

14.

15.

16.

17.

Produce the § (r) report to OMB and to the congressional committees of jurisdiction
concerning the proposed BGFRS-14 modification, together with any OMB response.

Produce the Privacy Impact Assessment prepared under E-Government Act § 208 for
the BGFRS-14 modification, or explain the legal basis for its absence.

Produce the cumulative Paperwork Reduction Act burden statement reconciling
BGFRS-14 with OMB 7100-0328 and all other Board collections touching director
records.

Produce all Board OIG consultations, findings, or recommendations concerning
BGFRS-14 in the preceding 36 months.

Identify the NARA-approved retention schedule governing candidate and
candidate-assistant records, and produce the NARA disposition authority number.

Produce all internal memoranda supporting the expansion of covered individuals to
include non-employee candidates and their assistants.

Identify the authentication, hashing, versioning, and chain-of-custody controls governing
ingestion from "news and other information databases" into BGFRS-14.

Section 10 — Required Actions

Produce all documentation identified in Section 9 within the comment reply window or
state, for each item, a specific legal basis for withholding.

Submit or resubmit BGFRS-14 and OMB 7100-0328 for OMB review with cumulative
burden accounting.

Publish the A-123 internal-control matrix specific to BGFRS-14.
Publish the Section 208 Privacy Impact Assessment.

Disclose all interagency coordination records, matching agreements, and Data Integrity
Board minutes.

Narrow the § (k)(5) exemption to records actually compiled solely for suitability
determinations, and segregate mixed-use records.

Adopt a NARA-approved retention schedule for candidate and candidate-assistant
records.

Conduct a cross-cutting internal-control review of 12 CFR Parts 261, 261a, 261b, 262,
263, 264, 264a, 264b, 265, 266, and 268 for parallel deficiencies.

Commit to a CIGIE Blue Book-compliant Board OIG inspection within 12 months of the
effective date of any final modification.

Section 11 — Conclusion and Reservation of Rights

This filing is not a generic public comment. It is a structured federal oversight filing designed to
invoke the Administrative Procedure Act, the Privacy Act, the Paperwork Reduction Act, OMB
Circulars A-108 and A-123, the Federal Records Act, and the Inspector General Act, and to
create an administrative record available for Government Accountability Office audit, Office of
Inspector General inspection, congressional oversight, and judicial review.

The Board's obligation to respond substantively is non-discretionary. Failure to respond, or
response that fails to address the specific questions and documentation requests set forth in
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Sections 9 and 10, will constitute a reviewable agency action under 5 U.S.C. § 706 and will be
cited as such in subsequent proceedings.

Obelisk reserves all rights under the Administrative Procedure Act, the Privacy Act, the
E-Government Act, the Paperwork Reduction Act, the Information Quality Act, the Federal
Records Act, and applicable judicial review provisions, and incorporates by reference its
prior-filed federal regulatory comments maintained in the Obelisk master citation bank.

Respectfully submitted,

James Hunter Poole

Executive Chairman & Chief Executive Officer
Obelisk Tech Systems Inc.

Thomasville, Thomas County, Georgia

CAGE 9S0L8 | UEI U34MSJ6A6413

Date: April 11, 2026
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