
Federal Reserve Board of Governors 

Course Description for 
Network Security Hands-On 
(S&R Technology Lab) 
Last Revised: June 2009 

July, 2009 
[Page Break] 



STREAM 
Supervision Technology Risks 
Educate, Analyze and Manage 

Federal Reserve System 

Network Security Hands-On (S&R Technology Lab) 

July, 2 0 0 9 

The Board of Governors of the Federal Reserve System is proud to offer technology-related 
courses developed and hosted by the S.T.R.E.A.M./Technology Lab at the Federal Reserve 
Bank of Chicago, Chicago, Illinois. For over nine years, the S.T.R.E.A.M./Technology Lab has 
pursued a unique approach to examiner technology training by combining hands-on exercises 
with lectures. Learning materials are based on applicable FFIEC Examination Handbooks and 
other examiner guides. The exercises reinforce concepts by allowing participants to interact 
with various vendor software applications, operating systems, and security appliances widely 
used in the financial industry and observing how they work. Each participant has a PC at their 
disposal in the state-of-the-art facility which supports teleconferencing, audio/video recordings, 
and interactive participant response systems. 

Type of Participant Targeted 

The Network Security course is a 4-day course intended for examiners with IT examination 
responsibilities but who may not have had university training in information technology. At least 
one year of field examination experience is preferred. 

Prerequisites 

None required. 

Course Overview 
This course provides participants with a technical grounding in networking concepts and 
technologies that are critical to IT operations in financial institutions, including TCP/IP 
networking protocols and common network infrastructures and configurations. The course 
examines key network perimeter security tools, including firewalls and intrusion detection 
systems (IDS). 

Course Objectives 
After completing the course, the participant, at a minimum, will be able to demonstrate the 
following skills: 

• Explore, map, and analyze realistic TCP/IP networks using a variety of diagnostic 
software tools 

• Implement, test, and maintain common firewall types and architectures in a simulated 
E-banking setting 

• Identify different IDS products currently available, effectively implement and manage 
these systems, and understand the controls needed for maintaining an IDS 
infrastructure 

• Discuss examination procedures outlined in the IT Examination Handbook produced 
by the FFIEC 
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P o s t - C o u r s e I n t e r v e n t i o n 

P a r t i c i p a n t s w i l l l e a r n t h e e s s e n t i a l c o m p o n e n t s t h a t c o m p r i s e a n e t w o r k . F o r e a c h t e c h n i c a l 

e l e m e n t ( e . g . ; f i r ewa l l s a n d i n t r u s i o n d e t e c t i o n s y s t e m s ) , p a r t i c i p a n t s s h o u l d b e p r o v i d e d w i t h 

o p p o r t u n i t i e s t o r e v i e w a p p r o p r i a t e c o n t r o l s . 

Overview of Network Security Curriculum[Beginning of the table description: 
The following table has 2 columns and 17 rows: 

Header Row: Column 1 – S u b j e c t 

Column 2 – A p p r o x i m a t e 

C l a s s H o u r s 

Data row under Subject – N e t w o r k A t t a c k V e c t o r s Approximate Class Hours – 1.0 

Data row under Subject – A n t i - V i r u s a n d S p y w a r e E x e r c i s e s Approximate Class Hours – 1.0 

Data row under Subject – M i c roso f t B a s e l i n e Secu r i t y A n a l y z e r E x e r c i s e Approximate Class Hours – 1.0 

Data row under Subject – P e r i m e t e r D e f e n s e : F i rewa l l s Approximate Class Hours – 2 .0 

Data row under Subject – P a s s w o r d C r a c k i n g E x e r c i s e Approximate Class Hours – .5 

Data row under Subject – N e t w o r k D i a g r a m m i n g a n d E x e r c i s e s Approximate Class Hours – 3 .0 

Data row under Subject – R o u t e r E x e r c i s e Approximate Class Hours – 1.0 

Data row under Subject – W i r e l e s s N e t w o r k i n g a n d E x e r c i s e s Approximate Class Hours – 1.5 

Data row under Subject – P r o t o c o l s Approximate Class Hours – .75 

Data row under Subject – E n c a p s u l a t i o n a n d E x e r c i s e s Approximate Class Hours – 2 .0 

Data row under Subject – N M a p E x e r c i s e Approximate Class Hours – .75 

Data row under Subject – D N S / F T P / T e l n e t E x e r c i s e s Approximate Class Hours – 2 .5 

Data row under Subject – F i rewa l l s a n d E x e r c i s e s Approximate Class Hours – 2 .5 

Data row under Subject – In t rus ion D e t e c t i o n / P r e v e n t i o n S y s t e m s Approximate Class Hours – 2 .5 

Data row under Subject – I D S / I P S E x e r c i s e s Approximate Class Hours – 2 .5 

Last row under Subject – T o t a l L e c t u r e & E x e r c i s e H o u r s Approximate Total Class Hours – 24.50 
[Note: The total number of hours and topics may vary 
from class to class. 28 Continuing Professional 
Education (CPE) Credits may be earned. 
End of the table description.] 

L e a r n i n g O b j e c t i v e s 

E x a m i n e r s s h o u l d b e ab le to a r t i cu la te t h e key r isk e l e m e n t s a s s o c i a t e d w i t h o p e r a t i n g a n d 

m a n a g i n g a p r o d u c t i o n n e t w o r k . G o o d n e t w o r k secu r i t y s ta r t s w i t h a n a c c u r a t e r isk 

a s s e s s m e n t . A c c u r a c y in th is c a s e m e a n s tha t c o n s i d e r a t i o n s h o u l d b e g i v e n to po ten t i a l r isks 

fo r e a c h s y s t e m ( in te rna l a n d ex te rna l ) a n d tha t al l s y s t e m s s h o u l d b e i nven to r i ed . C h a n g e 

m a n a g e m e n t is cr i t ica l as is e n s u r i n g tha t hos t s a r e h a r d e n e d a c c o r d i n g to c o r p o r a t e gu ide l i nes . 

R e m o t e a c c e s s a l so n e e d s to b e m a n a g e d to i nc l ude s o m e f o r m of m o n i t o r i n g a n d l ogg ing . 

F ina l ly , t h e f i nanc ia l ins t i tu t ion m u s t be a b l e to a r t i cu la te a r isk m i t i ga t i on s t ra tegy ; th is s h o u l d be 

r e v i e w e d to e n s u r e tha t n e w a p p l i c a t i o n s a n d / o r s y s t e m s a r e t r e a t e d f r o m a ho l is t i c p e r s p e c t i v e , 

and that controls for all systems are re-evaluated for effectiveness periodically. 
[Page Break] 
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By module, the participant, at a minimum, will able to do the following: 
[Beginning of the table description: 
The following table has 2 columns and 6 rows: 

Header Row: Column 1 – M o d u l e Column 2 – L e a r n i n g O b j e c t i v e s 

Data row under Module – N e t w o r k A t t a c k V e c t o r s Learning Objectives: 
• Ident i fy a n d u n d e r s t a n d t h e t e c h n i c a l imp l i ca t i ons o f t h e la tes t 

n e t w o r k a t t ack v e c t o r s 
• A s s e s s e f f e c t i v e n e s s of a l t e rna t i ve m i t i ga t i on t e c h n i q u e s 

Data row under Module – P e r i m e t e r D e f e n s e : 

F i r e w a l l s 

Learning Objectives: 
• E v a l u a t e a n d a s s e s s a p p r o p r i a t e i m p l e m e n t a t i o n o f f i r ewa l l 

con t ro l s re la t i ve to t h e c o m p l e x i t y o f a g i v e n n e t w o r k 

• U s e n e t w o r k c o n f i g u r a t i o n a n d s o u n d d e s i g n of f i rewa l l 

a r c h i t e c t u r e t h r o u g h mu l t i p l e f i l ter po in ts , ac t i ve f i rewa l l 

m o n i t o r i n g a n d m a n a g e m e n t a n d i n teg ra ted secu r i t y m o n i t o r i n g 
Data row under Module – N e t w o r k D i a g r a m m i n g Learning Objectives: 

• R e v i e w t h e e l e m e n t s of l aye red secu r i t y a n d u n d e r s t a n d h o w 

n e t w o r k d e v i c e s a r e u s e d to s e p a r a t e z o n e s of r isk 
Data row under Module – P r o t o c o l s Learning Objectives: 

• I l lus t ra te t h e O S I m o d e l by f o l l o w i n g a p a c k e t f r o m 

e n c a p s u l a t i o n o n o n e c o m p u t e r to d e - e n c a p s u l a t i o n o n a n o t h e r 

• E x a m i n e t he v a r i o u s p r o t o c o l cha rac te r i s t i c s a n d e v a l u a t e t he 

r isk a s s o c i a t e d w i t h u s i n g p r o t o c o l s in a p r o d u c t i o n e n v i r o n m e n t 
Data row under Module – I D P S S y s t e m s Learning Objectives: 

• D i s t i ngu i sh b e t w e e n a ler t a n d b l o c k v e r s u s a le r t a n d p a s s 

s t r a t eg i es 

• Ident i fy s o u n d p rac t i ces a s s o c i a t e d w i t h c u r r e n t s ta te -o f - t he -a r t 

intrusion detection and prevention system (IDPS) devices 
End of the table description.] 

C l a s s S i z e 

T h e o p t i m a l c l a s s s i z e fo r t h e N e t w o r k S e c u r i t y c o u r s e o f f e r i n g s i s a p p r o x i m a t e l y 2 5 

p a r t i c i p a n t s . T o p r o v i d e su f f i c ien t v a r i e t y o f i n t e r a c t i o n a m o n g c l a s s p a r t i c i p a n t s , t h e m i n i m u m 

c l a s s s i z e s h o u l d b e 1 0 p a r t i c i p a n t s . 

I n s t r u c t o r s 

N e t w o r k S e c u r i t y c o u r s e s i n c l u d e o n e o r m o r e i ns t r uc to r ( s ) f r o m t h e F e d e r a l R e s e r v e S y s t e m 

a n d m a y a l s o i n c l u d e i n s t r u c t o r s f r o m a n e x t e r n a l a g e n c y . T h i s c o u r s e m a y r e q u i r e f r o m 3 -5 

t o t a l i n s t r u c t o r s . 


