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Supplement to
Authentication in an Internet Banking Environment

Purpose

On October 12, 2005, the FFIEC agenciesﬂﬁ@gmmies) issued guidance entitled
Authentication in an Internet Banking Environment (2005 Guidance or Guidance).l]Footnote
The 2005 Guidance provided arisk management framework for financial
institutions offering Internet-based products and services to their customers. It
stated that institutions should use effective methods to authenticate the identity of
customers and that the techniques employed should be commensurate with the
risks associated with the products and services offered and the protection of
sensitive customer information. The Guidance provided minimum supervisory
expectations for effective authentication controls applicable to high-risk online
transactions involving access to customer information or the movement of funds to
other parties. The 2005 Guidance also provided that institutions should perform
periodic risk assessments and adjust their control mechanisms as appropriate in
response to changing internal and external threats.

The purpose of this Supplement to the 2005 Guidance (Supplement) is to reinforce
the Guidance's risk management framework and update the Agencies’
expectations regarding customer authentication, layered security, or other controls
in the increasingly hostile online environment. The Supplement reiterates and
reinforces the expectations described in the 2005 Guidance that financial
institutions should perform periodic risk assessments considering new and
evolving threats to online accounts and adjust their customer authentication,
layered security, and other controls as appropriate in response to identified risks.
It establishes minimum control expectations for certain online banking activities
and identifies controls that are less effective in the current environment. It also
identifies certain specific minimum elements that should be part of an institution's
customer awareness and education program.[PageBreak]

! Board of Governors of the Federal Reserve System, Federal Deposit Insurance Corporation, National Credit
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Background

Since 2005, there have been significant changes in the threat landscape. Fraudsters
have continued to develop and deploy more sophisticated, effective, and malicious
methods to compromise authentication mechanisms and gain unauthorized access
to customers' online accounts. Rapidly growing organized criminal groups have
become more specialized in financial fraud and have been successful in
compromising an increasing array of controls. Various complicated types of attack
tools have been developed and automated into downloadable kits, increasing
availability and permitting their use by less experienced fraudsters. Rootkit-based
malware surreptitiously installed on a personal computer (PC) can monitor a
customer's activities and facilitate the theft and misuse of their login credentials.
Such malware can compromise some of the most robust online authentication
techniques, including some forms of multi-factor authentication. Cyber crime
complaints have risen substantially each year since 2005, particularly with respect
to commercial accounts. Fraudsters are responsible for losses of hundreds of
millions of dollars resulting from online account takeovers and unauthorized
funds transfersf? |

The Agencies are concerned that customer authentication methods and controls
implemented in conformance with the Guidance several years ago have become
less effective. Hence, the institution and its customers may face significant risk
where periodic risk assessments and appropriate control enhancements have not
routinely occurred.

General Supervisory Expectations

The concept of customer authentication, as described in the 2005 Guidance, is
broad. Itincludes more than the initial authentication of the customer when
he/she connects to the financial institution at login. Since virtually every
authentication technique can be compromised, financial institutions should not
rely solely on any single control for authorizing high risk transactions, but rather
institute a system of layered security, as described herein.[PageBreak]

~ See IC3 Annual Internet Crime Reports 2005-2009.EndofFootnote® ]
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e A llisting of alttemnative risk control mechanisms that customers may
consider implementing to mitigate their own risk, or alternatively, a listing
of available resources where such information can be found; and,

e A listing of imstitutional contacts for customers® diiscretionary wse iin tine
event they notice suspicious account activity or experience customer
information security-related events.

The attached Appendix contains an additional discussion of online threats and
control methods.












lists, in addition to robust logon authentication, can help to reduce the possibility

of fraud.

The banking, payment, and security industries have continued to innovate in
response to the increasing cyber threat environment. In addition to some of the
control methods previously discussed, other examples of customer authentication
include keystroke dynamics and biometric based responses. Additionally,
institutions can look to traditional and innovative business process controls to
improve security over customers' online activities. Some examples include:

establish, require and periodically review volume and value
limitations or parameters for what activities a business customer in
the aggregate, and its enrolled users individually, can functionally
accomplish while accessing the online system;

monitor and alert on exception events;

establish individual transaction and aggregate account exposure
limits based on expected account activity;

establish payee whitelisting (e.g., positive pay) and/or blacklisting;
require every ACH file originating entity to provide a proactive
notice of intent to originate a file prior to its submission; and
require business customers to deploy dual control routines over
higher risk functions performed online.
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