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Guidance on Obtaining and Retaining Beneficial Ownership Information 

The Financial Crimes Enforcement Network (FinCEN), along with the Board of 
Governors of the Federal Reserve System, the Federal Deposit Insurance Corporation, the 
National Credit Union Administration, the Office of the Comptroller of the Currency, the 
Office of Thrift Supervision, and the Securities and Exchange Commission, are issuing 
this guidance, in consultation with staff of the Commodity Futures Trading Commission, 
to clarify and consolidate existing regulatory expectations for obtaining beneficial 
ownership information for certain accounts and customer relationships. Information on 
beneficial ownership in account relationships provides another tool for financial 
institutions to better understand and address money laundering and terrorist financing 
risks, protect themselves from criminal activity, and assist law enforcement with 
investigations and prosecutions. 

Background 

The cornerstone of a strong Bank Secrecy Act/Anti-Money Laundering (BSA/AML) 
compliance program is the adoption and implementation of internal controls, which 
include comprehensive customer due diligence (CDD) policies, procedures, and 
processes for all customers, particularly those that present a high risk for money 
laundering or terrorist financing. [Footnote 1 

- This guidance does not alter or supersede previously issued regulations, rulings, or guidance related to 
Customer Identification Program (CIP) requirements. End of Footnote 1.] 

The requirement that a financial institution know its 
customers, and the risks presented by its customers, is basic and fundamental to the 
development and implementation of an effective BSA/AML compliance program. 
Specifically, conducting appropriate CDD assists an institution in identifying, detecting, 
and evaluating unusual or suspicious activity. 

In general, a financial institution’s CDD processes should be commensurate with its 
BSA/AML risk, with particular focus on high risk customers. CDD processes should be 
developed to identify customers who pose heightened money laundering or terrorist 
financing risks, and should be enhanced in accordance with the institution’s assessment 
of those risks. 
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Heightened r isks can arise w i t h respect to benef ic ia l owners of accounts because nomina l 

account holders can enable ind iv idua ls and business entit ies to conceal the ident i ty o f the 

true owner of assets or property der ived f r o m or associated w i t h c r im ina l ac t i v i t y . 

Moreover , c r im ina ls , money launderers, tax evaders, and terrorists may exp lo i t the 

pr ivacy and conf ident ia l i ty sur rounding some business ent i t ies, i nc lud ing shel l companies 

and other vehicles designed to conceal the nature and purpose of i l l i c i t transactions and 

the ident i t ies o f the persons associated w i t h them. Consequent ly , i den t i f y ing the 

benef ic ia l owner(s) o f some legal enti t ies may be cha l leng ing, as the characteristics of 

these entit ies of ten ef fect ive ly shie ld the legal ident i ty o f the owner . However , such 

ident i f i ca t ion may be impor tant i n detect ing suspicious ac t iv i ty and i n p rov id ing usefu l 

i n fo rmat ion to l aw enforcement. 

A f inanc ia l ins t i tu t ion may consider imp lement ing these pol ic ies and procedures on an 

enterpr ise-wide basis. Th is may inc lude shar ing or obta in ing benef ic ia l ownersh ip 

in fo rmat ion across business l ines, separate legal enti t ies w i t h i n an enterprise, and 

af f i l ia ted support un i ts . T o encourage cost effect iveness, enhance e f f ic iency, and 

increase ava i lab i l i t y o f potent ia l ly relevant i n fo rmat ion , A M L staff may f i n d i t usefu l to 

cross-check for benef ic ia l ownersh ip in fo rmat ion i n data systems mainta ined w i t h i n the 

f inanc ia l ins t i tu t ion for other purposes, such as credit underwr i t i ng , marke t ing , or f raud 

detect ion. 

Customer Due D i l igence 

A s part o f an inst i tu t ion ’s B S A / A M L compl iance p rogram, a f inanc ia l ins t i tu t ion should 

establish and main ta in C D D procedures that are reasonably designed to ident i f y and 

ve r i f y the ident i ty of benef ic ia l owners [Footnote 2 

- The definition of a “beneficial owner” under FinCEN’s regulations specific to due diligence programs for 
private banking accounts and for correspondent accounts for foreign financial institutions is the 
individual(s) who have a level of control over, or entitlement to, the funds or assets in the account that, as a 
practical matter, enables the individual(s), directly or indirectly, to control, manage, or direct the account. 
The ability to fund the account or the entitlement to the funds of the account alone, however, without any 
corresponding authority to control, manage, or direct the account (such as in the case of a minor child 
beneficiary), does not cause the individual to be a beneficial owner. This definition may be useful for 
purposes of this guidance. See, e.g., 31 CFR 103.175(b). End of Footnote 2.] 

o f an account, as appropr iate, based o n the 

inst i tu t ion ’s evaluat ion o f r isk per ta in ing to an account. [Footnote 3 

- The final rules implementing Section 326 of the USA PATRIOT Act similarly provide that, based on a 
financial institution’s risk assessment of a new account opened by a customer that is not an individual, a 
financial institution may need to take additional steps to verify the identity of the customer by seeking 
information about individuals with ownership or control over the account, including signatories. See, e.g., 
31 CFR 103.121(b)(2)(ii)(C). In addition, a financial institution may need to look through the account in 
connection with customer due diligence procedures required under other provisions of its BSA compliance 
program. End of Footnote 3.] 

For example, C D D procedures may inc lude the f o l l o w i n g : 

• De te rm in ing whether the customer is act ing as an agent fo r or on beha l f o f 

another, and i f so, obta in ing in fo rmat ion regarding the capacity i n w h i c h and on 

whose behalf the customer is acting. 
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• Where the customer is a legal ent i ty that is not pub l i c ly traded i n the Un i ted 

States, such as an unincorporated association, a pr ivate investment company 

(PIC) , trust or foundat ion, obta in ing in fo rmat ion about the structure or ownership 

o f the enti ty so as to a l low the inst i tu t ion to determine whether the account poses 

heightened r isk. 

• Where the customer is a trustee, obta in ing in fo rmat ion about the trust structure to 

a l l ow the inst i tu t ion to establish a reasonable understanding o f the trust structure 

and to determine the prov ider o f funds and any persons or entit ies that have 

contro l over the funds or have the power to remove the trustees. 

W i t h respect to accounts that have been ident i f ied by an inst i tu t ion ’s C D D procedures as 

posing a heightened r isk, these accounts should be subjected to enhanced due di l igence 

( E D D ) that is reasonably designed to enable compl iance w i t h the requirements o f the 

B S A . This may inc lude steps, i n accordance w i t h the level o f r isk presented, to ident i fy 

and ver i f y benef ic ia l owners, to reasonably understand the sources and uses o f funds i n 

the account, and to reasonably understand the relat ionship between the customer and the 

benef ic ia l owner. 

Certa in trusts, corporate ent i t ies, shel l ent i t ies, [Footnote 4 

- http://www.fincen.gov/statutes_regs/guidance/pdf/AdvisoryOnShells_FINAL.pdf End of Footnote 4.] 

and PICs are examples o f customers that 

may pose heightened r isk . I n add i t ion , F i n C E N rules establish part icular due d i l igence 

requirements concerning benef ic ia l owners i n the areas of pr ivate bank ing and fo re ign 

correspondent accounts. 

I n add i t ion , C D D and E D D in fo rmat ion should be used for mon i to r ing purposes and to 

determine whether there are discrepancies between in fo rmat ion obtained regarding the 

account ’s intended purpose and expected account ac t iv i ty and the actual sources of funds 

and uses of the account. 

Pr ivate Bank ing [Footnote 5 

- A “private banking account” is defined in 31 CFR 103.175(o), as an account (or any combination of 
accounts) maintained at a covered financial institution that: (1) requires a minimum aggregate deposit of 
funds or other assets of not less than $1,000,000; (2) is established on behalf of or for the benefit of one or 
more non-U.S. persons who are direct or beneficial owners of the account; and (3) is assigned to, or is 
administered or managed by, in whole or in part, an officer, employee, or agent of a covered financial 
institution acting as a liaison between the covered financial institution and the direct or beneficial owner of 
the account. Private banking accounts that do not fit within this definition should be subject to the general 
CDD procedures, including, as appropriate, EDD procedures discussed above. End of Footnote 5.] 

Under F i n C E N ’ s regulat ions, a “covered f inanc ia l ins t i tu t ion” [Footnote 6 

- 31 CFR 103.175(f)(1). End of Footnote 6.] 

must establish and 

main ta in a due d i l igence program that includes pol ic ies, procedures, and controls 

reasonably designed to detect and report k n o w n or suspected money launder ing or 

suspicious ac t iv i ty conducted through or i n v o l v i n g pr ivate bank ing accounts. Th is 

requirement applies to private banking accounts established, maintained, administered, or 
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managed i n the Un i ted States. [Footnote 7 

- See, generally, 31 CFR 103.178. End of Footnote 7.] 

The regulat ion current ly covers pr ivate bank ing accounts 

at deposi tory inst i tu t ions, securit ies broker-dealers, futures commiss ion merchants and 

in t roduc ing brokers i n commodi t ies , and mutua l funds. 

A m o n g other act ions, as part of their due d i l igence program, inst i tut ions that of fer pr ivate 

bank ing services must take reasonable steps to ascertain the source(s) of the customer ’s 

wea l th and the ant ic ipated ac t iv i ty o f the account, as w e l l as potent ia l ly take in to account 

the geographic loca t ion , the customer ’s corporate structure, and pub l i c i n fo rmat ion . [Footnote 8 

- See, 31 CFR 103.178 (b)(3) and (b)(4). See also, Federal Financial Institutions Examination Council 
(FFIEC) BSA/AML Examination Manual, Private Banking - Overview. Although the FFIEC Exam 
Manual is issued by the federal banking regulators regarding AML requirements applicable to banks, it 
contains guidance that may be of interest to securities and futures firms. End of Footnote 8.] 

Moreover , reasonable steps must be taken to ident i f y nomina l and benef ic ia l owners of 

pr ivate bank ing accounts. [Footnote 9 

- 31 CFR 103.178(b)(1). End of Footnote 9.] 

Obta in ing benef ic ia l ownersh ip in fo rmat ion concern ing the 

types of accounts l is ted above may require the appl icat ion o f E D D procedures. 

Special rules app ly for senior fo re ign po l i t i ca l f igures . [Footnote 10 

- A senior foreign political figure is a current or former senior official in the executive, legislative, 
administrative, military, or judicial branches of a foreign government (whether elected or not), senior 
official of a major foreign political party or a senior executive of a foreign government-owned commercial 
enterprise, a corporation or other entity formed by or for the benefit of such individuals, or any immediate 
family member or widely and publicly known close associate of such individuals. 31 CFR 103.175(r). End of 
Footnote 10.] 

A rev iew o f pr ivate bank ing 

account relat ionships is required i n part to determine whether the nomina l or benef ic ia l 

owners are senior fo re ign po l i t i ca l f igures. Covered f inanc ia l inst i tut ions should establish 

pol ic ies, procedures, and controls that inc lude reasonable steps to ascertain the status o f a 

nomina l or benef ic ia l owner as a senior fo re ign po l i t i ca l f i gu re . Th is may inc lude 

obta in ing in fo rmat ion on employment status and sources of income, as w e l l as consul t ing 

news sources and check ing references where appropr iate. [Footnote 11 

- See, e.g., FFIEC Exam Manual, Private Banking Due Diligence Program (Non-U.S. Persons). End of Footnote 11.] 

Accounts for senior fo re ign 

po l i t i ca l f igures require, i n a l l instances, E D D that is reasonably designed to detect and 

report transactions that may invo lve the proceeds of fo re ign cor rup t ion . [Footnote 12 

- 31 CFR 103.178(b)(2) and (c). End of Footnote 12.] 

W i t h regard to pr ivate bank ing accounts, a covered f inanc ia l ins t i tu t ion ’s fa i lure to take 

reasonable steps to ident i f y the nomina l and benef ic ia l owners o f an account general ly 

w o u l d be v i ewed as a v io la t i on o f the requirements o f 3 1 C F R 103.178. 

Fore ign Correspondent Accounts 

F i n C E N ’ s regulat ions also require covered f inanc ia l inst i tut ions [Footnote 13 

- 31 CFR 103.175(f)(1). The definition of covered financial institution discussed above applies to both the 
private banking and correspondent account regulations. End of Footnote 13.] 

to establish a due 

d i l igence program that includes appropr iate, speci f ic , r isk-based, and , where necessary, 

enhanced pol ic ies, procedures and controls that are reasonably designed to detect and 

report, on an ongoing basis, any known or suspected money laundering activity 
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conducted through or i n v o l v i n g any correspondent account [Footnote 14 

- 31 CFR 103.175(d). Generally, a “correspondent account” is defined as an account established for a 
foreign financial institution to receive deposits from, or to make payments or other disbursements on behalf 
of, the foreign financial institution, or to handle other financial transactions related to such foreign financial 
institution. 31 CFR 103.175(d)(1). End of Footnote 14.] 

establ ished, mainta ined, 

administered, or managed i n the Un i ted States for a foreign financial institution. [Footnote 15 

- 31 CFR 103.176(a). End of Footnote 15.] 

Under 

these regulat ions, enhanced due di l igence is required for correspondent accounts [Footnote 16 

- For purposes of the enhanced due diligence requirements for certain foreign banks and the foreign shell 
bank prohibitions discussed herein, a “correspondent account” is defined as an account established for a 
foreign bank to receive deposits from, or to make payments or other disbursements on behalf of, the foreign 
bank, or to handle other financial transactions related to such foreign bank. 31 CFR 103.175(d)(1)(ii). End of 
Footnote 16.] 

establ ished, main ta ined, administered, or managed i n the Un i ted States, for foreign banks 

that operate under: (1 ) an of fshore bank ing l icense; (2) a bank ing l icense issued by a 

count ry that has been designated as non-cooperat ive w i t h internat ional ant i -money 

launder ing pr inc ip les or procedures; or (3 ) a bank ing l icense issued by a count ry 

designated by the Secretary o f the Treasury (under delegat ion to the Di rec tor o f F i n C E N , 

and i n consul tat ion w i t h the Federal bank ing agencies, the Securit ies and Exchange 

Commiss ion , and the C o m m o d i t y Futures Trad ing Commiss ion) as warrant ing special 

measures due to money launder ing concerns. [Footnote 17 

- See 31 CFR 103.176(b) and(c) for the full text of this provision. Special Due Diligence Programs for 
Certain Foreign Accounts, 72 FR 44768-44775 (August 9, 2007). End of Footnote 17.] 

Enhanced due d i l igence is designed to be 

r isk-based, w i t h f l ex ib i l i t y i n i ts implementat ion to a l l ow covered f inanc ia l inst i tut ions to 

obta in and retain th is i n fo rmat ion based on r isk . 

W i t h respect to correspondent accounts fo r such fo re ign banks, a covered f inanc ia l 

ins t i tu t ion ’s r isk-based E D D should obta in i n fo rma t ion , as appropr iate, f r o m the fo re ign 

bank about the ident i ty o f any person w i t h author i ty to direct transactions th rough any 

correspondent account that is a payable- through account, as w e l l as the source and 

benef ic ia l owner o f funds or other assets i n a payable- through account. A payable-

through account is a correspondent account mainta ined by a covered f inanc ia l ins t i tu t ion 

for a fo re ign bank by means of w h i c h the fo re ign bank permits i ts customers to engage, 

either d i rect ly or th rough a subaccount, i n bank ing act iv i t ies usual i n connect ion w i t h the 

business o f bank ing i n the Un i t ed States. [Footnote 18 

- See, 31 CFR 103.176(b)(1)(iii)(B). End of Footnote 18.] 

Covered f inanc ia l inst i tut ions may elect to 

use a questionnaire or conduct a rev iew of the transaction h is tory for the respondent bank 

i n co l lec t ing the in fo rmat ion requi red. [Footnote 19 

- “An Assessment of the Final Rule Implementing Enhanced Due Diligence Provisions for Accounts for 
Certain Foreign Banks, p. 4. (March 2009). 
http://www.fincen.gov/news_room/rp/files/Special_Due_Diligence_Program.pdf End of Footnote 19'] 

Add i t i ona l l y , covered f inanc ia l inst i tut ions [Footnote 20 

- For purposes of the shell bank prohibitions, a covered institution generally includes: U.S. banks, savings 
associations, credit unions, private bankers, and trust companies; branches and agencies of foreign banks; 
Edge Act corporations; and securities broker-dealers. 31 CFR 103.175(f)(2). End of Footnote 20.] 

are proh ib i ted f r o m opening and 

main ta in ing correspondent accounts [Footnote 21 

- For purposes of the foreign shell bank prohibitions, a “correspondent account” is defined as an account 
established for a foreign bank to receive deposits from, or to make payments or other disbursements on 
behalf of, the foreign bank, or to handle other financial transactions related to such foreign bank. 31 CFR 
103.175(d)(1)(ii). End of Footnote 21.] 

fo r fo re ign shel l banks. [Footnote 22 - See, 31 CFR 103.177. End of Footnote 22.] Covered financial 
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inst i tut ions that of fer fo re ign correspondent accounts must take reasonable steps to ensure 

the account is not be ing used to ind i rec t ly p rov ide bank ing services to fo re ign shel l 

banks. [Footnote 23 

- 31 CFR 103.177(a)(1)(ii). End of Footnote 23.] 

The covered f inanc ia l inst i tu t ion must ident i f y the owners [Footnote 24 

- For purposes of 31 CFR 103.177, “owner” is defined at 31 CFR 103.175(l). Similarly, under the 
enhanced due diligence provisions of the correspondent account rule, the covered financial institution may 
need to identify the owners of foreign banks whose shares are not publicly-traded. See, 31 CFR 
103.176(b)(3). An “owner” is defined for this purpose to include any person who directly or indirectly 
owns, controls, or has the power to vote 10 percent or more of any class of securities. See, 31 CFR 
103.176(b)(3)(ii). End of Footnote 24.] 

of fo re ign banks 

whose shares are not pub l i c l y traded and record the name and address of a person i n the 

Un i ted States that is author ized to be an agent to accept service of legal process. [Footnote 25 

- See 31 CFR 103.177(a)(2). End of Footnote 25.] 

W i t h regard to fo re ign correspondent accounts, a covered f inanc ia l ins t i tu t ion ’s fa i lure to 

main ta in records iden t i f y ing the owners of non-pub l i c ly traded fo re ign banks cou ld be 

v iewed as a v io la t ion o f the requirements o f 3 1 C F R 103.177. 

For questions about th is guidance, please contact F i n C E N ’ s Regulatory He lp l i ne at (800) 

949-2732 or your appropriate regulatory agency. 


