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Abstract

This paper analyzes the risks posed by future-state quantum computers, specifically
the “harvest now decrypt later” (HNDL) risk. We review foundational concepts of
quantum computing to address the present and ongoing threat of HNDL to currently
protected data. We use the Bitcoin network as an illustrative example to study the
implications of HNDL for distributed ledger cryptocurrency networks that rely upon
traditional cryptography. We posit that while cryptocurrency distributed ledger
network maintainers could successfully deploy post-quantum cryptography (PQC)
mitigations to protect the network’s security and data integrity against a future-state
quantum computer, data privacy of the network’s previously recorded transactions
remains vulnerable against a future-state quantum computer due to HNDL. The
difficulty in protecting data privacy lies in the risk that a bad actor can obtain a
distributed ledger replica, harvest the data, and in the fullness of time reveal
previously obfuscated and confidential data using a sufficiently powerful quantum
computer. The authors highlight this gap in data privacy protection and note the
shortage of mitigations for the data privacy risks associated with the HNDL threat
within distributed ledger networks.
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1 Introduction

Over the next two decades, commercially available quantum computers may be capable of
operating more quickly and nimbly than legacy high compute alternatives. As private- and
public-sector institutions invest in quantum computing technologies and error-correct
computations (Swayne, 2025; Swayne, 2024), the promised computational power of quantum
computers could become available commercially and to both good and bad actors. Increasingly
fault tolerant and stable quantum computers will threaten existing public-key cryptography and
may prompt legacy system maintainers to update their traditional cryptography to post-quantum
cryptography (PQC) in response. ! While this paradigm shift may present future operational and
security risks, we highlight a present, active, and in some circumstances unavoidable data
privacy risk posed by future-state quantum computers. This risk could be exploited through the
actions known as “harvest now decrypt later” or HNDL.

In addition to the threats to centralized computer networks, sufficiently powerful and
commercially available quantum computers operating within decentralized networks could pose
a heightened risk to the data privacy of such networks operating with distributed ledgers or
databases. Data privacy protections provided by traditional cryptographic methods in a
decentralized, distributed ledger network may not sufficiently protect against a bad actor who
independently stores a replica of the ledger with traditional cryptography (“harvesting”) and the
intent to break such cryptographic protection with a sufficiently powerful quantum computer and
within a timeframe that such data is still deemed critical to protect from public view.

In this note, we will explore “harvest now decrypt later” (HNDL) as a present-day risk
posed by future-state quantum computers to legacy computer networks. We focus on HNDL’s
current risks to decentralized distributed ledger networks, as explained in the following section,
given their clear vulnerably to harvesting. We hypothesize that proposed solutions to protect the
security and integrity of decentralized distributed ledgers against quantum computers, including
network-wide encryption upgrades, do not fully mitigate the data privacy risks of future-state
quantum computers. We further theorize that the HNDL risk’s data privacy implications may not
have any complete solution but instead pose a current and ongoing privacy risk to data originally
encrypted with traditional public-key cryptography and intended to be permanently private.?

2 Assessment Approach

“Everyone knows that quantum mechanics is strange,” Stanford professor Leonard Susskind
observes at the outset of Quantum Mechanics, “but I suspect very few people could tell you

! The National Institute for Standards and Technology (NIST) refers interchangeably to “post-quantum encryption
algorithms” and “post-quantum cryptography” as encryption methods capable of withstanding an attack by a
quantum computer. In this paper, we refer generally to this concept as PQC, in keeping with NIST’s standardized
language (NIST, 2025c).

2 While the standard lexicon of encryption might refer to such systems as “modern cryptography,” as investigated in
Katz and Lindell’s Modern Cryptography (2014), this term seemed easy to confuse within the text of this paper.
Throughout the paper, we refer to commonly used, non-quantum cryptography as “traditional” cryptography. As
detailed in further sections, we consider traditional cryptographic methods to include public key cryptography.
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exactly in what way.” We authors are payment policy and technology researchers by background
and interested in quantum computing as it relates to payment systems. We recognize that the
depth and breadth of the term “quantum” is vast. Assessing the full scope of quantum computing
threats would be a lengthy endeavor and outside the intent of this note. We have instead limited
the scope of our analysis to a topic of research that is both payments-focused and applicable to
the operations of payment systems, albeit distributed cryptocurrency systems. This note focuses
on an assessment of the quantum-enabled risk termed “harvest now decrypt later” (HNDL) and
its implications for transaction data privacy, with a case study using the distributed and
decentralized cryptocurrency network Bitcoin to illustrate the HNDL risk for this type of
payment network.

Our approach to this scope-limited analysis is as follows. Section 3 reviews the
foundations of quantum computing to assist the reader’s understanding of this emerging field and
of quantum computing’s relevance to a world of financial services supported by traditional
computer networking. Section 3 then discusses the time-based imperatives of quantum
computing and why we sought to understand some of the risks of future-state quantum
computing capabilities to today’s payment networks through this paper. Section 4 presents a case
study of Bitcoin to illustrate several of these perspectives, namely the current risks of future-state
quantum computers for decentralized and distributed payment networks. Section 4’s case study
identifies the HNDL risk and assesses how a sufficiently powerful and commercially available
quantum computer could actualize the HNDL risk.

We make several assumptions throughout our analysis. First, our discussion of the HNDL
risk assumes that a commercially available and sufficiently powerful quantum computer will, in
the fullness of time, be available for control by a bad actor. We acknowledge that this timeline is
ill-defined and the definition of “sufficiently powerful” differs depending on the strength of the
underlying traditional cryptographic tools.? Further, we presume that a sufficiently powerful
quantum computer may become first available to nation states, large corporations, and academic
institutions operating such computers with expertise rather than lone bad actors. Yet, we presume
that a bad actor, such as a malicious consortium or even a rogue nation state, could also acquire
the means and expertise to secure a sufficiently powerful quantum computer.

3 A “sufficiently powerful” quantum computer would need to be capable of breaking the traditional public key
cryptography tools in question. For the purposes of this paper, the authors are not equipped with sufficiently robust
academic material to either cite or generate the specific physical qubits required to crack every cryptographic tool
used within typical distributed ledger networks, including the Bitcoin network. However, the cybersecurity research
community is well suited to develop such research. Further, the narrow purpose of this paper is to emphasize the
existing risks, and lacking mitigations, to data privacy within distributed ledger networks vulnerable to HNDL.

3



3.0 Quantum Computing

Quantum computing leverages quantum mechanics, a theory in physics that describes the
behavior of light and matter in the presence of an observer.* These operations occur at the
subatomic level, which cannot be observed with the naked eye. A quantum computer uses
quantum bits, referred to as qubits, as the fundamental unit of information. This differs from
traditional or classical computers, which use bits to carry out calculations. Classical computing
bits are binary, meaning the bits can be 0 or 1. Bits allow classical computers to solve problems
in sequential order and are deterministic in output; either 0 or 1, either yes or no, either A or B.
Quantum computers instead use qubits, which can be 0, 1, or both simultaneously. The
phenomenon of simultaneously existing as 0 and 1 is achieved through the quantum principles of
superposition and entanglement. Pragmatically, this would allow for a quantum computer to
operate significantly faster than a classical computer.

Superposition is the theory that qubits can exist in multiple states at the same time; qubits
can be in a state that is a combination of both 0 and 1 until it is measured (or until a qubit is
observed), it can exist in multiple states at once. Further challenging our intuition, qubits can also
become entangled, meaning they share a single quantum state; qubits become linked with one
another, and changes to one qubit will affect the other qubits, no matter the distance separating
them. Quantum computers, in theory, could leverage both superposition and entanglement to
increase computational speed by performing multiple data-processing operations at once. In
short, through qubits behaving in superposition and entanglement, quantum computers can solve
certain calculations or problems faster than the current power of classical computers. The
development of Dr. Peter Shor’s algorithm in 1994 piqued broader interest in quantum
computing within the financial industry. Shor’s quantum algorithm shows that with enough
qubits, a quantum computer can break some forms of encryption, specifically public-key

cryptography.

There are two primary encryption methods: symmetric and asymmetric. Symmetric key
cryptography uses one private key to encrypt and decrypt data at rest (Mascelli, 2023, p. 9). This
type of encryption is assumed to be less vulnerable to quantum computers compared to
asymmetric encryption because the key sizes can be increased for protection. Asymmetric
encryption, also called public-key cryptography or asymmetric key pair cryptography, uses a pair
of keys to encrypt and decrypt data at rest or in transit. Each key can block or unblock data from
view (Mascelli, 2023, p. 9). Traditional asymmetric cryptography is more vulnerable to quantum
computing attacks because of Shor’s algorithm. For example, Rivest-Shamir-Adleman (RSA)-
2048 encryption is an asymmetric encryption method with a high strength key of 2048 bits and is
the current encryption standard for data sent over the internet, the accepted norm for most
applications and ensures that messages sent online have not been altered (Okta, 2024). RSA
generates a public key, N, which is a product of multiplying two large prime numbers (p and q)
together (N=pq). While N is public, both p and q are private. Factoring out the integers of the

4Susskind and Friedman (2015) offer a comprehensive review of quantum mechanics. We repurpose several of their
general quantum mechanics concepts here on our way to discussing the basics of quantum computing. For example,
they refer to spin while we refer to qubits.



public and private key back into the original prime numbers is incredibly difficult. This difficulty
is what makes RSA so effective, because classical computers either cannot factor or require
decades to factor the integer. Qubits would theoretically allow a quantum computer to decrypt a
private key in hours to minutes, depending on the achieved power. A classical computer would
take thousands of years to factor out numbers that are longer than 2048 bits (Ivezic, 2025), but
Shor’s algorithm shows that a quantum computer could do similar activities in minutes (Gidney,
2025). Similarly, Elliptic Curve Cryptography (ECC), another common asymmetric encryption
method widely used to secure blockchain networks, relies on the discrete log problem, a
mathematical task classical computers cannot currently solve in a reasonable timeframe.
However, Shor’s algorithm solves it. Quantum computers’ exponential scale-up computing
power threatens to decrypt both common encryption methods through their ability to factor out
large integers or reverse complicated mathematic operations quickly. Large-scale quantum
computers would be able to break the public-key cryptosystems currently in use, threatening the
security, confidentiality, and integrity of classified communication and data globally.

Both quantum computers and classical computers work through circuits and gates, the
building blocks for computational operations. For classical computers, an electrical circuit runs
along wires and encounters what are called logic gates. These logic gates either allow or block
electricity moving along the wire (like a physical gate blocking or allowing someone through).
Electricity that moves through a gate represents a ‘1’ bit, while a blocked gate (blocked
electricity) represents a ‘0’ bit (NIST, 2022). If a classical computer is given a problem to solve,
electricity will run over a series of wires, encountering logical gates that measure as 1 or 0,
subsequently reaching the solution. Logic gates being ‘open’ or ‘closed’ tells the computer how
to carry out a calculation, enabling our daily computers to solve a variety of tasks.

Quantum circuits and gates measure qubits to find results. Like classical bits, qubits must
go through a mazelike system but instead encounter quantum logic gates. Typically, a qubit will
pass through a series of quantum gates that will manipulate the qubits quantum state to “[guide]
its behavior at each step of the computation” (Zitter, 2025). Quantum logic gates face increased
complexity due to qubits being unstable; engineers must maintain qubits stability throughout all
gates. To reach a solution (the final step), a measurement gate collapses the qubits’ ability to exist
in multiple states simultaneously (superposition) and falls into a definitively classical value of 0
or 1, which can be measured. Quantum circuits can be designed for a single qubit or for multiple
qubits. The number of gates a qubit goes through typically must be limited due to the extreme
vulnerability of a qubit collapsing. Measurements in quantum computing need to extract enough
useful information from the “whole set of results from the computations done in superposition”
to be measured with accuracy (NIST, 2022). Through circuits and gates, scientists can measure
qubits in superposition and entanglement to solve complex problems that classical computers
currently cannot solve.

Not all qubits are created equal, and a sufficiently powerful quantum computer will
require stable, error-corrected qubits. Most quantum computers today have noisy and error-prone
qubits called physical qubits, which result in unreliable outputs. Since these physical qubits do
not produce guaranteed ‘correct’ answers, adding more physical qubits increases the probability



that an output is correct. As more physical qubits are added, they can become ‘connected’ or
‘structured,” which results in decreased errors. These are logical qubits, or perfect qubits. Logical
qubits are abstract representations of fault-tolerant, error-corrected qubits, which provide more
statistical certainty that an output is correct. The basic idea is that by adding more and more
physical qubits, logical qubits are created, and these logical qubits are more likely to yield the
correct answer.

Quantum computers need a sufficient number of logical qubits that correct errors faster
than they accumulate to yield reliable outputs, a technique called quantum error correction
(QEC). Multiple factors make this difficult to achieve: the cold conditions required for hardware,
the monetary investment required for testing environments, the instability of qubits existing in
superposition and entanglement, and the overall theoretical nature of studying subatomic
particles. There are differing predictions for when a quantum computer will achieve sufficient
computational power to render current cryptography methods useless, called O-Day by some in
the industry. For the purposes of this paper, the authors use the term Q-Day to describe when a
future quantum computer will achieve sufficient error corrected, fault tolerant qubits capable of
breaking asymmetric encryption.® Ultimately, Q-day is a moving target, yet the quantum threat
remains.

3.1 What is the “Quantum Threat”?

The quantum threat is the potential risk that data encrypted using today’s common standards will
be deciphered by a future large-scale quantum computer capable of breaking some forms of
cryptography before users can migrate to PQC (Figure 1). If PQC is not adopted collectively
before a fault-tolerant quantum computer is achieved, asymmetric encrypted data and digital
signatures are at risk; this risk increases alongside advancements in quantum. For example,
Google’s experimental quantum computer performed in three minutes and 20 seconds a
calculation that the researchers reported would have taken IBM’s Summit, the fastest
supercomputer, 10,000 years to complete (Murgia and Waters, 2019). IBM later offered a public
restatement of Summit’s capabilities, estimating that Summit would require 2.5 years to conduct
the same calculation (Lerman and O’Brien, 2019). One study estimated that a quantum computer
with fewer than a million noisy qubits could factor RSA-2048 encryption in less than a week
(Gidney 2025). These same computations would take classical computers thousands of years to
complete (Okta, 2024). Payment system passwords, financial records, transaction data, and other
personal data may be vulnerable to such a sea change in computing power.

While these calculations are theoretical predictions based on a multitude of variables,
such as qubit type, they illustrate both the notable advancements being made in the industry and
highlight the difficulty of accurately assessing the capabilities of supercomputers in units of time
within the industry. ¢ Qubits are fundamentally fragile, and their unstable nature can create errors

5 More likely, “Q-Day” will be not a single day but a period during which systems become increasingly vulnerable
to quantum computers, with the level of vulnerability dependent on the strength of traditional cryptography and
cryptographic technologies.

% The type and stability of a qubit determines if it is fault-tolerant and error free. The testing environment (i.e.
hardware and software) for qubits varies, and each type has advantages and disadvantages (NIST, 2025b).
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before an operation can be completed, making it difficult to predict calculation times. As many
firms continue to make progress toward fault-tolerant quantum computers, migration to quantum
safe encryption is becoming an increasing priority for governments, financial institutions and
standard-setting organizations (such as NIST). Rather than pinpointing a date for Q-Day, it might
prove more beneficial for firms to instead identify the needed timeline to plan, prepare, and
budget for transition to PQC.

3.2 Post-Quantum Cryptography Timeline

Scholarship is advancing to help determine the order in which common traditional cryptographic
standards may become vulnerable to a sufficiently powerful quantum computer. Consequently,
organizations could prioritize which traditional cryptography algorithms and hashing functions
need transitioning to a standardized PQC option without needing a discrete timeline that
specifies a Q-Day date of vulnerability. It is generally true and somewhat intuitive that increasing
the bits of an encryption modulus (say, transitioning from RSA-1024 to RSA-2048) will increase
the required physical qubits and time for a quantum computer to successfully break a vulnerable
encryption method. -® However, moving to a higher bit encryption method does not guarantee
protection. If a quantum computer is capable of breaking RSA-1024, for example, it may be able
to break RSA-2048 in a matter of months (Moody, comment, 2025). Additionally, transitioning
to a higher RSA bit encryption can be costly and time-intensive for an organization. Similarly,
ECC-256, the cryptography which authenticates digital signatures and is used to secure some
cryptocurrencies like Bitcoin and Ethereum, can also be solved by Shor’s algorithm. While
breaking a 256-bit ECC key involves mathematically complex operations, if a sufficiently
powerful quantum computer is achieved, it is still subject to be broken. Shor’s algorithm solves
the discrete logarithm problem that underpins ECC’s security. One experiment demonstrated an
approach for a quantum computer to break ECC by reducing cost per key “by a factor of 300-700
depending on the operating regime” (Litinski, 2023). Given that asymmetric cryptography, like
ECC, is vulnerable to quantum computers, NIST has released guidelines deprecating and
disallowing them over the next five to ten years (see Moody et al., 2024, p. 12-14). While experts
cannot predict an exact date for Q-Day, and doing so may be a red herring altogether, we
authored this paper under the assumption that timely migration to PQC could be important. ° For
the purposes of this paper, we framed our study and analysis of computational power in terms of
physical processing limits rather than projected processing time.

In the 2024 Quantum Threat Timeline Report authored by Michele Mosca and Marco
Piani, a survey of experts generally agreed that a quantum computer could achieve 100 logical
qubits in the next 10 years through notable implementation options, and one in three
cybersecurity experts forecast that Q-Day will happen before 2032 (Mosca and Piani, 2024).
However, the timeline to break a particular non-PQC algorithm varies depending on the quantum
computer’s qubits and the non-PQC algorithm’s strength. Even with specific values defined,

7RSA-2048, a high strength key of 2048 bits, is the current encryption standard for data sent over the Internet, the
accepted norm for most applications and ensures that messages sent online have not been altered. See Okta 2024.
8 See Gidney, Google, 2021, page 3

% See Gidney, Google, 2021, page 2, for the quoted text.



experts still disagree on when a quantum computer will be capable of breaking traditional
cryptography. This unpredictability may limit the willingness of firms and consensus groups to
take the quantum threat seriously and to collectively move models toward quantum-resistant

cryptography.

The development and implementation of PQC has become of paramount importance for
many within the financial services industry and beyond, especially given the uncertainty around
Q-Day. One of the leaders in the U.S. for developing, testing, assessing, and codifying PQC
standards is the National Institute of Standards and Technology (NIST), which has developed
cybersecurity frameworks and standards around quantum computing.'? NIST defines PQC, also
called quantum-resistant cryptography, as the development of “cryptographic systems that are
secure against both quantum and classical computers and can interoperate with existing
communications protocols and networks” (NIST, 2025c¢). To usher the migration to PQC, NIST
has finalized three cryptographic standards around post-quantum encryption and five finalized
quantum resistant algorithms (NIST, 2024, 2025a). NIST has advocated for organizations to
begin implementing PQC algorithms and standards as soon as possible, and the U.S. Government
has directed all federal agencies to migrate to PQC by 2035.

We shifted our framing of the decryption risk from time estimation to prioritization of
encryption options based on their overall potential vulnerability to a sufficiently powerful
quantum computer. Our prioritization is a rough estimate, however, and continual/ongoing
research is needed to maintain appropriate prioritization as quantum computing and
cryptographic technology continue to develop and new capabilities on both sides of the problem
set emerge. This prioritization framework may prove helpful for all organizations to transition
away from potentially vulnerable encryption methodologies and toward standardized PQC
encryption. Rather than racing to accomplish a transition within a specific time range based on a
fuzzily calculated threat arrival date, organizations could migrate complex systems in pieces,
first prioritizing transitioning network assets protected by the most vulnerable encryption
methods. Such prioritization could also assist in planning for transition costs across a diverse
encryption portfolio.

0 Cryptographic recommended standards published by NIST are provided primarily for the standardization of U.S.
government systems and are not regulatory requirements. However, privacy sector and academic organizations may
follow NISTs guidance to ensure interoperability with U.S. government systems.
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Shor’s Grover’s Bitcoin

Algorithm Algorithm Genesis Block
—— 9 ® [ @ o—
1994 1996 2009 TODAY FUTURE !
Future-state Data harvested
HNDL THREAT ! ! quantum computer today (2025) or
capable of earlier can now
Even if PQC is adopted today by cryptocurrency systems, decryption achieved be decrypted

pockets of data remain at risk to HNDL threat

If Y+X > Z, private keys are compromised
If Y+X < Z, private keys are safe

MOSCA'S
THEOREM

Y = Time needed to migrate to PQC
X = Data shelf life
Z =Time to develop a sufficiently strong quantum computer

Figure 1. The HNDL threat began at the inception of Shor’s algorithm in 1994 and remains ongoing. Data on the
blockchain from 2009 onward is subject to the HNDL threat. For example, suppose a hypothetical cryptocurrency
system has data on the blockchain with a shelf life of 10 years, and that data is harvested today (2025) by a bad
actor. In two years (2027), the cryptocurrency system migrates to PQC, and in five years (2030), Q-Day happens.
Even though the system migrated to PQC, the bad actor can decrypt the data in 2030 when a sufficient quantum
computer is achieved. The data with a 10-year shelf life is not protected. Firms will need to consider the time it takes
to migrate to PQC (Y) and the time data needs to remain protected (data shelf life) (X), and if that is less time than
when a quantum computer is achieved (Z), firms will be able to protect their data. Thus, the relevance of Mosca’s
Theorem, which is discussed in detail in Section 4.3.

4.0 Case Study: “Harvest Now Decrypt Later” Data

Privacy Threat for Bitcoin

As described at the outset of this paper and by Mascelli (2023), public-key cryptography secures
blockchains, also called distributed ledgers. This approach has been integral to the success of
distributed ledger networks’ trustless operational models. However, as explored in the previous
sections, public-key cryptography is particularly vulnerable to a sufficiently powerful future-state
quantum computer. Further, in time a bad actor could obtain access to such a computer and look
to disrupt the integrity, security, and data privacy of distributed ledger networks.

Some distributed ledger networks, particularly those that are public and permissionless, adhere to
their own governance methods and requirements. There is no standard for the construction of a
distributed ledger system at any level (ITU-T, 2023). Due to this, some distributed ledger
networks may not or cannot support collective migration to a new version of a blockchain in
support of a full-network PQC protection. Relatedly, permissionless distributed network systems
are open to anyone to perform operations on the ledger or see transactions and trades. Yet, these
same elements expose distributed ledger networks to adversaries (Scholten, et al., 2024),
including bad actors who intentionally keep replica copies of the blockchain ledger for future
exploitation by sufficiently powerful quantum computers. It is this paradigm that we analyze



further, using the distributed ledger network Bitcoin as an example of permissionless distributed
ledger network’s particular risks to data harvesting.

This case study analyzes the impact of PQC to a public, permissionless distributed ledger
network like Bitcoin and concludes that the HNDL threat is (1) current and active within Bitcoin;
(2) without significant data privacy mitigations for transactions completed before PQC is
substantially deployed within the network; and (3) activated on an asynchronous timeline
because of the varying strengths of the traditional cryptographic tools used within Bitcoin’s
decentralized networks. With sufticient technical know-how, a bad actor could join the Bitcoin
network as a node operator, harvest a copy of the network’s database (here, the blockchain
ledger), independently store their ledger copy without PQC protection, and in the fullness of time
pull their ledger replica into a quantum computing environment to crack the traditional
cryptography, attack the protections of private keys, and reveal the blockchain ledger’s data in
plain text. The following sections discuss this process, and potential mitigations, in greater detail.

4.1 The Bitcoin Network

Bitcoin is a distributed ledger network with a roughly 15-year ledger history, a permissionless
access structure, and diverse usage of encryption, hashing, and encoding schemes to provide a
permissionless and decentralized peer-to-peer payment network while preventing ledger
tampering. The Bitcoin network’s resulting distributed ledger is public and permissionless,
meaning any computer node (with sufficient free space, memory, internet connection, and
electricity source) operator can join the network and receive a continuously updating replica of
the Bitcoin blockchain. These elements make Bitcoin a helpful example of the type of
distributed, permissionless, and long-running financial databases that might be particularly
vulnerable to the HNDL threat to data privacy.

4.2 Traditional Cryptography usage in the Bitcoin Network

Cryptography is a critical tool enabling multiple functions for Bitcoin in furtherance of the
network’s goals for security, confidentiality, and immutability. These cryptographic tools are a
part of an interconnected web of protection that includes encryption algorithms, hashing, key
pairs, and encoding. Together, they ensure that bitcoin senders, bitcoin receivers, and service
providers within the Bitcoin ecosystem can rely on some level of transaction security,
pseudonymous confidentiality, and ledger accuracy.

When a “full node” operator first joins the Bitcoin network, they must conduct an initial
block download to obtain and synchronize a local replica of the shared Bitcoin ledger, which
amounts to downloading the entire Bitcoin blockchain, and download the Bitcoin Core
operational software (Bitcoin Project, 2025). This initial node setup process is where a node
operator first obtains a local replica of the full ledger and first encounters cryptographic tools
within the Bitcoin network. This continuously updating replica ledger provides a node operator
with an accurate history of previous bitcoin transactions, network updates, and data transfers
(Bitcoin Project, 2025). Node operators use key-pairs and SHA-256 cryptographic function
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hashes, partly provided by Bitcoin Core software maintainers, to complete the onboarding
process.

Some Bitcoin users, however, lack the requisite computational power, upkeep time, or
financial resources required to run a full Bitcoin node. Additional ways to interact directly with
cryptography within the Bitcoin network include: downloading bitcoin wallet software onto your
computer or mobile device to receive or buy Bitcoin; obtaining a physical hardware storage
device with bitcoin storage software pre-loaded onto the device (“hardware wallet”), often a
USB memory stick; and accepting bitcoins as a means of payment through a Bitcoin wallet
provider or cryptocurrency payment processor.!! Connecting directly to the Bitcoin network via
a full node offers the most detailed view into the cryptographic tools used within the network.
For the remainder of this section, we review the Bitcoin network’s cryptographic tools from the
vantage point of a full node operator rather than, say, a passive bitcoin holder or third-party
service user. Figure 2 provides a high-level view of this process, including how a node operator
first interacts with cryptography within the Bitcoin network (steps 2 and 3) and obtains a full
replica of the ledger to store locally. Figure 3 visualizes the cryptographic tools and nesting
processes to create a Bitcoin address. Badev and Chen (2014) also offer a helpful overview of
how key pairs are used to create a Bitcoin address.

2.Create a 3.Create a 4.Create a 5.Signa 6. Store an
1. Download

Bitcoin Core

Public/Private Bitcoin bitcoin bitcoin updated
Key Pair Address transaction transaction Bitcoin ledger

Figure 2: Illustrative order of obtaining a local replica of the Bitcoin ledger as a full node
operator

Note: Step 6 in Figure 2 is the step that introduces the most vulnerability to the HNDL threat
should a bad actor acquire a replica of the Bitcoin ledger, currently protected without post-
quantum cryptography, and in time also acquire a sufficiently powerful quantum computer to
break the traditional cryptography protecting the replica of the Bitcoin ledger.

To create a Bitcoin address, a user first generates a private key, which is akin to a
password, and a public key using open-source key generation software. The public key and
private key are cryptographically paired. The private key appears to the user as a long, random
string of characters. The private key is meant to be kept secret by the user. Separately, the user is
free to share their public key with others. The sharable public key, however, is a long mess of
characters, easy to mistype and clunky to share. Bitcoin solves this by allowing users to apply an

' See Bitcoin Project (2025) and PayPal (2025) for additional resources on connecting directly or indirectly to the
Bitcoin network. Exposure may also be intermediated by third-party service providers and node operators who are
directly connected to the network.
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encoding scheme to the public key. Encoding the key creates a short, user-friendly Bitcoin
address shown as a more easily readable set of letters and numbers. An address is a unique string
of alphanumeric characters, and multiple address formats are available depending on the user’s
preference and needs. Badev and Chen (2014) point out that possessing a Bitcoin address is
tantamount to possessing the private key associated with the public key of that address. The user
records their encoded Bitcoin address on the Bitcoin blockchain, and (trivializing additional
technical setup steps) the user’s Bitcoin address can receive and send bitcoins somewhat like a
bank account receiving and sending funds from other bank accounts (Febrero-Bande et al.,
2022).

Creating a Bitcoin address, summarized:
Step 1: Create private key and store it securely
Step 2: Apply Elliptic Curve Cryptography to the private key to create a long public key
Step 3: Apply a cryptographic hashing function (that is, SHA-256) to the public key
Step 4: Use an encoding scheme to shorten the resulting hash of the public key

Step 5: Store the resulting address, shown visually as a short string of characters

Bitcoin address creation has evolved over time, as have the cryptographic tools used to
create and encode addresses. Yet, legacy Bitcoin address types commonly used in the early days
of the Bitcoin network and modern address formats all use a public key and a combination of
cryptographic tools to produce a resulting address (Choy, 2024). While different types of Bitcoin
addresses result from varying combinations of tools with the public key, the address generation
process employs the same three types of cryptographic tools: a cryptographic algorithm,
cryptographic hash functions, and an encoding scheme (see figure 3). The relationships between
the encryption algorithm, cryptographic hash functions, and encoding scheme are illustrated in
the table below, derived from both the literature study provided by Febrero-Bande et al. (2022)
and the Bitcoin address comparisons by Choy (2024). The diversity of Bitcoin address types
allows users to select the address type that best suits their needs and security preferences. This
diversity may imply that some legacy address types, and the transaction data associated with
them, could become vulnerable to quantum computers sooner than other address types.!?

'2 As an aside, technology maintainers and users may choose to prioritize transitioning their cryptographic tools to
PQC standards in order of underlying cryptographic vulnerability in a tiered approach. For the illustrative graphic
above, this may mean transitioning more vulnerable encryption algorithms to PQC standards first, then focusing on
hash functions, then encoding schemes, if relevant to PQC needs.
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Encoding Schemes
baseb8 | bech32m

Cryptographic Hashing Functions
SHA-256 | RIPEMD-160

Elliptic Curve Cryptography (ECC)
Public Key | Private Key

Figure 3: Depiction of the nested relationship between cryptographic algorithms, cryptographic
hash functions, and encoding schemes used to create a Bitcoin address.

4.3 HNDL Risks for Bitcoin’s Distributed Ledger Networks

For distributed, decentralized, and permissionless blockchain networks like Bitcoin, HNDL is a
possible threat to the network’s asymmetrically encrypted or cryptographically protected data at
rest or in motion. Such data could be collected by a bad actor today and stored until a sufficiently
powerful quantum computer breaks the traditional cryptography and unmasks the data into plain
text. Notably, this issue is not limited to Bitcoin but is a current and known cybersecurity
concern for a wide variety of encrypted data on computer systems around the world.

What are the risks?

Future state quantum computers present several general risks to the Bitcoin network. The
most prominent of these risks may be exploiting Bitcoin’s lag time to settle transactions given
that a sufficiently powerful quantum computer could operate faster than Bitcoin can add a new
block to its ledger, detangling Bitcoin’s protections faster than the Bitcoin network can operate
(Barmes et al.). This scenario might allow for a bad actor to tamper with the blockchain,
threatening the data integrity of the distributed ledger. This race, though, is a forward-looking
risk scenario and outside the narrow scope of our analysis. For our focus on the present data
harvesting risk, we hold that HNDL poses two primary threats to the Bitcoin network: revealing
confidential encrypted data (data privacy) and stealing funds.

HNDL threatens to expose private data associated with Bitcoin addresses, especially
legacy addresses, which are used to prove ownership of funds and authorize outbound transfer of
funds. This threat may reveal address-specific transaction data not already apparent from the
blockchain’s public nature. This threat may also facilitate further heuristic analysis of Bitcoin
transactions not already discoverable through commercial blockchain investigative tools,
especially allowing deeper analysis of early transactions with dormant legacy addresses. Further,
data encoded in smart contract operations, digital signatures used to authorize transactions,
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public keys associated with active wallets, long-term financial contracts recorded on the
blockchain, and otherwise private communications on the network can all be stored today by a
bad actor for later unmasking in the decade(s) to come.

We also sought to address the total value of bitcoins or addresses which might be
vulnerable to theft by a quantum computer and most ripe for data harvesting. In our review of
available literature, we did not identify conclusive, peer-reviewed calculations for the total value
of bitcoins that would become vulnerable should a powerful quantum computer (or a cohort of
quantum computer nodes) attempt to assume control of the Bitcoin network and its governance
controls. As we came to better understand the HNDL risks for Bitcoin’s unique web of
cryptographic tools, we also identified the “total value” activity as less helpful than identifying
remainder risks that could not be fully resolved with network-wide PQC mitigations. The
calculation of vulnerable bitcoins and addresses may shift dramatically should any PQC
mitigations be deployed to protect abandoned legacy addresses and earlier-mined bitcoins before
a sufficiently powerful quantum computer is introduced into the network.

Yet, the act of quantifying the total amount of vulnerable bitcoin may assist these
mitigation efforts by highlighting the areas of greatest vulnerability within the network to
prioritize PQC mitigation strategies. While lacking scientific rigor, one informal piece of analysis
from the Bitcoin community attempts to quantify the value of vulnerability within the Bitcoin
network. We do not replicate that calculation here for the reasons just stated, but the author
presents quantitative analysis suggesting that vulnerability is concentrated in legacy addresses
and earlier-issued bitcoins protected with weaker traditional cryptography than, say,
cryptographic methods a user might select if they were creating a Bitcoin address today. This
assumption aligns with our findings. The same cryptographic weaknesses identified for earlier-
minted bitcoins also applies to legacy dormant Bitcoin addresses which are locked or otherwise
still contain some value of bitcoins protected only by traditional cryptography. Quantum-
vulnerable Bitcoin address types may include earlier types of addresses, reused addresses, and
Taproot addresses (cryptoquick, 2024). This may even include early Bitcoin address(es)
associated with the network’s founder(s), Satoshi Nakamoto.'* While community analysis
identifying the types of vulnerable addresses is untested, it follows logical sense. First, legacy
addresses are based on weaker traditional cryptographic tools than more recent Bitcoin address
types. Second, reused addresses offer a bad actor more historical data for harvesting, analysis,
and later exploitation. Third, Taproot addresses were meant to be an improvement to the
network, offering more privacy to end users. However, Taproot addresses, and their data privacy
benefits, are still vulnerable to a quantum computer because they rely upon ECC, specifically
Schnorr signatures (cryptoquick, 2024).

We find, then, the task of quantifying all quantum vulnerable bitcoins to be intellectually
interesting but operationally something of a red herring, and so we turn our attention away from

13 See Hunt, 2024. This assumes that Bitcoin community lore is correct in that Satoshi Nakamoto owned at least one
of the early Bitcoin addresses which retain value but remain dormant. Early Bitcoin addresses relied upon ECDSA,
which we detail elsewhere as quantum vulnerable.
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theft toward the HNDL risk scenario for which we find no apparent mitigation, namely broken
data privacy and plaintext data revealed for unfettered analysis.

What is the risk duration?

Data owners may not perceive their data as being presently stolen, harvested, or even at
risk from a quantum computer. Yet, any Bitcoin data at risk to a sufficiently powerful quantum
computer has been at risk since the network’s creation.'# This long-running risk is due to the
discovery of Shor’s Algorithm well before the creation of Bitcoin; the use of quantum-vulnerable
cryptographic tools since the Genesis Block; and these tools being in use from the earliest
iterations of Bitcoin addresses. For a full node operator, the length of the risk begins with the
node operator’s interactions with these tools, as laid out in the previous section, which likely
coincides with their earliest interactions with the network and private key creation.

The “end date” of the HNDL risks is not as definite as the start date, and this end date
may differ from node to node depending upon the network’s longer-term PQC migration strategy.
Evaluating the amount of time that data needs to remain secure, also called the shelf life of the
data, may help determine how to evaluate the HNDL threat timeline for Bitcoin nodes. As
described by Mosca’s Theorem, the shelf life of data (X) plus the time required for an
organization to implement PQC solutions (Y) must be greater than the time it will take for a
sufficiently powerful quantum computer to be developed that can break existing encryption
protocols (Z,) (X+Y > Z) (Figure 1). If X+Y>Z, then secret keys and private data are at risk and
subject to an attack or HNDL. However, if X+Y<Z, then secret keys and data are in good shape
if migration begins now. Determining these figures are largely dependent on the subjective
nature of how long Bitcoin users would desire their cryptographically obfuscated data to remain

private compared to the timeline for which the Bitcoin network migrates to fully or primarily
PQC tools.

Migrating or updating cryptography methods is a complicated process and requires time.
No matter if an organization waits for standardized PQC, it could take ten or more years for the
algorithm to become fully integrated into information systems (NIST, 2025¢). Further, even if Q-
Day does not occur for two decades or longer, a distributed ledger network relying on a
decentralized governance model may need years for planning, testing, adopting, and deploying
PQC across the network to prepare for the eventuality. Such migrations may prove cumbersome,
costly, and iterative. Complex cryptocurrency networks may benefit, then, from becoming be
cryptographically agile, adopting “crypto agility” into the core of the governance model, as
quantum computers continue to develop and advance in new ways. Rather than adopting a static
suite of cryptographic tools and targeted a specific “Q-Day” for migration, network maintainers
and node operators may find themselves continuously updating to and between quantum-
resistant algorithms to match the pace of improvements in quantum computing. As such, the “end
date” of the HNDL threat may itself be a multi-phased timeline, if not a moving target.

14 See also documentation for BIS Project Leap (BIS, 2023, p. 7,10, 13).
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4.4 HNDL Mitigations and Limitations

The same properties that might heighten Bitcoin’s HNDL vulnerabilities may also provide
opportunities for mitigation. For instance, not all Bitcoin data is subject to the HNDL data
privacy risk, given that some data is intentionally public. Because the blockchain is decentralized
and open in nature, any publicly visible transaction data, including payloads and pseudonymous
identifiers, are notably not subject to the HNDL data privacy risk, as this information is already
publicly accessible.

We observe that the Bitcoin community is already intensely considering multiple avenues
toward PQC protection for the Bitcoin network.'> These possible mitigations focus on the
integrity of the blockchain, preventing or reversing theft, and ensuring the future crypto agility of
the Bitcoin network.

The Bitcoin community could explore several mitigations for the threats presented in the
previous section: theft of funds, tampering with the blockchain (data integrity), and revealing
otherwise confidential data (data privacy). Momentarily, we will set aside data privacy
mitigations and focus on maintaining trust in the blockchain and combatting theft. Mitigations
for data integrity and theft include instituting a hard fork toward a PQC-only blockchain,
adopting PQC standards across the larger Bitcoin ecosystem with a push towards crypto agility,
requiring all addresses and third-party services to adhere to PQC standards, and/or encouraging
heightened security hygiene practices.

The Bitcoin network could make available a new version of the blockchain that only uses
post-quantum encryption like Vitalik’s suggestion for Ethereum (Buterin, 2024). A hard fork
toward a PQC-only blockchain might facilitate the restoration of stolen funds, however the
Bitcoin developer community may be mixed on this approach and prefer a voluntary change. A
voluntary change, such as a soft fork, would allow users to upgrade on a timeline that met their
goals while respecting node operators’ resourcing restrictions. A hard fork or soft fork would
require backward compatibility to protect all historically harvested data. Yet even a backwards-
compatible fork may leave open the HNDL data privacy vulnerability. Some users may choose
not to migrate to PQC or the new fork at all. Users that remained on a non-PQC version of the
blockchain could become increasingly vulnerable to security, financial, and data privacy risks of
a future-state quantum computer. Instituting a hard fork with a quantum-resistant version of the
blockchain might ensure that the network’s time to mine a new block is quicker than a quantum
computer can act to tamper with the block’s data integrity, yet such an approach may be
increasingly difficult to reinforce as quantum computers become more powerful. We believe the
Bitcoin community to be knowledgeable about these risks, capable of weighing the costs and
benefits of a forking to achieve crypto agility, coming to consensus on a long-term action plan,
and continuously upgrading the network’s cryptographic protections. The difficult question to
answer is the extent of adoption by a diverse community of Bitcoin users, with highly varied
goals and requirements, and the resulting PQC protections for the network. The Bitcoin

5 These could include a mandatory hard fork alongside new PQC address types (Cruz, 2025). See also Buterin
(2024) for an Ethereum hard fork proposal.
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community is capable of rapid adoption and adaptation for the benefit of the network, yet forced
migrations seem well outside the ethos of the community. As a further mitigation, then, the
community may benefit from expert engagement on the security, integrity, and privacy
advantages of PQC and crypto agility.

Adopting updated PQC-compliant cryptographic tools, specifically PQC address type(s)
to replace legacy and Taproot addresses, is another possible mitigation and might not require a
hard fork (cryptoquick, 2024). As discussed earlier in this paper, NIST has published several
PQC standards that could facilitate this migration to new address types. However, if a user with a
“PQC safe” address completes a transaction with an “unsafe” address, both may still be
vulnerable to data harvesting and theft by a quantum computer. The network’s governance
structure could, then, require all wallets and third-party services to use PQC methods moving
forward. Yet this, too, may be difficult to enforce given the highly decentralized nature of the
Bitcoin network, the lack of a central enforcement authority, and the network’s culture valuing
choice over force.

Lastly, the network could mitigate theft risks posed by a quantum computer by improving
security hygiene throughout the network. This could include not reusing Bitcoin addresses
through multiple transactions, even those protected with PQC. Yet again, enforcing rather than
encouraging such hygiene would be antithetical to the network’s decentralized structure.
Notably, each of these mitigations require security-through-force rather than security-through-
adoption. This may present a cultural challenge for the Bitcoin community, which relies upon a
decentralized governance structure.

However, even if the community collectively, willingly, and fully adopted each of these
mitigations, one of the three key vulnerabilities would remain without a full solution: data
privacy. First, transitioning to only PQC address types, for example, does not retroactively
protect a Bitcoin user’s previous transactions with less—quantum resistant address types. A user
could transfer their bitcoin funds from a legacy wallet to a PQC secure wallet. Even still,
previous transactions recorded to the blockchain using the legacy wallet remain vulnerable to
HNDL’s data privacy risks. Second, forcing the full network to a new PQC and cryptographically
agile hard fork would also not retroactively protect the privacy of historical Bitcoin transaction
data with only a hard fork and future crypto agility, with the difficulty possibly increasing
alongside a transaction’s relative age. A bad actor storing a current replica of the Bitcoin ledger
may need only wait long enough to obtain access to a sufficiently powerful quantum computer to
reveal the ledger’s cryptographically obscured transaction data, making Mosca’s Theorem the
dominant, if not the only, data privacy protection should revealed data no longer be relevant by
the time it becomes vulnerable. Yet, that determination is up to the payors, payees, and network
users whose data privacy becomes vulnerable to a quantum computer. Data thought to be
protected by blockchain hashing and cryptographic techniques could be revealed in some amount
of detail, including plain text, diminishing the data privacy of a distributed network’s previous
transactions. A bad actor would have access to view private keys and transaction data that users
likely intended to be kept confidential.
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5 Conclusion

The HNDL risk is active in networks currently employing traditional cryptography. The privacy
of data recorded in these networks is theoretically vulnerable to a sufficiently powerful quantum
computer in time. We note a particular threat to data privacy for permissionless and decentralized
distributed ledger networks reliant upon traditional cryptography. We do not currently see
sufficient mitigations to HNDL’s data privacy risks for distributed ledger networks, although
mitigations exist that could curb HNDL’s security, data integrity, and theft risks. We hold that the
poorly mitigated HNDL data privacy risk for DLT networks may allow a bad actor(s) to obtain a
currently protected copy of a blockchain network’s distributed ledger, purposefully store it in a
non-PQC manner, and, irrespective of POC mitigations deployed within the distributed ledger
network, in the fullness of time use a sufficiently powerful quantum computer to break the
vulnerable cryptographic protections of the stored ledger replica. Given the ability of existing
proposals to mitigate theft, security, and integrity risks, we look to future research to propose
thorough mitigations for the data privacy risks posed by the HNDL threat to distributed ledger
networks.
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