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tions, both unit and item nonresponse are concerns in the

A principal concern among survey practitioners is SCF. Frame data are available for the list sample that can
protecting the confidentiality ahe survey respondent. This be used fwwnresponse adjustments in weighting
is important, nobnly for the directpurpose of keeping an (Kennickell and Woodburn [1997]). However, for the AP
individual's data anonymousyt alsofor the more global sampleonly limited geographic data are available for this
perception that it is 'safe' to participate in surveys. On theurpose.
other hand, it is important to provide as much useful data as To account for item nonresponse, missing values
possible topolicy makers andesearchers. Adjustments are multiply-imputed (Kennickg192] and Rubin
made to the data in order to protect a respondent's identif$987]). For the 1995 SCF, the respondent has many
could easily compromise the usefulness of the data. Thus, options for answering a given question, he can: 1) give a
it is necessary to take measures to keep the integrity of the specific value, 2) decline to answer ("refuse’t or
data intact. This paper is based on our experiences with thaow"), or 3) choose &aange, eithefrom arange card
Federal Reserve Board's Survey of Consumer Finances provided by the interviewer or a self-constructed range.
(SCF), a triennial household survey that includes data on When aKdow't or "refuse"” reply is given, the CAPI
finances, employment and demographics. In this paper we program iteratively tries to narrow in on a range (see
analyze thealisclosure procedures used in preparing the Keelli¢1996]). The imputations for theange re-
SCF data forpublic release. Wdocus on the actual sponses are constrained by the range interval boundaries.
procedures used in preparing th895 data forpublic The imputation approach involves iteratively estimating a
release and investigate other procedures as well. Including sequence of large regression models to draw values for the
this introduction, there are figmctions. In the next section, missing values based on variables that are aeaikable
we provide a briesummary of the SCF, covering the given respondent. rahdt is an imputed data set that
sample design, data collected, and disclosure issues. In the prélsergissributions and relatioisund in the non-
third section, we detail the disclosure strategy currently used imputed data. For all of the survey variables, a shadow
in the SCF. An investigation to detect potential disclosure variable is included that indicates the status of the original
adjustments effects @esented next. We summarize our data, e.g., range response, "don't know", "refuse"”, etc. The
results and discuss their implicatidios future surveys in imputation machinery is used indiselosure avoidance
the last section. preparation of the public use file as described below.
Background on the SCF Means to estimate both sampling and imputation

The SCF is a triennial househslarvey sponsored error are also included in the survey database. Estimates of
by the Federal Reserve Board with cooperatiom the thevariance due to imputation are computed using five
Statistics of Income Division (SOI) of the Internal Revenue imputation replicates (“implicates"). Estimates of the
Service. Data are collected on household finances, income, variance due to sampling are computed using the bootstrap
assets, debts, employment, demographics, and businesses. meth@@Pwiblotstrap replicates. (A thorough refer-
The interview for the 1995 SCF was conducted via CAPI ence for the bootstrap method is Shao and Tu [1995]).
and averages about 90 minutes, but interviews of hous®isclosure Issues in the 1995 SCF
holds with more complicated finances sometimes last This section details the data revibsand
several hours. An important objective of the SCF is to quent actions taken to reduce the possibility that the identity
collect representative data to measure the distribution of  of an SCF respondent can be determined using the publicly
household wealth in the U.S. In order to accomplish this, released microdata. Protecting the privacy of survey
the sample is selectém a dual framé¢hat is composed participants has become an increasingly challenging
of an area- probability (APframe and a list frame (see respoiligitas theavailability of both personal data in the
Kennickell and McManug[1993] for details on the market place and computer technology continue to expand
strengths and limitations of the sample design). The list rapidly (Felligi, [1997]). The use of administrative files as
frame is based on administrative records maintained by  a part of the SCF brings an added legal responsibility for
SOI. The list sample is stratified on an estimated wealth protecting tlityidithose included in the list portion of
index, with higher indexes selected at a higher sampling the sample; because they are sampled from a known, finite
rate. population, there is also an added risk of re-identification.



While no direct identifiers (name, address, SSN)
are collected as a part of the survey, there are other poten-
tially identifying variables, such as occupation, sex, age,
primary sampling unit, and marital status. These variables,
when combined with the detailed financial and household
information collected might be usedittentify individual
respondents. This is especially true of individuals whose
combined demographic and financial characteristics make
them relatively rare in the general population (de Waal and
Willenborg,[1996]). Recent advances in computer tech-
nology and sophisticated record linkage software, especially
advances in probabilistic record linkage (Scheuren and
Winkler, [1997]) only serve to increase the possibility that
the identity of a surveyespondent could be discovered if
adequate steps are not taken to limit disclosure.
Disclosure Adjustments

There are many techniques that have been used to
minimize disclosurdor public use microdata files. The
priority of these techniques has been to protect the identity
of individual respondents, while tite same time preserving
the integrity and usefulness of the original data (Fries and
Woodburn, 1994]). Potential masking procedures include
top/bottom coding, data swapping, blurring, adding random
noise and blank and impute (OMRBL,994]). Another
potential method is to create synthetic data usioglel
based imputation techniques which utilize the original data
as the underigg model (Rubin, [1993]). Interest in use of
artificial data generatedrom true data has gained in
popularity inrecent years. Researchers at the Census
Bureau, and elsewhere are working to develop this tech-
nique (Evans, Moore, and Zayatz, [1996]). This approach
has also been explored using diatan the 1995 SCF
(Kennickell, [1997]).

While the goal of the public releafie was to
release as much data jpgssible, inevitably, some data
items were not included in the final data set. These included
certain details about a respondent or spouse’s marital
history and components of tlkample design and weight
components. In general, variables which were suppressed
were not directly related to the main purpose of the survey.
In a fewcases, new variables were created using survey
responses to enable users to conduct relenesgarch
without releasing actual reported values whitight
provide direct clues to a respondent’s identity.

Initial review of the data involved graphical
analysis of monetary data items. The usscatter plots
showing the variable of interest versus an indication of the
sampling strata were particularly usefak identifying
responses which were ‘unique’, both overall and for
selected subgroups (Fries and Woodb{t895]). Fre-
guency tables for each of the ordinal and discrete variables
were also used extensively to determine the number of

responses in each category and to estimate the disclosure

potential of each response. In addition, a team member,
assuming the role of an intruder, was employed to evaluate

the identifying potential of a group of variables.
Monetary data itelissraetel variables were
treated using a combination of disclosure techniques. In
earlier releases of SCF data, blanking out original values of
monetary data items which were identified as sensitive and

replacing them with iputed values played a key role in the

overall disclosure review procedure. This was implemented
for selected variables by first identifying extreme values and
then determining whether or not those values posed a
significant disclosure threat. Fd9#%estudy, this
hadetas largely abandoned in favor of approach
based on the emerging idesgn#ietid data. More
Bdicases were selected, both purposefully, based on
specific characteristics, and randomly. All of the monetary
data fiberteesecases were then blanked out dulty

imputed using the FRITZ software developed by Arthur

Kennickell (KennitR8Ir]). The imputations for

responses that were originally given were constrained to fall

within a predetermined range of the original value, for

example +/- 11 pereanth like adding random noise,

except that by using the imputation software, relationships
between financial values were preserved. All variables that
were previously imputed were reimputed. Finally, monetary

data items for allases were rounded and large negative
values were bounded at -$1,000,000.

Likewiaaydifferent strategies were used to
reduce the sparseness of the responses to the non-continu-

ous variables. Top and bottom coding were used exten-

doretyrdinal variables describing years, numbers of
items owned, frequencies of events, etc. Rounding was also
used to further mask certain dates. Categories were col-

lapsed for many discrete variables so lasitdhe detail on

theinal file. In generalcategories containing less than 3

resposes were combined with other related categories;
variables with a strong potential for re-identification, such

as occupations, were collapsed even further.
Data swapping also played an important role in the

overall disclosure prevention strategy of the SCF. Itis an

attractive tool becaeasyitdgsimplement and can be



Figure 1. Q-Q Plot of Public Dataset Net Worth vs. Internal Dataset Net Worth, 1995 SCF
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used on sensitive variables without disturbing others distribution®-@ plot lying on the 45 degree line
(Moore, 1996). For the public release of tH®95 SCF, would indicate that the distributions are identical.
data swapping was used on the geography variables (4-level An investigation of the figurevezyesisll
Census region and 9-division Census area). These values distortionsifipéhgil for thetop one percent of the
were swapped with records containing similar characteris-  distribution. Most of these devatibetow the 45
tics on keyvariables in an attempt to preserve most  delimedndicatingperhaps @mall relative increase in
univariate statisticfor the overall data set as well as for  the estimated net worth gfdhpfrom thepublic data
important subsets of the population. compared toftbat the internal data. The deviation at
Analysis of Disclosure Adjustments the very top arises from the difference in maximum values
This section will review different analyses that  for both distributions. The rest of the plot conforms closely
were conducted on the public data to detect potentially  to the 45 degree line.
important disclosure adjustment effects. A high priority in Table 1 shows estimates for aggregate holdings
the design of the adjustments is to avoid changing the and percent of thertottl worth for both th@ublic
underlying integrity and usefulness of the data. This  data and the internal data by diffecentiles. Also
discussion will concentrate on the measure of wealth (net  included are standard errors with respect to imputation and

worth), although assets and debts were reviewed as well. sarhpling. Estimates and esteordaatbvery similar

The analyses performed include overall distributional ouifjinout theable. Consistent with results from the Q-Q
comparisons and mean comparisémsdifferent demo- plotthere is a slight increa$85.5Billion) for aggregate

graphic groups by Census region and division. holdings, as well as for percent of total (0.4), when compar-

Figure 1 shows a Q-Q plot of net worth estimated ing refolts the householdsetween the 99.5 and 100
from the internal data versus net worth from the public data. percefaildbe public data versus the internal data.
The inverse hyperbolic sine transformation with a scale However, these differences are not significant. A similar,
parameter of .0001 (seBurbidge, Magee, and Robb but smaller increase (7.4 Billion) exists for the aggregate of
[1988]) was used. This transformation eliminates exagger- Q@3 .5percentile group. Again, this difference is
ations near zero and compresses large spreads in the tails of small compared to theestanftarthe estimate. In
the distribution. To avoid disturbing aberrations caused by order to review the effects of data swapping for the geogra-
the very fewvalues of negative net worth, all negative phy variables, point estimates by Census region and
values were set to zero. Also shown are lines correspond- dif@sioneans and medians of net wortlebt, and
ing to the 90th, 95th, and 99th percentiles of the net worth assets were reviewed by income, education status, and age



Table 1. Proportion of Total Net Worth Held by Different Percentile Groups: 1995 SCF, Internal and Public
Use Datasets All dollars values given in billions of 1995 dollars.

Percentiles of the net worth distribution

All Families 0to 89.9 90 to 99 99 to 99.5 99.5to 100
$ % of $ % of $ % of $ % of $ % of
Networth total total total total total
Internal 20,519.8 100.0] 6,472.8 31.5 6,821.0 33.p 1,566.0 7|6 5,650.0 215
1,398.3 0.0 317.9 1.8 529.5 1.4 250.7 0.7 688.6 2.0
Public 20,629.3 100.0] 6,478.8 31.4 6,821.6 33.1L 1,573.4 7)6 5,7455 279
1,419.3 0.0 316.3 1.8 532.2 1.4 248.4 0.7 718.4 2.1

Standard errors due to imputation and sampling are given in italics.

groups. The estimatder the medians, asxpected, are
affected very minimally.The largest differences occur in
mean net worth for families with incongreater than
$125,000. Analysis reveals that even these largher-
ences are, in fact, relatively "small" and insignificant.

Table 3 includes the point estimates and associated
standanrsfor one of theseases — the Pacific Divi-
sion. The differenf®1.2Thousand) is not significant
since thestandard errors (almo400 Thousand) for each
individual estimate are in themselves on the order of three
Table 2 contains meaffisr net worth calculated times larger than this difference. The results are similar for
from the public datdor incomecategories by 9-division the other highlighted points in Figure 2. It is comforting
Census area. Figure 2 is a graph of the data points in these  that for such small disagaiegaipdiations of the
cells plotted versus the corresponding data points from the  Udapopulation, our results indicate that there are no
internal data. A 45 degree line is added as a viewing tool obvious disclosure effects relating to the swapping adjust-
to show how "different” the points are from each other. The ments applied to create the 1995 public data.
labeled points are all points from the greater than $125,000
income category.

Table 2. Mean Net Worth by Income Category and Census Division:
Public Use Dataset All dollar values given in thousands of 1995 dollars.

Income New Middle South EastS. WestS.EastN. WestN. Mountain Pacific
Category| England  Atlantic  Atlantic Central Central Central Central Division Division
< 35 94.8 84.1 55.9 52.6 45.0 74.0 80.5 72.9 100.1
35-50 142.7 157.3 137.0 106.7 89.6 119.9 114.5 167.8 176.0
50-75 273.6 281.0 208.8 208.0 166.6 176.3 182.8 191.0 219.4
75-125 334.3 349.3 520.4 333.7 420.0 310.0 436.0 540.6 422.0
> 125 2016.8 1836.1 2101.8 2475.2 1354.3 1583.0  2571.7 1965.8 22955




Figure 2. Mean Net Worth by Income Categories and Region, 1995 SCF
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Table 3. Net Worth Estimates for the Pacific
Division - Income > 125,000:

1995 Public Use SCF. All dollar values given in
thousands of 1995 dollars.

Mean Standard
Estimate Error

Dataset

Internal2,183.7 371.1
Public 2,304.9 394.9

Table 4. Percent Median Ratio of Debt Payments
to Family Income for 1989, 1992, and 1995 SCF'S
in Percent for Families with Income < 10,000.

Dataset 1989 1992 1995
Internal 22.0 13.2 16.0
Public 22.9 13.6 16.7

1500 2000 2500

Public

variables in the public dataset to which users can apply an
endless variety of analyses. The following recent example
is likely not unique.

As a starting point, analysts using tpablic
dataset will often attempt to reproduce results which have
appeared in Federal Reserve publications (eegleral
Reserve Bulletimrticles). In general, it appears that most
such usersvho relate theiexperiences to owstaff are
satisfied and are able to arrive at estimates or conclusions
similar to our own. An outside user was concerned with
discrepancies between her calculations and those reported
in an article published in the January 19@deral Reserve
Bulletin. Table 4 shows the median ratio of debt payments
to family income for families withess than$10,000 of
income, estimated from thE989, 1992and1995SCF's
using both public and internal data. The question of
concern was whether these differences in the median are
reasonable. After careful review, it was determined that the
distribution is relatively "thin" around the median and that
rounding used in the disclosure adjustments can easily
account for these differences.

Conclusions and Future Plans
This paper provideswo encouraging results.

The evidence so far is encouraging, but one caffirst, the use of controlled imputation of all monetary values
hardly expect thatny studyperformed on both the public for an important subgroup of respondents seems to preserve
data and the internal data will always yield identical resultsimportant relationships and characteristics of the original
This is especially so if one considers the thousands afata. Second, for the analysesgemted here, there were no
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