Privacy Impact Assessment of
Home Mortgage Disclosure Act Repository System (“HMDA DRS”)

This PIA updates and replaces the HMDA DRS PIA dated January 3,2023.

For Questions or Comments, please email: privacy.comments@frb.gov

Description of the IT system:

The Board of Governors of the Federal Reserve’s (“Board”) Home Mortgage Disclosure Act
Data Repository System (“HMDA DRS”) stores non-public information collected from certain
financial institutions pursuant to the Home Mortgage Disclosure Act of 1975 (“HMDA”),! which
is implemented by Home Mortgage Disclosure (“Regulation C”).2 HMDA and Regulation C
require covered financial institutions to collect, record, report, and disclose information about
their mortgage lending activities. This information is typically collected on the Uniform
Residential Loan Application (Fannie Mae Form 1003).3

Covered financial institutions are those that originate at least 25 closed-end mortgage loans,* or
originate at least 200 open-end lines of credit’ in each of the two preceding calendar years. The
Dodd-Frank Wall Street Reform and Consumer Protection Act (“Dodd-Frank Act”)¢ directs the
Consumer Financial Protection Bureau (“CFPB”) to receive and process HMDA data on behalf
of itself, the Board, the Office of the Comptroller of the Currency (“OCC”), the Federal Deposit
Insurance Corporation (“FDIC”), the National Credit Union Administration (NCUA), and the
U.S. Department of Housing and Urban Development (HUD), collectively, the “Federal HMDA
Agencies”.

Beginning in 2017, the CFPB began collecting annual submissions of HMDA data from covered
financial institutions.” CFPB transfers HMDA data to the Board, which then stores these data in
the HMDA DRS.

112 U.S.C. §§ 2801 et seq; see also, Frequently Asked Questions About the New HMDA Data.
https://www.federalreserve.gov/frrs/regulations/frequently-asked-questions-about-the-new-hmda-data.htm
212 C.FR.§ 1003.

3 https://singlefamily.fanniemae.com/media/7896/display.

4 A “closed-end mortgage loan” is “an extension of credit that is secured by a lien on a dwelling,” similar to a 30-
year mortgage. 12 C.F.R. § 1003.2(d).

> An “open-end line of credit”is an extension of credit (e.g., home equity line of credit) is secured by a lien on a
dwelling, can be drawn upon repeatedly as the outstanding balance is repaid. 12 C.F.R. § 1003.2(0)(1).

¢ See Section 1061 of the Dodd-Frank Act, Pub. L. 111-203, 124 Stat. 1376,2035 (2010).

72 C.F.R.§1003.5(a)(1)@). Certain larger institutions are required to report HMDA data to the CFPB on a quarterly
basis. 12 C.F.R. § 1003.5(a)(1)(ii).
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1. The information concerning individuals that is being collected and/or maintained:

Covered financial institutions report the following information, unless they are exempt from
collecting and reporting certain HMDA data fields.

Financial Institution Information

e The name of the covered financial institution,

o Legal Entity Identifier (identifies the covered financial institution; formerly Respondent
ID),

e The calendar year,

e The name and contact information for a person who can be contacted with questions
about the submission,

e The covered financial institution’s appropriate federal regulator(s) (e.g., Federal Reserve,
OCC, FDIC, NCUA, CFPB, and HUD) for HMDA,

e The total number of entries in the submission, and

e The covered financial institution’s Federal Taxpayer Identification Number.

Credit and Loan Applications

e Ethnicity and race (collected either through select values in some fields or open-text
fields in others),?®

o Sex,
o Age,
e Income,

e Debt-to-income ratio,

e Credit score system and result (collected either through select values in some fields or
open-text fields in others),

e Automated underwriting system and result,

e Application channel,

e Reason(s) for denial (collected either through select values in some fields or in open-text
fields),

e Application date, and

e Preapproval request.

Property Information

e Property location by census tract,

¥ See Form and Instructions for Data Collection on Ethnicity, Race, and Sex at 12 C.F.R. § 1003, App. B (2024).
Prior to the 2015 HMDA Rule, covered financial institutions were required to ask loan applicants to identify their
ethnicity using a ggregate categories (e.g., Hispanic or Latino, not Hispanic or Latino) and the same forrace (e.g.,
Asian). However, the 2015 HMDA Rule, as amended, requires covered financial institutions to ask loan applicants
to self-identify their ethnicity and race using disaggregated subcategories (e.g., Filipino or Korean) in addition to the
pre-existing aggregate categories. Therefore, HMDA data collected and reported in 2018 and later are more
granular.



e Street address,

e City,
e State,
e Z7IP code,

e Lien status,

e Property value,

e Combined loan-to-value ratio,

o Construction method,

e Manufactured home secured property type,
e Manufactured homeland property interest,
e Total units,

e Multifamily affordable units, and

e Occupancy type.

Loan Transaction Information

e Loan type,

e [oan purpose,

e Joan amount,

e Action taken and date,

e Universal Loan Identifier (a unique, 23 to 45-character alphanumeric code assigned to a
specific mortgage application or loan),

e Type of purchaser,

e Rate spread,

e Home Ownership and Equity Protection Act (HOEPA) status,

e Total loan costs or total points and fees,

¢ Origination charges,

e Discount points,

e Lender credits,

e Interest rate,

e Prepayment penalty term,

e [oan term,

¢ Introductory rate period,

e Non-amortizing features,

e Reverse mortgage indicator,

e Open-end line of credit indicator, and

e Business or commercial purpose indicator.

Mortgage Loan Originator Identifier

A mortgage loan officer’s National Multistate Licensing System (“NMLS”) identification
number, which a member of the public canuse to research loan officers (e.g., name, employer,
regulatory or legal actions) on a public database.



Data Collection on Ethnicity, Race, and Sex

In accordance with Regulation C, covered financial institutions are required to ask applicants for
ethnicity, race, and sex information, though the applicant cannot be required to provide this
information. When an application is taken in person and this information is not provided by the
applicant, covered financial institutions are required to note the information on the basis of visual
observation or surname.®

Covered financial institutions are required to inform all applicants that Federal law requires this
information to be collected in order to protect consumers and to monitor compliance with
Federal law prohibiting discrimination against applicants.

Open-Text Fields

Although covered financial institutions are instructed to not provide PII!? (e.g., Social Security
numbers, driver’s license numbers), sometimes such information is still provided by institutions
in open-text fields. To mitigate this risk, any open-text fields may only be accessed by authorized
HMDA users (i.e., Board and Federal Reserve Bank employees who have a business need to
access the non-public data stored on the HMDA DRS) for official business purposes after
agreeing to properly handle open-text fields in accordance with the Board’s procedures.

HMDA Data Merges with Other Datasets

The combination of HMDA data and another data source may contain information that could
identify some loan applicants. Before combining non-public HMDA data with other data
sources, HMDA users seeking access must detail how they plan to combine HMDA data with
other data sets and the business purpose of the merge (e.g., anticipated data resulting from the
merge that is not already available in the non-public HMDA data). Prior to providing access to
HMDA users, Board and Federal Reserve Bank employees evaluate the merged data for any
potential privacy and security risks. HMDA data merges are performed by analysts who remove

any information that might identify a loan applicant or borrower prior to providing the merged
data set to HMDA users.

2. Source(s) of each category of information listed in item 1:

Covered financial institutions send information directly to CFPB, which distributes the
information to the Board and other Federal HMDA Agencies.

3. Purposes for which the information is collected:

HMDA requires certain depository institutions and certain non-depository lenders to collect and
publicly disclose information about mortgage loan applications, originations, and purchases of
mortgage loans, including applicant/borrower demographics. In particular, HMDA data is used
by the Board to:

912 C.F.R. Part 1003, Appendix B.

!9 PII as information that can beused to distinguish or tracean individual’s identity, either alone or when combined
with otherinformation thatis linked or linkable to a specific individual. Office of Management and Budget (OMB)
Circular No. A-130, Managing Information as a Strategic Resource (July 28,2016).
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e Help determine whether financial institutions are serving the housing needs of their
communities,

e Assist public officials in distributing public-sector investment so as to attract private
investment to areas where it is needed, and

e Assist in identifying possible discriminatory lending patterns and enforcing anti-
discrimination statutes.!!

4. Who will have access to the information:

Most HMDA data are made available to the public on the CFPB and Federal Financial
Institutions Examination Council (“FFIEC”) websites through online tools and downloadable
data files.2 Access to HMDA DRS is restricted to authorized HMDA users who require access
for official business purposes. The type of information users are permitted to access is based on
their job responsibilities. Periodic reviews are conducted to determine whether users still require
access, have the appropriate role, and whether there have been any unauthorized changes in any
information maintained in HMDA DRS. Those accessing non-public HMDA open text and
address fields are further restricted to those who have completed the required HMDA training
and have signed a terms of use agreement.

The Board also shares data in HMDA DRS with the Federal Reserve Bank of Philadelphia. In
order to pursue research into housing related lending activities, HMDA data may be merged with
other data sets. Once a merge is completed, all unique identifiers are scrambled or purged before
the merged data are made accessible to approved data users. This ensures users do not see any
PII in the final merged data output.

Information may also be subject to disclosure under the Freedom of Information Act (“FOIA™)
(5 U.S.C. § 552).

5. Whether the individuals to whom the information pertains have an opportunity to
decline to provide the information or to consent to particular uses of the information
(other than required or authorized uses):

HMDA and Regulation C require covered financial institutions to report the application or loan
information to the Federal HMDA agencies, and applicants do not have an opportunity to decline
this sharing. However, under Regulation C, applicants may decline to provide information
concerning ethnicity, race, and sex to a covered financial institution as part of their mortgage
application. If an applicant declines to provide this information for an application taken in
person, a covered financial institution must collect the information based on visual observation
and assumptions based on surname (e.g., ethnicity, race).!? If an applicant declines to provide the
information for an application taken by mail, telephone, or online, the covered financial
institution is not required to collect the information.

After a loan application is received by a covered financial institution, the applicant has no ability
to decline the transmittal of their information to CFPB. The CFPB shares this information with

''12 C.F.R. § 1003.1(b)(1).
12 CFBP (https://www.consumerfinance.gov/about-us/the-bureau/); FFIEC (https://www.ffiec.gov/).
1312 C.FR.§ 1003, Appendix B.



the other Federal HMDA Agencies. Applicants do not have an opportunity to consent to the
particular uses of their information.

6. Procedure(s) for ensuring that the information maintained is accurate, complete and
up-to-date:

Before covered financial institutions submit their HMDA data to the CFPB, they are required to
review the data for possible data inaccuracies and certify at the time of submission the accuracy
and completeness of the data. The CFPB sends the Board the most current HMDA data
submissions (or re-submissions) from covered financial institutions on a regular basis.

7. The length of time the data will be retained:

The Board permanently retains the HMDA information for 2016 and prior in accordance with the
Board’s schedule N1-82-05-01, Home Mortgage Disclosure Act and Related Records.'*

The Board permanently retains the HMDA information for 2017 and later in accordance with the
Board’s schedule N1-82-01-01, item 6b.15

8. The administrative and technological procedures used to secure the information against
unauthorized access:

The HMDA DRS applies applicable security and privacy controls in National Institute of
Standards and Technology’s (NIST) Special Publication 800-53 (Rev. 5), Security and Privacy
Controls for Information Systems and Organizations, in accordance with the Federal Information
Security Modernization Act (FISMA).

9. Whether a new system of records under the Privacy Act will be created. (If the data are
retrieved by name, unique number or other identifier assigned to an individual, then a
Privacy Act system of records may be created):

HMDA DRS is nota system of records under the Privacy Act of 1974 since it does not retrieve
by name or personal identifier. Therefore, access and amendment rights under the Privacy Act do
not apply to this system.

Reviewed:

//Signed// 05/04/2026

Charles Young Date
Senior Agency Official for Privacy

//Signed// 05/04/2026
Jeff Riedel Date
Chief Information Officer

' Retention schedule N1-82-05-01 is available at: https://www.archives.gov/files/records-
mgmt/rcs/schedules/independent-agencies/rg-0082/n1-082-05-001_sf115.pdf.
15 Retention schedule N1-82-01-01 is available at: https://www.federalreserve.gov/foia/rr_research.htm.
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