Privacy Impact Assessment of
Examination Tools Suite

This Privacy Impact Assessment (PIA) updates and replaces the PIA dated December 2, 2020.

For Questions or Comments, please email: privacy.comments@frb.gov

Description of the IT system:

The Examination Tools Suite (ETS), developed by the Federal Deposit Insurance Corporation
(FDIC), facilitates safe and sound examinations of regulated financial institutions. While ETS
supports the entire examination process, the Board of Governors of the Federal Reserve System
(Board) and the Federal Reserve Banks (collectively “FRS”) primarily use ETS for asset reviews
conducted by FRS examiners (examiners), to document analyses of individual assets chosen for
review during examinations, and to assess risk in a financial institution’s asset portfolios (e.g.,
loans, other real estate owned, securities).

In particular, ETS enables examiners to access electronic loan data provided by financial
institutions over a secure website and email during loan reviews. ETS and supporting tools
aggregate findings to draw conclusions regarding credit risk at regulated financial institutions,
which is then used to create work papers and supervisory products (e.g., report of examination)
that document supervisory findings.

1. The information concerning individuals that is being collected and/or maintained:

During an examination, the following borrower information, along with aggregated loan data, is
collected from financial institutions:

Borrower Information

Short name (last name, first name, middle initial (if included) *
Long name (first name, middle initial, last name)

Borrower ID (unique identifier for each borrower) *

City, State, Zip code

Taxpayer ID or Social Security Number*

Loan Information

Type of loan Maturity Date

Loan amount due Interest rate™®

Origination date Last payment due*
Original loan amount Nonaccrual amount
Balance Outstanding™ Amount due

Next due date Troubled debt restructure
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Payment amount Days past due

Number of payments in contract Times past due 30-59 / Times past due 60-89 /
Times past due 90+
Interest earned not collected Amount sold

Note risk rating

Lender Information

Lending officer
Loan office number
FFIEC Code
Participation indicator (a field code to identify if a loan is purchased from another institution
(in whole or a portion) or a loan sold from the institution to another institution (in whole or a
portion)

* Required for submission

FRS employees provide the following information to the FDIC to access ETS:
e Employee name;
e Phone numbers (business and mobile);
e Business contact Information (agency name and mailing address);
e Agency point of contact (name and phone number);
e Authorizing official name; and

e Signatures of the employee, agency point of contact, and authorized official.

2. Source(s) of each category of information listed in item 1:

This information, derived from financial institutions’ loan accounting systems, is collected in the
course of examinations, ongoing supervision processes, or from a state financial regulatory
agency participating in a joint agency examination.

3. Purposes for which the information is collected:

ETS supports the Board’s statutory responsibility to evaluate the overall credit risk and,
consequently, the safety and soundness of the financial institutions it regulates. As part of the
supervisory process, FRS staff review loans made by financial institutions to determine whether
the loan portfolio is financially sound, within legal guidelines, will not have a significant impact
on capital, is not overly concentrated with particular borrowers, and is prudently underwritten
and managed to mitigate risks. Although some loan data may reference personally identifiable
information (PII),! this information is primarily used to support the aggregated data analysis of a
regulated financial institution’s loan portfolio.

1 PII is information that canbe used to distinguish or trace an individual’s identity, either alone or when combined
with otherinformationthatis linked orlinkable to a specific individual. The Office of Management and Budget
(OMB), OMB Circular A-130, Managing Information as a Strategic Resource (July 28,2016).
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https://www.whitehouse.gov/wp-content/uploads/legacy_drupal_files/omb/circulars/A130/a130revised.pdf

Individual loan analysis, coupled with analysis of the aggregate loan portfolio (e.g., classification
ratios, overall risk, technical exceptions, lending violations, underwriting issues), is used to
evaluate the credit risk of supervised financial institutions. These data also help the FRS to
evaluate bank performance relative to institutional peers.

Customer PII may be used when FRS staff have a business need to follow up with a bank
regarding conclusory findings and/or other individual issues (e.g., individual loan concentrations,
improper insider lending, fraud or suspicious activities identified during the course of the
examination or continuous supervision process).

4. Who will have access to the information?

Access to ETS is restricted to authorized FRS staff who require access for official business
purposes. An individual’s job responsibilities determine the type of access they are granted.
Annual reviews are conducted to determine whether an individual still requires access and has
the appropriate role to access these data. In particular, access may include FRS staff, the Federal
Reserve bank examination loan review team assigned to a financial institution, FRS supervisors
and managers, and post-examreview staff. ETS information is also shared internally to facilitate
other necessary supervisory and regulatory functions. Data may also be shared as needed for the
conduct of joint supervisory initiatives with the staff of other bank regulatory agencies, including
the Office of the Comptroller of the Currency (OCC), the FDIC, and state banking regulators
pursuant to information sharing agreements that require the implementation of access restrictions
and security safeguards.

Disclosures may also be made under the Freedom of Information Act (5 USC §552).

5. Whether the individuals to whom the information pertains have an opportunity to
decline to provide the information or to consent to particular uses of the information (other
than required or authorized uses):

Individuals do not have an opportunity to decline to provide the information or consent to the
particular uses of their information collected and maintained in ETS. The information concerning
individuals is collected directly from financial institutions — and not from individual borrowers
themselves — during bank examinations or continuous supervision processes, in accordance
with the law.

6. Procedure(s) for ensuring that the information maintained is accurate, complete
and up to date:

An examiner, or designated individual, is responsible for ensuring information is properly
imported, reconciled against separately provided documents, and processed correctly by
comparing and/or sampling the data. Reconcilements can encompass the total portfolio balance
and various risk factors to ensure data accuracy.

Records of reconcilement are typically obtained from financial institutions to validate the
electronic data contained in ETS to gain insight into any internal adjustments or accounting
methods. FRS staff may update ETS with this information in the evaluation of loan asset quality,
and correct typographical errors. FRS staff may also standardize codes and naming conventions
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within ETS in accordance with Board procedures to support efficient analysis and data
aggregation.

7. The length of time the data will be retained:

The data in ETS and related documents (e.g., clarifying, reconciling, conclusory
documents) are placed into Supervision Central,> which serves as a repository for
supervision documents. These documents are maintained in Supervision Central for
seven (7) years after the end of the year, in which the examination is closed, after
which the documents and data are destroyed.

Documentation supporting active or terminated enforcement actions are retained for at
least six (6) years.

Open Matters Requiring Attention (MRASs) or Matters Requiring Immediate Attention
(MRIAs) are retained until they are closed.

Supervisory appeals are retained indefinitely.

Coordinated or horizontal reviews are retained for at least 15 years.

Aggregate summary data may be held for longer periods to support business cycle and
trend analysis. These data are retained in a separate web platform to automate
conclusionary calculations and create report pages; however, the associated PII (paper
documents and electronic information) is destroyed 60 days after the examination
report issue date.

8. The administrative and technological procedures used to secure the information
against unauthorized access:

The Board applies applicable privacy and security controls in the National Institute of Standards
and Technology’s (NIST) Special Publication 800-53 (Rev. 5), “Security and Privacy Controls
for Information Systems and Organizations,” at the moderate impact level. ETS data are
encrypted in transit and rest.

At the conclusion of an exam, ETS data are stored in secure locations, where access is limited to
authorized FRS supervisory personnel. Information security configurations for electronic
databases, application systems, procedures, and examination documentation are periodically
reviewed by Federal Reserve Banks and Board staff to ensure compliance with NIST and Board
requirements.

2 See, Supervision Central PIA, https://www.federalreserve.gov/files/pia_supervision_central.pdf.
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9. Whether a new system of records under the Privacy Act will be created. (If the data
are retrieved by name, unique number or other identifier assigned to an individual,
then a Privacy Act system of records may be created):

ETS is not a system of records under the Privacy Act of 1974 since information is not retrieved
by a name or personal identifier. Therefore, access and amendment rights under the Privacy Act
do not apply to this system.

Reviewed:

//Signed// 07/23/2026

Chip Young Date
Senior Agency Official for Privacy

//Signed// 07/23/2026
Jeff Riedel Date
Chief Information Officer
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