
Privacy Impact Assessment of the 
 

This PIA updates and replaces the PIA dated December 15, 2008. 

For Questions or Comments, please email: privacy.comments@frb.gov  

Overview: 

The Board of Governors of the Federal Reserve System’s (“Board”) Federal Reserve Directors 
Program Systems (“Directors Program”) generally collects and maintains records to facilitate the 
Board’s oversight of the eligibility, conduct, and service of all Federal Reserve Bank and Branch 
directors. The Federal Reserve Act of 1913 (Federal Reserve Act), as amended, subjects each of 
the 12 Federal Reserve Banks to the supervision of a nine (9) member board of directors.  
The Federal Reserve Act divides Federal Reserve Bank directors into three classes, each of 
which has three (3) directors:  

• Class A directors (elected by member banks within a Federal Reserve Bank’s district to 
represent those member banks); 

• Class B directors (elected by member banks within a Federal Reserve Bank’s district to 
represent the public); and 

• Class C directors (appointed by the Board to represent the public).  

Most Federal Reserve Banks, with the exception of Boston, New York, and Philadelphia, have at 
least one (1) branch, and each branch has its own board of directors. Pursuant to the Federal 
Reserve Act, a majority of the directors on a branch board are appointed by the Federal Reserve 
Bank in that district, and the remaining directors are appointed by the Board. Most branch boards 
have seven (7) directors, except for the Helena Branch of the Minneapolis Reserve Bank, which 
has five (5) directors. Please visit Federal Reserve Board - Overview: Federal Reserve System 
Boards of Directors for more information. 

In its oversight and management of the Directors Program, the Board’s Office of the Secretary 
(“OSEC”) relies on information technology systems and applications that collect and maintain 
information about directors and candidates for director positions with the Federal Reserve Banks 
and Branches.  

The Directors Program is comprised of the following systems:  

Federal Reserve Directors Program Systems 

mailto:privacy.comments@frb.gov
https://www.federalreserve.gov/aboutthefed/directors/about.htm
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(1) An Intranet Site that allows Federal Reserve Bank staff to submit information about 
their respective directors; 

(2) A Dedicated Email Inbox that permits Board staff to communicate and share 
information with directors and Federal Reserve Bank staff relating to the Directors 
Program;  

(3) A Collaborative Internal Site that contains information relating to director 
conferences and meeting dates, director appointments and designations, policies related 
to directors, and similar information (including information submitted through the 
website, the dedicated email inbox, and through postal mail), as well as documents 
prepared by Board staff; and  

(4) A Shared Network, including staff email accounts for Board staff responsible for 
maintaining information on directors and director candidates.  

1. The information concerning individuals that is being collected and/or maintained: 

The Directors Program contains the following information about directors and director 
candidates (collectively referred to as “individuals”): 

• An individual’s full name including nickname(s) and contact information (e.g., address, 
telephone and fax numbers, and email addresses), job title, organizations/affiliations, 
biographical information, and business expertise; 

• Recommendation letter from a Federal Reserve Bank’s President explaining the 
individual’s qualifications, professional background, and any other information relating 
to the individual’s qualifications and eligibility to serve as a director on a Federal 
Reserve Bank or Branch board; 

• Publicly available biographical information regarding an individual and their respective 
business(es) independently obtained by Federal Reserve Bank staff and Board staff; 

• Background information obtained from news and informational subscription databases 
independently obtained by Federal Reserve Bank and Board staff;  

• Demographic information may be collected from publicly available information or on a 
voluntary basis from director candidates and directors (sex, race, and/or ethnicity); and 

• Other information, such as contact information for staff assistants (including name, work 
email, and work phone number)1 and headshots of individuals may also be collected.  

If a candidate is appointed as a director, additional information (e.g., acceptance letters, oaths of 
office, travel requirements, dietary restrictions, headshots, and staff contact information) may be 
collected from a director as necessary (and appropriately protected) to facilitate the director’s 
ongoing participation in the Directors Program. 

 
1 Contact information for staff assistants is mainly collected from directors. 
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2. Source(s) of each category of information listed in item 1: 

Personally Identifiable Information (“PII”)2 maintained in the Directors Program is generally 
collected directly from directors, director candidates, or through their assistants. Authorized 
Federal Reserve Bank and Board staff also search public and subscription news and other 
information databases for additional information on director candidates.  

3. Purposes for which the information is collected: 

Authorized Board staff use this information to review professional and biographical backgrounds 
on director candidates to determine eligibility to serve on a Federal Reserve Bank board, and to 
inform the Board’s decision on a candidate. This information is also used to determine continued 
eligibility of directors during their service. Some of this information is also used to prepare other 
reports on past and present directors for research purposes, and to facilitate director interaction 
with the Board, including through Board-hosted conferences.  

4. Who will have access to the information: 

Authorized Federal Reserve Bank and Board Staff who need the information for official business 
purposes are granted access to this information contained in the Directors Program. Disclosures 
may also be made under the Freedom of Information Act (5 USC §552) and the Privacy Act of 
1974 (5 USC §552a) in accordance with the Board’s System of Records Notice, BGFRS-14, 
General File of Federal Reserve Bank and Branch Directors (see question 9 below). 

5. Whether the individuals to whom the information pertains have an opportunity to 
decline to provide the information or to consent to particular uses of the information 
(other than required or authorized uses): 

Directors, candidates, and their staff assistants generally do not have an opportunity to decline 
providing information or consent to particular uses of information obtained by Board Staff. 
However, directors may decline to disclose non-public information relating to their sex, race, 
and/or ethnicity. 

6. Procedure(s) for ensuring that the information maintained is accurate, complete and 
up-to-date: 

Information maintained in the Directors Program is primarily collected from individual directors 
and director candidates by authorized Federal Reserve Bank and Board staff. Each year Federal 
Reserve Banks ask directors if any biographical information has changed (and when informed by 
a director’s affiliation or personnel changes). Federal Reserve Bank and Board staff validate 
specific director biographical changes to ensure accuracy. Information collected from third-party 

 
2 PII is information that can be used to distinguish or trace an individual's identity, either alone or when combined 
with other information that is linked or linkable to a specific individual. The Office of Management and Budget, 
Circular No. A-130, Managing Information as a Strategic Resource (July 28, 2016).  
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sources are also verified, to the extent possible, by Federal Reserve Bank and Board staff prior to 
an individual’s entry into the Directors Program. 

7. The length of time the data will be retained: 

Records pertaining to past and present directors, including potential directors who are 
recommended for Board consideration, are retained for at least five (5) years after the annual 
cutoff, and may be retained longer, if necessary for administrative or reference purposes. 
Records pertaining to candidates who are not recommended for Board consideration may be 
destroyed when no longer needed. 

8. The administrative and technological procedures used to secure the information against 
unauthorized access: 

The Directors Program follows applicable privacy and security controls in the National Institute 
of Standards and Technology’s (NIST) Special Publication 800-53 (Rev. 5), Security and 
Privacy Controls in Information Systems and Organizations, in accordance with the Federal 
Information Security Modernization Act (FISMA). Periodic reviews are conducted by the Board 
to determine whether users still require access, have the appropriate role, and whether there have 
been any unauthorized changes to information in the system. Historical paper records in this 
system are stored in locked storage with physical access limited to staff on a need-to-know basis.  

Access to the Directors Program is restricted to authorized users within the Board and Federal 
Reserve Banks who require access for official business purposes. Users are classified into 
different roles to delineate between the different types of access requirements, so users are 
restricted to only information required in the performance of their official duties. Reviews are 
conducted yearly, and upon staff changes, to determine whether users still require access, have 
the appropriate role, and whether there have been any unauthorized changes. 

9. Whether a new system of records under the Privacy Act will be created.  (If the data are 
retrieved by name, unique number or other identifier assigned to an individual, then a 
Privacy Act system of records may be created): 

The Directors Program is covered by the Privacy Act System of Records Notice entitled BGFRS-
14, “General File of Federal Reserve Bank and Branch Directors.”  Federal Reserve Board - 
System of Records Notices (SORNs). 

Reviewed: 

//Signed// 
Charles Young 
Senior Agency Official for Privacy  

8/29/2025 
Date 

//Signed// 
Jeff Riedel 
Chief Information Officer  

9/2/2025 
Date

 

https://www.federalreserve.gov/system-of-records-notices.htm
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