Privacy Impact Assessment
of the
Home Mortgage Disclosure Act Data Processing System
Program or application name.
Home Mortgage Disclosure Act Data Processing System

System Owner.

Board of Governors of the Federal Reserve System.

Contact information.

System Owner: Manager, Information Management

Organization: Division of Consumer and Community Affairs

Address: 20t and C Streets, N.W.
Washington, DC 20551

Telephone: (202)452-2645

Program Manager: Manager, FFIEC Systems

Organization: Division of Information Technology

Address: 20th and C Streets, N.W.
Washington, DC 20551

Telephone: (202) 452-3050

Description of the IT system.

The Home Mortgage Disclosure Act Data Processing System (DPS) is a data
collection and processing application created to carry out the Disclosure and
Reporting requirements of the Home Mortgage Disclosure Act of 1975 (HMDA), 12
U.S.C. 2801-2810. HMDA requires most mortgage lending institutions to collect,
report to federal regulators, and make public certain data about mortgage loan
applications and originations and purchases of mortgage loans. The DPS is the
system which the Board of Governors of the Federal Reserve System (Board)
maintains and uses on behalf of the Federal Financial Institutions Examination
Council (FFIEC) agencies and the Department of Housing and Urban Development
(HUD), collectively referred to as “HMDA Agencies,” to collect and process the



HMDA data from reporting mortgage lending institutions.! Additionally, the DPS
collects and processes HMDA data that some mortgage lending institutions and
private mortgage insurance companies report voluntarily.

The Board uses the DPS to collect and verify loan data and to create the required
reports that the FFIEC makes available to the public through the FFIEC website.
Additionally, using the DPS, the FFIEC publishes census and median family income
data that are not required by the HMDA statute to assist the public in understanding
and analyzing HMDA data.

1. Information concerning individuals that is being collected and/or
maintained.

HMDA does not require the reporting of personally identifiable information (PII)
that directly identifies an individual. However, despite published HMDA Agency
guidance strongly discouraging institutions from reporting direct identifiers, an
institution may inadvertently submit such information as part of the Application or
Loan Number. When creating the public HMDA data set, the DPS removes the
following fields to protect the privacy of loan applicants: Application or Loan
Number, Date Application Received, and Action Taken Date.

HMDA data collected and maintained in the DPS fall into two categories: Transmittal
Sheet (TS) and Loan Application Register (LAR).

The Transmittal Sheet

The TS is used to collect data about the reporting institution, including the
following:

a. contact person name (required);

b. contact person phone number (required);

c. contact person fax number (required); and

d. contact person e-mail address (required).

The Loan/Application Register

The LAR is a standardized format for the collection and reporting of HMDA data.
HMDA reporters must complete all LAR fields, with the exception of “Reasons for
Denial.” Institutions subject to OCC2 or FDIC3 oversight must report Reasons for
Denial, but denial reasons are optional for institutions regulated by the CFPB, Board,

L FFIEC agencies include the Board, Office of the Comptroller of the Currency (OCC),
Federal Deposit Insurance Corporation (FDIC), National Credit Union
Administration (NCUA), and the Consumer Financial Protection Bureau (CFPB).
212 C.F.R.§27.3(a) (1) (i)

812 CF.R.§390.147



NCUA, and HUD. 4 “Not Applicable” and “NA” are acceptable entries for many of the
data fields. The following list includes all fields contained in the LAR. Confidential
fields, which are not disclosed to the public, are indicated using bold text. The fields

are:
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Application or Loan Number;

Date Application Received;

Loan Type;

Purpose of Loan;

Preapproval;

Property Type;

Owner-Occupancy;

Loan Amount;

Action Taken;

Action Taken Date;

Geographic identifiers including city, state, county, Metropolitan
Statistical Area (MSA)/Metropolitan Division (MD Code), and census tract
code;

Ethnicity;

. Race;

Sex;

Gross Annual Income;
Type of Purchaser;
Rate Spread;

HOEPA;

Lien Status; and
Reasons for Denial

2. Source(s) of each category of information listed in item one.

HMDA requires certain mortgage lending institutions to report data.> Additionally,
some mortgage lending institutions and mortgage insurance companies voluntarily
report HMDA data. Reporting institutions collect and report data using software
provided by the FFIEC, a commercial third party, or their own proprietary software.
In all cases, data submissions are sent to the Board using one of the following

methods:

Electronic submission using the web to a secured server at the Board
using the FFIEC HMDA data entry software;

b. by e-mail to a Board e-mail address with an encrypted data file attached;

o

by mail to the Board on a CD or other portable electronic storage device;
by mail or FAX to the Board on paper (allowed if the institution has 25 or
fewer entries on its LAR).

412 C.F.R.§1003.4(b) (2) (1)
® CFPB Regulation C, 12 C.F.R. §1003.2 and §1003.3 (previously 12 C.F.R. Part 203).



3. Purposes for which the information is being collected

HMDA requires certain depository institutions and certain non-depository lenders
to collect and publicly disclose information about mortgage loan applications and
originations and purchases of mortgage loans, including applicant/borrower
characteristics.

Collection and reporting of HMDA data helps provide the public and the public
officials sufficient information to:
e determine whether financial institutions are serving the housing needs of
their communities;
e assist public officials in distributing public-sector investment so as to
attract private investment to areas where it is needed; and
e assistin identifying possible discriminatory lending patterns and
enforcing anti-discrimination statutes.

4. Who will have access to the information?

As noted above, most HMDA data are made public. Except for the contact fields in
the TS and the confidential LAR data fields, HMDA data are available in response to
Freedom of Information Act (FOIA) requests and the data are available to the public
on the FFIEC and Consumer Financial Protection Bureau websites through online
tools and downloadable data files. Access to non-public fields of HMDA data is
limited to authorized HMDA Agency employees. These HMDA data may also be
subject to disclosure to the U.S. Department of Justice and members of Congress.

5. Whether the individuals to whom the information pertains will have an
opportunity to decline to provide the information or consent to particular
uses of the information (other than required or authorized uses).

There are no opportunities available for individuals to consent to uses, decline to
provide information, or opt out of the publication of HMDA data, except that, under
Regulation C, applicants may decline to provide information concerning ethnicity,
race, and sex. Regulation C provides that, if an applicant declines to provide this
information for an application taken in person, the lender must note this fact and
then note the information based on visual observation and surname, to the extent
possible. If an applicant declines to provide the information for an application taken
by mail or telephone or on the internet, the lender does not collect or disclose the
information.

6 Regulation C, 12 C.F.R. §1003.4.



6. Procedure(s) for ensuring that the information maintained is accurate,
complete and up-to-date.

The Board accomplishes verification of HMDA data using automated edit checks that
validate the accuracy, completeness, and quality of the data during processing. If
the Board identifies errors during processing, the Board notifies the reporting
institution and requires the institution to correct its data. Each agency may also
verify the HMDA data during the examination process using HMDA examination
procedures published by the respective agency.

7. The length of time the information will be retained and how it will be
purged.

The Board retains the HMDA data in accordance with the Board’s schedule N1-82-
05-01, Home Mortgage Disclosure Act and Related Records.

8. The administrative and technological procedures used to secure the
information against unauthorized access.

Access to the DPS and the non-public HMDA data is limited to users identified by
each HMDA Agency. Users are granted access by agency request and access is
revoked when the Board is notified that a user no longer has a business need for the
data. Board staff access the DPS and HMDA data through the Board’s secure
network. Users from other HMDA Agencies access data through the Board’s secure
website, using a SecurelD Token administered by the Board. SecurelD technology
ensures that only authorized users have access to the HMDA data. Access to the DPS
and the HMDA data conform to all Federal Information Security Management Act
and Board’s authentication requirements.

9. Whether a new system of records under the Privacy Act must be created. (If
the data is retrieved by name, unique number, or other identifier assigned to
an individual, then a Privacy Act system of records may be created).

As the DPS contains no direct personal identifiers about an individual, the data are
not searchable by a direct personal identifier and therefore a System of Records
Notice under the Privacy Act is not required.
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