Privacy Impact Assessment of
Office of Inspector General
Information Technology Infrastructure Systems

This privacy impact assessment (PIA) updates and replaces the OIG Information Technology
Infrastructure Systems PIA dated February 10, 2020.

For Questions or Comments, please email: privacy.comments@frb.gov

Description of the IT system:

The Board of Governors of the Federal Reserve System’s (Board) Office of Inspector General’s
(OIG) Investigative Management System and the Audit Management Systems support OIG’s
audits, evaluations, investigations, and other reviews (e.g., peer reviews) of programs and
operations of the Board (including Board delegated functions performed by the Federal Reserve
Banks) and the Consumer Financial Protection Bureau (CFPB) pursuant to the OIG’s
responsibilities under the Inspector General Act of 1978, as amended (IG Act).

The Investigative Management System, an on-premises system, is used to manage, track, and
report on all aspects of complaints and investigations reported to and initiated by OIG’s Office
of Investigations. This system contains files on individual investigations (e.g., investigative
reports and related documents generated during the course of, or subsequent to, an
investigation, electronic case tracking information, memoranda, and letter referrals to
management or others). In addition, the Electronic Crimes Unit (ECU), which is managed by
the Office of Investigations, houses a closed-network system that comprises equipment
maintained and used by the ECU staff and special agents. The ECU equipment is used
exclusively for law enforcement activities to store evidence for investigative cases, research
casework, and to examine and analyze evidence.

The Audit Management Systems are automated workpaper and audit reporting systems that
support OIG’s audit and evaluation responsibilities under the IG Act. These systems increase the
efficiency of audit and evaluation processes by automating the preparation, internal review, and
retention of workpapers.

OIG also collects information through OIG’s Complaint Hotline (OIG Hotline).!

! See, “Privacy Impact Assessment for the Office of the Inspector General Hotline,”
https://www.federalreserve.gov/files/pia_oig_hotline.pdf.
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1. The information concerning individuals that is being collected and/or maintained:

The Investigative Management System and ECU contain files that include personally
identifiable information (PII)2 about individuals under investigation by the OIG, as well as
complainants and witnesses relevant to OIG investigations. The PII contained in the
Investigative Management System and ECU may include, but is not limited to:

Names,

Employee identification numbers,
Addresses,

Social Security numbers,
Financial information,

Personal contact information, and

e Other information about individuals obtained during the course of an investigation
from Board and Federal Reserve Bank employees and contractors; CFPB employees
and contractors and, in limited circumstances, former employees and other members
of the public who may have information relevant to an OIG investigation.

The Audit Management Systems includes information obtained in the course of an OIG audit
or evaluation that, depending on the nature and scope of the objectives of the audit or
evaluation, may contain PII including, but not limited to:

Names,

Employee identification numbers,

Addresses,

Social Security numbers,

Financial information,

Personal contact information, and

Other information collected from Board and Reserve Bank employees and
contractors; CFPB employees and contractors; other OIG employees, and, in limited
circumstances, former employees and other members of the public whose information
was obtained in the course of an OIG audit or evaluation.

2. Source(s) of each category of information listed in item 1:

Information in the Investigative Management System is compiled from many sources including,
but not limited to subjects of investigations; employees and contractors of the Board, Federal
Reserve Banks and the CFPB; other federal government agencies and their employees and

contractors; witnesses and informants; non-federal government entities; and nongovernmental
sources.

The Audit Management System’s information is compiled from reviews of agencies, Federal

2 PI1 is information that can be used to distinguish or traceanindividual’s identity, either alone or when combined
with otherinformationthatis linked orlinkable to a specific individual. The Office of Management and Budget
(OMB), OMB Circular A-130. Managing Information as a Strategic Resource (July 28, 2016).



https://www.whitehouse.gov/wp-content/uploads/legacy_drupal_files/omb/circulars/A130/a130revised.pdf

Reserve Banks, contractor records, and audit or evaluation interviews.
3. Purposes for which the information is collected:

Information collected in the Investigative Management System is used for conducting OIG
inquiries and investigations, issuing reports related to the administration of the programs and
operations of the Board (including Board-delegated functions performed by the Federal
Reserve Banks), CFPB, and for managing OIG’s investigatory program (e.g., compiling
summary statistics). Information in the ECU is used to gather, retain, and analyze electronically
stored information.

The Audit Management Systems maintain information for conducting audits, evaluations,
corrective action recommendations, issuing reports related to the administration of the

programs and operations of the Board (including Board-delegated functions performed by
Federal Reserve Banks) and CFPB.

OIG maintains PII that is relevant and necessary to an audit, evaluation, investigation, other
review, or OIG Hotline complaint.

4. Who will have access to the information:

Access to information in the Investigative Management, Audit Management Systems, and ECU
is limited to authorized OIG employees and contractors with an official business purpose.

The type of information users are permitted to access is based on their job responsibilities.
Periodic audits and reviews are conducted to determine whether users still require access, have

the appropriate role, and whether there have been any unauthorized changes to information
maintained in the systems.

Disclosures may also be made under the Freedom of Information Act (5 USC §552) and the
Privacy Act of 1974 (5 USC §552a) in accordance with the System of Records Notice,
BGFRS/OIG-1, “OIG Investigative Records.”

5. Whether the individuals to whom the information pertains have an opportunity to
decline to provide the information or to consent to particular uses of the information
(other than required or authorized uses):

Individuals do not generally have an opportunity to decline to provide the information or to
consent to the particular uses of their information, unless otherwise provided by law. This is
largely due to the OIG’s broad authority to access all agency records and the OIG’s authority to
issue administrative subpoenas for information.

6. Procedure(s) for ensuring that the information maintained is accurate, complete and
up-to-date:

OIG relies on individuals to provide accurate, complete, and timely information. The PII
provided by individuals may or may not be corroborated during the course of an audit,
evaluation, investigation, or other review. In order to maintain the accuracy of data, authorized
OIG staff may edit information found to be inaccurate or outdated. Audit logs also contain an
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edit history used to identify the date of the last edit to a particular document. All workpapers
within the Audit Management Systems are subject to at least one level of supervisory review.
OIG also has a process to assess and ensure the reliability of data received from the Board

(including Board-delegated functions performed by the Federal Reserve Banks) and the CFPB
in support of audits, evaluations, and other reviews.

7. The length of time the data will be retained:

Files related to significant investigations are cut off when the investigation is closed and
permanently retained. Files related to all other investigations are cut off when the investigation is
closed and destroyed 10 years after cut-off.

8. The administrative and technological procedures used to secure the information against
unauthorized access:

The Board applies applicable privacy and security controls in the National Institute of Standards
and Technology’s (NIST) Special Publication 800-53 (Rev. 5), Security and Privacy Controls
for Information Systems and Organizations, at the moderate impact level.

9. Whether a new system of records under the Privacy Act will be created. (If the data are
retrieved by name, unique number or other identifier assigned to an individual, then a
Privacy Act system of records may be created):

The Investigative Management System, ECU closed-network system, and the OIG Hotline
operate under the Privacy Act System of Records Notice, BGFRS/OIG-1 entitled “OIG
Investigative Records.” See, Federal Reserve Board - System of Records Notices (SORNs).

The Audit Management Systems is not a system of records under the Privacy Act since it is not
OIG’s practice to retrieve such information by reference to an individual’s name or other
personal identifier. Therefore, access and amendment rights under the Privacy Act do not apply
to the Audit Management Systems.

Reviewed:

//Signed// 3/19/2026
Charles Young Date
Senior Agency Official for Privacy

//Signed// 3/24/2026
Jeff Riedel Date

Chief Information Officer


https://www.federalreserve.gov/system-of-records-notices.htm

	This privacy impact assessment (PIA) updates and replaces the OIG Information Technology Infrastructure Systems PIA dated February 10, 2020.
	For Questions or Comments, please email: privacy.comments@frb.gov
	Description of the IT system:
	1. The information concerning individuals that is being collected and/or maintained:


	The Investigative Management System and ECU contain files that include personally identifiable information (PII)1F  about individuals under investigation by the OIG, as well as complainants and witnesses relevant to OIG investigations. The PII contain...
	 Names,
	 Employee identification numbers,
	 Addresses,
	 Social Security numbers,
	 Financial information,
	 Personal contact information, and
	 Other information about individuals obtained during the course of an investigation from Board and Federal Reserve Bank employees and contractors; CFPB employees and contractors and, in limited circumstances, former employees and other members of the...
	2. Source(s) of each category of information listed in item 1:
	3. Purposes for which the information is collected:
	4. Who will have access to the information:
	5. Whether the individuals to whom the information pertains have an opportunity to decline to provide the information or to consent to particular uses of the information (other than required or authorized uses):
	6. Procedure(s) for ensuring that the information maintained is accurate, complete and up-to-date:
	7. The length of time the data will be retained:
	8. The administrative and technological procedures used to secure the information against unauthorized access:
	9. Whether a new system of records under the Privacy Act will be created.  (If the data are retrieved by name, unique number or other identifier assigned to an individual, then a Privacy Act system of records may be created):
	Reviewed:


