Privacy Impact Assessment
of the
Freedom of Information Act and

Privacy Act Case Automation System

This privacy impact assessment (PIA) updates and replaces the “Freedom of Information Act
and Privacy Act Case Automation System” PIA last dated December 6, 2022.

For Questions or Comments, please email: privacy.comments@frb.gov

Description of the IT system:

The Freedom of Information Act and Privacy Act Case Automation System (Processing System)
permits the Board of Governors of the Federal Reserve System (Board) to track and respond to
Freedom of Information Act (FOIA)! and Privacy Act of 1974 (Privacy Act)? requests for
records maintained by the Board and the Federal Open Market Committee (FOMC). The
Processing System consists of two services:

1. FOIAXpress service (FX), and
2. The Board’s public website.

FX automates and streamlines the tracking, processing, and reporting of FOIA and Privacy Act
requests. This allows Board staff to log and track the receipt and processing of FOIA and
Privacy Act requests using data provided by individuals, or their representatives, requesting
information (“requesters”). A FOIA number is automatically generated by the Processing System
for each FOIA and Privacy Act request. Generally, the Board uses FX to record the status of
requests, relevant deadlines, and other key events or data (e.g., Board response date for
administrative appeals; documents scanned, stored, redacted), and to manage copies of nonpublic
records gathered in response to each request, some of which may contain personally identifiable
information (PII)3 about the requester or other individuals. FX also tracks FOIA processing

! The Freedom of Information Act (5 U.S.C. § 552) generally provides that any person has a right of access to
federalagencyrecords, unless the records (orany portion of the records) are protected from disclosureby oneof the
law’s nine exemptions, or by one of three special law enforcement record exclusions.
https://www.federalreserve.gov/foia/about foia.htm.

2 The Privacy Actof 1974 (5 U.S.C. § 552a)allows individuals the right to access records maintained in a Board
system ofrecords (i.e.,a group of records under the control of the Board from which information about you is
retrieved by your name or someidentifier assigned to you). https://www.federalreserve.gov/privacy-request.htm.
3 Pl is information that can be used to distinguish or traceanindividual’s identity, either alone or when combined
with otherinformationthatis linked orlinkable to a specific individual. The Office of Management and Budget
(OMB), OMB Circular A-130, “Managing Information as a Strategic Resource ” (July 28,2016).
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statistics and fees, and generates reports on the number, type, and disposition of FOIA requests

received.

The Board’s public website enables individuals to submit and view the status of FOIA and
Privacy Act requests, and documents in the Board’s electronic reading room.*

1. The information concerning individuals that is being collected and/or maintained:

The Board uses one form for both FOIA and Privacy Actrequests.’ FX collects information from
requesters, including Board staff, which may include the following information:

Name;*

Middle name

Prefix (e.g., Dr., Mr., Mrs.)

Suffix (e.g., Sr, Jr.)

Affiliation;

Category of affiliation (e.g., commercial, media, educational, or other);*
Address (business or home);*

City

State*

Zip Code

Telephone numbers (business, home, or cell);*

Facsimile number (business or home);

Email address (personal or business);*

Organization

Job title

Summary of the information requested;* and

Citizenship status (only mandatory for Privacy Act requests).*
Requester category (e.g., commercial organization, news media, federal
government)

Request type (FOIA or Privacy Act
Unique identifier for each requester is generated to track each request.

*Mandatory field if a request is submitted electronically.

Privacy Act requesters must verify their claimed identity by either:

a. Completing the Board’s “Privacy Act Access and Consent” form (Form)® by
signing a declaration under penalty of perjury that they are who they claim to be; or

b. Clicking on “Verify ID,” to verify their identity through Login.gov.”

4 “Howto Make a Privacy Act Request,” hitps:/www.federalreserve.gov/privacy-request.htm; “How to Make a
FOIA Request,” https://www.federalreserve.gov/foia/request.htm.
5 https://frb.secureocp.com/app/CreateRequest.aspx?Reg=N.

¢ https://www.federalreserve.gov/files/FR0820002.pdf.

" https://secure.login.gov/.
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Requesters may decline to file the Form and instead provide either:

a. Two (2) forms of identification, including one photo identification; or

b. A notarized statement attesting to their claimed identity. Requesters may also
certify their identity digitally through the Board's website.?

Requests from current or former Board staff may contain additional PII, including, but not
limited to, service completion date, disciplinary records, personal email address, or other
identifying information.

Although discouraged, requesters may provide unsolicited PII on the Form (e.g., bank account
information, Social Security numbers) that may not be required to fulfill a FOIA or Privacy Act
request. All requests are securely stored in FX with access limited to only authorized staff who
require access for official business purposes.

Responsive documents to a FOIA request containing PII (e.g., financial information, emails,
letters) or other information not pertinent to a request may be redacted before providing those
documents to a requester. If a request is received by mail, then PII collected during this process
is entered or scanned into FX, and added to the requester’s record.

In the context of a Privacy Act request, responsive documents containing a requester’s own
information are not redacted.

2. Source(s) of each category of information listed in item 1:

Requesters (or their representatives) and Board staff are the primary sources of the information,
though information may also be gathered from other sources, such as from other federal
government agencies that are referring requests seeking the disclosure of records maintained by
the Board.

3. Purposes for which the information is collected:

Information collected in the Processing System assists the Board in carrying out its responsibilities
under FOIA and the Privacy Act. The information allows Board staff to process requests for
records, which may include contactingrequesters to clarify the informationsought, assessing fees,
and delivering responsive records.

4. Who will have access to the information:

Access to the information contained in the Processing System is limited to authorized staft who
require access for official business purposes. The type of information that authorized individuals
are permitted to access is based on their job responsibilities. Periodic reviews are conducted to
determine whether individuals still require access, have the appropriate role, and whether there
have been any unauthorized changes in any information maintained in Processing System.
Individual requesters using the online request feature will only have access to their own
registration and requested information.

8 See footnote 6.



Requests may be transferred to other agencies that may have responsive documents. Those
agencies will then respond directly to requesters.

Information may also be disclosed in accordance with the Board’s system of records notice,
BGFRS-23, “Freedom of Information Act and Privacy Act Case Automation System,” and
under FOIA.

5. Whether the individuals to whom the information pertains have an opportunity to
decline to provide the information or to consent to particular uses of the information
(other than required or authorized uses):

Information collected by the Board is provided voluntarily by requesters or their representatives.
If an individual does not provide all the required information, this may result in either a delay or
the Board’s inability to process a request. Individuals do not have an opportunity to consent to
the particular uses of their information.

6. Procedure(s) for ensuring that the information maintained is accurate, complete and
up-to-date:

A requester or their representative provides the information collected by the Processing System by
mail, fax, online requests, and related communications, and is responsible for providing accurate
data to process the request. When requests are not submitted online, Board staff manually enter the
information into the Processing System. The Board may also receive information from other
agencies entered into the FX, such as for when an agency refers a request to the Board.
Information submitted outside the scope of a FOIA or Privacy Act request is retained only for
completeness of records and no corrective action is taken regarding those records.

7. The length of time the data will be retained:

The Board retains the records for the approved retention period, which ranges from six (6) years
after final agency action or three (3) years after final adjudication by the courts, whichever is
later, but longer retention is authorized if required for business use. Requests submitted in paper
form are scanned as electronic records, and the paper copies of those requests are then destroyed.

8. The administrative and technological procedures used to secure the information against
unauthorized access:

The Board applies applicable privacy and security controls in the National Institute of Standards
and Technology’s (NIST) Special Publication 800-53 (Rev. 5), “Security and Privacy Controls
for Information Systems and Organizations,” in accordance with the Federal Information
Security Modernization Act (FISMA).

9. Whether a new system of records under the Privacy Act will be created. (If the data are
retrieved by name, unique number or other identifier assigned to an individual, then a
Privacy Act system of records may be created):



The Processing System is covered by the System of Records entitled BGFRS-23, “Freedom of
Information Act and Privacy Act Case Automation System.”

See, https://www.federalreserve.gov/system-of-records-notices.htm.

Reviewed:

//Signed// 07/23/2026
Charles Young Date
Senior Agency Official for Privacy

//Signed// 07/23/2026
Jeff Riedel Date

Chief Information Officer
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