Privacy Impact Assessment of the
Passport and Visa Systems (PAVS)

This privacy impact assessment (PIA) updates and replaces the Passport and Visa System
(PAVS) PIA last dated March 14, 2021.

For Questions or Comments, please email: privacy.comments@frb.gov

1. System Overview

The Passport and Visa System (PAVS) tracks and manages requests for official passports! and/or
travel visas (visas) by Federal Reserve System employees who are traveling on behalf of the
Federal Reserve Board of Governors (Board) or a Federal Reserve Bank (collectively Federal
Reserve System). Employees of the Federal Reserve System (applicants) submit the Board’s
Official Passport and Visa Request Form, which captures the information required by the U.S.
Department of State (State Department) to issue official passports, and for embassies to issue
visas.

The Board’s Office of the Secretary’s (OSEC) staff coordinate with the State Department and
embassies to obtain official passports and visas on behalf of Federal Reserve System employees
traveling on official Board business.

2. Information Collected, Sources, and Authority to Collect

2.1 What information about individuals is collected, used, maintained, or disseminated?

OSEC staff collect information from a variety of internal sources to complete the passport and
visa requests. PAVS maintains the following information:

e Name;

o Title;

e Work location and address;
e Work email;

e  Work phone number;

! An “Official Passport” is issued to employees of the U.S. governmentand their eligible family members traveling
for official duties. U.S. Department of State.
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Employee ID (ingested from Workday?);

Employment status;

Grade level,

Assistant’s name and phone number;

Date of birth;

Employee status (active/separated/retired);

Sex;

Official passport number, type, issue date, and expiration date;
Official visa number, type, issue date, and expiration date;
Countries and cities to visit;

Purpose of travel,

Travel dates/length of stay (arrivals and departures); and
Departure date (To/From U.S. and Foreign Countries).

Information entered into PAVS is automatically updated with information from Workday. PAVS
generates authorization letters and other accompanying documents sent to the State Department
by courier for passport requests, and secure email for travel visa requests. All proof of
citizenship documents (e.g., personal passport, birth certificate), official passports, and visas are
returned to applicants once processed.

2.2 What are the sources of the information and how is the information collected?

The information collected and maintained in PAVS is obtained from Federal Reserve System
employees, the Board’s Official Passport and Visa Request Form, the official passport and/or
visas, authorization letters, and from Workday. Specifically, the Official Passport and Visa
Request Form is completed by the applicant or by the applicant’s authorized representative.
OSEC staff also adds the official passport number and/or visa number to the form once they have
been issued. When official passports are issued by the State Department and visas from
embassies, the official passport number and/or visa information is then entered into PAVS.
OSEC staff may also update information in the system to correct errors when notified by an
applicant.

2.3 What are the legal authorities for this collection?

Sections 10 and 11 of the Federal Reserve Act (12 USC 244 and 248).

2 See, “Privacy Impact Assessment for Workday Government Cloud,” Privacy Impact Assessment of Workday
Government Cloud.
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3. Use of the information collected

What is the purpose(s) for this information collection?

OSEC uses PAVS to process and track Federal Reserve System employee official passports and
visa requests submitted to the State Department and embassies.

4. Data Minimization

How is the information collected and maintained relevant and necessary to accomplish the
specified purpose(s)?

The information collected and maintained in PAVS is limited to State Department and embassy
requirements to process official passports and visas, respectively.

5. Access to Information

Who has access to this information?

Access to information collected and maintained in PAVS is limited to authorized OSEC staff
with a need to access the information for official business purposes. An individual’s job
responsibilities determine the type of access they are granted. Periodic reviews are conducted to
determine whether an individual still requires access and has the appropriate role to access these
data.

Disclosures may also be made under the Freedom of Information Act (5 USC §552), and the
Privacy Actof 1974 (5 USC §552a) in accordance with the System of Records Notice, BGFRS-
11, “Official General Files.”

6. Information Sharing and Disclosures

Does the Board share this information with third parties? If so, identify the organization(s)
with whom the information is shared, the purpose for which it is shared, and how the
information is accessed and used.

The Board, on behalf of Federal Reserve System employees, shares information with the State
Department to process official passport applications, and with applicable embassies to process
visa applications.
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7. Individual Participation

7.1 Do individuals have an opportunity to decline to provide their information or
consent to the use of their information?

Individuals may elect not to submit the required information or to fill out the Board’s Official
Passport and Visa Request Form. However, doing so will result in their inability to obtain an
official passport and/or visa for travel on behalf of the Federal Reserve System.

7.2 Are individuals able to access their own information?

PAVS is limited to authorized OSEC staff. In accordance with the Board’s System of Records
Notice, BGFRS-11, “Official General Files,” individuals do not have access or amendment

rights.
8. Data Quality

What are the procedures for ensuring that the information maintained in the system is
accurate, complete, and up-to-date?

The State Department, for instance, may identify discrepancies on an application when compared
with a previously issued passport application. If a newly issued passport contains an error, OSEC
may update information within the system when they become aware of changes or errors in an
employee’s information. An embassy may also identify discrepancies on a visa application when
compared with a previously issued visa application. If the newly issued visa contains an error,
OSEC may update information within the system when it becomes aware of changes or errors in
an employee's information.

9. Data Retention

How long will the information be retained?

In accordance with the National Archives and Records Administration’s General Records
Schedule 2.2, “Employee Management Records,” Item 090, PAVS records are retained for three
(3) years, or upon employee separation or transfer, whichever is sooner; and may be retained
longer if necessary for administrative or reference purposes. See,
https://www.archives.gov/files/records-megmt/grs/grs02-2.pdf.
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10. Security of Data

What are the administrative and technological controls used to secure the information
against unauthorized access?

PAVS applies applicable privacy and security controls in National Institute of Standards and
Technology’s (NIST) Special Publication 800-53 (Rev. 5), “Security and Privacy Controls for
Information Systems and Organizations,” in accordance with the Federal Information Security
Modernization Act (FISMA).

11. Privacy Act of 1974

Is this a “system of records” (i.e., a group of any records under the control of any agency
from which information is retrieved by the name of the individual or by some identifying
number, symbol, or other identifying particular assigned to the individual) under the
Privacy Act of 1974 (5 U.S.C. § 552a(a)(5))?

PAVS is covered by the Board’s Privacy Act System of Records Notice entitled BGFRS-11,
“Official General Files.” See, https://www.federalreserve.gov/system-of-records-notices.htm.

Reviewed:

//Signed// 06/12/2026
Charles Young Date
Senior Agency Official for Privacy

//Signed// 06/12/2026
Jeff Riedel Date
Chief Information Officer
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