Privacy Impact Assessment of the
ServiceNow Human Resource Service Delivery System “ServiceNow HRSD”

This privacy impact assessment (PIA) updates and replaces the ServiceNow HRSD System PIA,
dated July 7, 2026.

For Questions or Comments, please email: privacy.comments@frb.gov

Description of the IT system:

The Board of Governors of the Federal Reserve System’s (Board) uses the ServiceNow Human
Resource Service Delivery (HRSD) System, a cloud-based customer relationship management
module within the ServiceNow platform. HRSD manages human resources (HR) services (e.g.,
academic assistance, benefits, health insurance inquiries, temporary telework requests) and
payroll inquiries from current and former Board employees. Online HR services are also
available for employee self-service, phone helpdesk support, case management!, service level
agreements management, notifications, reporting, and document management.

1. The information concerning individuals that is being collected and/or maintained:

HRSD information is collected from both current and former Board employees and contractors,
as well as members of the public (e.g., spouses, survivors, dependents, recruits,? applicants, new
hires, HR representatives from other government agencies, U.S. Office of Personnel
Management background investigators).

For current and former Board employees and contractors, HRSD collects the following
information from two employee profiles — “User Profile” and “HR Profile,” both of which
contain personally identifiable information (PII)3:

User Profile contains general information on individuals collected from Workday.# This profile
is required for any user to access the ServiceNow platform, which comprises the Board’s identity

" The term “case” is used to identify a ticket or workflow process in HRSD.

2 A “recruit” is an individual who has not applied for a position, but the Board is interested in their experience.
3 P11 is information that can be used to distinguish or traceanindividual’s identity, either alone or when combined
with otherinformationthatis linked orlinkable to a specific individual. The Office of Management and Budget
(OMB), OMB Circular A-130, “Managing Information as a Strategic Resource” (July 28,2016).

4 See, the Board’s “Workday Government Cloud” PIA,
https://www.federalreserve.gov/files/pia_workdaygovernmentcloud.pdf.
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and access system. Employees who left the Board before September 2020 only have a User
Profile.

User Profiles Contain:

e First and last name
Division
Work email address
Name of manager
Title

The HR Profile, as indicated below, contains more detailed information on individuals collected
from Workday. Employees who left the Board after September 2020 have both User and HR
Profiles in HRSD.

HR Profiles Contain:

Legal first name, middle name, and last name

Date of birth

Social security number

Employment information (employee number, start and end dates, and employment
type)

Home address

Leave status

Marital status

Personal contact information (personal email and mobile number)
Work contact information (work phone and mobile phone)
Active or inactive status

Gender

Salary

Officer flag (denotes the person is a Board officer)

Manager flag (denotes the person is a manager)

Salary grade

Race/ethnicity

HR Telephone Helpdesk Support

Current and former employees and their family members (spouses, survivors, dependents) may
contact the Board by phone. If a former employee is not found in HRSD, identity verification is
carried out by reviewing Workday or employee personnel folders for Board employees who left
before September 2020. In this instance, a case is opened that collects minimal PII to verify an
individual’s identity (typically spouses, survivors, dependents, recruits, new hires).



A third-party telephone service is used to properly transfer data collected from incoming calls
(employee ID, case ID, phone number, contact ID) to HRSD. The vendor’s routing application
logs the caller’s phone number and associated metadata (e.g., time, duration) and a unique caller
contact ID, which 1s shared with HRSD.

Callers may also speak directly with Board HR or with a third-party customer service
representative, which assists Board HR in creating an HRSD case. Board HR manually verifies
information collected through data stored in Workday.

Foreign Travel Reporting process

Foreign Travel Reporting (FTR) is an internally developed custom web application owned by the
Personnel Security Office (PSO) used for travel data collection as required by the Security
Executive Agent Directive (SEAD) 35. Board and Federal Reserve Bank employees and
contractors (FRS) with national security clearances are required to report on all business and
personal foreign travel to the Board’s PSO before traveling. This travel data is entered into FTR
by FRS travelers themselves, or by other employees designated by the traveler.

HRSD collects the following passport information from employees and contractors for purposes
of foreign travel reporting:

e Country of origin
e Expiration date
e Passport number

Applicants, Recruits, and New Hires

HRSD may collect some or all of the following information from applicants and new hires for
purposes of pre-employment vetting (travel or education verification):

e Name

e Date of birth

Social Security number

Hiring division

Education information (school, location, degree level, major, and degree year)
Job requisition number

Home address (street address, city, state/province, zip code, and country)
Phone number

Email address

Redress number (as needed)

Sex

Interview information (date and time)

>The Security Executive Agent Directive establishes reportingrequirements for all covered individuals who have
access to classified information or hold a sensitive position. See, Security Executive Agent Directive 3.
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e Booking information (travel details, including mode, airport/rail code, hotel,
departure and arrival cities, and purpose)

e Pre-employment actions (e.g., assisting an applicant with the applicant portal or
assisting a new-hire log into the pre-hire onboarding portal) for recruits, applicants and/or
hires may also be stored in HRSD

e Information about individuals other than an applicants, recruits, or new hires may
appear in open-text fields or in attached documents

2. Source(s) of each category of information listed in item 1:

HR Profile information for current and former employees is entered into Workday, which is then
used to populate the HR Profile in HRSD.

The User Profile information is populated by Workday for all employees, as of September 2020.
Employees who left the Board after September 2020 have information in both User and HR
Profiles in HRSD.

Employee relations (ER) information (e.g. performance issues, benefit disputes) may be provided
by current or former employees or may be requested during the course of an issue resolution.

Telephone routing system information is provided by callers, except for system-generated call
reference numbers.

Pre-employment information is provided by the recruits, applicants or new hires.

Passport information is provided manually by the employee/contractor when submitting a
Foreign Travel Report.

3. Purposes for which the information is being collected:

HR and User Profiles are used to verify that individuals calling the HR helpdesk are in fact
current or former Board employees, and enable the automatic completion of forms, send
notifications, and restrict access to certain services and knowledge base content.

ER information is used to ensure relevant information is available, so that involved parties,
allegations, issues, investigative notes, corrective actions, and resolutions are properly
documented.

Helpdesk information is used to describe requests and document the recommended resolution
provided to a current or former employee.

The telephone routing system collects information to direct callers to the appropriate resource,
and logs the caller’s phone number and associated metadata (e.g., time, duration), and creates a
unique caller contact ID.

Pre-employment information is used to facilitate travel arrangements for recruits or applicants
and to verify education credentials for new hires.

Passport information is collected in the FTR process to report FRS employee and contractor
foreign travel plans to the Board’s Personnel Security Unit, in advance of their travel, as required
by Security Executive Agent Directive (SEAD) 3.
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4. Who will have access to the information:

Access to HRSD is limited to authorized users who require access for official business purposes.
An individual’s job responsibilities determine the type of access granted. Periodic reviews are
conducted to determine whether an individual still requires access, has the appropriate role to
access these data, and whether there have been any unauthorized changes in any information
maintained in the system.

Disclosures may also be made under the Freedom of Information Act (5 USC §552), and the
Privacy Actof 1974 (5 USC §552a), in accordance with the applicable system of records notices
identified herein.

5. Whether the individuals to whom the information pertains have an opportunity to
decline to provide the information or to consent to particular uses of the information
(other than required or authorized uses):

Individuals may decline to provide information, but that may impact the Board’s ability to
process an employment application, or to obtain information regarding a pending case, inquiry,
or request. There is no opportunity to consent to the Board’s particular uses of their information.

6. Procedure(s) for ensuring that the information maintained is accurate, complete and
up-to-date:

An individual may request access changes in Workday if the information is out of date, incorrect,
or incomplete. The data captured in the administration of'a case is the responsibility of the Board
employee working on the case. If a discrepancy is discovered in the information collected,
corrective action will be taken to appropriately update the information.

Passport information, specifically, is under the employee’s/contractor’s control. Employees or
contractors input their passport information as a part of the Foreign Travel Reporting process.
Once the passport has expired the system automatically invalidates the record and an employee
will need to input new record. Employees have access to input new passport records at any time.

7. The length of time the data will be retained:

Help desk caller ID-related records are retained for one (1) year after case closure.

Recruiting, Placement and Onboarding Records: The Board is presently re-evaluating the
retention schedule for application records and until the existing retention period is confirmed as
appropriate or a new retention period is set, the Board will maintain the records. The Board will
maintain onboarding materials for prospective employees who do not enter on duty for one (1)
year, in accordance with the National Archives and Records Administration’s (NARA) General
Records Schedule (GRS) 2.1, item 142.6

¢ https://www.archives.gov/records-mgmt/grs.html.
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General Personnel Records: All records are retained for the appropriate period which ranges
from when superseded or obsolete to 129 years old. The retention for Official Personal Files for
employees separated prior to December 31, 1973, is currently under review. Until review is
completed these records will not be destroyed.

Disciplinary and Adverse Action Records: Records are maintained for seven (7) years after the
case is closed.

ER case information is retained for seven (7) years after closure or final settlement on appeal, as
appropriate.

Academic Assistance Program Files: The retention for these records is currently under review.
Until review is completed, these records will not be destroyed.

Passport Information: All case files are retained until the earlier of individual’s death or five (5)
years after the end of the employment or contract relationship and all investigative reports are
retained in accordance with the instructions of the investigative agency. Electronic records will
be stored online for at least six (6) months at the end of an investigation/case.

8. The administrative and technological procedures used to secure the information against
unauthorized access:

The Board applies applicable privacy and security controls in the National Institute of Standards
and Technology’s (NIST) Special Publication 800-53 (Rev. 5), “Security and Privacy Controls
for Information Systems and Organizations.”

9. Whether a new system of records under the Privacy Act will be created. (If the data are
retrieved by name, unique number or other identifier assigned to an individual, then a
Privacy Act system of records may be created):

The ServiceNow HRSD system is covered by the following five systems of records notices
(SORNs):

e BGFRS-1, “Recruiting, Placement and Onboarding Records.”
e BGFRS-2, “Personnel Security Systems.”

o BGFRS-4, “General Personnel Records.”

e BGFRS-6, “Disciplinary and Adverse Action Records.”

e BGFRS-26, “Employee Relations Records.”

e BGFRS-30, “Academic Assistance Program Files.”

See, the Board’s SORNs, https://www.federalreserve.gov/system-of-records-notices.htm.
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Reviewed:

//Signed//

Chip Young
Senior Agency Official for Privacy

//Signed//

10/05/2026

Jeff Riedel
Chief Information Officer

Date
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