Meeting Between Federal Reserve Staff
and Representatives of Bank of America
September 17, 2010

Participants: David Owen, Will Barr, Bob Shiflet, Donna Turner, Mark Nelson,
Stacie McGinn and Kevin MacMillan (Bank of America)

Louise Roseman, Stephanie Martin, Dena Milligan, Ky Tran-Trong,
David Mills, Jeftrey Yeganeh, Elizabeth Kiser, Chris Clubb, and Edith Collis
(Federal Reserve Board)

Summary:  Staff from the Federal Reserve Board met with representatives of Bank of
America to discuss the interchange fee provisions of the Dodd-Frank Wall Street Reform and
Consumer Protection Act. Using prepared materials, representatives from Bank of America
discussed the company’s relationship (as issuer) with payment card networks. In particular,
Bank of America’s representatives discussed the factors considered by the company when
deciding whether to join another payment card network. Representatives also discussed fraud
trends and fraud prevention standards for debit card transactions. A copy of the material
distributed at the meeting is attached.
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[There is an arrow pointing to the Debit Network Relationships category.]



Debit is a large and growing payment choice, providing important value for
consumers, merchants and banks

Debit Industry Overview: large and growing BAC Customers Prefer Debit

US PCE by Payment Method CY 2003 - 2008 ($B)

Debit share of U.S. Personal
Consumption Expenditure (PCE) is
large and growing.
2009 US issued debit
purchase volume2 = $1.5
Trillion
Debit grew 75% as &
percentage of PCE in 5 years

= Customers with <%$25K iin iincome wse debit for 58% of their pundhases
= Customers with >$100K iin imcome wse debit for 44% of their pundhases
« BAC customers tell us they use debit because iit iis:
2009 US isseefhdlshiling, fast, and easy to use
Saves time when compared to check writing
No need to carry cash or a checkbook or visit an ATM
Debit grew_78pp 4§1¢ accepted worldwide
Accepted places where checks are not
Eliminates need for foreign currency
— Safer than cash or dheck
2009 US issued oRegvents sharing sensitive information (addresses on checks)
No liability for fraud losses, customers will get their money
37 million d&@igkcards issued
— Helps control spending
Prevents them from spending money they don’t have
Avoids interest charges

BAC is the largest Debit issuer by $
purchase volume
2009 US issued debit
purchase volume = $226B
37 million debit cards issued
in the US

1) Source: Nilson Report 939 Notes: US Purchase Volumes. Bxcludes

Rent, Card Pay & prepaid card pay Source for
Nilson: US Dept of Commerce Bureau of Economiic Amalysis Calculated
Personal Consumption Expenditures

Debit Card Features Compare Favorably to Checks

Value Exchange (Customer and Merchant)

Merchant is guaranteed to receive funds once a transaction is approved at Yes No* < Uniique llevel of convenience, security ({personal
checkout, if customer has insufficient funds at settlement < Decision of "Where to due ' id (
g Shop” for goods or information) and purchase protection (zero
Each transaction receives real-time fraud detection by the bank issuer to protect Yes No* services liability) when using Debit vs. other payment forms
the customer, bank, and the merchant. Customer « Purchase |sititsiiion ~ﬁ:nk acts as advoca:]e ford(:usmmer iin the event of
. illing error or merchant dispute

Merchants can provide fast, efficient check-out process for customers and have Yes No *Choice of payment ~ Attty tow et thmowgh Home & irtemet &
less cash-on-hand, lowering their operating costs. type used at checkout after hours at merchants such as gas stations
Customer can use to make purchases over the internet, phone, or at self-service Yes Limited . . L .
kiosks, and can use to make reservations and after hour purchases. = Decision of Faymemt ~limmediate authorization and mrmtmse of

types & Networks guaranteed payment from Issuer in the event

. . . accepted at POS Customer has insufficient funds by settlement

Customer can make purchase or get cash without revealing private contact Yes No . . .
) X ~fFees paid to Acquirer « Efficient payment at check-out for austtormers,
information to the merchant. Merchant R ) ) .

for services provided which allows for lower check processing and cash-
Gives customer access to DDA account 24 /7 / 365 Yes Limited - Goodis/services tm handling costs

Customer, exchange « Ailiity to ssalll goodis i & “Sedffsermioee
Payment from person to person No Yes environment”

for payment



Issuers are accountable to consumers, regulators and shareholders for their
network choices

Debheédsuesniestatdisth badtess s $he toasomariassetsaeta@enb throtigto agted d etstwety @nkg aachsuoameusners
look to their debit issuer to control the access to, and the safety of, their money on deposit.

The Theney aeyl aladadateleadad gedbeh dié bé It afsumsusrsdebit étzib seasizacsi omssirhs phecessest sadebafely,
rapidly, and accurately every time. This is essemtial for consumers to have faith that debit cards are reliable.

For Auad'bah seecttansid tohsomarmesty miytoaitiesuesbank &o kasesrsdraeactd dixdtfixeyareliasdlef svobwhaymay
have caused the problem. Bank issuers must rely on the specific network which carried the transaction
initially to research and fix errors later.

Eackacthwertveskabdistidishies tmiqueique aisrgtargl dechieichhicalastirastnetto e xoleeharipmactians@ms and
handle billing errors and adjustments among their participants. Issuers must establish distinct operations and
technical processes for each debit network they use, to ensure they can exchange transactions and mesearch
problems for consumers reliably.



Debit cards should be enabled with two unaffiliated networks

Network Choices
Merchants have choices today: . Merchants have choices
— If they will accept debit cards, Debit Program Types
— Which debit networks they acce_pt, and Consumer Debit Cards
— Whether to enable PIN and/or signature as Ene leabdednonl tiplétipewatworks
authentication forms Affilisttliaded ardoafiiiaféitiated
networks
Issuers must continue to decide which debit networks to ATM-only cards ISsuers must continue to d
enable on their cards. Customeosersferetarsadsycholy for
. h, enabled by PIN onl
— Merchants will be able to choose how to route cash, enabled by I only
— Networks will be umaffiliated Pre-Paid Cards
PayrBHyrattsards
. . Welfdreltaeadfinetdsdsards
Today, debit cards generally allow customers to authenticate Gift Giftisards 10day, debit cards genera
through the use of a Signature or PIN Travéraxglengeecaedsards
Health Care Pre-Paid Cards
Tomorrow, innovation and change will bring addttional Ree Wegrao irstnciathaazaitretioand change

to only approved categories of

authentication types medical-related purchases.

Issuers must retain the flexibility to accommodate this Issuers must retain the fle;
change



Issuers choose networks that best meet customer needs and protect their banks
Decision Criteria

Deliver safe, reliable and secure transaction processing for

Customer ExPerlence customers with authentication choice

Broad global acceptance across merchant types and sales

Merchant Acceptance channels

Innovation Provide innovative products for customers and support
specific program types
Deliver shareholder returns and operational and business

Cost / Financial Terms efficioncies

EﬁE :F%E H‘Eg, § BII‘%%HE{ Ability of network to meet specific product / technical

Regtirements reiements

gﬁ\gsg%‘gi‘p:‘:;%?sg Favorable or neutral previous experience with metwork
| Non-financial Tef@pe/ationsand HekibNioy) téiramion, Tetemity, audit rights, insurance,
| Opefatihg Rules dispute resolution, etc.

N@twefk / §HBB||§F Overall level of company risk and service delivery /

BHS B“‘ggnee execution risk / fraud risk

ES@ ,Sg((llf 8F EIH%B‘%%SH{ ,-Appropriate operating'rules, balancing requirements and

an aintenance investments of all parties

an alntenance

Before the first transaction is processed, an issuer must make a significant investment of time, money and
resources to ensure the network is properly integrated and to protect the customer experience.



Changing networks can be complex and time-consuming

Network Requirements Due Diligence Execution

Membership — Merdhemise®sAgguiveEnschants &Cperratwriting S réefevact writing & reviewSysterfyddsigndesipmnecbtine cietieonketwork to
Bank data centers to ensure processing

Geographic Covereggeographic Coverage Bank & industry security Btamdardslustry secapagityandards
— Encryption, key management,
Financial Soundnesginancial Soundness application access Informiafiommeetconi securityryphionyptegn, key
exchange.
Technical Platform Stabilitgl@latform Stabilityr&ud Management Fraud Management
Performance Order Gridenbetecayuipraqnipenendirmudtircuits.
Infrastructure anck dpflacsdticrtare and applications
Operating Rules —titnefratimg tebesintime fram pépfdemance ObtainCiotitin aveftoatm po suhmnietheorietwork
compliance, audit jprocess interface. Review technical specifications
Platform stability-8Ptesitiencytability & resilimdymodify to meet bank business and
Standard technicat §tenidamatitac)nical specifications, operating rules.
supported by payment software vendors Technical and bustnésshreimayenydpbarssness recovery plans

Install Isoftéacs ivwiestierneoanverdnment.
Daily Settlement < funds Padyeéimehtment - Conductesdensive testing. Testing needs to
reporting, insurance include system , transactional, operations
level scripts and verification.
Chargeback rules <tichefrgehaskandetodimeframes, and tools

Ongoing Support

Business and technical change process.
Frequency of updates to functionality,
technical updates.

Client Management — process for getting
help with day-to-day issues (customer
problems, operational issues).

-- customer experience and associate ReviewR avid\approeqiprbal todredbttiosadtimms from

training and readiness customer view (statement, online Ibanking)
and from customer-servicing view.

Change process —pla@imanhangrocess -planned and

unplanned Develdpear b dandrintuaiiesyeathtogreahtional
supporting processes -ssdttkxmemt, fraud,

Incident managemaentigledt management andlaims. Validate with test data.

communication

ReviewR eviciingaletalats atrase stetahdreudea rules.

Complete forms to set up routing and
transaction processing (including stand-in
processing)



Debit Fraud Prevention

Introductions
Review of objectives

Debit Network Relationships
—BAC portfolio and network summary
ik, customer and operations
considerations

Debit Fraud Prevention
-fmaud standards and ballance
-Hnawd trends and potential solutions

[there is an arrow pointing to the Debit Fraud Prevention section.]



Gross fraud risks and costs are increasing, generally due to factors outside of
issuer control

T B E R R

Fraud Losses Continue to Grow

The growth of fraud losses associated with
the use of debit cards has risen at 11% CAGR
over the last 4 years.

Current industry estimates have that growth
rate doubling over the next few years.

Compromiised Data is Key Risk

Losses associated with compromised data

have grown to over $4 out of every $5 lost
with this payment form, with 1/3" of these
losses taken by the merchant.

= Data security across the end-to-end network is the root cause behind imcreasing fraud losses & expenses

= Additional standards applied only to issuers will not address this riisl.
{ftnenchees SDQWHAD ADLUAREHAHOEN GIEVHIG FOIESwRRE, WiNh @PRs 1 36514HFgr, which goes to acquiring processor,



Bank issuers are subject to robust fraud prevention control standards today

Suffigidfit featdraadtrohétahdeadd applypp b dokbisskiessitedaypdmnd badksaanes exraneiverd ifeatcmpti arpleawith whsehstendarddards.
Exisfinig Stan dtmdd ancs canasistens twith ipileVendativtationtcohstah demddd rebslTechftatiidd ad B h krank.

Current Regulatory Standards

Regulatijon E:

Establishes the rights, liabilities, and responsibilities of¢he participants
in electronic fund transfer systems (includes debit card transactions,
point-of-sale tiransactions).

Limits consumer liability from lost or stolen cards and resolution
procedure for errors

FACT Act:

Established requirements of an identity theft program saddressing “red
flags” of ID Theft

Includes prevention, detection, mitigation and requires verification of
address changes

GLBA:

Governs obligation to protect security and confidentiality of customers'
nonpublic personal iimformation.

Protects against unauthorized access to or use of such4nformation that
could result in harm or inconvenience to customers

Ensures the proper disposal of confidential information.

AML:

Requires financial institutions to create adequate procedures for the
prevention and reporting of money laundering activities.

Network Standards

PCI DSS:
Entities véistatlitstee ptbeesghts djabilitiassraitccaedbohdibilitiea ofuste participants
implement strong controls to protect that data
Provides a set of comprehensive requirements for enhancing payment
account data securitiynits consumer liability from lost or stolen cards and resolution
Multifaceted security standard that includes requirements for secwrity
management, policies, procedures, network architecture, software
design and other critical protective imeasures

Network Operating Requirements:
Operatidishbligseahbrpgdatants arfeadheidigntitytthastignodrafraadeisksing "red
of payment transactions to that party within the network with the
greatest ability tolmianage contiols detection, mitigation and requires verification of
Different for each debit network .

Card Security Features:
Physical securiBpfeatsreblayatohesitm pdotie ¢iresemtitoandecbeitidentiality of customers’
inappropriate use of the card by a party other than the cardholder
— HollogranmBrotects against unauthorized access to or use of such information that
— Signature pamels
— Magnetic Simgperes the proper disposal of confidential information.
— Chip
— Physical card security imdiicatiors

Online Verification Services:
AVS — AddresRarrifesafinan®ealicstitutions to create adequate precedures for the
Verified by Visa / SecureCode — brand online security services
CVV2 / CVC2 — brand card verification online security tokens .



Account Risks

Standards

Fraud
Liability

Fraud
Controls

Primary
Fraud
Expense
Driver

Fraud prevention is most effective when requirements & obligations are balanced
across all participants
{Ht8n s SN ADTFIENAGECAN GIIERWNNE FIeiEsad, \Whih @RS t@ agsluFgr, which goes to acquiring processor,

Customer

(A)

~ Decline/ nefienral
~ Billling Emor
* Fnaawd

Zero

~Zero Liethility
* Network Rulles

* Autthentication
= Servicing, |ssue
Resolution

Merchant Data In Transit

(B) ©

* Data Breach

« Employee firawd
*Merchant tmand
risk

* Daita Breach

* PCI DSS

> Nestwork
Operating Rules

* FACT Act

40%

~ PCl adiherence

» Card verifliczttion

© Ndtomiitoriing

*Respond to |ssuer
Referrals

* PN

* | hffmmmetiion
data-security

~ Finewall
protection

~ Data Security and
Fraud Controls

~ Fimes

~ Fansomnel

~ Datta Secuirity

Acquirer &
Processor

(D)

~ Data Breach
«~Merchant /
Processor Fraud

~ PCI DSS

* Network
Operating Rules

« FACT Act

< 5%

~ PCI adifverence

s Acquirer diue
diligence,
monitoring

* Fraud amallytics

~ Datta Security and
Fraud Controls

Processing Network

&

* Daita Breach
* Network Brand nitsk

~ PCI DSS

«Standards, nulles

* PCI adiheremoe

* |mformation, distta
security

* Firewall pnaiection

~ Data Secuirity
~ Security Phagnams

Issuing
Processor

(F
« Data Breach

*Cl
adherence
« Chip (EWMV)
or dynamic

account

* Datta Secuirity

Issuer

(6)

» Data Breach

s Authorization and Detection
False-positives

* Fraud or ID Theft dkims
«[ssuer, card tbrand nisk

* Regulation E

~ [Fact Act

~GLBA

* AML

~ Network Operating Rulles

55%

~ Customer Auitthemnticatiomn

« Chip (EMV) or dynamic acooumt

« Fraud scores, tools

« Fraud detection / tiramsaction
verification

~ Niomiitorimg

« fFraud Control (fPreventtion,
Detection, & Recovery)

~ Data Security

*Servicing / Issue FResollution



Network fraud standards and considerations

Considerations when evaluating fraud prevention standards for issuers:

Does this standard cause the issuer to take actions that would increase fraud losses? -

Does this standard address all fraud loss types, or has it simply moved fraud risks from ene category to others?
Does this standard motivate an issuer to reduce their investment in fraud prevention and detection?

Does this standard motivate an issuer to decline more transactions, since that is the least-cost manner to

control risks?

Does this in turn encourage consumers to use other payment forms (checks, cash) for the more risky

transactions?

Does this standard reasonably apply liability and/or obligations to the party who can aetually control the risk?

A clear view of the balance is important to avoid unintended consequences:

Category
Fraud Risks

Standards

Liability

Controls

Cost of Fraud

Definition
The direct loss driver or indirect effect of a lapse in controls
Fraud Transactions .
Data Breach .
Customer Attrition .

The required activity to reduce fraud risks
Regulatory (Regulation E, Fact Act, GLBA, AML) -

Network (PCl, Authentication, Verification) .

The financial & non financial impact of a lapse in controls
Losses * Losses
Fines e Fines
Reputational & Litigation Risk .

The means by which fraud is prevented & detected
Detection Systems .

Data Security .
Personnel = Personnel

The cost of controls plus the fraud losses

Losses, e Losses,
Operational & Servicing Expenses .
Data Security .

Behavior
Invest in controls to reduce fraud risks
Fraud Transactions
Data Breach
Customer Attrition

Apply to ensure the control point is executed; can be used to fill in gaps
whitrgut heveyi{ Remisatignnieat afAibidityp & contridls)
Network (PCI, Authentication, Verification)

Business model driven

Reputational & Litigation Risk

Proportional to the risk — Ensure compliance with standards
Detection Systems
Data Security

Bottom line impact to business model

Operational & Servicing Expenses
Data Security



Debit fraud is increasing, with PIN-skimming a growing problem

RN G nasER Al P Mirative Debit card fraud continues to grow:

The primary driver of these losses is comprdh@sgdroary dateer of these losse
(Card #, CVV, PIN)

We receive over 2,000 alerts annually of confiermeckive over 2,000 alerts an
compromised card data, averaging 9.8MM cardholders per

year iimpacted.

Skimming puts PINs at additional risk:
Large scale introduction ef an additional atg¢iscdéaietendention of an additic
will increase the threat level.
Compromised card data is Gatghednidtld R diataghk seadiehed with PIN thrc
engineering to produce greater fraud risks.

iRl siFinasbrid D PalRsrative

[eaphidl histiaBEE g o Fovs Idtritive purposes only:]

Counterfeit cards gain momentum:
Counterfeit losses are classifiedrdesiech Mybses are classified as such when
unauthorized transactions take place at face to face
merchants, but the legitimate card is still in the
cardholder’s possession.
Eliminating static card data \Eiiheliatingtettie darebtafa will eliminate the threat of
counterfeit cards.

il hestiatiB &henier & Fovs IRdtrstive purposes only:
Card-Not-Present losses do matter: Laseh PUIP v

This trend reflects greater merchant optioitiotosad reflects greater merchant options to use
available tools to prevent fraud and limit their liability for

fraud llosses.

Merchant security and businessviaoadhalris theufiist End bfisiness model is the first line of
defense in this space.



Common misperceptions in fraud prevention

Perception
Merchants bear the majority of the costs for fraud

Data seaurity shoulldn’t be a fraud management cost
Issuers do nothing to prevent Card Not Presemt fraud

Chiip & PIN is an available holistic solution

Chip & PIN deployment in the UK
UK Considerations

Fraud growth rate (FTF) in the UK

Telephony gaps that precluded R/T decisions at POS

Reality
Issuers take 2/3rds of the net losses experienced in the use of a debit card

The card information is the heart of the payment tool, and its security is paramount in
successiul fraud prevention.

Issuers are 7X more likely to lose a customer who experiences fraud, regardless of
where the transaction takes place — all fraud matters.

Simply replaces one static data elememt with another and does not add secuwriity to all
transaction types (Face to face and card not present)

US Differences

High growth fraud is not in FTF transactions

Long established R/T decisions — no lift potential

A common body to mediate and drive diverse interests to a single solution No single entity to drive holistic solution

Improved speed at POS for UK FTF merchants

Contactless is advancing based on merchant & consumer demand
naturally

Fraud did not reduce - it moved to a point of greater weakmess.

fasapiaphustrstnaser dod N PAIErative purposes only:]

In the UK, where controls were modified
only in the ‘face to face’ card payments,
the attack simply shifted to the point of
weakness (card not present).

So while balance of risk, standards,
controls and expense remained balanced
in one channel, the control gap was
exploited more aggressively.



Summary

Debit is the fastest-growing way for ddetsit nisettsct fapbas tagtbwihG hralji bor inomsoch ases@mayallyt D8 bis Hadlbmoad purchases ann
appeal across all segments of consumers, but lower income consumers use debit for their payments at twice the

level of much higher income consumers. Debit has a unique value proposition relative to check and carries a

different set of costs.

Debit card issuers are aecountable toluisir carst dsoeass rEgudatonsnanbl s har ¢heiid eus tinesrsune ghittthe hugeahareholders to ens
volumes of debit transactions initiated each day work flawlessly. Consumers expect each transaction to work

safely, fast and accuratelly, and depend on their issuing bank to research and fix any billing error problems. lissuers

must choose the networks that make all of this happen precisely.

In a post Durbin environsment we would expdantassosrOtolhia eaouiioednene nable dwld wnpiliatedenetwdrks equihedrto enable tv
debit cards. This creates competition, provides choice for the merchant community and has the flexibility to
accommodate evolving payment types (e.g. contactless, mobile) .

Debit network changes are complex, dabibwad tre dightheomyet read @o mple r g aathnigslier gl itonedimation datang each issuer al
processors and software vendors to deliver the technical and operating requirements, within the timeframes
needed.

Bank issuers are alreadyssubject to ext@asikavaeid prevaintdy stabjgatds(exte RAUE ActuahdrRegntadionthdaads (e.g. FACT Act
debit network also establishes fraud prevention standards and liability for transactions on its network that apply

to issuers and other parties in unison. By meeting these existing regulations and network standards, issuers

should recover, through interchange, the issuer’s full fraud prevention costs and losses.

Recovery of full fraud costs an&dosses thobiughf mater dusteg e reh ddidessi shue ogyhoia pgaighidng e poraipes tiesc@ns radsamply the appropr
combat fraud risks. Additional issuer incentives may be appropriate to encourage continued innovation in fraud
prevention.

BAC can provide information on any addBithahhopios;jae foftheatietaibnthay thedBoand| reapiestar further detail, that the Board



