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EXECUTIVE SUMMARY

Since the Internet became a commonly used medium for commerce in the
1990s, the payment industry has required Internet merchants to pay
discriminatory interchange rates much higher than rates paid by their traditional,
brick-and-mortar competitors. At the time, the justification offered was the
supposedly higher fraud risks Internet merchants introduced to the system because
the payment card was not physically presented for inspection in an Internet
transaction. These interchange rates — known as “card not present” or “CNP”
rates — are sometimes more than double the rate for “card present” retail
transactions, costing Internet merchants millions in additional fees each year.

The inequities inherent in this system have been compounded by the fact
that, in addition to paying excessive and discriminatory interchange, Internet
merchants have absorbed the costs of the vast majority of the fraud associated
with payment card transactions. Internet merchants, in effect, pay twice. And to
make matters worse, the exorbitant interchange fees paid by CNP merchants have
dissuaded networks and banks from supporting alternative technologies that could
have reduced fraud and chargeback risks. This discriminatory structure has
remained intact well over a decade after Internet commerce began to flourish,
even though numerous sophisticated Internet merchants have managed to

drastically reduce fraud through smart investments in fraud detection systems.
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Against this backdrop, this White Paper advances the following broad
conclusions:

e All merchants must be treated the same for ACS costs. The standards for
debit interchange should eliminate the discriminatory distinction between
card present and CNP merchants. Whether the standards mandate that
debit transactions be interchanged at par, which we consider to be the
correct result, or that interchange be limited to the true (and very low)
incremental costs of authorization, clearance, and settlement (“ACS”), the
result should apply equally to card present and card-not-present
merchants.

e Any fraud adjustment must fully account for merchant costs. The Board
should set technology-neutral standards that allow an adjustment for fraud
prevention as “reasonably necessary” only when the issuer has taken
“effective steps” to reduce fraud such that the issuer would be prepared to
absorb all or virtually all chargeback risks after these “effective steps”
have been implemented. And, consistent with the statute, no positive
interchange should be allowed as a fraud adjustment unless the extensive
fraud prevention, PCI, and chargeback costs of Dell and other CNP
merchants have been deducted from any interchange issuers seek under
this rulemaking. This calculation should also reflect the fraud that
merchants eliminate from the system each year through fraud prevention
efforts.

BACKGROUND
I Dell Pioneered E-Commerce Beginning in the 1990s

Founded in 1984, Dell is now one of the largest technology companies in
the world. Dell offers a range of products and services, including desktop
personal computers (PCs), laptops, mobility products, software and peripherals,
servers and networking, and storage, as well as IT and business related services,
including infrastructure technology, consulting and applications, and business
process services. For the fiscal year ending January 29, 2010, Dell generated

$52.9 billion in revenue and $1.4 billion in net income. The company employs
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some 37,000 people in the U.S. and 96,000 worldwide. It is the 38th largest
company in the U.S.!

Dell launched Dell.com as a static webpage in 1994 and started selling
computers on the Internet in 1996. By 1997, Dell became the first company to
record $1 million in online sales.” Today, Dell.com reaches customers in 166
countries and 34 languages around the world. The site receives more than four
million visits every day, and an online order is placed every two seconds.

Dell's PC Internet sales model was groundbreaking, as Dell was one of the
first high-ticket, high-volume, hard-goods companies to conform its business
model completely to the Internet. Indeed, Dell is responsible for much ofithe
change in the way consumers perceive buying goods over the Internet. An e-
commerce pioneer, the company and its business model is widely studied.®

Dell has_paid millions in excessive interchange fees. In 2009, U.S
customers placed 12 million credit and debit card orders at Dell for $5.5 billion in
sales. [DELL CONFIDENTIAL & PROPRIETARY INFORMATION].* In

2009 alone, Dell paid [DELL CONFIDENTIAL & PROPRIETARY

! FortiiEsbpaitime S020(Mpya8ai2@bly) aavailable at
http://money.cnn.com/magazines/fortumne/fortume300)/ 201 0/sttes/TX itmil[endofnote.]

* JTamd¥ KA gaines Chaguited'Cabe Btudy, Besheorercesguidecosng(Niercdn2 (Vear. 3, 2003),
http://www.ecommerce-guiide. com/enst ety aticdke php/Ios177  2013731.[endofnote.]

’ An ftitetiersedntbrfet Braich fonbDeltce-commenody gasesitey lyandradssolfiithdrednd$ dfaesaltds of results.
See, e.g., Maguire, Case Study: Dell.cam (quoting Forrester analyst discussing the “second wave”

of Internet commerce, where consumers “start with low-ticket, low-risk goods like books, and

they eventually begin to trust the Internet more and graduate to higher end products like PCs and
travel™).[endofnote.]

* This ¥¥dihlkis exgrpie Dothisaaetubleitie mdtanp énpaidhmogd idlingtaoghicinfeesinir208es, in 2009,
using the same the transaction data with interchange at Visa's CPS Retail Threshold 1 rate, or

0.62% and $.13 per transaction. See Appendix 1; Visa U.S.A. Intevetfangee Reimidunsermest! Fees at

2, http://usa.visa.com/dowmnload/mencthentts/foctiohe- 2000w ssanite otizangee reate ssieet tpoidfiendofnote.]



INFORMATION] more in interchange fees than a comparable brick-and-mortar

merchant would have paid over the same period.

1L The Current System Discriminates Against Internet Mienathenits

The current payment system discriminates against Internet and other so-
called CNP merchants in several important ways. First and foremost, Internet
merchants pay substantially higher interchange rates for all transactions (debit or
credit) than their competitors in traditional brick-and-mortar categories.

Second, Internet merchants receive virtually no protection against
chargebacks.’ Instead, Internet merchants bear the vast majority of the fraud risk
on transactions made on their sites. This risk is compounded by network zero
liability policies and chargeback thresholds.

On top of all this are chargeback thresholds which require merchants to
keep chargeback ratios below 1% of their total Visa and MasterCard volumes.®
As a result, to avoid exceeding the thresholds, Internet merchants adopt screening
procedures which have the inevitable effect of turning away legitimate
transactions.’

The Act dictates that the Board broadly consider “the nature, type, and

occurrence of fraud™ in debit transactions, EFTA § 920(a)(5)(B)i)(I), and

ehargttagkbackaltesik mdestomustsnskst hskr thaikhanic toorerrvha gh frgmftioeir thaympaytneand card
account. This may occur when customers state they did not receive an item or there was a

problem with the item they received. Chargebacks also occur when a customer claims their card —
or account information — was stolen and used by a thief to make a purchase. With each

chargeback, the issuer submits a numeric “reason code."[endofnote.]

note16. A d4idititiahedpenong npdaddastestach sd-hatyatyatdachonitoiiog pyqgrgnain tis gpoget &y lay a
chargeback ratio above 0.5%. See MasterCard Rule 8.6.1, Excessive Chargeback Program,
http://www.mastercard.comv/ca/woe/PD Bwessinee Chargeback Guide 2009.pdf.[endofnote.]

it hotennetchrenthacjtsct g etY@of Brdésrd€rsbetSierSo Modirifime ¢ RopdRepo 10241051 A.5-¥6sa Visa
acquired CyberSource earlier this year.[endofnote.]



account for the liability ofiall parties for fraud loss and fraud prevention costs,
EFTA § 920(a)(5)(B)(ii)(IV &V). As dictated by the Act, a complete account of:
the fraud costs borne by Internet merchants must take all of these costs into
account, as well as the extensive customer service investments sophisticated
Internet merchants make to avoid chargebacks in the first place.

A. Internet Merchants Pay Substantially Higher
Interchange Rates

Interchange fees are significantly higher for CNP transactions than for
transactions in other merchant categories where the card and the merchant are
physically present. Higher interchange rates apply even for multi-channel
merchants selling the same goods with the same risk management system.
Overall, for signature (non-PIN) debit card transactions, current Visa and
MasterCard interchange rates are roughly 65 basis points higher for Internet
merchants.® This means that over the last year, based on a conservative estimate
of the overall e-commerce market, Internet merchants paid a debit interchange
penalty of some $530.4 million over what they would have paid as brick-and-

mortar retailers.’

¥ A tabReST Actabt lintefrdbbitgin ratch finge r2665]1 £ (R 30dHA0 hedin s tiapperdis Appendix1.[endofnote.]

? This'¥timathiss dsiedepisibasethtgrohaagénpeechangeof e ibpsapplésb s appHtiéth tefoes dabieflect debit
card usage) of (a) the non-travel online market, calculated by the Census Department to be
approximately $160 billion, see U.S. Census Dep‘t, Quarterly Retail E-Commerce Sales, (Aug. 17,
2010) (prior four quarters), http://www.census.gov/retail/mets/www/data/pdf/10g2.pdf: and (b) the
online travel market, at $112 billion, see PhoCus\Nright's’'s U.S. Online Travel Overview Eighth
Editioni, see also comScore Press Release, comSeene Repenitss Q2 2010 U.S. Retwil! IEComineree
Spending: Up 9 Pereants vs. Year Ago (Aug. 10, 2010),

http://comscore.com/Press Events/Press Releases/2010/8/comScore Reports Q2 2010 U.S. Ret
ail E-Commerce Spending Up_9 Percent vs. Year Ago (reporting $135.5 billion non-travel
retail over the prior four quarters). This number is conservative in that it does not include two
vety substantial Internet markets: digital downloads and small business purchases. Although
debit cards account for 65% of all sales in the first half of 2010, see Alexis Leondis, (Gatdholders
Prefey- Debitr as Credit-Canel/ Use Falls: (Sept. 8, 2010) (citing the Nilson Report),
hip:/Mowni: B dobBEGe. com M/ RNENS 2000-08-08/chirohiddersr-preferidiniit-asceaiiticeattimse-falls-



The increased rate for CNP transactions was originally justified because of
higher operational costs associated with handling customer disputes on potentially
fraudulent CNP transactions. These rates were established in the late 1990s, when
the Internet was in its infancy and much of the fraud prevention techniques used
by Dell and others had yet to be tested or deployed. Since that time, sophisticated
Internet merchants developed the business of e-commerce and designed highly
effective fraud prevention and risk management systems. By late 2003, it was
already obvious that the higher rates, coupled with the shift of fraud liability and
risk management responsibilities to Internet merchants, had created indefensible
inequities in the system.'® Yet, since then the system has become more
discriminatory for these merchants.!

B. Internet Merchants Absorb the Vast Majority of Chargebacks

In addition to paying higher interchange rates, Internet merchants absorb a

disproportionate share of all payment card fraud losses, including direct fraud,

javelin-saysshitmt/. on the Internet debit accounts for 30% of payments. See emarketer.com, US
Online Reseavcth Payment! ¥olume Share, by Paymentt Mettted], 2007-2003 (% of total).[endofnote.]

19 Mafle'Blel” Marks/Bebr;cChargpiaoks: and Gehswinet Befmsdiotiol Msddt@c\Va00B {Oct. 2003),
http://www _transactiomvorld met/anticles/200% attatber/ oser st asgp. It is worth noting the
common perception in the industry in the late 1990s that, because of the security limitations of
magnetic stripe payment cards, many consumers were unwilling to use their cards over the
Internet to make purchases. See, e.g., Helen K. Simon, The E-tailey'ss Dileramas, Vol. 8, Issue 2, J.
Applied Mgmt. & Entrepreneurship 75, 2003 WLNR 17717033 (Apr. 1, 2003) (discussing
research into consumer fears of Internet commerce in the late 1990s). That has changed
dramatically over the years. “Today, 63% of consumers indicate that they are comfortable or very
comfortable with shopping online . . . ." Jack Loechner, Consumers Comfortalblee Shopping Online
with Credit Cards (Mar. 10, 2010) (citing Javelin Strategy and Research),
http://www.mediapost.comvpublications/?fa=Anticlles. showArtick&antt aid=123814. This
increased confidence should be attributed, in part, to the success of merchants such as Dell in
policing fraud.[endofnote.]

! See ipéhdie 1A(shendine 1iiahobi diffhatitialditfeveati ahid tywese rtaadcbcasdrhakpreachinatiqresent rates
has increased over time such that current rates are more than double those available to high-

volume brick-and-mortar merchants); Visa U.S.A. Interctiangee Reimibunsemernntt Fees at 2,
http://usa.visa.com/download/menciants octeibers-20110 4w isa v ssaties ctlxngee Faieeskied (opd £

(compare CPS Retail - Threshold 1, at CPS/Retail Debit—Performance Thresholdl 1, at 0.62% +

$0.13 per transaction, with CNP 1.60% + $0,15 per transaction).[endofnote.]



escalating fraud management costs, and lost sales turned away to avoid
chargeback thresholds. Under the current system, Internet merchants absorb the
bulk of the cost of fraud through chargeback rules and policies imposed by the
payment card brands. Because of these network rules, Richard Sullivan, a Senior
Economist at the Federal Reserve Bank of Kansas City, concluded that “relative
to their sales, card payment fraud losses fall most heavily on Internet, mail order,
and telephone merchants because nearly all their payments are CNP
transactions.”1?

Chargeback rules allow merchants to re-present a chargeback if they can
produce a signature and verify that they complied with the rules at the point-of-
sale. The rules were not designed to accommodate the different indicia that
Internet merchants collect to authenticate a cardholder. As a result, in practice
Internet merchants have limited ability to contest chargebacks, in contrast to
brick-and-mortar merchants.® Industry-wide, Internet merchants pay for 80% of
all chargebacks. On top of this, they absorb the costs of the goods, shipping, and
charge-back research and re-presentment fees.!* [DELL CONFIDENTIAL &
PROPRIETARY INFORMATION]

Merchants are also charged fees for every chargeback they re-present, and

may pay additional fees if the chargeback is not reversed upon re-presentment.

12 Riclifd ¥ Ridhiarh,) 7 8ulliramgTine Changing Natufdand PuSneandPayrent: #rst: adnbiBstbyicand Public
Policy Options, Federal Reserve Bank of Kansas City, Economic Review 111 (2d Qtr. 2010),
http://www .kansascityfed.org/Publicat/Econrev/pdf/10g2Sullivam.pdf.[endofnote.]

13 Depéifdittemapting mig-omstencirc imstact endrithamds meancanteedain seepeestiti ne clesegdbaglshargebacks.
For example, if a merchant has a signed delivery receipt, or has accumulated evidence such as

address verification (AVS) and card verification number (CVN), it may successfully re-present the

charge. The merchant pays for this right of presentment in related fees.[endofnote.]

14 See U3tié 'Agber,)6Hie ddkar H/zhetkimg etheck SargshackDsgitat ErabigitadikranSac (cheardt 38 (Ehact), 38 (June
2010), http://www.digitaltransactions.net/files/Digital TransactiomsJume2000 ikt [endofnote. ]



Chargeback fees have been increasing and in some cases (e.g., for small Internet
merchants) fees may exceed the value of the transaction.’® The inequities of the
system are compounded by the chargeback threshold of 1% of total volume that
Visa and MasterCard require Internet merchants meet.'® Exceeding this threshold
triggers onerous fees and fines.!” While Dell’s chargeback ratio is well below the
threshold, many Internet merchants must turn away substantial numbers of
legitimate transactions with overly tight constraints on suspect orders. In
addition, merchants typically offer credits to customers who complain of fraud to
avoid chargebacks. As a result, chargebacks alone understate losses due to fraud-
related issues by as much as 50%.'®

[DELL CONFIDENTIAL & PROPRIETARY INFORMATION]*®

> A FiIRt/Ahrapolis Acpapetisuacqyifeundrilest fthantd tbanthgepef aeopaiyersfthatuhersctcitacpebgelchargeback
fees in excess of $20 tripled between 2001 and 2007. Charles Marc Abbey, The Threat to Price

Stability in the Smalll Mevettantr Maviets, Digital Transactions at 16 (June 2008),
http://www.digitaltransactions. net/files/0608acy.doc[endofnote.]

16 See Wish Frieenvtismii Oxpetioing) RgsubitionRagdliions at 703,
http://usa.visa.com/dowmnload/mencientis/ visa-imtemetiame Layseetinyereol kicossmaimpoldf
MasterCard Rule 8.6.1, Excessive Chargeback Program,
http://www.mastercard.com/ca/woe/PDF/Excessive Chiengatbrdk Ghitke 200®patiffendofnote. ]

' For &&mp o nendemMeaster@andiastes G meleshaifiberesedanhed Cetatbholdfthreshold for two
consecutive months, the merchant must pay an “issuer reimbursement fee™ of $25 for each
chargeback over the threshold, which amount is then multiplied by the chargeback rate for a
“violation assessment.” MasterCard Excessive Chargeback Program, Rule 8.6.3,

http://www . mastercard. com/ca/woe/PDIF/Excessive, Cengeitachk Ghittke 2008gstff. The following
example is provided in the MasteiCaid rules: For a qualifying month in which a metchant had a
1301 ehargebacks and a chargeback rate of 1.36%, the merchant would owe $8,650 for issuer
reimbursement and $11,764 as an assessment, of $20,414 total. Jd. at 5.[endofnote.]

18 See %8 i SkperyBarisoe Fom@hRepdital @] Repdrt PO {0RtvEni@ (dRe veram: fonsemieasciedesnioincludes not
only the value of orders on which fraudulent chargebacks are received, but also the cost of any
credits issued to avoid such chargebacks.”).[endofnote:]

¥ [ DEIE! COREINESONLZE RROTR K PRRFH NFIRM A NKINM AT 6O} fnidhdbys fraud” has
developed under network rules providing “zero liability” for cardholders. It refers to fraud by a
cardholder who repudiates a legitimate transaction that he/she or family member actually made.
Friendly fraud is estimated to account for one third of all chargebacks for Internet purchases.
Digital Transactions News, 'Friendlly Fraud!® Grows Worse, But Chargelbackss Winnable, Expert



This rate is comparable to that of many brick-and-mortar merchants.

parti it imibpdotve tibar byclmsuime a elecstonecsedecnomiys o thpaaymescliwsts mer ofterts are often
targets of fraud.?!

Dell’s success is a result of its highly effective fraud prevention systems,
which are discussed below. [DELL CONFIDENTIAL & PROPRIETARY

INFORMATION]

1L Internet Merchants Employ a Number of Sephisticated
and Expensive Techniques to Police Fraud

Dell’s success in reducing fraud is the result of substantial investments in
anti-fraud techniques. [DELL CONFIDENTIAL & PROPRIETARY
INFORMATION]? Over the same three year period, Dell stopped over [DELL

CONFIDENTIAL & PROPRIETARY INFORMATION] in fraudulent

transactions which had received authorization from issuers.?®

Says (Mar. 6, 2008); Pui-Wing Tam, Businesses Get Tougher on ‘Friendly Fraud/,, Wall St. J.

(May 26, 2009) (noting 50% spike since October 2008); Digital Transactions News, On the Rise,
Friemdlyy Fraud Is Getting Online Merctiants * Attentien: (Mar. 18, 2010) (noting friendly fraud
estimates of 70% for digital-goods merchants and 20% for e-commerce catalog merchants).[endofnote.]

%0 See MistA fneRtbr Fam dRlisRrEs R elk Ree 99 R btease o @h Ragels riud Ratds Ap proachgreF raud Rates at
Card-Presentt Retail Aecordings to 5th Ammsal! Survey by Mercitants Risk Couneil (Apr. 18, 2006),
https://www.merchantriskcouncil.org/index.cfm?fuseaction=feature. showFeature& FeattuteD=75
&varunigueuserid=07845376312 (**Card-present fraudulent chargeback rates are usually less than

0.1% of sales. 48% of the online retailers surveyed said that their chargebacks match that rate, a
significant improvement over previous years when online fraud outpaced card present fraud by as

much as five times.").[endofnote.]

21 See 8 iStnercyOeifior Fen@hRopditalil Repart 2000mmdief ElenstomirsEiymsrordahedpigiiestthe highest
fraudulent [accepted] order rate, averaging 1.5%, but this was down from 2,0% in 2008.™).

Overall, the fraudulent accepted order rate in the industry is approximately 0.9%. Cyber Source

Online Fraud Report 2010 at 4, 16-17.[endofnote.]

2 Ind Sty %viddubotgrdtendrdeantt spenchAritospthdinesalf silek ootftaadeprotctidon prptaetesn expenses.
See CyberSource Online Fraud Report 2010 at 21; Jane Adler, Checking the Chargeback Scourge,

Digital Transactions at 34-35 (June 2010),
http://www.digitaltransactions. net/files/Digiital TransactionsJume201@ qiff. Applied across the e-
commerce market, Internet merchants spend some $816 million annually for fraud protection.

This estimate is based upon 0.3% of the $272 billion market for online travel and retail, which is
conservative because it excludes the sizeable numbers of Internet debit transactions relating to

small business and digital download purchases. See note 9, above.[endofnote.]

> [DELEIGONHEDEN DM BERRDRR & PROPRNFORRWATRIBDAMATION][endofnote.]



The key to the Internet industry’s anti-fraud strategy is checking a
potential transaction before shipment is executed. These checks typically occur
after the issuer has authorized the transaction. Sophisticated Internet merchants
create a series of automated checks to determine the risk of a given transaction,
and typically separate out up to 25% of those transactions for additional, manual
review.>*

The sophisticated Internet merchant’s chain of analytical and risk
assessment functions aims to limit the false negatives (valid transactions
suspected of fraud and subject to loss if approval is delayed) and false positives
(fraudulent transactions making it through fraud-prevention screening). The cost
and complexity of these anti-fraud efforts can be seen throughout the transaction

. . 25
processing chain.

e Data Collection. A sophisticated Internet merchant deploys an elaborate
platform for accessing databases where transaction data is collected and
assimilated. In addition to basic order and payment information, Internet

merchants collect information about an individual transaction session,
including IP address, ISP, and increasingly, device ID information.

e Business Rules. This ‘raw’ information is processed by a variety of fluid
business rules to associate the data with prior history of customer
activities, including prior fraud or chargebacks. [DELL CONFIDENTIAL
& PROPRIETARY INFORMATION] including various velocity checks
that spot suspicious transactions based on purchasing patterns, including
purchasing frequency. PCI DSS rules, however, reduce merchants’
screening ability by prohibiting storage of card information unless it is
tokenized or encrypted.?® Internet merchants also use transaction

** CyberSource Online Fraud Report 2010 at 11.

It is worth noting that brick-and-mortar merchants do not have these fraud detection capabilities.
This reinforces the illogic of the current interchange system.

¢ As discussed below in Section I1.C, the PCI Council, owned by the five payment networks, sets
mandatory standards concerning the security of payment data, and requires that certain cardholder
data may not be stored. See PCI-DSS Guidance for Requirement 3.1 (“Extended storage of
cardholder data that exceeds business need creates an unnecessary risk. The only cardholder data
that may be stored is the primary account number or PAN (rendered unreadable), expiry date,
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L_ocal merchants also use transaction

» WRICH they Sometmes SutseHres |E8 Brovidsrs whe Eavs

“SEOFIRG," $ 4
modsled aceHmUlated sXBEFIERCS 1O REHFAl RERWOFKS “TFaiRGd" OR largs

data S6tS 10 detsct PatterAS of REgative SXpEHERES:

e Manual Review. Much of the processing chain is built around manual
review of suspicious transactions flagged by automated fraud detection
systems.?” Manual review is costly and labor-intensive, consuming over
half of fraud management budgets.?® Industry-wide, about 1 in 4 orders
enters manual review.?? Because of increased automation, large Internet
merchants typically review 15% of orders. [DELL CONFIDENTIAL &
PROPRIETARY INFORMATION]

As discussed below, this backdrop belies the issuers’ claim that
interchange should reflect fraud prevention costs, either as part of ACS costs or in

the fraud prevention adjustment.

2. Lost Transactions Due to Fraud Prevention Meesunes
In addition to the cost of fraud prevention measures, Internet merchants
also decline to accept a significant share of valid incoming orders due to suspicion
of payment fraud. CyberSource, for example, reports that Internet merchants
reject 2.4% of orders due to suspicion of fraud in 2009, down from 4.2% in
2007.%° Valid orders are sometimes rejected because the fraud detection process
attempts to balance the risk of false positives versus false negatives in examining

potentially fraudulent orders to maintain chargebacks below the 1% threshold.

name, and service code."), https://www.pcisecuritystandards.ory/pdfs/mavigatimg_pci dss v1-
Lpdf.[endofnote.]

7 Gent814il§’ iGamasadly nsdupesfdonmohpento mevicanualsteadesimmipltahet limpgytbe ¢tinisay tientaansaction and
referring it as potentially fraudulent.[endofnote.]

2 CybeRbitrytmisne Em@hRepdita2@lRep 2 At gty witing perious 4 years.[endofnote.]
(note:129 77 . Sat 5.[endofnote.]

3 1d. 8°F3-Yad GatbsSifur@yteprGoedahae portsanatetensomies eheotrhmids rejerolkeantsaefteddifids of orders
in 2009. Fd. at 16, chart 12.[endofnote.]



3. Customer Service Costs

In addition to costs throughout the order processing chain, fraud detection
also entails substantial customer service costs.

For example, when a transaction is erroneously flagged as suspicious —
which, as noted, sometimes occurs when an Internet merchant is excessively
vigilant to avoid chargeback thresholds — the customer usually calls the
merchant’s customer service center. When delays result from manual review,
customers may also contact customer service about order status and/or cancel
their orders and shop elsewhere. In addition, merchants incur customer service
costs to address each chargeback. As a result, Internet merchants tend to incur

higher customer service costs for fraud than brick-and-mortar merchants.

4. Fraud Detection Efforts Are Often Proprietary and Are
Not Shared Among Merchants

As sophisticated Internet merchants have developed increasingly effective
techniques to protect against fraud, they have had little interest in sharing this
expertise with the industry, given the competitive advantage they obtain from
these systems. In this regard, keeping this information proprietary avoids dilution
and the risk the strategies will be exposed to wider challenge and defeated.

This highlights the problems inherent in a system that puts the burden on
merchants as opposed to issuers, who are much better positioned to police fraud.
Issuers choose the authentication technology used on their cards, make risk-based
underwriting decisions, collect and accumulate information about card use,
history, spending behaviors, locations, and products purchased, across all

merchants, which can be aggregated and analyzed to detect suspicious
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transactions. Individual merchants, on the other hand, can only screen fraud from
a single transaction in a single session. As such, even with the sophisticated tools
that Dell and other Internet merchants bring to bear, the issuers are still in the best
position to catch fraud. That issuers, who claim to use fraud prevention as an
add-on to the authorization process, nonetheless authorize millions in fraudulent
transactions that are later caught by Dell and other Internet merchants reflects the
fact that the current system does not provide issuers sufficient incentives to police
fraud.

C. PCI Compliance Costs Are Substantial and Compliance
Does Not Prevent Liability in the Event of Breach

PCI DSS imposes stringent data security requirements on merchants as
well as other participants in the payments system. As Richard Sullivan notes,
implementing PCI DSS has been controversial, and merchants and processors
especially face significant compliance costs and question the benefits they
receive.! Development of the standard has been perceived as one-sided, favoring
issuers over merchants,*

PCI compliance requires a variety of ongoing expenditures — from
establishing a vulnerability management program to performing regular

monitoring and assessment of all systems. Annual auditing and recertification is

31 Sull¥5hCBuhpiarg, Changing Natuckref Rhsneard Paynantl Fraud at 119.[endofnote.]

32 Id. 4P P2 ISecatrh21S18aet Glaal ShamGsdsikrdiid 2 (he(tfh R00D) j(rapdriteg joom kekteclaom merchant
groups advocating more transparency and collaboration in the development of data security

standards), http://www.smartcardstrends.com/dlett atc.php?idu=9557. Eounded in 2006, the PCI

Council is owned by the five global payment brands — American Express, Discover, JCB

International, MasterCard, and Visa. Representatives from the five brands make up the PCI

Council's policy-making Executive Committee as well as the Management Committee. While

some of the PCI Council’'s 500 members are merchants who may vote for representatives to the

Board of Advisors, merchants have little influence in the design and implementation of PCI
standards.[endofnote.]



also required, which imposes additional costs. But even if a merchant has been
deemed fully compliant, if a breach occurs on the merchant's systems, the
merchant is automatically deemed non-compliant. The merchant must pay all
card reissuance costs, as well as bear liability for any perceived (as opposed to
actual) increase in fraud in the area of the breach, even if the fraud cannot be
attributed to the breach.®® Merchants are assessed penalties based on the
difference between the “normal” rate of fraud and any additional fraud in the area
that the networks contend, without proof, was caused by the breach. As has
happened in several recent breaches involving merchants, it makes no difference
that the merchant was using software and following procedures deemed PCI DSS
compliant. When a breach happens, the merchant is automatically found guilty

and assessed punitive fees and fines.

II. The Current System Discourages the Use of Superior Technology
with Lower Risk of Fraund

The flawed incentives created by the current system are readily apparent.
As Richard Sullivan observed, although other countries suffer lower rates of fraud
than the U.S., these countries have been motivated to make major technological
steps to adopt cards that move away from the magnetic stripe. In contrast, in the
U.S., substantially higher rates of fraud have not led to same motivation, whether
for smart cards or some other comprehensive and coordinated solution.*

* VisH i ovigad ddpaated Att Sl Datai Gofmroreise (RELOTRH HADOR)) FshednilyeAsket: Questions at 6
(Mar. 19, 2008), http://www.rbsworldpay.us/247/pci docs/ADCR_FAQs.pdf.[endofnote.]

 Sullf¢ah>Chanpiary, Ehanging Natufinof RhsneardPayattl Etasdeat/4? Risdwmedsh Ridharh,). Sullivan,
Can Smartt Cards Redbcee Paymentts Fraud! and Identityy Thefi?, Federal Reserve Bank of Kansas

City, Economic Review (3d Qtr. 2008),
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the Board to consider the occurrence of fraud in signature versus PIN debit, EFTA



For example, after nearly a decade, PIN debit transactions — which clear
faster, are less vulnerable to fraud, and incur lower interchange rates — are almost
completely unavailable to Internet merchants.*® Products that could facilitate PIN
debit purchases over the Internet have been available for the better part of a
decade, but have not gained traction.

At the same time, even though they have been in existence for years,
Internet authentication services such as “Verified by Visa" or MasterCard's
“SecureCode” are used only on a minority of CNP transactions, and only when
the merchant and issuer both participate in the service. The flaws in these
services (which involve a disruptive customer experience because customers must
leave merchant websites and return after verification, causing altandonment)
coupled with weak security benefits have led to low levels of adoption. As
CyberSource (now a subsidiary of Visa) recently observed, “despite significant

interest in implementing payer authentication systems over the past few years, we

§ 920(a)(5)(B)(ii)(II), as well as “available and economical means™ for reducing debit fraud,
EETA § 920(a)(5)(B)(i)(II). The Act also directs the Board to consider past incentives or lack of
incentives to reduce fraud under the existing interchange system. EFTA § 920(a)(5)(B)(ii)(WI).[endofnote.]

** Dighti1 FrapsgitabiisaHsab thdnscAlels Mer darits/ Isetikiglotd ithesdor eARernative Payinemt¢AprClear (Apr.
13, 2005), http://www _digitaltransactions. mei/imdex pip/ems/sty/ 554 . Lauri Giesen, Pinned

Doww, Digital Transactions 34 (May 2008), hitp:/www.digitaliransactions.net/archivemag.cfm,

http:/fowarw. digaiadiransactionsnetdileéé/080868ver.doddendofnote.]

3 Issulet§ hifvisistericakyhinishisd Big pasheddsigit atuer BEDit SverBafbardcRBheber&MRitleral & Richard
Sullivan, fntercttangee Fees in Credit and Debit Card Marlietss: What Rolle fon Public Auvharities?
Federal Reserve Bank of Kansas City, Economic Review 99 (1st Qtr. 2006),

http://www kansascityfed.org/PUBLIC AT/E CONREX ADH llafiiiaathsff. see Andrew Martin,

How Visa, Using Card Fees, Dominaiass a Makeds, N.Y. Times (Jan. 5, 2010),
http://www.nytimes.com/2010/01/05 yaurr-nwiew arasiitandtcdbdbiteoatdd0bWisationk?? =1

("Despite all this, signature debit cardls dominate debit use in this country, accounting for 61

percent of all such transactions, even though PIN debit cards are less expensive and less

vulnerable te fraud.”)[endofnote.]



have seen relatively slow actual adoption of payer authentication since we started

tracking this tool in 2003."%

ARGUMENT

L Brick-and-Mortar and Internet Merchants Should Pay the
Same ~ If Any -~ Intercthenge

A. Interchange Is Not Necessary, “Reasonable and
Proportional”

Under the Act, interchange must be both “reasonable” and “proportional.”
EFTA § 920(A)(2). To be “reasonable,” interchange must be reecessary.
Interchange is merely a subsidy from merchants to issuers that cannot be justified
unless it is absolutely necessary because issuers would stop issuance without it.
In fact, issuers would almost certainly continue to issue debit cards even without
interchange because debit cards are the key access device to the core demand
deposit account relationship.®

The Act invites the Board to consider the fact that checks clear at par in
setting standards for debit. The fact that issuers have long issued checks which
clear at par in order to give customers convenient access to their money reinforces

the conclusion that they would do the same with more efficient electronic debit

b BetStierSe ALR020119 &t charichashaangvoinky d6Yo dédanfclafymrhetennetchrenthentseaitieceither
product); see Kate Fitzgerald, Report:: 3-D Secuve Not What Name Suggestss, Am. Banker (Feb. 3,
2010).[endofnote.]

8ot ¥uppeuppbitsoN its dtisvendh @040 200 onofoora fioredi pritaminajynictionc (TGF BaRkBsatedtthad ithat it
would continue to issue debit cards because “no bank in this country could sell a checking account
without a debit card feature.,” TCF Mem. in Support of Prelim. Injunction, Docket No. 16 at 4,
TCFNé&t' Banlk v. Berainiez, No. 10 Civ. 4149 (D.S.D. Nov. 4, 2010). In its complaint, TCF
concedes that it would continue to issue debit cards after the regulations go into effect because of
their importance as the key access device to the demand deposit account relationship. Complaint

7, TCF Nat'l/ Bamik v, Berainiez, No. 10 Clv. 4149 (D.S.D. Oct. 12, 2010); see also Comimerce

Bank Presentation to Federal Reserve Board at 2 (Oet. 27, 2010) (“Debit Cards are new a

fundamental part of retail banking. We must effer debit cards if we ate te meet our customers’
fieeds.”), httpi//www.federalreserve.aev/newsevemts/files/comimeice Mmeeting 102740 gsift[endofnote. ]




transactions. As demonstrated by experiences around the world, including
Canada, debit issuance thrives without iimterchange.39 In Canada, notably, the
Interac debit network is now facilitating Internet transactions without interchange.

The conclusion that interchange is not necessary is reinforced by the
experience of CNP merchants. For Internet merchants interchange is merely an
exercise of market power by the networks, particularly Visa and MasterCard.*
The networks price discriminate against Internet merchants because networks face
less competition in that space and thus have greater pricing power over Internet
merchants. That they compound this price discrimination by charging the Internet
merchant at least twice for fraud — first with interchange, then with chargebacks —
further exposes the market power that lies behind the current system.

Accordingly, under any fair reading of “reasonable and proportional” to
cost, debit interchange should be at par, and that result should apply to all

merchants.

Bl ¥nEViesa MisatsilN ds dvisbensh 208 020 thsiskivis sdoth¢oRbars oeon] ¢ moidbriidise fitse fredistedict
that debit card issuance would decline if interchange were reduced significantly. The best Visa
could offer is that if DDA fees do not increase with lower interchange — and elsewhere it predicts
that they will increase - “some electronic debit card transactions may not be offered by some
institutions.” In addition to declining to say that “cards” will not be issued at lower interchange,
Visa does not say which “transactions” will not be offered, nor which institutions “may” stop
offering them. This speaks velumes about the impertance of debit to the DDA relationship.

Visa’s tepid and earefully werded predietion is an acknewledgment that any elaim that issuers
would net provide this serviee unless they reeeive interchange subsidies from merehants is simply
net eredible.[endofnote. ]

[note:]40 Se eS8 6B ANMRCR LS 61 563 @REOMIEMAP , 13) KDI®B diRarkars SEBdDuinhi(IRGHRighdwWdw tincthe
United States, there are zero transaction fees deducted when you use a check. The Federal
Reserve does not allow transaction fees to be charged for checks. But when it comes to debit
cards, Visa and MasterCard charge high interchange fees just as they do for credit. Why? Because
they can get away with it. There is no regulation, there is no law, there is no one holding them
accountable.”); see Andrew Martin, How Visa, Using Card Fees, Dowiinatkss a Market;, N.Y.
Times (Jan. 5, 2010), Httpp//Avevww gt s comy/ 20100 L/05/your-money/credit-and-debit-
cards/05visa.html? r=1.[endofnote.]



B. In the Alternative, Interchange Must Be Limited to the Very
Low Incremental Cost of Authorization, Clearance, and
Settlement, Which Is the Same for All Merchants

If the Board concludes that some form of positive interchange is
“reasonable,” it must then establish standards to ensure that the rates are set
“proportional” to issuer costs. EFTA § 920(a)(2). The statute is explicit on what
costs can and cannot be considered, mandating that only “the incremental cost
incurred by an issuer for the role of the issuer in the authorization, clearance, or
settlement of a particular electronic debit transaction shall be considered,” and
prohibiting consideration of any “other costs” which are “not specific to a
particular electronic debit transaction . . . .” EFTA § 920(a)(4)(B)(i & ii).

As such, only incremental costs — those incurred with respect to the
marginal debit transaction — may be considered. Fixed, average, lifetime, indirect,
or amortized costs should not be considered. Consideration of any costs that do

not meet these statutory requirements would be inappropriate.

1. Authorization Should Be Limited to Its True Definition:
Verifying the Availability of Funds

ACS costs should be limited to the incremental processing costs associated
with authorizing the transaction, i.e., verifying that the cardholder has sufficient
funds to complete the purchase, clearing the transaction, i.e., delivering final
transaction data issuers can post to the cardholder’s account, and settling the
transaction, i.e., calculating the final net financial position of issuers and
acquirers. ACS costs are flat transaction costs that do not vary by merchant type,
and thus, even if positive interchange is permitted up to ACS, the distinction

between card present and CNP merchants should be eliminated.
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Issuers may attempt to expand the meaning of the term “authorization” to
include separate and distinct fraud prevention costs. These arguments should fail
for the following reasons.

First, any adjustment to interchange based upon fraud prevention costs —
which, as discussed below, would be ill-advised — clearly belongs in a separate
rulemaking under a different provision, EFTA § 920(a)(5). The Act’s plain text
and statutory structure mandate separate consideration of issuer ACS costs and
any “adjustments” for fraud prevention costs borne by all parties. This is
confirmed by the Act’s legislative history. Senator Durbin, discussing the text of
the Act on the Senate floor, stated that “It should be noted that any fraud
prevention adjustment to the fee amount would occur after the base calculation of
the reasonable and proportional interchange fee amount takes place, and fraud
prevention costs would not be considered as part of the incremental issuer costs
upon which the reasonable and proportional amount is based.™*

Second, the term authorization should be given its commonly accepted
meaning — confirming the availability of funds — and nothing more. The meaning
of the term authorization as distinct from fraud prevention is apparent from the
description of “authorization” on the Visa Debit Processing Service (DPS)
website.? Visa defines “stand-alone authorization” to include decisioning based

on “activity limits and account balances” — the basic criteria to verify the

M58 asags Beg. RO, $69255925y(18ly20502ATB) i Her they, frayd et prtiventist adpistdjeatment
would be made on an issuer-specific basis, as each issuer must individually demonstrate that it
complies with the standards established by the Board, and as the adjustment would be limited to
what is reasonably necessary to make allowance for fraud prevention costs incurred by that
patticular issuet.”).[endofnote.]

%) $2\Gam Dishai CRti¢ RRsingsSkry iSericenshctisadiocdiingssing hévithtidnatiocdsingssing, at
http://www.visadps.com/setvices/autthonizztiom masessinteittmil[endofnote.]



availability of funds.*® Various fraud prevention schemes are sold as additional
tools that issuers may select. Visa DPS, for example, includes a number of
customizable fraud systems which — at the issuer’s option — may be accessed
during authorization processing.* This reinforces the conclusion that the Act,
specifically and purposefully, limited “authorization” to its core function —
checking the availability of funds — and not fraud prevention.

Moreover, if there were any doubt about what the term “authorization™
means, the neighboring statutory terms, “clearance” and “settlement,” reinforce
the traditional definition. TCF Bank, in its complaint seeking to overturn the Act,
calls these the “three least expensive steps in the debit service™*® They are
narrow concepts which should be limited to processing costs associated with
facilitating the completion of a particular transaction.*

Indeed, the terms “authorization, clearance, and settlement” have an
established meaning in the payments system. In a 1997 study, Payments,
Clearamce, and Settfement:: A Guide to the Systems, Risks, and Issues;, the
General Accounting Office wrote that:

The clearance and settlement of credit card transactions involve

three parts — authorization, clearance, and settlement.

Authorization is the process by which the issuer of a credit card

(card-issuing bank) approves (or declines) a transaction at the point

of sale. Clearance is the process by which a credit card company
collects data about a transaction from a bank (referred to as an

* AuthBtiAtiantRovcstong PaxbssiRyefiddatt2Profile at 2,
http://www.visadps.com/dowmloads/autthotization jpocessi miefile 1107 gpff[endofnote.]

* Vis# 15§ wiibsilp Btipelfsitewhttisadpswonisarpsces alsénvibed st horizatisinepnoedssing. html. [endofnote. ]
> Corlidith COMpTAIH Nak] BakkNateBankia, BernbOKejvN] 49D @©hS. DLAIDIS.200R). 12, 2010).[endofnote.]
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acquirer or the merchant’s bank) and delivers the data to the card-
issuing bank, which will use the information to post the transaction
to the cardholder’s account. Settlement is the process by which a
credit card company collects funds from the card-issuing bank and
pays funds to the merchant’s bank for the cleared transactions.,*’

During authorization, “[t]he card-issuing bank then approves or declines the
transaction based on the cardholder’s account status, and the approval or
disapproval is transmitted electronically to the store through the credit card
cornpzamy.”48 Thus, the term “authorization” should not be considered in isolation
apart from the full phrase, “authorization, clearance, or settlement” found in
EFTA § 920(a)(4)(B)(i), and it clearly should be limited to confirming the
availability of funding.*® That issuers authorize tens of millions of potentially
fraudulent transactions, which are then caught by Dell and other Internet
merchants, reinforces the conclusion that fraud costs should not be counted as part

of ACS costs.

2. ACS Costs Are Substantially the Same
Regardless of Merchant Ty

These well-established ACS functions are virtually the same for all debit
transactions, so-called CNP or card-present. Visa, for example, in its Debit

Processing System material, does not offer any separate set of services for “card

7 U.SMSAD P8y D, Piyments:e, CledrSiattéenar Settlement: 1o/ Siderdorth® Systems, Riskes and Issues at
109 (June 1997) http://www.gao.gov/archive/1997/gg97073 i [endofnote.]

® Id. 871 7%banphaki@ 4ddgabasis added).[endofnote.]
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not present” transactions.’ The identity of the transaction flow for card present
and card not present can be seen in a 2003 publication of the Federal Reserve
Bank of Kansas City which presents several flowcharts, reproduced in Appendix
2, setting forth the well-established steps of “authorization,” *“processing” and
“settlement.”®! In each chart, the messaging flows and processing steps for credit
and signature debit (also known as “offline debit™) are the same for card present
and card not present transactions.

Based upon their submissions to the Board, networks and issuers have
apparently exaggerated any potential difference, no matter how slight, between
card-present and CNP transactions to justify maintaining higher interchange rates
for CNP transactions. A presentation by Visa, in particular, purports to identify
several differences in the “processing environment” for Internet merchants as
opposed to brick-and-mortar.? The notion that slight variations in processing
environment for the millions of Internet transactions justifies a higher positive

interchange for CNP transactions cannot withstand scrutiny.

0 Very St ghtvemiatitgist sreryabio fisumdyith & FrurtiRreverdichR evention P ryisamfers\A€Soffers POS
merchants “Cardholder Verification Value (CVV)" — *“a unique three-digit code on the magnetic
stripe of all cards to detect counterfeit or re-encoded cards" versus “Cardholder Verification Value
2 (CVV2)" which is “a unique value, printed on the reverse side of the card, to reduce fraudulent
card-not-present transactions.” http://visadps.com/services/authonizatiion pocessinmgitmil. Visa
also offers “Address Verification Service (AVS)" which can “confirm a cardholder’s billing
address to prevent fraud in the card-not-present environment.” fd. These are the onfy card-not-
present distinctions identified on the Visa Debit Processing System website.[endofnote.]

! TerfBladbed cBahd ood/atats MotteaRks riretne HaymenB4 SY6teNo 4200 N dVoR(8) (i dtabith the fourth
“authorization” step involves authorizing “a certain amount of money" and providing an
authorization code.[endofnote.]
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Visa tries to justify higher interchange for CNP transactions by pointing to
the following issues: 1) partial shipments; 2) additional merchant data collection;
3) verification services; and 4) customer service calls. We address each in turn.

Split shipments. A relatively small minority of CNP transactions cannot

be fulfilled in one transaction. These orders are split based on the availability of
inventory, which may generate partial reversals and separate authorizations.
However, Internet merchants already pay for these exception items and thus it
would make no sense to add these costs into the ACS calculation. Moreover,
even if these costs were added, they would be de minimus.

Merchant Data Collection. According to Visa, CNP transactions

supposedly involve the collection of additional data such as specific merchant
contact information for inclusion on a cardholder’s statement to help identify the
transaction and facilitate cardholder inquiry. See Visa presentation at 12 (listing
“Merchant 800 number, URL or Email address,” and “Merchant data on
cardholder statement” as eCommerce differences). This additional data capture —
if indeed it is specific to Internet merchants — is trivial, however, and is most
likely part of existing transaction messaging for card-present transactions.® This
hardly supports maintaining the distinction between CNP and brick-and-mortar

merchants.

Verification Services. Visa fares no better with its suggestion that services
such as checking address verification (AVS) or card verification number (CVV2)

somehow justifies additional interchange. Merchants often pay for AVS

>3 For example, ISO 8583, entitled “Financial transaction card originated messages — Interchange
message specifications,” sets the standards — including required ficlds and data elements — for
systems that exchange electronic transactions made by cardholders using payment cards.

Redacted Version 23



separately, and should not have to pay twice for these services to the extent they
occur alongside the ACS process.> Moreover, these are fraud prevention costs
that should not be included in the ACS calculation.®

Customer Service Calls. Visa lists “[i]ncreased customer service calls™ as
a difference for issuers processing Internet transactions. Presumably this is a
veiled reference to costs associated with chargebacks, some of which begin as
calls from cardholders to the issuer. These costs should not be counted as ACS
costs for three fundamental reasons. First, these costs are not part of the ACS
process. Second, customer service costs are largely fixed costs and separating out
the incremental portion of those costs would be difficult. Third, because some of
these customer service costs must relate to fraud, these costs are merely a way to
improperly introduce fraud-related costs into the ACS calculation.

In considering this issue, the Board should bear in mind that the notion
that chargebacks justify higher interchange for Internet merchants is particularly
problematic from a policy perspective, given that issuers and the payment
networks have configured the current system to impose virtually all liability for
chargebacks and related fees upon CNP merchants. Given that the Act requires
that these costs be considered only in the fraud adjustment rulemaking, and that
CNP merchant chargeback costs likely exceed these “customer service costs,”

Visa's argument should be disregarded.

Foigl 54 Sge, MgrchtanGantCdung) MgrcMmt:Ha:rdoAntEeas BedyitiRyiSimgetitrestures,
http://www.merchantcouncil. oug/merctheanit-a A aies-fees php (citing “AVS fee™);
First National Bank ofiOmaha Merchant Semces

http://www.merchamiservices.comvmenchentt accaunttshitnil (citing industry standard of $.05-.10
per transaction).[endofnote.]
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3. The Act Clearly Does Not Allow Interchange Fees for
All Issuer Costs Related to Debit Transaatiivis

In its November 8, 2010 submission to the Board (the “Visa Letter”), Visa
effectively concedes that the incremental costs of ACS —in Visa's words, “the
computer and telecommunications processing cost of the next electronic debit
card transaction handled by an issuer enjoying significant economies of scale” -
are nominal.® Recognizing that such costs are nominal and much the same across
all merchants for the vast majority of transactions, Visa argues instead that “the
Board has the discretion under the statute to consider issuer costs other than
incremental costs for authorization, clearing and settlement narrowly defined, so
long as those costs are specific to debit card transactions . . .."3" Visa then asserts
that virtually all issuer costs — including fixed costs — can be attributed to specific
debit card transactions.>® Visa justifies this extreme position by first ignoring the
Act and then by distorting the meaning of costs “specific to debit card

transactions” — a phrase not found in, and contrary to the Act — to cover virtually

aﬂ COStS.59

¢ Lett@¥iShi dtter fodiadeisd Refeder B eseMoBRrd0(NYy. 8, 2010),
http://www.federalreserve.gov/newsevents/files/visa_commenmt letter 2010110 pdif]endofnote.]

7 Visd'T8tténdisa Letter at 9.[endofnote.]
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For starters, the Act is not at all ambiguous about the costs that can and
cannot be considered. ® Contrary to Visa’s argument that the statute is not “all
inclusive,” the Act sets forth expressly which costs should be “distinguish[ed]”
and which costs shall and shall not be considered.”’ When the Act does address
another category of costs other than ACS costs which relate to an issuer’s overall
debit transactions — fraud costs — it does so in a completely separate provision.
EFTA § 920(a)(5). Thus, the Act’s text and its structure is clearly “all inclusive”
as to what Congress intended may be recovered as part of debit interchange fees.

The use of the term “particular” in the Act reinforces the conclusion that
Congress expressly intended that the costs in question be limited to transaction-
specific incremental ACS costs. Tellingly, throughout this portion of the Act, the
term “transaction” is used in its singular, not plural, form. The statute gives the
Board regulatory power over “any interchange transaction fee that an issuer may
receive or charge with respect to an electronic debit transaction . . . .” EFTA §
920(a)(1). The amount of the fee “shall be reasonable and proportional to the cost
incurred by the issuer with respect to the transaction.” EFTA § 920(a)(2). The

statute further clarifies that the Board “shall” “distinguish” between incremental

 Indeed, TCF agrees that the statute is unambiguous, arguing as follows in its preliminary
injunction motion: “The statute explicitly forbids regulated banks from charging retailers for “any
cost’ of a debit transaction other than those three electronic steps: in other words, it excludes
variable costs that are needed to service the customer’s account, and all fixed costs that are
incurred in order to establish, maintain and operate the system.” TCF Mem. in Support of Prelim.
Injunction, Docket No. 16 at 2, TCF Nat’l Bank v. Bernanke, No. 10 Civ. 4149 (D.S.D. Nov. 4,
2010).

®' While the intent of Congress is clear on the face of the Act, Senator Durbin’s comments on the
Senate floor also confirm this intent: “Paragraph (a)(4) makes clear that the cost to be considered
by the Board in conducting its reasonable and proportional analysis is the incremental cost
incurred by the issuer for its role in the authorization, clearance, or settlement of a particular
electronic debit transaction, as opposed to other costs incurred by an issuer which are not specific
to the authorization, clearance, or settlement of a particular electronic debit transaction.” 156
Cong. Rec. 105, S5925 (July 15, 2010).
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ACS costs “of a particular electronic debit transaction, which cost shall be
considered,” and “other costs incurred by an issuer which are not specific to a
particular electronic debit transaction, which costs shall not be considered . . . .”
EFTA 920(a)(4)(1 & 11) (emphasis added).

The suggestion that there are permissible “transaction costs” other than
incremental ACS costs that the Act does not address cannot withstand scrutiny.
This is apparent from Visa’s complete failure to identify one credible example of
such costs. Visa’s examples — “the costs of printing cards and mailing
statements” — plainly cannot be considered incremental or transaction-specific
costs under any common sense meaning of those terms.® In fact, Visa telegraphs
the weakness of its position when it invites the Board to ignore the Act
completely and consider all issuer costs because “any cost incurred by an issuer
with respect to its debit card program facilitates its debit card transactions in some
manner.”® As the plain text and structure of the Act is not ambiguous, the Act
does not permit the conclusions set forth in Visa’s submission.

After suggesting that the Board ignore the Act and consider all issuer
costs, Visa then proposes that the Board set an industry wide “Average Effective
Debit Interchange” rate, and permit networks to set debit interchange rates above
or below the “Average Effective Debit Interchange Rate” as long as the network’s
system-wide rates are not higher than the “Average” rate.®* This is a thinly veiled

invitation to perpetuate the current system, and in particular Visa’s (and other

%2 Visa Letter at 14.
SId
® Visa Letter at 18.
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network’s) ability to price discriminate against CNP merchants. As Visa
acknowledges, “under this approach, a network could set different rates based on
merchant size, merchant segment, acceptance channel (e.g. card present vs. card
not present).”® Once again, Visa reaches this conclusion only by ignoring the
Act as well as Congress’s clear intent in passing it. Congress made clear that it
passed the Act to cabin Visa’s and MasterCard’s market power over merchants.®®
Any result that enables continuing price discrimination against CNP (or other
merchants) — indeed, price discrimination is classic indicia of market power®” —
flies in the face of the Act and its clear objectives. Visa’s attempt to perpetuate

the current discrimination against CNP merchants should be rejected.

IL. A Fraud Adjustment Should Be “Reasonably Necessary” Only
When Issuers Implement Systems That Give Them the Confidence
to Accept Full Chargeback Responsibility

Allowing issuers to recover positive interchange in the form of fraud
adjustments related to current technology will perpetuate the current system
which penalizes Internet merchants — especially merchants such as Dell that likely
do more than debit issuers to secure payment card transactions on their sites. It
will also extend a problematic system where the issuers that are best positioned to

police fraud have inadequate incentives to do so. Accordingly, the Board should

% Id.

% See note 40, quoting Senator Durbin’s comments on the Senate floor concerning interchange as
a demonstration of market power.

%7 See, e.g., In re Brand Name Prescription Drugs Antitrust Litig., 186 F. 3d 781, 783 (7th Cir.
1999) (“price discrimination implies market power”); United States v. Visa U.S.A. Inc., 163 F.
Supp. 2d 322, 340 (S.D.N.Y. 2001) (“Defendants’ ability to price discriminate also illustrates their
market power.”); In re Visa Check/MasterMoney Antitrust Litig., 192 FR.D. 68, 74 (ED.N.Y.
2000) (“Another test of market power is the ability to engage in price discrimination™.).
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not allow any fraud adjustments unless issuers implement technology with which
they have sufficient confidence to accept full responsibility for the transaction by
taking all chargeback risk. And even in that circumstance, merchant fraud
prevention, chargeback, and PCI costs should be counted as an offset or deduction
from any claimed positive interchange. At a minimum, issuers should not be
allowed to recover any positive interchange in the guise of a fraud adjustment
until fraud prevention and PCI costs from merchants such as Dell are taken into
account.

The Act places stringent conditions on any adjustments to interchange
based upon fraud prevention costs under EFTA § 920(a)(5). First, adjustments
must be “reasonably necessary” to compensate for fraud costs related to an
issuer’s debit transactions. EFTA § 920(a)(5)(A)(1). Second, issuers must meet
adjustment standards adopted by the Board which ensure that such costs are in
fact limited to fraud prevention. EFTA § 920(a)(5)(A)(i1)(I). Third, adjustment
standards must take into account fraud-related reimbursements from all parties —
expressly including chargebacks paid for by merchants. EFTA
§ 920(a)(5)(A)(i)(I). Fourth, the adjustment must take into account “fraud
prevention and data security costs” expended by merchants and others.

§ 920(a)(5)(B)(i1)(IV). Lastly, adjustment standards must require that issuers
“take effective steps” to reduce fraud and fraud prevention costs, including

through the development of “cost-effective fraud prevention technology.” EFTA

§ 920(a)(5)(A)(i1)(ID).
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The Act also expressly sets out several factors which the Board must
consider in adopting standards for any fraud adjustment. EFTA §
920(a)(5)(B)(i1). These considerations require any adjustment standards to
confront the deep flaws of the current system under which issuers and payment
networks have discouraged the use and development of effective and secure
technology for Internet transactions.”® After consideration of the factors
enumerated under the Act, at a minimum, it is clear that any positive fraud
adjustments for investments related to current technology used over the Internet
would only perpetuate the problematic incentives of the current system.

Consistent with the requirement that adjustments be limited to “reasonably
necessary” and “effective” technological steps, EFTA § 920(a)(5)(A)(ii)(I),
effective fraud technology under this standard should be limited to technology
that is sufficiently secure such that issuers would be willing to absorb all
chargeback risks. This approach will assure that positive interchange will only be
provided if issuers take appropriate steps by implementing new technology that
will enable them to accept full responsibility for all transactions. The fraud that is
caught by merchants should be compared to the effectiveness of the issuer’s
system. As such, the millions in potential fraud that Dell diverts from the system
([DELL CONFIDENTIAL & PROPRIETARY INFORMATION)]) after issuers
have authorized the transactions — along with that of other CNP merchants —
should be considered before positive interchange is awarded to issuers. Only if

the issuers’ system is more effective than the systems of CNP merchants should

 The Act directs the Board to consider past incentives or lack of incentives to reduce fraud under
the existing interchange system. EFTA § 920(a)(5)(B)(ii)(VD).
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interchange be awarded. Moreover, the approach should be issuer-specific to
generate issuer competition. See EFTA § 920(a)(5)(A)(1) (“such adjustment is
reasonably necessary to make allowance for costs incurred by the issuer in
preventing fraud in relation to electronic debit transactions involving that issuer”)
(emphasis added). As such, fraud prevention systems should not be imposed on
merchants via network rules that are tied to acceptance or network-imposed
liability shifts.

Lastly, before issuers receive positive interchange under any such fraud
adjustment, merchant chargeback, fraud prevention and PCI costs must be taken

. . 69
into account as an offset or a deduction.

% In the alternative, if the Board concludes that some form of risk-based pricing is justified for
certain merchants under the fraud adjustment, that approach should be limited to merchants,
Internet or brick-and-mortar, who create high risks because of the way they operate. While Dell
thinks such risk based pricing is not warranted under any circumstances, to the extent the Board is
inclined to permit this approach going forward with debit transactions, it should be applied based
on merchant risk and not based on whether the merchant operates over the Internet.
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CONCLUSION

To summarize our conclusions:

e The interchange pricing distinction between card-present and CNP
merchants should be eliminated. Whether debit interchange be set at
par or limited to the issuer’s nominal ACS costs, the result should
apply equally to all merchants.

e The Board should set standards that render an adjustment for fraud
prevention “reasonably necessary” only when the issuer has taken
“effective steps” to reduce fraud such that the issuer would be
prepared to absorb all or virtually all chargeback risks for cardholder
fraud after the “effective steps” have been implemented. Merchant
fraud prevention and PCI costs should be deducted from any such
adjustment.

Dell respectfully requests an in-person meeting at the Board’s
convenience in advance of the Notice of Proposed Rulemaking to discuss these

issues. In advance, we appreciate your attention to our submission.
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Differential Between Card Present and Card Not Present
1 DiftbotiRrBetvwdatettirghpecRatesind

, Visa Debit Interchange Fees
Card present interchange rates: Card Not Present ("CNP"PInterchange Kaiang
Qct-01 Apr-02 QOct-02 Apr-03 Niox-06 Qct-07 Oct-09 Apr-10 QOct-10

CPS Retail 138%+$05 $1.38+805 137%+10  130%+$10 103%+$15° 103%+$15 103%+$15 095%+$20 0.95%+$20
CPS Retail -

Velurne

Thweshold 1° 0.62%+$.13 0.62%+$.13 0.62%+$.13 0.62%+$.13
CPS Retail -

Velurne

Threshold 2 0.81%+.13 0.81%+.13 0.81%+.13 0.81%+.13
CPS Retail -

Velurne

Threshold 3 O%?—%oé*ﬁ‘pléosO‘QZ%ﬁ‘ol\?-060'92%+$C}§t-09'92%+$'15 Oct-0¢

Apr-02 Oct-01

CPS Card

Nist Present 1.80%+$.10 1.80%+%$.10 1.80%+$.10 1.80%+$.10 1.60%+$.15 160%+$.15 160%+$15 160%+$.15 1.60%+$.15
CcPS

eCommerce-

Basic 1.80%+$.10 1.80%+$.10 1.80%+%$.10 1.80%+$.10 1.60%+$.15 160%+$.15 160%+$15 160%+$.15 1.60%+$.15
CcPS

eCommerce-

Preferred 1.80%+$.10 1.80%+$.10 1.80%+$.10 1.80%+$10 1.55%+$.15 155%+$.15 1.55%+$.15 L%Md%t—d]'ﬁsmé%t—%

Oct-01 APcb@2 Not-06 Apr-03
CNP Basic
minus Retail .42%+$.05 A2%+$.05 0.43% 0.41% 0.57% 0.57% 0.57% 0.65%-$.05 0.65%-$.05
CNP Basic
minus Retail
Threshold 1 0.98%+$.02 0.98%+$.02 0.98%+$.02 0.98%+$.02

! Source: E188tbnic TtadsactmiE estooiiticirahisatiohsAksorhatiorfidits, CNRHatehahnngftectesdisPeintsrchange rates have not
meaningfully declined over the years despite numerous improvements in fraud prevention for Internet transactions.[endofnote.]



APPENDIX 2*

Figpunee® Ceael i Q1D Dehie bt Srddarasentsal/isa/MasterCakst hobiorks
[Flowchart accompanied by explanatory text.]

Authorization

1. A oconsumer wses a credit card to pay a mmenchant.

2. The mearchant sends the @ncrypted tramsstiiom data to a card merchant processor (e, First Data Marchant
Setvices) tor authorization,

3. The caatidniaeebhont ppooessect seandsthbetriianaatition ddsdatdatibe consumer's  (ifssiipg)bbakrkoeser tibeVidsa oot
WasterCard netwark, The issuing bank is & licensed member of Visa ar MasterCard and holds agreements with, and
B3ues cards to, consumers,

4. The issuing bank authotizes the amount and issues an autharization code or declines the transaction,

5. The camticwaehbanipreoessor nootifies hberaeathant o tibetirapaattioreaibehassobeeraatibdriegboddetlinad The

merchant reguests the consumer's signature as autharization far the transaction or notifies the cansumer that the
transaction has been declinaed.

Processing
S’ 8 pc- eg m transact 0 must e‘ca ure tﬂe metchant. The capture usss ln?:u miation 1 FIQ I
nce ?U[ rze: e ran%acllon HILISI e "ca ure merc l The ca ture Ll es infgrmation. {] e successful
Zation hlerI racit < efzh
accumulg es cap ures an Cr I%S 1nfo a pajcl IC en WI B as a rou e merc an sugml S e DajC
HACELML craails M en\m asa U Ingechiant SUprnits tha b 1o
0 %ple car OCESSOF O alize } e ransac ons. nsume ]t.L a er a %ransac;(lon as
2 the &2 cesaor 28 g Hransachions. nstmer fetims er = transaction has
een captu IS ra%
Bn Saptu Eherate

7. The card marchant processor receives the information and settles the batch, then sends ACH items through the ACH
operator to the issuing and merchant banks, (See Eigure 5; the merchant bank is the ODFI, with the card merchant
processor senving as autharized sending point.) The operatar settles transactions batween the issuing and merchant
baniez, The merchant bank credits the merchant’s account.

Note:Man maﬁlﬂ%acqumngpmcess fO bal kcarﬂprocessmg‘ﬁ'bnemmsgmﬂnd-odﬁmdpﬂmbl"IJﬂ@nrqportlng
aﬁsettle ENLamatioperationalservice emerc ant I1(

tepedrti el Ruatiéo ed. efvaly Avantsainked nPinenRaym Sty stin 284 Nagv (603 2003) . [endofnote. ]



Figuree 8: CrestiiandoMtfitieeiBoiit-(BataNdoHPEses

[Flowchart accompanied by explanatory text.]

Authorization
1, A consumer uses a cradit card to make a purchase fromn a merchant'’s Web site, The meorchamnts e~commerce-

enabled Webr site prompts the consunmes for cradit ¢card information and "bill to” and “shipping” addresssos.

2, Tha merchant sends the encrypted transaction data to a merchant acquiring processor @.5., First Data Marchant
Sarvicas) for authorization.

3. The acquiring processor sends the transaction data to the consumet’s (issuing) bank over the Visa or MasterCard
natwark, The issuing bank is a libensaed member of Visa or MasterCard that holds agreements with and issues cands
to consumers.

4. Theissuing bank aulhmizes a certain amount of money and issues an authorization code or declines the transaction,
T & acquiting precasssr communicates with the merchant's sk site, whizh ios that thedransac-
tion is seither authotized or declined.

ing

6. Once the transaction has bean authorized, it must ba captured. The capture uses information from the successful

authotization to charge the authorized amount of money to the consummer's credit card, The merchant apcumulabes
captwtes and credits inte a batch and settles them as a group. When submitting a batch, the merchant’s payment-
enabled Web server connects with the acquiring processor (2.9, First Data) ta finalize the transactions.

Settiement
7. When the acquiring processor receives the information and setties the batch, it sends ACH items through the ACH

operator to the issuing and merchant banks, (385 Figure 5; the merchant bank is the ODFl, with the acquiing

processor serving as authorized sending point. ) The operatar settles these transactions between the issuing andmeschantbanks.

chart banks The merchant bank credits the merchant's account. (f the consumer retums goods after a transaction
has bean captured, a “credit" is generated )

hr & third perty | o T pr 3 Th pac  IF zard pri hibte:

nd zparational . andsettlement,andoperational servicestotheacquiringbank.

Many

banks



