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Executive Summary

The international financial community has worked over time on initiatives to strengthen
the global financial infrastructure. As one of these initiatives, the Committee on Payment
and Settlement Systems (CPSS) of the central banks of the Group of Ten countries
developed the Core Principles for Systemically Important Payment Systems (Core
Principles).* The CPSS intends the Core Principles to be guidelines for the design and
operation of safe and efficient systemically important payment systems worldwide. The
Board of Governors of the Federal Reserve System has incorporated these principles into
the Federal Reserve Policy on Payments System Risk (PSR policy). This assessment has
been conducted pursuant to the PSR policy.

Effective financial systems depend on safe and efficient payment systems. Systemically
important payment systems can transmit economic shocks across markets and
international borders. Poorly designed or operated payment systems can exacerbate
economic disturbances, while well-managed systems help minimize these disturbances.

As a real-time gross settlement (RTGS) system for the United States and the U.S. dollar,
the Federal Reserve Banks’ Fedwire® Funds Service (Fedwire) plays a critical role in the
implementation of United States monetary policy through the settlement of domestic
money market transactions. Fedwire is also an important vehicle for time-critical
payments related to the settlement of commercial payments and financial market
transactions.

The Federal Reserve is the central bank of the United States and includes the Board and
the twelve regional Reserve Banks. The Federal Reserve seeks to foster the safety,
efficiency, and accessibility of Fedwire and other Reserve Bank payment systems. As a
systemically important payment system, Fedwire must meet or exceed the current
international standards for such systems. This assessment contributes to these goals, and
the Federal Reserve will update and review this assessment periodically. This document
also contributes to the implementation by the United States of international financial
standards and codes set out by the Financial Stability Forum.?

Overall, Fedwire observes each of the applicable Core Principles. As an RTGS system
with final settlement in central bank money, Fedwire meets the minimum standards for
settlement assets and finality. U.S. law provides a well-established legal foundation for

! Committee on Payment and Settlement Systems, Core Principles for Systemically Important Payment
Systems, Bank for International Settlements, January 2001. The Core Principles are available on line at
www.bis.org. The definition of “systemically important” is provided in paragraph 3.0.2 of the Core
Principles report.

® Fedwire is a registered service mark of the Reserve Banks.

% The Core Principles for Systemically Important Payment Systems is one of the designated sets of
standards for payment and settlement systems, which is one of the twelve key areas that the Financial
Stability Forum (FSF) has designated as key for sound financial systems. Other key areas include
monetary and financial policy transparency, fiscal policy transparency, data dissemination, insolvency,
corporate governance, accounting, auditing, market integrity, banking supervision, securities regulation,
and insurance supervision. The relevant standards and codes are available at www.fsforum.org.


http://www.bis.org/
http://www.fsforum.org/

Fedwire and settlement finality. Access to Fedwire is determined by objective, publicly
disclosed criteria. Fedwire’s rules and procedures are clear and permit participants to
understand the financial risks resulting from participation in the system. The rules help
minimize financial risks in Fedwire and provide incentives to manage any remaining risk.
Fedwire operates effectively and efficiently, providing secure, reliable, and practical
services to its customers. Fedwire’s governance arrangements are effective, accountable,
and transparent.



0 General Background

Fedwire is a RTGS system owned and operated by the Reserve Banks that enables
participants to make final payments in central bank money. Fedwire consists of a set of
computer applications that route and settle payment orders.® In addition, Fedwire and
related applications review payment orders for syntax errors, query and update account
balances, and notify participants of related credits and debits to their accounts. Fedwire
is supported by a national communications network.

An institution that maintains an account with a Reserve Bank generally can become a
Fedwire participant. Participants use Fedwire to instruct a Reserve Bank to debit funds
from the participant’s own Reserve Bank account and credit the Reserve Bank account of
another participant.* Fedwire processes and settles payment orders individually
throughout the operating day. Payment to the receiving participant over Fedwire is final
and irrevocable when the amount of the payment order is credited to the receiving
participant’s account or when the payment order is sent to the receiving participant,
whichever is earlier. Fedwire participants send payment orders to a Reserve Bank on
line, by initiating an electronic message, or off line, via telephone. Payment orders must
be in the proper syntax and meet the relevant security controls. An institution sending
payment orders to a Reserve Bank is required to have sufficient funds, either in the form
of account balances or overdraft capacity, or a payment order may be rejected.

0.1  Brief History

The Reserve Banks developed Fedwire to improve the safety and efficiency of the
interbank settlement process.® In the early 1900s, settlement of interbank payment
obligations often involved the physical delivery of cash or gold to counterparties, which
was both risky and costly. To mitigate these risks, in 1918, the Reserve Banks introduced
its first dedicated funds transfer network, featuring a Morse code system that connected
the twelve Reserve Banks, the Board, and the United States Department of the Treasury.
The key feature of this arrangement was the ability to transfer balances held at the
Reserve Banks using a secure communications network. The elements of this feature
remain the foundation of Fedwire operations.

As communications technology improved throughout the century, the Reserve Banks also
improved Fedwire, striving to increase its levels of security and automation. From the

® The precise definition of a payment order is found in subpart B of the Board’s Regulation J (12 CFR §
210). The Code of Federal Regulations is available at www.access.gpo.gov/nara/cfr/index.html.

* An institution generally only holds one “master account” with a single Reserve Bank. This account
contains all balances, including those held to meet reserve requirements or clearing balance requirements.
Additional information on reserve requirements and clearing balances can be found in the Reserve
Maintenance Manual available at www.frbservices.org/Accounting/pdf/rmm.pdf.

® Additional information on the history of Fedwire can be found in Fedwire: The Federal Reserve Wire
Transfer Service, Federal Reserve Bank of New York, March 1995, and “Creating an Integrated Payment
System: The Evolution of Fedwire,” Adam Gilbert, Dara Hunt, and Kenneth C. Winch, Federal Reserve
Bank of New York Economic Policy Review, July 1997, available at
www.newyorkfed.org/research/epr/97v03n2/9707gilb.html.
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1920s to the 1960s, Fedwire migrated from leased-line public telegraph circuits to telex
to computer operations and proprietary telecommunications networks. These operations
were organized and executed on a decentralized basis among the twelve Reserve Banks.
This organization matched the localized structure of the domestic banking system at the
time and allowed each Reserve Bank to serve the specific needs of institutions in its
Federal Reserve District.

During the 1980s, however, the consistency of services across Districts became
increasingly important as interstate banking emerged in the United States. More bank
holding companies owned depository institutions in multiple Districts and sought greater
standardization of Reserve Bank services. The Reserve Banks addressed this demand by
deploying standard software in each Reserve Bank.

In the 1990s the Reserve Banks consolidated most mainframe computer operations,

centralized certain payment applications, and consolidated Fedwire management at

specific Reserve Banks. Section 10 of this report provides greater detail about these
organizations and the roles they play.

Recently, the Reserve Banks have started to take advantage of the flexibility and
efficiency that Internet protocol (IP) and distributed processing technologies offer. The
Reserve Banks are using these technologies to enhance the functionality and operational
reliability of Fedwire and other Reserve Bank services.

Although many aspects of the Reserve Bank’s payment services have been centralized,
individual Reserve Banks remain responsible for maintaining relationships with
institutions and for limited operational processes such as updating account profiles. In
addition, each Reserve Bank maintains an account for institutions in their District.

0.2  Operations

Participating Institutions

An institution that maintains an account at a Reserve Bank generally is allowed to be a
Fedwire participant. These institutions include Federal Reserve member banks,
nonmember depository institutions, and certain other institutions, such as U.S. branches
and agencies of foreign banks.® The Board’s Regulation J, subpart B, which incorporates
article 4A of the Uniform Commercial Code, and Operating Circular 6 (Funds Transfers
through Fedwire) (OC 6), issued in accordance with Regulation J, govern Fedwire funds
transfers.” Under Regulation J and OC 6, the Reserve Banks can also impose conditions

® Throughout the remainder of this report, “institution” will refer to Federal Reserve member banks,
nonmember depository institutions as defined in Section 19 of the Federal Reserve Act (12 U.S.C. §
461(b)(1)(A)), U.S. branches and agencies of foreign banks, and Edge and agreement corporations, unless
the context indicates otherwise. The Reserve Banks also provide services for other organizations, such as
the United States Treasury, government-sponsored enterprises (GSEs), and foreign central banks. Services
provided to these organizations are beyond the scope of this report. Federal statutes are available at
WWW.access.gpo.gov/uscode.

" Reserve Bank operating circulars are available at www.frbservices.org/OperatingCirculars/index.html.



http://www.access.gpo.gov/uscode
http://www.frbservices.org/OperatingCirculars/index.html

on an institution’s use of Fedwire. In particular, OC 6 requires each Fedwire participant
to enter into a security procedures agreement with its Reserve Bank.

Vehicles for Access

Fedwire funds transfers can be initiated on line or off line. Online transactions require no
manual processing of payment orders by Reserve Bank staff. Participants that send and
receive a large number of messages typically choose a computer interface (CI)
connection. CI connections involve direct computer-to-computer communication and
allow participants to customize internal systems, providing significant automation and
greater levels of straight-through processing. Participants that send or receive more
moderate message volumes typically use the FedLine Advantage® access solution, a web-
based access solution that can be accessed via personal computers over either a private
network connection or over the Internet using a virtual private network (VPN)
connection.® Participants that send or receive very few Fedwire payments sometimes
elect to use the offline transaction process. Offline transactions are transmitted via the
telephone and require Reserve Bank staff to input the payment order.

Operating Hours

Fedwire operating hours for each business day begin at 9:00 p.m. eastern time (ET) on
the preceding calendar day and end at 6:30 p.m. ET, Monday through Friday, excluding
designated holidays. For example, processing on a nonholiday Monday begins at 9:00
p.m. ET on Sunday night and ends at 6:30 p.m. ET Monday night. The deadline for
third-party transfers, those initiated or received by a participant on behalf of a customer,
IS 6:00 p.m. ET. Offline transfers generally cannot be initiated before 9:00 a.m. or after
6:00 p.m. ET (5:30 p.m. for third-party transfers). A complete time schedule and list of
holidays is available in appendix B of OC 6. Guidelines pertaining to the extension of
Fedwire hours are available in OC 6 and are discussed in section 2.

Daylight Credit

Intraday central bank credit in the form of daylight overdrafts is generally available to
Fedwire participants. Additional information on the provision of daylight credit to
Fedwire participants is provided in section 3 of this report.

Many Fedwire participants use daylight credit to make payments throughout the
operating day. Overall, aggregate average daylight overdrafts averaged $41 billion per
day in 2005, with aggregate peak daylight overdrafts averaging $120 billion each day.’
In 2005, ten institutions accounted for about 70 percent of total average overdrafts.

® The Reserve Banks expect to complete migrating low to moderate message volume customers to FedLine
Advantage from its legacy FedLine® DOS terminals, which are personal computers that host Reserve Bank
proprietary software and have a dial-up or frame connection to the national network, by year-end 2006.

® Average and peak overdraft figures do not include overdrafts by GSEs and certain international
organizations. Recent PSR policy changes align the treatment of GSEs and certain international
organizations with the treatment of other account holders that do not have regular access to the discount
window and are not eligible for intraday credit. See
www.federalreserve.gov/boarddocs/press/other/2004/20040923/attachment. pdf.
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Pricing

The Monetary Control Act of 1980 (MCA) requires the Reserve Banks to recover fully,
over the long run, the cost associated with the provision of most financial services they
provide, including a private-sector adjustment factor, as discussed in section 8.°
Currently, Fedwire transaction fees are charged to both the originating institution (debit
side) and receiving institution (credit side). Fees are based on the volume of transfers,
and in 2007 will range from 9 cents to 29 cents per transfer, per institution.** A
surcharge of $30 is charged to initiate or receive an offline transfer. Electronic access
fees are assessed separately.

0.3 Fedwire Use

In 2005, Fedwire processed an average daily volume of approximately 528,000
payments, with an average daily value of approximately $2.1 trillion.*? The distribution
of these payments is highly skewed, with a median value of approximately $32,000 and
an average value of approximately $3.9 million. Roughly 10 percent of Fedwire
payments are for more than $1 million. Approximately 7,500 depository institutions are
eligible to initiate or receive funds transfers over Fedwire. Use of Fedwire, however, is
also highly skewed. Ninety-four participants account for 80 percent of the volume of
payments, and twenty-four participants account for 80 percent of the value of payments.

19 The MCA amended the Federal Reserve Act, adding Section 11A (12 U.S.C. § 248a).

1 The Board annually reviews and approves the fees Reserve Banks charge for their priced services. The
current fee schedules for Fedwire and electronic access are available at www.frbservices.org.

12 Historical Fedwire volume and value statistics are available at
www.federalreserve.gov/paymentsystems/fedwire/default.htm
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1 Core Principle I: The system should have a well-founded legal basis under all
relevant jurisdictions.

1.0  Assessment of Compliance

U.S. law provides a comprehensive, well-established, and publicly disclosed legal
framework for funds transfers over Fedwire. The statutes, regulations, and contractual
provisions that constitute the legal framework of Fedwire clearly define the rights and
obligations of each party to Fedwire funds transfers. The legal framework provides
participants a high degree of legal assurance for the settlement and finality of funds
transfers over Fedwire. Fedwire observes Core Principle 1.

1.1  General Statutes and Regulations

Federal statutes and regulations promulgated pursuant to those statutes provide the legal
framework for Fedwire. These authorities provide a comprehensive set of rules and
define the rights and obligations of participants and the Reserve Banks with a high degree
of certainty.

1.1.1 Federal Reserve Act

Several sections of the Federal Reserve Act (FRA) provide the legal basis for operating
Fedwire. The FRA permits a Reserve Bank to receive deposits from any of its member
banks or other depository institutions and to receive deposits from other Reserve Banks
for purposes of exchange or collection.® In addition, balances maintained at the Reserve
Banks can be checked against and withdrawn from for the purpose of meeting existing
liabilities.** The FRA empowers the Board to promulgate regulations governing the
transfer of funds among Reserve Banks and their Branches and also permits the Board to
require each Reserve Bank to exercise the functions of a clearinghouse for depository
institutions.”® The FRA also charges the Board with exercising general supervision over
the Reserve Banks and authorizes the Board to make all rules and regulations necessary
to enable 1t6he Board to perform effectively its duties, functions, or services as directed by
the FRA.

1.1.2 Federal Reserve Regulation J

Pursuant to the statutory authority described above, the Board has promulgated subpart B
(Funds Transfers through Fedwire) of the Board’s Regulation J.'" Subpart B delineates
the rights and responsibilities of parties to funds transfers over Fedwire. The regulation
was promulgated through the procedures outlined in the Administrative Procedure Act
(APA), which, among other things, provides for public notice and comment before the

¥ See 12 U.S.C. § 342.

14See 12 U.S.C. § 464.

15 See 12 U.S.C. § 248-1.
1°See 12 U.S.C. § 248 (j), (i).
1" See 12 CFR § 210.25 et seq.

10



regulation becomes effective.'® Regulations adopted by federal agencies have the force
of federal law. As federal law, Regulation J preempts any inconsistent provisions of state
law.

Regulation J, subpart B adopts article 4A of the Uniform Commercial Code, set out as
appendix B to subpart B.* In addition, an official commentary to subpart B is set out as
appendix A to subpart B. The commentary constitutes an official Board interpretation of
subpart B and provides background material to explain the intent of the Board in adopting
particular provisions of subpart B.

Regulation J, subpart B governs the rights and obligations of parties to a Fedwire funds
transfer, including (i) Reserve Banks sending or receiving payment orders, (ii) “senders”
that send payment orders directly to a Reserve Bank, (iii) “receiving banks” that receive
payment orders directly from a Reserve Bank, and (iv) “beneficiaries” that receive
payment pursuant to payment orders sent to a Reserve Bank by means of a credit to an
account maintained or used at a Reserve Bank. Regulation J also applies to other parties
to a funds transfer that might be carried out, in whole or in part, through Fedwire, if such
parties are aware that Fedwire might be used to complete the transfer.

Under Regulation J, subpart B, by maintaining or using an account with a Reserve Bank,
a sending bank authorizes its Reserve Bank to obtain payment for the sender’s payment
order by debiting the amount of the payment order from its Reserve Bank account. In
addition, a bank that receives a payment order from a Reserve Bank authorizes its
Reserve Bank to pay for the payment order by crediting the amount of the payment order
to its Reserve Bank account.

Acrticle 4A, as set out in Regulation J, provides a comprehensive set of rules for funds
transfers over Fedwire, including the following areas:

- The timing and enforceability of payment orders

- The effect of security procedures for verifying payment orders

- Liability for erroneous payment orders (including misdescription of the intended
beneficiary’s name or account number)

- Timing of acceptance of payment orders

'® See 5 U.S.C. § 553.

19 Article 4A of the Uniform Commercial Code was developed and endorsed by the National Conference of
Commissioners on Uniform State Laws (the NCCUSL), in conjunction with the American Law Institute, in
1990. The NCCUSL, formed in 1892, is a nonprofit association of legal experts from each state, the
District of Columbia, the Commonwealth of Puerto Rico, and the U.S. Virgin Islands. The NCCUSL
studies the laws of the states to determine which areas of law should be uniform nationwide, and promotes
the principle of uniformity by drafting and proposing specific statutes in areas of law where uniformity
between the states is desirable. The NCCUSL can only propose uniform or model statutes; no uniform or
model law is effective until a body with rulemaking authority, such as a state legislature or federal agency,
adopts it. The Board adopted the version of Article 4A endorsed by NCCUSL as part of Regulation J.
Avrticle 4A also has been adopted by the fifty states, the District of Columbia, Puerto Rico, and the U.S.
Virgin Islands. If Article 4A as adopted in Regulation J differs from Article 4A as adopted by another
jurisdiction, Regulation J controls with respect to Fedwire.

11



- Rejection of payment orders

- Cancellation and amendment of payment orders

- Obligations of a bank in executing an accepted payment order

- Liability of a receiving bank for erroneous or delayed execution of a payment
order

- The sender’s duty to notify the receiving bank with respect to an erroneously
executed payment order

- The obligation of a sender to pay a receiving bank for an accepted payment order

- The obligation of a beneficiary’s bank to pay the beneficiary

- Other miscellaneous issues.

1.2 Governing Agreements

Subpart B of Regulation J directs each Reserve Bank to issue an operating circular
consistent with subpart B that governs the details of its funds transfer operations.
Operating circulars are contracts between a Reserve Bank and an institution.

OC 6 has been issued in identical form by all Reserve Banks. Like Regulation J, OC 6
supersedes inconsistent provisions of state law. In addition, under Operating Circular 1
(Account Agreements) (OC 1), all accounts are subject to Federal Reserve policies,
including the PSR policy.?

1.3 Other Applicable Laws

Insolvency Law

U.S. depository institutions and U.S. branches and agencies of foreign banks are subject
to the liquidation provisions of applicable federal and state banking laws. The liquidation
provisions of U.S. banking laws do not contain a zero-hour rule that would have the
general effect of voiding a settled funds transfer over Fedwire involving an insolvent
participant. The payment from the originator to the beneficiary should not be affected by
the insolvency of an institution unless the institution is the originator and a court finds the
payment void as a fraudulent conveyance, unlawful preference, or some similar
inequitable conduct.

Laws of Non-U.S. Jurisdictions

Generally, the laws of non-U.S. jurisdictions are not directly applicable in disputes
involving direct Fedwire participants. Moreover, the issue of whether the home country
laws of a foreign-incorporated participant recognize netting arrangements in an
insolvency context is not applicable because Fedwire is not a netting system. In addition,
the Reserve Banks require all direct Fedwire participants to be chartered or licensed in
the United States, with foreign banking organizations only permitted to access Fedwire
through branches, agencies, or affiliates established in the United States. In case of
insolvency, U.S. jurisdictions employ a territorial or “separate entity” liquidation scheme,

? The PSR policy is available at www.federalreserve.gov/PaymentSystems/PSR/.

12
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in which a foreign bank’s U.S. offices are liquidated in a proceeding under U.S. law
separate from the liquidation of the foreign bank in its home country.

Miscellaneous

Other U.S. statutes and regulations could affect Fedwire funds transfers, such as Office of
Foreign Asset Control regulations (blocked transactions involving prohibited foreign
countries or nationals), the Expedited Funds Availability Act (availability of electronic
funds transfer proceeds deposited in transaction accounts), the Bank Secrecy Act (anti-
money laundering and record keeping requirements), and the USA PATRIOT Act
(counter-terrorism expansion of investigatory tools).

13



2 Core Principle Il: The system’s rules and procedures should enable
participants to have a clear understanding of the system’s impact on each of the
financial risks they incur through participation in it.

2.0  Assessment of Compliance

The rules and procedures of Fedwire are clear and permit participants to understand the
financial risks resulting from participation in the system. These rules and procedures
fully define the rights and obligations of all involved parties and are available to the
public. Fedwire observes Core Principle Il.

2.1 Disclosure of Rules and Procedures

The FRA, Regulation J, OC 6, and the PSR policy comprise Fedwire’s funds transfer
rules and procedures. While the FRA and Regulation J provide a general legal
framework, OC 6 sets forth the roles and responsibilities of participants and the Reserve
Banks in Fedwire funds transfers. The PSR policy governs the Reserve Banks’
extensions of daylight credit to participants. These documents and policies are widely
available and appear on Federal Reserve web sites.

The process for changing the rules and procedures of Fedwire and the parties responsible
for initiating changes are discussed in section 10.

2.2 Financial Risks in Fedwire

As with other RTGS systems, Fedwire processes transfers individually, as soon as they
are received. Continuous real-time processing and the immediate settlement finality
provided by Regulation J insulate receiving Fedwire participants from credit risk.?

To effect the smooth and efficient operation of Fedwire, the Reserve Banks provide
daylight credit, in the form of daylight overdrafts, to most Fedwire participants. The
provision of daylight credit converts the liquidity risk otherwise borne by participating
institutions to credit risk borne by the Reserve Banks. Although Reserve Bank daylight
credit eliminates almost all liquidity risk on Fedwire, the daylight credit limits prescribed
by the Board’s PSR policy can constrain some Fedwire participants’ payment operations.
Each participant is aware of these constraints and is responsible for managing its account
throughout the day.

2! Refer to the Core Principles for Systemically Important Payment Systems, as referenced in footnote 1, for
additional background on credit risk in settlement systems.

14



Operational difficulties, whether in Fedwire itself or at participating institutions, can also
contribute to financial risk. Although the likelihood of an operational problem is
mitigated by the security and contingency policies outlined in section 7, an operational
problem could lead to payment delays or necessitate operating-hour extensions. OC 6
clearly defines the roles and responsibilities of participants and the Reserve Banks in
exceptional situations.

2.3  Federal Reserve Policy on Payments System Risk

The key objective of the PSR policy, first adopted and published in 1985, is to foster the
safety and efficiency of payments and securities settlement systems. These policy
objectives are consistent with (1) the Board’s long-standing objectives to promote the
integrity, efficiency, and accessibility of the payments mechanism, (2) industry and
supervisory methods for risk management, and (3) internationally accepted risk-
management standards and practices for systemically important payments and securities
settlement systems. An integral component of part Il of this policy is a program to
control institutions’” use of Reserve Bank intraday credit through the use of net debit caps,
that is, maximum uncollateralized overdraft positions and daylight overdraft fees.

The PSR policy is further described to the financial community and the public in the
Guide to the Federal Reserve’s Payments System Risk Policy and the Overview of the
Federal Reserve’s Payments System Risk Policy.?> These documents provide detailed
descriptions of how to comply with part Il of the PSR policy, concerning the provision
and use of intraday credit.

Through continual enforcement of part 11 of the PSR policy, including contacts with
participants and the monitoring of overdraft usage, the Reserve Banks assess account
holders’ awareness of the PSR policy.?® Moreover, the Reserve Banks offer account
holders training on both the intraday credit aspects of the PSR policy and account
management tools.

2.4  Operating Circular 6 (Funds Transfers through Fedwire)

OC 6 consists of detailed rules regarding funds transfers over Fedwire and several
appendixes setting out model agreements to be executed by an institution in order for that
institution to use Fedwire. Among other things, the rules in OC 6 set out operating hours,
address security procedures, specify format and media requirements for payment orders,
identify messages that are not payment orders, and specify charges for funds transfer
services.

OC 6 also establishes that, regardless of which Reserve Bank maintains an institution’s
online connection or initiates offline transfers to or from the institution, payment orders
sent by an institution are deemed to be sent to the Reserve Bank holding the institution’s

%2 The Policy, Guide, and Overview are available at www.federalreserve.gov/PaymentSystems/PSR/.
2 Account holders are defined in OC 1.

15
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account. Before issuing a payment order to, or receiving a payment order from, a
Reserve Bank, a sender or receiving bank must execute with the Reserve Bank holding its
account an agreement (in the form appended to OC 6) regarding the security procedures
to be used by the Reserve Banks to verify the authenticity of a payment order over
Fedwire.

As provided in OC 6, participating institutions may request an extension of Fedwire
hours, which may be granted either when Fedwire network equipment fails or when there
is a significant operating problem at a bank or major dealer and as a result the Federal
Reserve Bank of New York, or its designee, deems the extension necessary to prevent a
significant market disruption.

The roles of the Reserve Banks and participants in an emergency situation are also set
forth in OC 6. Contingency guidelines are also provided to participants.

2.5  Notification of Operating Hour Extensions and Operational Outages
Online Fedwire participants receive information about Fedwire operational issues, including
extensions and problems experienced by major customers. The Reserve Banks post this

information to their financial services website, www.frbservices.org, and have the ability to
disseminate additional messages to their online customers.

16



3 Core Principle I11:  The system should have clearly defined procedures for the
management of credit risks and liquidity risks, which specify the respective
responsibilities of the system operator and the participants and which provide
appropriate incentives to manage and contain those risks.

3.0  Assessment of Compliance

Credit and liquidity risks to Fedwire participants are managed principally through
immediate payment finality and the provision of intraday credit. In addition, through the
use of credit limits, assessment of monetary charges, and monitoring and collateralization
requirements, the Reserve Bank provides incentives for the management of these
financial risks. Fedwire observes Core Principle IlI.

3.1 Management of Credit Risk
3.1.1 Credit Risk to Participants

Funds transfers over Fedwire settle in central bank money with immediate finality and, as
a result, credit risk to the receiving institutions is eliminated. Sending institutions,
however, may face the operational risk of erroneous funds transfers because of these
characteristics.

3.1.2 Credit Risk to the Central Bank

To the extent a Reserve Bank provides daylight credit to a Fedwire participant, it exposes
itself to direct credit risk from that participant. If that participant were to fail and be
closed before it extinguished its daylight overdraft, its Reserve Bank could face a
financial loss. The PSR policy attempts to control and mitigate these exposures while
providing sufficient liquidity to account holders for making payments.

Part Il of the PSR policy, adopted in 1985 and modified subsequently, sets out the
Federal Reserve’s rules regarding the use of Reserve Bank intraday credit or daylight
overdrafts. The policy requires all institutions incurring daylight overdrafts in their
Reserve Bank accounts to establish a maximum limit on uncollateralized daylight
overdrafts (“net debit cap™), based on a multiple of the institution’s risk-based capital.
Only those institutions eligible to use the discount window, the Reserve Bank’s overnight
credit facility, may incur daylight overdrafts.®* All net debit caps are granted at the
discretion of the Reserve Banks.?

2 Discount window access is governed by the Board’s Regulation A (12 CFR § 201). Procedures for
access to the discount window are provided at www.frbdiscountwindow.org.

%% Net debit caps are calculated by applying a cap multiple from one of six cap classes (zero, exempt-from-
filing, de minimis, average, above average, and high) to a capital measure. The different cap categories
correspond to different degrees of permissible intraday credit usage. The different cap categories and
selection processes are described in detail in the Guide to the Federal Reserve’s Payments System Risk
Policy. See www.federalreserve.gov/PaymentSystems/PSR/.
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Net Debit Caps

One way that the Reserve Banks manage their credit risk is through periodic and ongoing
assessments of institutions’ financial condition. Institutions that have access to the
highest levels of daylight credit must assess annually their financial condition and
operating environment. Net debit caps for these institutions generally are based on
creditworthiness, as determined by the institutions’ capital adequacy and most recent
supervisory rating. Moreover, these institutions must monitor and control their
customers’ use of daylight credit. Institutions with unsatisfactory creditworthiness may
not use Reserve Bank intraday credit.

In addition, the Reserve Banks have developed extensive guidelines to monitor internally
the condition of institutions that have access to Reserve Bank intraday credit. These
guidelines, known as the “condition monitoring” guidelines, establish standard criteria
and practices used by the Reserve Banks for account risk management. These criteria
help identify institutions that present high potential risk to the Reserve Banks and that, as
a result, require special controls and monitoring. The Reserve Banks may decrease or
reduce to zero an institution’s net debit cap. Reserve Banks may also choose to monitor
an institution’s payment activity in such a way that if an outgoing Fedwire funds transfer
exceeds the institution's available funds, the transfer will not be processed and may be
immediately rejected back to that institution.

Collateral

The PSR policy generally does not require institutions to pledge collateral to the Reserve
Bank to secure daylight overdrafts. The PSR policy allows certain institutions to pledge
collateral for the specific purpose of gaining additional daylight credit beyond a net debit
cap. In addition, the Reserve Bank may require institutions that pose exceptional risk,
such as those in weakened financial condition or in imminent danger of failure, to pledge
collateral to secure any daylight overdrafts.?

Even though the PSR policy does not require the explicit collateralization of most
daylight overdrafts, a significant amount of the Reserve Banks’ intraday credit exposure
is secured by collateral. Regulation J provides that, to secure any overdraft, as well as
any other obligation due or to become due to its Reserve Bank, each sender, by sending a
payment order over Fedwire, grants the Reserve Bank a security interest in all of the
sender’s assets in the possession of, or held for the account of, the Reserve Bank. The
security interest attaches when an overdraft or other obligation becomes due and payable.
Thus, any of the sender’s assets that are in the possession of, or held for the account of, a
Reserve Bank secure the sender’s daylight overdrafts, up to the value of those assets.?’

% For more information on the types and valuation of assets accepted for collateral purposes, see
www.frbdiscountwindow.org.

% Similar to Regulation J, OC 1 explicitly states that to secure overdrafts an account holder grants to its
Reserve Bank a security interest in all of the account holder’s assets in the possession of any Reserve Bank.
In addition, institutions desiring access to the discount window must execute the letter of agreement in
Operating Circular 10 (Lending) (OC 10). Under OC 10, collateral pledged by an institution to secure
discount window advances secures both intraday and overnight credit.
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Daylight Overdraft Fees

Since 1994 the PSR policy has included a fee on daylight overdrafts. The intent of this
fee is to moderate the use of daylight credit. The fee is set as an annual percentage rate.
Initially, this rate was set at 24 basis points and was increased to its current level of 36
basis points on April 13, 1995. The overdraft fee is applied to a measure of average daily
overdrags for each institution less a deductible amount related to the institution’s

capital.

3.2 Management of Liquidity Risk
3.2.1 Liquidity Risk to Participants

An institution’s account balance, which includes both reserve and clearing balances, is
available for settlement purposes throughout the Fedwire business day.? In addition,
most Fedwire participants have access to Reserve Bank daylight credit. Although this
intraday credit eliminates almost all liquidity risk in originating Fedwire payments,
certain participants can be constrained from making payments by controls and monitoring
that may be imposed by the Reserve Banks.

Daylight overdrafts must be extinguished by the end of the operating day. Daylight
overdrafts can be extinguished by incoming payments to an institution’s Reserve Bank
account, including payments from financing obtained in the money markets, or borrowed
funds from the Reserve Banks’ discount window. To obtain a discount window loan,
institutions must have executed the appropriate legal agreements with and pledged
adequate collateral to its Reserve Bank. Daylight overdrafts are not automatically
converted into discount window loans. An institution must contact its Reserve Bank and
explicitly request the discount window loan. A discount window loan is made at the
discretion of a Reserve Bank.

3.2.2 Liquidity Risk to Central Bank

Because the Reserve Banks have access to unlimited liquidity, the Reserve Banks do not
face liquidity risk from Fedwire operations or the provision of intraday credit.

3.3  Tools for Managing Credit and Liquidity Risks

The Reserve Banks maintain a series of tools to manage the financial risk posed by
Fedwire participants. These tools include an account balance monitor, a daylight
overdraft reporting and pricing system, a collateral management system, and a database
that aggregates supervisory, financial, and other information to assess risk and

%8 A detailed description of the fee and its calculation can be found in section IV of the Guide to the
Federal Reserve’s Payments System Risk Policy. See www.federalreserve.gov/PaymentSystems/PSR/.
% For more information on Reserve Bank accounts, see the Account Management Guide and the Reserve
Maintenance Manual available at www.frbservices.org/OperatingCirculars/index.html.
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creditworthiness.*

The Reserve Banks monitor, in real time, the payment activity and intraday account
balances of certain institutions, including those deemed to pose heightened risk to the
Reserve Banks, such as institutions in deteriorating financial condition or with a history
of excessive overdrafts. If an institution that is being monitored sends any outgoing
Fedwire funds transfer that exceeds the institution’s available funds, the transfer is
immediately rejected and sent back to that institution.** The institution can initiate the
transfer again when sufficient funds became available in its account. Because only a
small number of institutions are monitored in this way, it is mechanically possible,
although not permitted under the policy, for most institutions to send payments in excess
of their available funds, exposing the Reserve Banks to credit risk beyond institutions’
net debit caps.

Fedwire participants can also monitor their intraday account balances to manage their use
of intraday credit. The Reserve Banks provide a web-based monitoring tool, which
provides real-time account balance summary of Fedwire funds and securities activity.
Additionally, debits and credits resulting from an institution’s non-Fedwire payment
activity processed by a Reserve Bank, such as check and automated clearinghouse (ACH)
activity, are captured periodically throughout the day by the monitoring tool.*® The
monitoring tool also provides information on an institution’s opening balance, its net
debit cap, and collateral, if any.

The Reserve Banks have another analytical tool to monitor institutions’ overdraft activity
and compliance with the PSR policy on an ex-post basis, as well as to calculate daylight
overdraft charges. In addition, this tool produces various ex-post reports for institutions
to monitor daylight overdrafts, prohibited overdrafts in excess of net debit caps, and
account balances.

The Reserve Banks have additional tools related to overdraft activity that are not
available to the participants. The Reserve Banks have a web-based application that
integrates information that is needed to support risk-management decisions. This
application provides ex-post access to information for monitoring the condition of
institutions, automates the administration of certain risk-management p