Rating Risk-Management Processes and Internal Controls of BHCs

Having $50 Billion or More in Total Assets

Section 4070.1

WHAT’S NEW IN THIS REVISED
SECTION

Effective July 2016, this section is amended to
acknowledge the issuance of SR-16-11, “Super-
visory Guidance for Assessing Risk Manage-
ment at Supervised Institutions with Total Con-
solidated Assets Less than $50 Billion.” With
the issuance of SR-16-11, SR-95-51 is applica-
ble to only state member banks and bank hold-
ing companies having $50 billion or more in
total assets.

The guidance within this section pertains to
SR-95-51 and applies to the rating of risk man-
agement, processes, and internal controls of
state member banks and bank holding compa-
nies that have $50 billion or more in total assets.

The Federal Reserve places significant super-
visory emphasis on the importance of sound
risk-management processes and strong internal
controls when evaluating the activities of bank-
ing organizations it supervises. Properly manag-
ing risks is always critical to the conduct of safe
and sound banking activities, and it is even
more important as new technologies, product
innovation, and the size and speed of financial
transactions change the nature of banking mar-
kets.

A bank holding company’s failure to estab-
lish a management structure that adequately
identifies, measures, monitors, and controls the
risks involved in its various products and lines
of business has long been considered unsafe and
unsound conduct. Accordingly, while a bank
holding company’s financial performance is an
important indicator of the adequacy of manage-
ment, it is essential that examiners give signifi-
cant weight to the quality of risk-management
practices and internal controls when they evalu-
ate the management and overall financial condi-
tion of banking organizations.

Consistent with the greater supervisory
emphasis given to risk management in Federal
Reserve examination and supervisory policy
statements, System examiners are to assign a
formal supervisory rating to the adequacy of a
bank holding company’s risk-management pro-
cesses, including its internal controls. This step
is a natural extension of current procedures that
incorporate an assessment of risk management
and internal controls during each on-site full-
scope inspection. The specific rating of risk
management and internal controls should be
given significant weight when evaluating man-
agement under the bank holding company

RFI/C(D) rating system. Like the other compo-
nents of this system, the risk-management rating
should be based on a five-point numerical scale.

The rating of the risk-management process is
designed to bring together and summarize much
of the analysis of and many of the findings
about a bank holding company’s process for
managing and controlling risks, which are an
important part of the examiner’s review of these
individual areas. The formal rating is intended
to highlight and incorporate both the quantita-
tive and qualitative aspects of an examiner’s
review of an organization’s overall process for
identifying, measuring, monitoring, and control-
ling risk and to facilitate appropriate follow-up
action.

The overall profitability, asset quality, and
capital adequacy of a bank or bank holding
company should continue to influence the exam-
iner’s assessment of management, but these
indicators can to some extent be affected, either
favorably or adversely, by factors outside man-
agement’s control. For this reason, the specific
evaluation of the risk-management process should
be a primary factor when rating management,
especially in the case of larger banking organi-
zations whose activities and structures require
more-formal and extensive procedures.

Examiners should apply the guidance in this
section flexibly to appropriately reflect the bank-
ing organization’s circumstances and the nature,
scope, and complexity of its operations. Risk-
management ratings should be assigned to all
bank holding companies, regardless of their
size.

In the appropriate open sections of the inspec-
tion report, examiners should discuss in a clear
and straightforward manner the nature and
severity of any problems or deficiencies found
and the steps required to correct them, particu-
larly if the risk-management rating is less than
satisfactory. Serious lapses or deficiencies in
internal controls, including inadequate separa-
tion of duties, can constitute an unsafe and
unsound practice and possibly lead to signifi-
cant losses or otherwise compromise the finan-
cial integrity of the organization. If appropriate,
the bank holding company’s directors and offi-
cers should be advised that the Federal Reserve
will initiate supervisory actions if its failure to
separate critical operational duties creates the
potential for serious losses or if material defi-
ciencies or situations that threaten the safe and
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sound conduct of its activities are not adequately
addressed in a timely manner. Such supervisory
actions may include formal enforcement actions
against the bank holding company, its respon-
sible officers and directors, or both; supervisory
actions would also require the immediate imple-
mentation of all necessary corrective measures.
(See SR-95-51, as amended by SR-04-18 and
SR-16-11.)

4070.1.1 ELEMENTS OF RISK
MANAGEMENT

When rating the quality of risk management at
bank holding companies as part of the evalua-
tion of the overall quality of management, exam-
iners should place primary consideration on
findings relating to the following elements of a
sound risk-management system:

1. active board and senior management over-
sight

2. adequate policies, procedures, and limits

3. adequate risk measurement, risk monitoring,
and management information systems

4. comprehensive internal controls

Examiners should recognize that the consider-
ations specified in SR-04-18 and SR-95-51 are
intended only to assist in the evaluation of risk-
management practices. They are not a checklist
of requirements for an individual organization.
Moreover, while all bank holding companies
should be able to assess the major risks of the
consolidated organization, examiners should
expect parent companies that centrally manage
the operations and functions of their subsidiary
banks to have more-comprehensive, detailed,
and developed risk-management systems than
companies that delegate the management of
risks to relatively autonomous banking
subsidiaries.

4070.1.1.1 Active Board and Senior
Management Oversight

In assessing the quality of oversight by boards
of directors and senior management, examiners
should consider whether the bank holding com-
pany follows policies and practices such as
those described below:

1. The board and senior management have iden-
tified and have a clear understanding and
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working knowledge of the types of risks
inherent in the bank holding company’s
activities, and they make appropriate efforts
to remain informed about these risks as finan-
cial markets, risk-management practices, and
the bank holding company’s activities evolve.

2. The board has reviewed and approved appro-
priate policies to limit risks inherent in the
bank holding company’s lending, investing,
trading, trust, fiduciary, and other significant
activities or products.

3. The board and management are sufficiently
familiar with and are using adequate record-
keeping and reporting systems to measure
and monitor the major sources of risk to the
organization.

4. The board periodically (1) reviews and
approves risk-exposure limits to conform
with any changes in the bank holding com-
pany’s strategies, (2) addresses new prod-
ucts, and (3) reacts to changes in market
conditions.

5. Management ensures that its lines of busi-
ness are managed and staffed by personnel
whose knowledge, experience, and expertise
are consistent with the nature and scope of
the bank holding company’s activities.

6. Management ensures that the depth of staff
resources is sufficient to operate and soundly
manage the bank holding company’s activi-
ties and that its employees have the integrity,
ethics, and competence that are consistent
with a prudent management philosophy and
operating style.

7. All levels of management adequately super-
vise the day-to-day activities of officers and
employees, including management supervi-
sion of senior officers or heads of business
lines.

8. Management is able to respond to risks that
may arise from changes in the competitive
environment or from innovations in markets
in which the organization is active.

9. Before embarking on new activities or intro-
ducing new products, management identifies
and reviews all risks associated with the
activity or product and ensures that the infra-
structure and internal controls necessary to
manage the related risks are in place.

4070.1.1.2 Adequate Policies, Procedures,
and Limits

A bank holding company’s board of directors
and senior management should tailor their risk-
management policies and procedures to the types
of risks that arise from the organization’s
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activities. The following guidelines should assist
examiners in evaluating the adequacy of a bank
holding company’s policies, procedures, and
limits:

1. The bank holding company’s policies, proce-
dures, and limits provide for adequate identi-
fication, measurement, monitoring, and con-
trol of the risks posed by its lending, investing,
trading, trust, fiduciary, and other significant
activities.

2. The policies, procedures, and limits are con-
sistent with management’s experience level,
the organization’s stated goals and objec-
tives, and its overall financial strength.

3. Policies clearly delineate accountability and
lines of authority across the organization’s
activities.

4. Policies provide for the review of new activi-
ties of the organization to ensure that the
infrastructures necessary to identify, monitor,
and control risks associated with an activity
are in place before the activity is initiated.

4070.1.1.3 Adequate Risk Monitoring
and Management Information Systems

Effective risk monitoring requires banking orga-
nizations to identify and measure all material
risk exposures. Consequently, risk-monitoring
activities must be supported by information sys-
tems that provide senior managers and directors
with timely reports on the financial condition,
operating performance, and risk exposure of the
consolidated organization, as well as provide
regular and sufficiently detailed reports for line
managers engaged in the day-to-day manage-
ment of the organization’s activities.

In assessing the adequacy of a bank holding
company’s measurement and monitoring of risk
and the adequacy of its management reports and
information systems, examiners should consider
whether the following conditions exist:

1. The bank holding company’s risk-monitoring
practices and reports address all of its mate-
rial risks.

2. Key assumptions, data sources, and proce-
dures used in measuring and monitoring risk
are appropriate and adequately documented
and tested for reliability on an ongoing basis.

3. Reports and other forms of communication
are consistent with the bank holding com-
pany’s activities; are structured to monitor
exposures and compliance with established
limits, goals, or objectives; and, as appropriate,
compare actual versus expected performance.

4. Reports to management or the directors are
accurate and timely and contain sufficient
information for decision makers to identify
any adverse trends and to adequately evalu-
ate the level of risk the bank holding com-
pany faces.

4070.1.1.4 Adequate Internal Controls

A bank holding company’s internal control struc-
ture is critical to its safe and sound functioning
in general and to its risk-management system, in
particular. Establishing and maintaining an
effective system of controls, including the
enforcement of official lines of authority and the
appropriate separation of duties—such as trad-
ing, custodial, and back-office—is one of man-
agement’s more important responsibilities.

Appropriate segregation of duties is a funda-
mental and essential element of a sound risk-
management and internal control system. Fail-
ure to implement and maintain an adequate
separation of duties can constitute an unsafe and
unsound practice and possibly lead to serious
losses or otherwise compromise the financial
integrity of the bank holding company. Serious
lapses or deficiencies in internal controls,
including inadequate segregation of duties, may
warrant supervisory action, including formal
enforcement action.

When properly structured, a system of inter-
nal controls promotes effective operations and
reliable financial and regulatory reporting; safe-
guards assets; and helps to ensure compliance
with relevant laws, regulations, and bank hold-
ing company policies. Ideally, internal controls
are tested by an independent internal auditor
who reports directly to either the bank holding
company’s board of directors or a designated
board committee, typically the audit committee.
Personnel who perform these reviews should
generally be independent of the function they
are assigned to review. Given the importance of
appropriate internal controls to banking organi-
zations of all sizes and risk profiles, the results
of audits or reviews, whether conducted by an
internal auditor or other personnel, should be
adequately documented, as should manage-
ment’s responses to them. In addition, commu-
nication channels should exist that allow nega-
tive or sensitive findings to be reported directly
to the board of directors or the relevant board
committee.

In evaluating the adequacy of a bank holding
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company’s internal controls and audit proce-
dures, examiners should consider whether the
following conditions are met:

1. The system of internal controls is appropri-
ate to the type and level of risks posed by
the nature and scope of the organization’s
activities.

2. The bank holding company’s organizational
structure establishes clear lines of authority
and responsibility for monitoring adherence
to policies, procedures, and limits.

3. Reporting lines ensure that control areas are
sufficiently independent from the business
lines, and the reporting lines adequately sepa-
rate duties throughout the organization, such
as those duties relating to trading, custodial,
and back-office activities.

4. Official organizational structures reflect actual
operating practices.

5. Financial, operational, and regulatory reports
are reliable, accurate, and timely. When appli-
cable, exceptions are noted and promptly
investigated.

6. Adequate procedures exist for ensuring com-
pliance with applicable laws and regulations.

7. Internal audit or other control review
practices  ensure  independence  and
objectivity.

8. Internal controls and information systems are
adequately tested and reviewed; the cover-
age, procedures, findings, and responses to
audits and review tests are adequately docu-
mented; identified material weaknesses are
given appropriate and timely high-level
attention; and management’s actions to address
material weaknesses are objectively verified
and reviewed.

9. The audit committee or the board of directors
regularly reviews the effectiveness of inter-
nal audits and other control review activities.

4070.1.2 RATING DEFINITIONS

The rating for risk management is based on a
scale of one through five, in ascending order of
supervisory concern. Examiners should assign
this rating to reflect their findings in all four
of the elements of sound risk management
described above. The risk-management rating
should be reflected in the overall “Risk-
Management” rating of the bank holding com-
pany and should be consistent with the follow-
ing criteria:
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Rating 1 (Strong). A rating of 1 indicates that
management effectively identifies and controls
all major types of risk posed by the BHC’s
activities. Management is fully prepared to
address risks emanating from new products and
changing market conditions. The board and man-
agement are forward looking and active partici-
pants in managing risk. Management ensures
that appropriate policies and limits exist and are
understood, reviewed, and approved by the board.
Policies and limits are supported by risk-
monitoring procedures, reports, and manage-
ment information systems that provide manage-
ment and the board with the information and
analysis necessary to make timely and appropri-
ate decisions in response to changing condi-
tions. Risk-management practices and the orga-
nization’s infrastructure are flexible and highly
responsive to changing industry practices and
current regulatory guidance. Staff has sufficient
experience, expertise, and depth to manage the
risks assumed by the institution.

Internal controls and audit procedures are suf-
ficiently comprehensive and appropriate to the
size and activities of the institution. There are
few noted exceptions to the institution’s estab-
lished policies and procedures, and none is
material. Management effectively and accu-
rately monitors the condition of the institution
consistent with the standards of safety and sound-
ness and in accordance with internal and super-
visory policies and practices. Risk-management
processes are fully effective in identifying, moni-
toring, and controlling the risks to the institution.

Rating 2 (Satisfactory). A rating of 2 indicates
that the institution’s management of risk is
largely effective but lacking in some modest
degree. Management demonstrates a responsive-
ness and ability to cope successfully with exist-
ing and foreseeable risks that may arise in carry-
ing out the institution’s business plan. While the
institution may have some minor risk-
management weaknesses, these problems have
been recognized and are in the process of being
resolved. Overall, board and senior management
oversight, policies and limits, risk-monitoring
procedures, reports, and management informa-
tion systems are considered satisfactory and
effective in maintaining a safe and sound institu-
tion. Risks are controlled in a manner that does
not require more-than-normal supervisory
attention.

The BHC’s risk-management practices and
infrastructure are satisfactory and generally are
adjusted appropriately in response to changing
industry practices and current regulatory guid-
ance. Staff experience, expertise, and depth are
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generally appropriate to manage the risks assumed
by the institution.

Internal controls may display modest weak-
nesses or deficiencies, but they are correctable
in the normal course of business. The examiner
may have recommendations for improvement,
but the weaknesses noted should not have a
significant effect on the safety and soundness of
the institution.

Rating 3 (Fair). A rating of 3 signifies that
risk-management practices are lacking in some
important ways and, therefore, are a cause for
more-than-normal supervisory attention. One or
more of the four elements of sound risk manage-
ment! (active board and senior management
oversight; adequate policies, procedures, and
limits; adequate risk-management monitoring
and management information systems; compre-
hensive internal controls) are considered less
than acceptable and have precluded the institu-
tion from fully addressing one or more signifi-
cant risks to its operations. Certain risk-
management practices are in need of improvement
to ensure that management and the board are
able to identify, monitor, and control all signifi-
cant risks to the institution. Also, the risk-
management structure may need to be improved
in areas of significant business activity, or staff
expertise may not be commensurate with the
scope and complexity of business activities. In
addition, management’s response to changing
industry practices and regulatory guidance may
need to improve.

The internal control system may be lacking in
some important aspects, particularly as indi-
cated by continued control exceptions or by a
failure to adhere to written policies and proce-
dures. The risk-management weaknesses could
have adverse effects on the safety and sound-
ness of the institution if corrective action is not
taken by management.

Rating 4 (Marginal). A rating of 4 represents
deficient risk-management practices that fail to
identify, monitor, and control significant risk
exposures in many material respects. Generally,
such a situation reflects a lack of adequate guid-
ance and supervision by management and the

1. See the Federal Reserve System handbook Framework
for Risk-Focused Supervision of Large Complex Institutions,
August 1997; SR-95-51, “Rating the Adequacy of Risk Man-
agement Processes and Internal Controls at State Member
Banks and Bank Holding Companies” (as amended by SR-04-
18, “Bank Holding Company Rating System” and SR-16-11,
“Supervisory Guidance for Assessing Risk Management at
Supervised Institutions with Total Consolidated Assets Less
than $50 Billion.”).

board. One or more of the four elements of
sound risk management are deficient and require
immediate and concerted corrective action by
the board and management.

The institution may have serious identified
weaknesses, such as an inadequate separation of
duties, that require substantial improvement in
internal control or accounting procedures or that
require improved adherence to supervisory stan-
dards or requirements. The risk-management
deficiencies warrant a high degree of supervi-
sory attention because, unless properly addressed,
they could seriously affect the safety and sound-
ness of the institution.

Rating 5 (Unsatisfactory). A rating of 5 indi-
cates a critical absence of effective risk-
management practices with respect to the identi-
fication, monitoring, or control over significant
risk exposures. One or more of the four ele-
ments of sound risk management are considered
wholly deficient, and management and the board
have not demonstrated the capability to address
these deficiencies.

Internal controls are critically weak and, as
such, could seriously jeopardize the continued
viability of the institution. If not already evi-
dent, there is an immediate concern as to the
reliability of accounting records and regulatory
reports and the potential for losses if corrective
measures are not immediately taken. Deficien-
cies in the institution’s risk-management proce-
dures and internal controls require immediate
and close supervisory attention.

4070.1.3 REPORTING CONCLUSIONS

For bank holding companies, the separate
numerical rating for the risk-management com-
ponent and the rationale for the rating assigned
should be included as the “Risk-Management
Rating: (numerical rating)” and discussed on
confidential page B, “Condition of Bank Hold-
ing Company,” of the bank holding company
inspection report. Comments, conclusions, and
criticisms relating to a bank holding company’s
risk-management process should be brought to
the attention of management and included on
the “Policies and Supervision” page? of the bank
holding company inspection report, as well as

2. If a problem area is cited within the core section, the
respective supporting report pages (the “Policies and
Supervision” page) are to be included in the report to support
the critical comments. See section 5010.1.3.
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on core page 1, “Examiner’s Comments and
Matters Requiring Special Board Attention,” if
considered appropriate and particularly if the
rating is less than satisfactory.

Inspection reports and transmittal letters to
boards of directors of bank holding companies
should specifically describe the types and nature
of corrective actions that bank holding compa-
nies need to take to address noted risk-
management and internal control deficiencies.
When appropriate, bank holding companies
should also be advised that the Federal Reserve
will initiate supervisory actions if the failure to
separate critical operational duties creates the
potential for serious losses or if material defi-
ciencies or situations that threaten the safe and
sound conduct of a BHC’s activities are not
adequately addressed in a timely manner. Such
supervisory actions may include formal enforce-
ment actions against the bank holding company
(or a state member bank), its responsible officers
and directors, or both; supervisory actions would
also require the immediate implementation of
all necessary corrective measures.
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Revising Supervisory Ratings

Section 4070.3

Supervisory ratings should be revised whenever
there is strong evidence that the financial condi-
tion or risk profile of an institution has signifi-
cantly changed.* Inarisk-focused and continuous-
supervision environment, supervisory ratings
should be viewed as a continuum, rather than as
a point-in-time assessment of an ingtitution’s
financial condition.2 It is important that super-
visory ratings reflect a current assessment of
an ingtitution’s financial condition and risk pro-
file. The ratings can affect risk-based deposit
insurance premiums; statutory and regulatory
requirements, including applications and the
prompt-corrective-action provisions of the Fed-
eral Deposit Insurance Act; supervisory reporting
and inspection or examination requirements, and
other factors. While supervisory ratings are most
frequently revised as a result of on-site supervi-
sory activities, other sources of information re-
viewed off-site may also indicate the need for a
rating change.® See SR-99-17.

1. SR-99-17 supersedes SR-92-31, which suspended the
practice of revising CAMELS ratings for state member banks
between examinations.

2. The procedures in SR-99-17 pertain to supervisory rat-
ing systems for bank holding companies (RFI/C(D)); state
member banks (CAMELS); U.S. branches and agencies of
foreign banking organizations (ROCA); and Edge and agree-
ment corporations, overseas subsidiaries of U.S. banks, and
U.S. nonbank subsidiaries of foreign banking organizations
(CAMEQ).

3. For example, a significant change in financial condition
may be evident from some combination of the following:
reports of examinations conducted by other agencies, meet-
ings or other communications with management of the institu-
tion, published financial reports or press releases, status
reports submitted by the institution as required by an enforce-
ment action, and information generated by ongoing surveil-
lance activities.

When a component of one of the supervisory
rating systems is changed, the Reserve Bank
must al so reaffirm or revise the other component
ratings and the composite rating, based on infor-
mation available at that time. The factors con-
tributing to a change in the rating of a selected
component can affect one or more of the other
components in the rating system, as well as the
compositerating. Accordingly, if thereisacom-
pelling reason to change a selected component
rating, all of the other components in the super-
visory rating system must be either reaffirmed
or revised. As applicable for bank holding com-
panies and state member banks, the risk-
management subcomponent rating must also be
reaffirmed or revised when a CAMELS or
RFI/C(D) rating is changed.#

Any change to a component or composite
rating and the rationale for that change must be
communicated in writing via aletter or report to
the board of directors of the affected institution
(or to the senior U.S. management official in the
case of aU.S. branch, agency, office, or nonbank
subsidiary of a foreign bank) and to the appro-
priate state and federal supervisory agencies.

4. Pursuant to the guidelines set forth in SR-04-18, the
assignment of a risk-management (R) rating and a composite
(C) rating is required for noncomplex shell bank holding
companies.
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Supervisory Guidance for Assessing Risk Management at
Supervised Institutions with Total Consolidated Assets

Less than $50 Billion

Section 4071.0

Managing risks is fundamental to the business
of banking. Accordingly, the Federal Reserve
places significant supervisory emphasis on an
institution’s management of risk, including its
system of internal controls, when evaluating the
overall effectiveness of an institution’s risk man-
agement. An institution’s failure to establish a
management structure that adequately identifies,
measures, monitors, and controls the risks of its
activities has long been considered unsafe-and-
unsound conduct. Principles of sound manage-
ment should apply to the entire spectrum of
risks facing an institution including, but not
limited to, credit, market, liquidity, operational,
compliance, and legal risk:

* Credit risk arises from the potential that a
borrower or counterparty will fail to perform
on an obligation.

* Market risk is the risk to a financial institu-
tion’s condition resulting from adverse move-
ments in market rates or prices, including, but
not limited to, interest rates, foreign exchange
rates, commodity prices, or equity prices.

 Liquidity risk is the potential that a financial
institution will be unable to meet its obliga-
tions as they come due because of an inability
to liquidate assets or obtain adequate funding
(referred to as “funding liquidity risk”) or that
it cannot easily unwind or offset specific expo-
sures without significantly lowering market
prices because of inadequate market depth or
market disruptions (referred to as ‘“market
liquidity risk™).
Operational risk is the risk resulting from
inadequate or failed internal processes, people,
and systems or from external events.!
Compliance risk is the risk of regulatory sanc-
tions, fines, penalties or losses resulting from
failure to comply with laws, rules, regula-
tions, or other supervisory requirements appli-
cable to a financial institution.
Legal risk is the potential that actions against
the institution that result in unenforceable
contracts, lawsuits, legal sanctions, or adverse
judgments can disrupt or otherwise negatively
affect the operations or condition of a finan-
cial institution.

1. This definition conforms to the Basel Committee on
Banking Supervision’s “Principles for the Sound Manage-
ment of Operational Risk,” June 2011, Bank for International
Settlements.

The risk-management expectations outlined in
this guidance are applicable to all supervised
institutions with total consolidated assets less
than $50 billion, including state member banks,
bank holding companies, savings and loan hold-
ing companies, and foreign banking organiza-
tions with combined total U.S. assets of less
than $50 billion. This guidance also applies to
insurance and commercial savings and loan
holding companies with total consolidated assets
less than $50 billion by providing core risk-
management guidance. Reserve Bank staff may
further consult with Board staff on appropriately
tailoring this guidance for these institutions.

These risks and the activities associated with
them are addressed in greater detail in the Fed-
eral Reserve’s supervision manuals and other
guidance documents.? In practice, an institu-
tion’s business activities present various combi-
nations, concentrations, and interrelationships
of these risks depending on the nature and scope
of the particular activity. The following discus-
sion provides guidelines for the supervisory
assessment of the overall effectiveness of an
institution’s risk management and its formal or
informal systems for identifying, measuring,
monitoring, and controlling these risks. Refer to
SR-16-11 and its attachment.

4071.0.1 ELEMENTS OF RISK
MANAGEMENT

When evaluating the risk management at an
institution as part of the evaluation of the over-
all effectiveness of management, examiners
should place primary consideration on findings
relating to the following elements of a sound
risk-management system:

* board? and senior management oversight
e policies, procedures, and limits

2. Refer to the Federal Reserve’s Commercial Bank Exami-
nation Manual, this Bank Holding Company Supervision
Manual, Examination Manual for U.S. Branches and Agencies
of Foreign Banking Organizations, and relevant FFIEC Exami-
nation Manuals.

3. For the purpose of this guidance, for foreign banking
organizations, “board of directors” refers to the equivalent
governing body of the U.S. operations of the FBO.
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4071.0

* risk monitoring and management information
systems
* internal controls

Each of these elements is described further
below, along with a list of considerations rel-
evant to assessing each element. Examiners
should recognize that the considerations speci-
fied in these guidelines are intended only to
assist in the evaluation of risk-management prac-
tices and are not a checklist of requirements for
each institution.

An institution’s risk-management processes
are expected to evolve in sophistication, com-
mensurate with the institution’s asset growth,
complexity, and risk. At a larger or more com-
plex organization, the institution should have
more sophisticated risk-management processes
that address the full range of risks regardless of
where the activity is conducted in the organiza-
tion. Moreover, while a holding company should
be able to assess the major risks of the consoli-
dated organization, examiners should expect a
parent company that centrally manages the op-
erations and functions of its subsidiary banks to
have more comprehensive, detailed, and devel-
oped risk-management systems than a parent
company that delegates the management of risks
to relatively autonomous subsidiaries.*

For a small community banking organization
(CBO) engaged solely in traditional banking
activities and whose senior management is ac-
tively involved in the details of day-to-day
operations, relatively basic risk-management sys-
tems may be adequate. In accordance with the
Interagency Guidelines Establishing Standards
for Safety and Soundness, a CBO is expected, at
a minimum, to have internal controls, informa-
tion systems, and internal audits that are appro-
priate for the size of the institution and the
nature, scope, and risk of its activities.’

The risk-management processes of a regional
banking organization (RBO) would typically
contain detailed guidelines that set specific pru-
dent limits on the principal types of risks rel-

4. If these subsidiaries are regulated by another federal
banking agency, Federal Reserve examiners should rely to the
fullest extent possible on the conclusions drawn by relevant
regulators regarding risk management. See also, SR-16-4,
“Relying on the Work of the Regulators of the Subsidiary
Insured Depository Institution(s) of Bank. Holding Compa-
nies and Savings and Loan Holding Companies with Total
Consolidated Assets of Less than $50 Billion.”

5. Refer to 12 CFR 208, Appendix D-1, the Interagency
Guidelines Establishing Standards for Safety and Soundness.
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evant to a RBO’s consolidated activities.® Fur-
thermore, because of the diversity and the
geographic dispersion of their activities, these
institutions will require relatively more sophisti-
cated information systems that provide manage-
ment with timely information that supports the
management of risks. The information systems,
in turn, should provide management with infor-
mation that present a consolidated and inte-
grated view of risks that are relevant to the
duties and responsibilities of individual manag-
ers, senior management, and the board of direc-
tors.”

Consistent with the principle of national treat-
ment,? the Federal Reserve has the same super-
visory goals and standards for the U.S. opera-
tions of FBOs as for domestic organizations of
similar size, scope, and complexity. Given the
added element of foreign ownership, an FBO’s
risk-management processes and control func-
tions for the U.S. operations may be imple-
mented domestically or outside of the United
States. In cases where these functions are per-
formed outside of the United States, the FBO’s
oversight function, policies and procedures, and
information systems need to be sufficiently trans-
parent to allow U.S. supervisors to assess their
adequacy. Additionally, the FBO’s U.S. senior
management need to demonstrate and maintain
a thorough understanding of all relevant risks
affecting the U.S. operations and the associated
management information systems, used to man-
age and monitor these risks within the U.S.
operations.

The information systems at a larger institu-
tion will naturally require frequent monitoring
and testing by independent control areas and by
both internal and external auditors, to ensure the
integrity of the information used by the board of
directors and senior management in overseeing
compliance with policies and limits. Therefore,
an institution’s risk oversight function needs to
be sufficiently independent of the business lines
to achieve an adequate separation of duties and
the avoidance of conflicts of interest.

6. The Federal Reserve considers an RBO to be a midsize
financial institution with total consolidated assets between
$10 and $50 billion.

7. Additionally, the Federal Reserve’s Regulation YY
includes specific and enhanced prudential standard require-
ments regarding risk management for RBOs.

8. National treatment requires nondiscrimination between
domestic and foreign firms, or treatment of foreign entities
that is no less favorable than that accorded to domestic
enterprises in like circumstances. The International Banking
Act of 1978 generally gives foreign banks operating in the
United States the same powers as domestic banking organiza-
tions and subjects them to the same restrictions and obliga-
tions.
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4071.0.1.1 Board and Senior
Management Oversight

The board of directors has the responsibility for
establishing the level of risk that the institution
should take. Accordingly, the board of directors
should approve the institution’s overall business
strategies and significant policies, including those
related to managing risks. Further, the board of
directors should also ensure that senior manage-
ment is fully capable of implementing the insti-
tution’s business strategies and risk limits. In
evaluating senior management, the board of
directors should consider whether management
is taking the steps necessary to identify, mea-
sure, monitor, and control these risks.

The board of directors should collectively
have a balance of skills, knowledge, and experi-
ence to clearly understand the activities and
risks to which the institution is exposed. The
board of directors should take steps to develop
an appropriate understanding of the risks the
institution faces, through briefings from experts
internal to their organization and potentially
from external experts. The institution’s manage-
ment information systems should provide the
board of directors with sufficient information to
identify the size and significance of the risks.
Using this knowledge and information, the board
of directors should provide clear guidance regard-
ing the level of exposures acceptable to the
institution and oversee senior management’s
implementation of the procedures and controls
necessary to comply with approved policies.

Senior management is responsible for imple-
menting strategies set by the board of directors
in a manner that controls risks and that complies
with laws, rules, regulations, or other supervi-
sory requirements on both a long-term and day-
to-day basis. Accordingly, senior management
should be fully involved in and possess suffi-
cient knowledge of all activities to ensure that
appropriate policies, controls, and risk monitor-
ing systems are in place and that accountability
and lines of authority are clearly delineated.
Senior management is also responsible for estab-
lishing and communicating a strong awareness
of the need for effective risk management, inter-
nal controls, and high ethical business practices.
To fulfill these responsibilities, senior manage-
ment needs to have a thorough understanding of
banking and financial market activities and de-
tailed knowledge of the institution’s activities,
including the internal controls that are necessary
to limit the related risks.

In assessing the quality of the oversight pro-
vided by the board of directors and senior man-

agement, examiners should consider the

following:

e The board of directors has approved signifi-
cant policies to establish risk tolerances for
the institution’s activities and periodically
reviews risk exposure limits to align with
changes in the institution’s strategies, address
new activities and products, and react to changes
in the industry and market conditions.

e Senior management has identified and has a
clear understanding and working knowledge
of the risks inherent in the institution’s activi-
ties. Senior management also remains in-
formed about these risks as the institution’s
business activities evolve or expand and as
changes and innovations occur in financial
markets and risk-management practices.

e Senior management has identified and re-
viewed risks associated with engaging in new
activities or introducing new products to en-
sure that the necessary infrastructure and inter-
nal controls are in place to manage the related
risks.

* Senior management has ensured that the insti-

tution’s activities are managed and staffed by

personnel with the knowledge, experience,
and expertise consistent with the nature and
scope of the institution’s activities and risks.

All levels of senior management provide ap-

propriate management of the day-to-day activi-

ties of officers and employees, including over-
sight of senior officers or heads of business
lines.

* Senior management has established and main-
tains effective information systems to identity,
measure, monitor, and control the sources of
risks to the institution.

4071.0.1.2 Policies, Procedures, and
Limits

Although an institution’s board of directors ap-
proves an institution’s overall business strategy
and policy framework, senior management de-
velops and implements the institution’s risk-
management policies and procedures that ad-
dress the types of risks arising from its activities.
Once the risks are properly identified, the insti-
tution’s policies and procedures should provide
guidance for the day-to-day implementation of
business strategies, including limits designed to
prevent excessive and imprudent risks. An insti-
tution should have policies and procedures that
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address its significant activities and risks with
the appropriate level of detail to address the
type and complexity of the institution’s opera-
tions. A smaller, less complex institution that
has effective senior management directly in-
volved in day-to-day operations would gener-
ally not be expected to have policies as sophisti-
cated as larger institutions. In a larger institution,
where senior managers rely on widely-dispersed
staffs to implement strategies for more varied
and complex businesses, far more detailed poli-
cies and procedures would generally be expected.
In either case, senior management is expected to
ensure that policies and procedures address the
institution’s material areas of risk and that poli-
cies and procedures are modified when neces-
sary to respond to significant changes in the
institution’s activities or business conditions.

The following guidelines should assist exam-
iners in evaluating an institution’s policies,
procedures, and limits

The institution’s policies, procedures, and lim-
its provide for adequate identification, mea-
surement, monitoring, and control of the risks
posed by its significant risk-taking activities.
The institution’s policies, procedures, and lim-
its are consistent with its stated strategy and
risk profile.

The policies and procedures establish account-
ability and lines of authority across the institu-
tion’s activities.

* The policies and procedures provide for the
review and approval of new business lines,
products, and activities, as well as material
modifications to existing activities, services,
and products, to ensure that the institution has
the infrastructure necessary to identify, mea-
sure, monitor, and control associated risks
before engaging in a new or modified busi-
ness line, product, or activity.

4071.0.1.3 Risk Monitoring and
Management Information Systems

Institutions of all sizes are expected to have risk
monitoring and management information sys-
tems in place that provide the board of directors
and senior management with timely information
and a clear understanding of the institution’s
business activities and risk exposures. The so-
phistication of risk monitoring and management
information systems should be commensurate
with the complexity and diversity of the institu-

BHC Supervision Manual
Page 4

July 2016

tion’s operations. Accordingly, a smaller and
less complex institution may require less fre-
quent management and board reports to support
risk monitoring activities. For example, these
reports may include, daily or weekly balance
sheets and income statements, a watch list for
potentially troubled loans, a report on past due
loans, an interest rate risk report, and similar
items. In contrast, a larger, more complex insti-
tution would be expected to have much more
comprehensive reporting and monitoring sys-
tems, which includes more frequent reporting to
board and senior management, tighter monitor-
ing of high-risk activities, and the ability to
aggregate risks on a fully consolidated basis
across all business lines, legal entities, and
activities.

In assessing an institution’s measurement and
monitoring of risk and its management reports
and information systems, examiners should
consider whether these conditions exist:

The institution’s risk monitoring practices and

reports address all of its material risks.

* Key assumptions, data sources, models, and
procedures used in measuring and monitoring
risks are appropriate and adequately docu-
mented and tested for reliability on an on-
going basis.?

* Reports and other forms of communication
address the complexity and range of an insti-
tution’s activities, monitor key exposures and
compliance with established limits and strat-
egy, and as appropriate, compare actual versus
expected performance.

e Reports to the board of directors and senior

management are accurate, and provide timely

and sufficient information to identify any ad-
verse trends and to evaluate the level of risks
faced by the institution.

4071.0.1.4 Internal Controls

An effective internal control structure is critical
to the safe and sound operation of an institution.
Effective internal controls promote reliable finan-
cial and regulatory reporting, safeguard assets,
and help to ensure compliance with relevant
laws, rules, regulations, supervisory require-
ments, and institutional policies. Therefore, an
institution’s senior management is responsible
for establishing and maintaining an effective
system of controls, including the enforcement of
official lines of authority and the appropriate

9. See also SR-11-7, “Guidance on Model Risk Manage-
ment.”
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segregation of duties.

Adequate segregation of duties is a funda-
mental and essential element of a sound risk
management and internal control system. Fail-
ure to implement and maintain an adequate seg-
regation of duties can constitute an unsafe-and-
unsound practice and possibly lead to serious
losses or otherwise compromise the integrity of
the institution’s internal controls. Serious lapses
or deficiencies in internal controls, including
inadequate segregation of duties, may warrant
supervisory action, including formal enforce-
ment action.

Internal controls should be tested by an inde-
pendent party who reports either directly to the
institution’s board of directors or its designated
committee, which is typically the audit
committee.'® However, small CBOs whose size
and complexity do not warrant a full scale inter-
nal audit function may rely on regular reviews
of essential internal controls conducted by other
institution personnel. Given the importance of
appropriate internal controls to institutions of all
sizes and risk profiles, the results of audits or
reviews, whether conducted by an internal audi-
tor or by other personnel, should be adequately
documented, as should management’s responses
to the findings. In addition, communication chan-
nels should allow for adverse or sensitive find-
ings to be reported directly to the board of
directors or to the relevant board committee.

In evaluating internal controls, examiners
should consider whether these conditions are
met:

e The system of internal controls is appropriate
to the type and level of risks posed by the
nature and scope of the institution’s activities.

e Theinstitution’s organizational structure estab-
lishes clear lines of authority and responsibil-
ity for risk management and for monitoring
adherence to policies, procedures, and limits.

¢ Internal audit or other control functions, such
as loan review and compliance, provide for
independence and objectivity.

e The official organizational structures reflect
actual operating practices and management
responsibilities and authority over a particular
business line or activity.

* Financial, operational, risk management, and

10. Given the importance of the internal audit function,
several additional policy statements have been issued. For
comprehensive guidance on internal audit, see SR-03-5,
“Amended Interagency Guidance on the Internal Audit Func-
tion and its Outsourcing” and for institutions with more than
$10 billion in assets, see SR-13-1/ CA-13-1, “Supplemental
Policy Statement on the Internal Audit Function and Its Out-
sourcing.”

regulatory reports are reliable, accurate, and

timely; and wherever applicable, material ex-

ceptions are noted and promptly investigated
or remediated.

Policies and procedures for control functions

support compliance with applicable laws, rules,

regulations, or other supervisory require-
ments.

e Internal controls and information systems are
adequately tested and reviewed; the coverage,
procedures, findings, and responses to audits,
regulatory examinations, and other review
tests are adequately documented; identified
material weaknesses are given appropriate and
timely, high-level attention; and manage-
ment’s actions to address material weaknesses
are objectively verified and reviewed.

¢ The institution’s board of directors, or audit
committee, and senior management are respon-
sible for developing and implementing an
effective system of internal controls and that
the internal controls are operating effectively.

4071.0.1.5 Conclusions

Examiners are expected to assess risk manage-
ment for an institution and assign formal ratings
of “risk management” as described in the Com-
mercial Bank Examination Manual for state
member banks, the Bank Holding Company
Manual for bank holding companies, and the
Examination Manual for US. Branches and
Agencies of Foreign Banking Organizations.!!
In reports of examination or inspection, and in
transmittal letters to the boards of directors of
state member banks, holding companies,'? and
to the FBO officer of the U.S. operations, exami-
nation staff should specifically reference the
types and nature of corrective actions that need

11. Refer to section A.5020.1 of the Commercial Bank
Examination Manual; section 4070.1 of the Bank Holding
Company Supervision Manual; and section 2003.1 of the
Examination Manual for US. Branches and Agencies of For-
eign Banking Organizations. For savings and loan holding
companies, see also SR-11-11, “Supervision of Savings and
Loan Holding Companies (SLHCs);” SR-13-8, “Extension of
the Use of Indicative Ratings for Savings and Loan Holding
Companies;” and SR-14-9, “Incorporation of Federal Reserve
Policies into the Savings and Loan Holding Company Super-
vision Program.”

12. SR-16-11 applies to insurance and commercial savings
and loan holding companies with total consolidated assets less
than $50 billion by providing core risk-management guid-
ance. Reserve Bank staff should further consult with Board
staff on appropriately tailoring this guidance for these institu-
tions.
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to be taken by an institution to address noted
risk management and internal control deficien-
cies. Where appropriate, the Federal Reserve
will advise an institution that supervisory action
will be initiated, if the institution fails to timely
remediate risk-management weaknesses when
such failures create the potential for serious
losses or if material deficiencies or situations
threaten its safety and soundness. Such supervi-
sory actions may include formal enforcement
actions against the institution, or its responsible
officers and directors, or both, and would require
the immediate implementation of all necessary
corrective measures.
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If bank or holding company subsidiaries are
regulated by another federal banking agency,
Federal Reserve examiners should rely to the
fullest extent possible on the conclusions drawn
by relevant regulators regarding risk manage-
ment. See also, SR-16-4, “Relying on the Work
of the Regulators of the Subsidiary Insured
Depository Institution(s) of Bank Holding Com-
panies and Savings and Loan Holding Compa-
nies with Total Consolidated Assets of Less
than $50 Billion.”
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WHAT’S NEW IN THIS REVISED
SECTION

The BHC Surveillance Program is incorporat-
ing a new early-warning model (Holding Com-
pany Statistical Assessment of Bank Risk) and
other risk identification algorithms (*“Outlier
Metrics”), while extending its coverage to sav-
ings and loan holding companies.

The Federal Reserve’s Holding Company (HC)
Surveillance Program covers top-tier bank and
savings and loan holding companies. It deploys
risk identification algorithms and other surveil-
lance products to process financial and eco-
nomic data and generate forward-looking, action-
able intelligence on HCs. Results are used to
assess exposures, outlooks, and possible compli-
ance shortcomings, with the goal of calibrating
supervisory resources to risk. (Refer to SR-
15-16 and its attachment.)

Objectives fall under these headings: (1) HC
monitoring, (2) industry analysis, and (3) metric
distribution. In HC monitoring, forward-looking
metrics target high-risk HCs and those with
emerging financial difficulties for enhanced su-
pervisory attention, while identifying low-risk
HCs for more streamlined approaches. The met-
rics also detect possible regulatory violations or
departures from supervisory guidance and feed
into financial reports on individual HCs. In
industry analysis, aggregate data views and ac-
companying financial analyses inform Federal
Reserve leaders of broad financial institution
conditions and trends. In metric distribution,
web applications deliver surveillance results to
examiners and other supervisory staff.

As fully integrated into the supervisory pro-
cess, the HC Surveillance Program involves
three distinct phases. First, data are processed
by the risk identification algorithms, ranging
from simple rules to financial models, machine
learning, and signal processing. The algorithmic
system’s main components are the Outlier List,
Watch List, HC Monitoring Screen, and Inter-
company Transactions Exception List, all de-
scribed below. When the algorithms detect de-
partures from expected patterns involving HCs,
the results are transmitted via Performance Re-
port Information and Surveillance Monitoring
(PRISM), a web application available to Federal
Reserve examiners and other supervisory staff
for interactive data analysis.

The second phase begins as supervisory staff
use additional surveillance products to solidify
the initial impressions presented by first-phase

surveillance results. Key examples of these addi-
tional products are the BHC Performance Re-
port (BHCPR), a quarterly financial report on
individual HCs, described below, and the Focus
Report, a web application available to Federal
Reserve examiners and other supervisory staff
forinteractive risk assessment. In addition, aggre-
gate data views and reports of financial condi-
tion at the supervisory portfolio and industry
levels can help place a particular HC’s status in
context.

The third phase involves the development of
supervisory responses to the information gener-
ated in the first two. A primary goal is to focus
supervisory resources on excessive risk-taking,
the risk of emerging financial difficulties, and
possible compliance shortcomings. When prob-
lems are identified, follow-up by examiners pro-
motes correction and resolution. By also identi-
fying low-risk situations, the HC Surveillance
Program promotes the application of more stream-
lined supervisory approaches for such cases.

4080.0.1 OUTLIER LIST

An Outlier List highlights HCs with elevated
risk-taking and identifies those with expanded
or new areas of risk-taking. It is supported by
“Outlier Metrics” in the form of algorithms gen-
erating risk classifications of Low, Moderate, or
High for individual risk and performance dimen-
sions. The Outlier List includes HCs (FR Y-9C
filers only) categorized as High risk within at
least one risk or performance dimension. The
risk identification algorithms can be based on a
broad range of approaches and may evolve over
time.

Examiners and other supervisory staff use the
Outlier List to monitor risk-taking and promote
adequate risk management and mitigation, with
the goal of bolstering HCs’ capacity to prevent
or buffer financial losses. The Outlier List and
its metrics also assist supervisory staff in scop-
ing HC inspections. No regular write-up or
documentation requirement is tied to the Outlier
List.

4080.0.2 WATCH LIST

The Watch List identifies the risk of emerging
financial weaknesses among HCs. It includes
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HCs (FR Y-9C filers only) with composite safety-
and-soundness ratings consistent with financial
viability, but surveillance grades of 'D’ or 'F’
pointing to the possibility of deterioration in
inspection findings going forward.

To generate the surveillance grades, the Hold-
ing Company Statistical Assessment of Bank
Risk (HC-SABR) early-warning model is ap-
plied to financial and supervisory information
for each HC filing consolidated financial state-
ments on the FR Y-9C. The HC-SABR rating
consists of the composite rating most recently
assigned to an HC via the inspection process,
coupled with a surveillance letter grade (A, B,
C, D, or F) reflecting the HC’s estimated finan-
cial condition relative to others in the same
rating class.

HC-SABR ratings are designed for use both
in monitoring and in determining the scope of
an inspection. An accompanying Schedule of
Risk Factors (SRF) highlights specific indica-
tors leading the model to flag a particular HC as
strong or weak. Through ongoing monitoring,
examiners and other supervisory staff review
each Watch List HC to assess its financial condi-
tion and discern whether substantial deteriora-
tion is evident or impending. In such cases, they
determine whether an inspection or other super-
visory initiative might be needed. The Watch
List, much like the Outlier List and its metrics,
can also be used in scoping HC inspections to
target potentially deteriorating situations for the
most extensive reviews.

At times, Reserve Bank staff may need to
produce supporting documentation to explain
the reasons for an HC’s placement on the Watch
List and outline the appropriate supervisory
response. For HCs other than community bank-
ing organizations (CBOs), this type of informa-
tion is often already contained in quarterly super-
visory write-ups outside of the Watch List process.
Separate surveillance write-ups are required for
CBO HCs on the Watch List when any of the
following criteria are met:

1. The current HC-SABR rating is worse than
the prior quarter; or

2. The HC-SABR rating is the same as the prior
quarter, but the SRF identifies one or more
new contributing factors; or

3. The most recent requirement for a write-up
occurred four quarters earlier.

The assessments and conclusions comprising
a write-up should be brief and supported by
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analysis. A Watch List write-up should accom-
plish the following:

1. summarize the factors leading to Watch List
placement;

2. describe any response from the HC to those
factors;

3. assess the likelihood of further financial dete-
rioration;

4. judge whether assigned safety-and-soundness
ratings are accurate; and

5. determine whether the timing of the next
inspection should be accelerated.

Corrective action associated with newly iden-
tified problems must be initiated promptly by
Reserve Banks. Follow-up action may include
correspondence or meetings with an HC’s man-
agement or an on-site inspection. Problem situa-
tions should be closely monitored by supervi-
sory staff until they have been corrected or
otherwise resolved.

4080.0.3 HC MONITORING SCREEN

The HC Monitoring Screen includes a focus on
the parent company and non-depository subsidi-
aries; addresses issues such as cash flow, lever-
age, and complexity; identifies risks to deposi-
tory institution subsidiaries; and helps monitor
compliance with regulations and supervisory
guidance. It provides examiners and other super-
visory staff with additional perspective on the
risk position and financial condition of HCs by
supplementing the Outlier List and Watch List.
The FR Y-9SP is utilized, among other reports,
allowing the HC Monitoring Screen to provide a
surveillance view of smaller HCs. Those HCs
that fail screening criteria are identified, with
the criteria themselves updated periodically.

Examiners and other supervisory staff review
HC Monitoring Screen results quarterly and fol-
low up with supervisory initiatives when appro-
priate. Detailed instructions may accompany
parts of the screen linked to specific supervisory
programs, as for example, the guidance dis-
cussed in this manual’s section 4080.1, “Sur-
veillance Program for Small Holding Compa-
nies,” and further described in SR-13-21. Unless
otherwise instructed as part of a specific super-
visory program, staff are not generally required
to produce surveillance write-ups or maintain
surveillance documentation for HCs on the HC
Monitoring Screen.
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4080.0.4 INTERCOMPANY
TRANSACTIONS EXCEPTION LIST

The Intercompany Transactions Exception List
(ITEL) helps track compliance with section 23A
of the Federal Reserve Act; it is a specialized
monitoring process utilizing data from the FR
Y-8, together with information from the bank
Call report.

For each depository institution possibly exceed-
ing section 23A limits, supervisory staff per-
form the following: (1) follow up with the HC
submitting the FR Y-8 to verify the data are
accurate; (2) if an error caused the exception,
require an amended report; and (3) if the data
are correct, and a depository institution appears
to have had covered transactions exceeding sec-
tion 23A limits, determine the nature and extent
of the apparent violation. Reserve Bank staff
produce a written review of their findings for
each depository institution on the list. The review
addresses any apparent violations or reporting
errors, along with any corrective action taken.

4080.0.5 THE SURVEILLANCE
PROGRAM’S BHC PERFORMANCE
REPORT

The HC Surveillance Program generates quar-
terly financial reports on individual HCs, includ-
ing a publically available BHCPR consisting of
consolidated and parent-only financial informa-
tion and peer-group percentiles for HCs filing
the FR Y-9C. The information is useful in ana-
lyzing HCs on the Outlier List, Watch List, or
HC Monitoring Screen. By reviewing the per-
formance reports, examiners and other supervi-
sory staff gain insight into potential HC weak-
nesses. Parent leverage, cash-flow, and coverage
ratios can indicate problems at the parent level
that could adversely affect depository institution
subsidiaries. Information on the parent’s income
from subsidiaries can help illuminate problems
at non-depository subsidiaries that could nega-
tively affect depository institution subsidiaries.
The financial indicators produced by the
BHCPR are leveraged in surveillance models
such as HC-SABR and used in the financial

analysis of HCs. Some documentation is re-
quired to help support the report. Specifically,
the BHCPR’s peer group analysis involves the
identification of HCs that for a variety of rea-
sons could be considered atypical.

To support this process, Reserve Bank staff
annually produce a list of atypical HCs. The list
provides (1) the name, location, and ID RSSD
of a company; and (2) the reason why the HC is
considered atypical. HCs removed from the
atypical list relative to the previous year are also
identified and discussed.

4080.0.6 ROLE IN INSPECTION
PROCESS

HCs identified through the surveillance process
as (1) taking on positions or pursuing strategies
that could lead to problem situations, (2) having
a weak or declining financial condition, or (3)
failing to comply with regulations or supervi-
sory guidance should, in general, be inspected
more intensely and frequently than companies
without such deficiencies.

Regarding the positions and strategies of HCs,
the Outlier List is designed to identify excessive
risk-taking, as are parts of the HC Monitoring
Screen. Similarly, the Watch List is intended to
identify companies having a weak or declining
financial condition, as are parts of the HC Moni-
toring Screen. Also, the HC Monitoring Screen
and the Intercompany Transactions Exception
List help detect possible compliance problems
among HCs and their subsidiaries.

The full array of risk identification algorithms
and products deployed in the HC Surveillance
Program can be used in the scheduling and
scoping of HC inspections, so as to target, in a
timely manner, the riskiest situations for the
most extensive reviews, while conserving super-
visory resources when risk is low. The examiner-
in-charge should exercise prudent supervisory
judgment and consider an HC’s status on each
surveillance list and screen, together with all
other available information sources, including
the BHCPR and Focus Report, when determin-
ing the scope and nature of the inspection work
required.
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The surveillance program for holding compa-
nies having total consolidated assets of less than
$3 billion is described below. (See SR letter
13-21, “Inspection Frequency and Scope Require-
ments for Bank Holding Companies and Sav-
ings and Loan Holding Companies with Total
Consolidated Assets of $10 Billion or Less.”)
The surveillance program is a primary tool for
identifying potentially significant changes in the
condition of these organizations between reviews
and for targeting the work of any onsite reviews.
Quarterly surveillance screens identify potential
parent-company and nonbank issues that may
adversely affect affiliated insured depository
institutions. In particular, the screens address
parent-company cash flow, intercompany trans-
actions, parent-company leverage, and consoli-
dated capital ratios, where applicable. The sur-
veillance screens are periodically updated to
reflect industry trends and issues, as well as
changes in regulatory reporting requirements.

Upon receipt and finalization of FR Y-9 data,
Board surveillance staff provides each Reserve
Bank with the results of the small holding com-
pany surveillance screens on a quarterly basis.
Reserve Banks should evaluate this information
and make a determination as to any appropriate
supervisory actions within 45 days of the Board
staff notice. In doing so, Reserve Banks should
determine whether the screen results reveal that
the holding company or its affiliates could pose
or exacerbate a material risk to a depository
institution subsidiary. If the screen results reveal
no basis for a significant concern, no further
action is required. Reserve Banks should also
review the quarterly FR Y-8 data on transac-
tions between an insured depository institution
and its affiliates that are subject to section 23A
of the Federal Reserve Act and Regulation W.
Reserve Banks should document their FR Y-8
reviews and follow up on any potential viola-
tions.

If a Reserve Bank determines that the screen
results reveal the potential for material risk to a
depository institution, the Reserve Bank should
take appropriate follow-up action within 90 days
after initially receiving the surveillance results

from the Board. Follow-up actions may include

contacting the holding company to obtain
more information,

requesting from the holding company a cor-
rective action plan,

implementing heightened monitoring proce-
dures, or

updating the holding company’s complexity
designation.

If an onsite review is recommended for a com-
plex holding company, the review should com-
mence within 90 days of the Reserve Bank’s
initial notification of the surveillance results
from the Board. The ratings assigned as a result
of the onsite review should be promptly entered
into the National Examination Data System
(NED) and communicated to the company, Board
staff, and appropriate state and federal regula-
tory authorities within 120 days of that notifica-
tion.

In addition to the above surveillance monitor-
ing screens, Board surveillance staff also pro-
vide Reserve Banks with program support screens
containing additional information to assist in the
supervision of small holding companies. One
set of support screens identifies companies that
have been designated as noncomplex, but which
exhibit characteristics of complex organizations.
Reserve Banks are to evaluate any such compa-
nies to determine whether their designation as
noncomplex should be changed and their super-
vision program modified accordingly. A second
set of support screens monitors compliance of
financial holding companies with the capital,
managerial, and Community Reinvestment Act
standards set forth in the Gramm-Leach-Bliley
Act.

Surveillance information is crucial to identify-
ing potential issues between reviews and for
ensuring that onsite work is risk focused. Accord-
ingly, Reserve Banks should continue taking
steps to ensure the accuracy of the regulatory
reports that provide the basis for the surveillance
program. In particular, System staff is to follow
up promptly on any identified inaccuracies.
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Country Risk

Section 4090.0

WHAT’S NEW IN THIS REVISED
SECTION

Effective January 2009, this section has been
revised to recognize the supervisory guidance
containedin SR-08-12 and its interagency attach-
ment, ‘“Changes to the Interagency Country
Exposure Review Committee (ICERC) Process.”
A significant change was made to the ICERC
rating process—ICERC will only rate countries
that are in default.!

4090.0.05 DEFINITION,
COMPOSITION, AND EXPOSURES OF
COUNTRY RISK AND EVALUATING
THE ADEQUACY OF COUNTRY-RISK
MANAGEMENT

Apart from the consideration of the creditwor-
thiness of individual borrowers, holding compa-
nies engaged in international activities are sub-
ject to elements of country risk. Country risk
encompasses the entire spectrum of risks arising
from the economic, social, and political environ-
ments of a foreign country, as well as the gov-
ernmental policies structured to respond to these
conditions. These factors may have potentially
favorable or adverse consequences for foreign-
ers’ debt and equity investments in a particular
country. The Federal Reserve, along with the
Office of the Comptroller of the Currency and
Federal Deposit Insurance Corporation, have
issued supervisory guidance concerning the ele-
ments of an effective country-risk management
process for banking organizations. (See SR-
02-05 and SR-08-12, including their attachments.)

Country risk is the risk that economic, social,
or political conditions in a foreign country might
adversely affect an organization’s financial con-
dition, primarily through impaired credit quality
or transfer risk.? Country risk is also an impor-
tant consideration when evaluating the level of
credit risk associated with individual counter-
parties in a country. Regardless of the availabil-
ity of foreign exchange, macroeconomic condi-
tions and events that are beyond the control of

1. With the adoption of revised ICERC procedures in
November 2008, the Federal Reserve and the other banking
agencies eliminated the rating categories of Other Transfer
Risk Problems, Weak, Moderately Strong, and Strong.

2. Transfer risk is the possibility that an asset cannot be
serviced in the currency of payment because of a lack of, or
restraints on the availability of, needed foreign exchange in
the country of the obligor. For more information, see the
“Guide to the Interagency Country Exposure Review Com-
mittee Process” (SR-08-12’s attachment).

individual borrowers can strain or impair the
financial capacity of otherwise sound borrow-
ers. Significant depreciation of a country’s
exchange rate, for example, increases the cost of
servicing external debt and can adversely affect
not only transfer risk for the country, but also
the credit risk associated with even the strongest
counterparties in the country.

Country risk can occur in many different
forms, and the nature of specific risks can change
over time. It is essential that a U.S. banking
organization with significant direct or indirect
international exposure have in place an effective
country-risk management process that is com-
mensurate with the volume and complexity of
its international activities. More specifically,
country risk focuses on a borrower’s capacity to
obtain the foreign exchange required to service
cross-currency debt. A borrower’s debt-service
capacity may also be affected by the risks of
political and social upheaval, nationalization
and expropriation, governmental repudiation of
external indebtedness, exchange controls, and
devaluation. Events such as these may materi-
ally affect the condition of investments and the
profitability of lending activities overseas; exam-
iners must alert management to those risks that
may be difficult for the holding company and its
subsidiaries to absorb.

Using uniform examination procedures and
techniques for evaluating country-risk expo-
sures for domestic banks, examiners segregate
country-risk factors from the evaluation of other
lending risks. The procedures emphasize diver-
sification of exposure to individual countries as
the primary method of moderating country risk
in international portfolios. The approach gener-
ally consists of three parts:

1. measuring exposure in each country where a
business relationship exists

2. analyzing exposure in relation to the bank’s
capital resources and the economic and finan-
cial conditions of each country in which the
bank has outstanding credits

3. evaluating the risk-management system used
by the bank in relation to the size and nature
of its foreign lending activities

Examiners should evaluate the adequacy of
the country-risk management process at interna-
tionally active bank holding companies. This
risk-assessment process should include, at a
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minimum, effective oversight by the board of
directors, adequate risk-management policies
and procedures, an accurate country-exposure
reporting system, an effective country-risk analy-
sis process, a country-risk rating system, country-
exposure limits, ongoing monitoring of country
conditions, periodic stress testing of foreign
exposures, and adequate internal controls and an
audit function. A bank holding company’s
country-risk management process should give
particular attention to any concentrations of
country risk, first at the consolidated level and
then within the parent company and nonbank
subsidiaries, as well as to any concentrations
reported by supervisors at the bank subsidiaries.

4090.0.1 COUNTRY RISKS AND
FACTORS

Country or sovereign risk encompasses the entire
spectrum of risks and factors that arise from the
economic, social, and political environments of
a foreign country that may have potential conse-
quences for foreigners’ debt and equity invest-
ments in that country. A detailed description of
these factors is described below.

4090.0.1.1 Macroeconomic Factors

The first factor affecting country risk is the size
and structure of a country’s external debt in
relation to its economy, more specifically—

1. the current level of short-term debt and the
potential effect that a liquidity crisis would
have on the ability of otherwise creditworthy
borrowers in the country to continue servic-
ing their obligations, and

2. to the extent the external debt is owed by the
public sector, the ability of the government
to generate sufficient revenues, from taxes
and other sources, to service its obligations.

The condition and vulnerability of the country’s
current account is also an important consider-
ation, including—

1. the level of international reserves, including
forward market positions of the country’s
monetary authority (especially when the
exchange rate is fixed);

2. the level of import coverage provided by the
country’s international reserves;
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3. the importance of commodity exports as a
source of revenue, the existence of any price-
stabilization mechanisms, and the country’s
vulnerability to a downturn in either its export
markets or the price of an exported commod-
ity; and

4. the potential for sharp movements in exchange
rates and the effect on the relative price of
the country’s imports and exports.

The role of foreign sources of capital in meeting
the country’s financing needs is another impor-
tant consideration in the analysis of country
risk, including—

1. the country’s access to international financial
markets and the potential effects of a loss of
market liquidity;

2. the country’s relationships with private-
sector creditors, including the existence of
loan commitments and the attitude among
bankers toward further lending to borrowers
in the country;

3. the country’s current standing with multilat-
eral and official creditors, including the abil-
ity of the country to qualify for and sustain
an International Monetary Fund or other suit-
able economic adjustment program;

4. the trend in foreign investments and the
country’s ability to attract foreign invest-
ments in the future; and

5. the opportunities for privatization of
government-owned entities.

Past experience has highlighted the importance
of a number of other important macroeconomic
considerations, including—

1. the degree to which the country’s economy
may be adversely affected through the conta-
gion of problems in other countries;

2. the size and condition of the country’s bank-
ing system, including the adequacy of the
country’s system for bank supervision and
any potential burden of contingent liabilities
that a weak banking system might place on
the government;

3. the extent to which state-directed lending or
other government intervention may have
adversely affected the soundness of the coun-
try’s banking system, or the structure and
competitiveness of the favored industries or
companies; and

4. for both in-country and cross-border expo-
sures, the degree to which macroeconomic
conditions and trends may have adversely
affected the credit risk associated with coun-
terparties in the country.
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4090.0.1.2 Social, Political, and Legal
Climate

The analysis of country risk should also con-
sider the country’s social, political, and legal
climate, including—

1. the country’s natural- and human-resource
potential;

2. the willingness and ability of the government
to recognize economic or budgetary prob-
lems and implement appropriate remedial
action;

3. the degree to which political or regional fac-
tionalism or armed conflicts are adversely
affecting the government of the country;

4. any trends toward government-imposed price,
interest-rate, or exchange controls;

5. the degree to which the country’s legal sys-
tem can be relied on to fairly protect the
interests of foreign creditors and investors;

6. the accounting standards in the country and
the reliability and transparency of financial
information;

7. the extent to which the country’s laws and
government policies protect parties in elec-
tronic transactions and promote the develop-
ment of technology in a safe and sound
manner;

8. the extent to which government policies pro-
mote the effective management of the bank
holding company’s exposures; and

9. the level of adherence to international legal
and business-practice standards.

4090.0.1.3 Factors Specific to Banking
Organizations

Finally, a bank holding company’s analysis of
country risk should consider factors relating to
the nature of its actual (or approved) exposures
in the country, including, for example—

1. the bank holding company’s business strat-
egy and its exposure-management plans for
the country;

2. the mix of exposures and commitments,
including the types of investments and bor-
rowers, the distribution of maturities, the
types and quality of collateral, the existence
of guarantees, whether exposures are held for
trading or investment, and any other distin-
guishing characteristics of the portfolio;

3. the economic outlook for any specifically
targeted industries within the country;

4. the degree to which political or economic
developments in a country are likely to affect

the bank holding company’s chosen lines of
business in the country (for instance, the
unemployment rate or changes in local bank-
ruptcy laws may affect certain activities more
than others);

5. for a bank holding company involved in capi-
tal markets, its susceptibility to changes in
value based on market movements (As the
market value of claims against a foreign
counterparty rise, the counterparty may
become less financially sound, thus increas-
ing the risk of nonpayment (this is espe-
cially true for over-the-counter derivative
instruments.));

6. the degree to which political or economic
developments are likely to affect the credit
risk of individual counterparties in the coun-
try (for example, foreign counterparties with
healthy export markets or whose business is
tied closely to supplying manufacturing enti-
ties in developed countries may have signifi-
cantly less exposure to the local country’s
economic disruptions than do other counter-
parties in the country); and

7. the bank holding company’s ability to effec-
tively manage its exposures in a country
through in-country or regional representa-
tion, or by some other arrangement that ensures
the timely reporting of, and response to, any
problems.

4090.0.2 RISK-MANAGEMENT
PROCESS FOR COUNTRY RISK

Country risk has an overarching effect on a bank
holding company’s international activities and
should explicitly be taken into account in the
risk assessment of all exposures (including oft-
balance-sheet) to all public- and private-sector
foreign-domiciled counterparties. The risk asso-
ciated with even the strongest counterparties in
a country will increase if, for example, political
or macroeconomic conditions cause the exchange
rate to depreciate and the cost of servicing exter-
nal debt to rise. Country risk can occur in many
different forms, and the nature of specific risks
can change over time. A U.S. banking organiza-
tion with significant direct or indirect interna-
tional exposure should have in place an effec-
tive country-risk management process that is
commensurate with the volume and complexity
of its international activities. Examiners should
be continually evaluating the adequacy of the
country-risk management process at internation-
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ally active bank holding companies, and they
should regularly update their assessments. A
bank holding company’s country-risk manage-
ment process should give particular attention
to any concentrations of country risk at the
parent level or within its bank and nonbank
subsidiaries.

Country risk is not necessarily limited to
banking organizations with direct international
exposures. Domestic counterparties with signifi-
cant economic dependence on a foreign country
or region (for example, through export depen-
dence) can pose an indirect country risk to bank-
ing organizations that do not have direct interna-
tional activity. While banking organizations are
not required to incorporate indirect country risk
into a formal country-risk management process,
they should, nevertheless, take these country-
risk factors into account, where appropriate,
when assessing the creditworthiness of domestic
counterparties. Examiners should ensure that the
overall credit-risk management process takes
into account indirect country risk where applica-
ble in all Federal Reserve—supervised banking
organizations.

To effectively control the risk associated with
international activities, bank holding companies
must have a risk-management process that
focuses on the broadly defined concept of coun-
try risk. The elements of a sound country-risk
management process are discussed in further
detail below.

4090.0.2.1 Oversight by the Board of
Directors

If country risk is to be managed properly, the
board of directors must oversee the process
effectively. The board is responsible for periodi-
cally reviewing and approving policies govern-
ing its international activities to ensure that they
are consistent with the bank holding company’s
strategic plans and goals. The board is also
responsible for reviewing and approving limits
on country exposure and ensuring that manage-
ment is effectively controlling the risk. When
evaluating the adequacy of the bank holding
company’s capital and allowance for loan and
lease losses (ALLL), the board should take into
account the volume of foreign exposures and
the ratings of the countries to which it is
exposed.
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4090.0.2.2 Policies and Procedures for
Managing Country Risk

Bank management is responsible for implement-
ing sound, well-defined policies and procedures
for managing country risk that—

1. establish risk-tolerance limits;

2. delineate clear lines of responsibility and
accountability for country-risk management
decisions;

3. specify authorized activities, investments, and
instruments; and

4. identify both desirable and undesirable types
of business.

Management should also ensure that country-
risk management policies, standards, and prac-
tices are clearly communicated to the affected
offices and staff.

4090.0.2.3 Country-Exposure Reporting
System

To effectively manage country risk, the bank
holding company must have a reliable system
for capturing and categorizing the volume and
nature of foreign exposures. The reporting sys-
tem should cover all aspects of the bank holding
company’s operations, whether conducted
through paper transactions or electronically. An
accurate country-exposure reporting system is
also necessary to support the regulatory report-
ing of foreign exposures on the quarterly Coun-
try Exposure Report, FFIEC 009, and the supple-
mental Country Exposure Information Report,
FFIEC 009a.

The board of directors should regularly receive
reports on the level of foreign exposures. If the
level of foreign exposures in a bank holding
company is significant,? or if a country to which
the bank holding company is exposed is consid-
ered to be high risk, exposures should be reported
to the board at least quarterly. More frequent
reporting is appropriate when a deterioration in
foreign exposures would threaten the soundness
of the bank holding company.

3. For purposes of this guidance, concentrations of expo-
sures to individual countries that exceed 25 percent of the
bank holding company’s or bank’s tier 1 capital plus the
ALLL are considered significant. However, in the case of
particularly troubled countries, lesser degrees of exposure
may also be considered to be significant.
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4090.0.2.4 Country-Risk Analysis
Process

Although the nature of the country-risk analysis
process and the level of resources devoted to it
will vary, depending on the size and sophistica-
tion of the banking organization’s international
operations, a number of considerations are rel-
evant to evaluating the process in all banking
organizations:

1. Is there a quantitative and qualitative assess-
ment of the risk associated with each country
in which the banking organization is con-
ducting or planning to conduct business?

2. Is a formal analysis of country risk con-
ducted at least annually, and does the bank-
ing organization have an effective system for
monitoring developments in the interim?

3. Does the analysis take into account all aspects
of the broadly defined concept of country
risk, as well as any unique risks associated
with specific groups of counterparties the
banking organization may have targeted in
its business strategy?

4. Is the analysis adequately documented, and
are conclusions concerning the level of risk
communicated in a way that provides deci-
sion makers with a reasonable basis for deter-
mining the nature and level of the banking
organization’s exposures in a country?

5. Given the size and sophistication of the bank-
ing organization’s international activities, are
the resources devoted to the analysis of coun-
try risk adequate?

6. As a final check of the process, are the bank-
ing organization’s conclusions concerning a
country reasonable in light of information
available from other sources, including exter-
nal research and rating services and the Inter-
agency Country Exposure Review Commit-
tee (ICERC)?

4090.0.2.5 Country-Risk Ratings

Country-risk ratings summarize the conclusions
of the country-risk analysis process. The ratings
are an important component of country-risk
management because they provide a framework
for establishing country-exposure limits that
reflect the bank holding company’s tolerance for
risk.

Because some counterparties may be more
exposed to local country conditions than others,
it is a common and acceptable practice for bank-
ing organizations to distinguish between differ-
ent types of exposures when assigning their

country-risk ratings. For example, trade-related
and banking-sector exposures typically receive
better risk ratings than other categories of expo-
sure because the importance of these types of
transactions to a country’s economy has usually
moved governments to give them preferential
treatment for repayment.

The risk-rating systems of some banking
organizations differentiate between public-
sector and private-sector exposures. In some
banking organizations, a country’s private-
sector credits cannot be rated less severely than
its public-sector credits (that is, the banking
organization imposes a ‘““sovereign ceiling” on
the rating for all exposures in a country). Both
are acceptable practices.

A banking organization’s country-risk ratings
may differ from the ICERC-assigned transfer-
risk ratings because the two ratings differ in
purpose and scope. A banking organization’s
internally assigned ratings help it to decide
whether to extend additional credit, as well as
how it should manage existing exposures. Such
ratings should, therefore, have a forward-
looking and broad country-risk focus. The
ICERC’s more narrowly focused transfer-risk
ratings are primarily a supervisory tool to iden-
tify countries where concentrations of transfer
risk might warrant greater scrutiny and to deter-
mine whether some minimum level of reserves
against transfer risk should be established. The
ICERC rating process only rates countries in
default. Default occurs when a country is not
complying with its external debt-service obliga-
tions or is unable to service the existing loan
according to its terms, as evidenced by failure to
pay principal and interest fully and on time,
arrearages, forced restructuring, or rollovers.
For more information on ICERC ratings, see
section 7040.3 of the Commercial Bank Exami-
nation Manual and SR-08-12.

4090.0.2.6 Country-Exposure Limits

As part of their country-risk management
process, internationally active bank holding com-
panies should adopt a system of country-
exposure limits. Because the limit-setting pro-
cess often involves divergent interests within
the banking organization (such as the country
managers, the bank holding company’s over-
all country-risk manager, and the country-risk
committee), country-risk limits will usually
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reflect a balancing of several considerations,
including—

1. the overall strategy guiding the bank holding
company’s international activities,

2. the country’s risk rating and the bank hold-
ing company’s appetite for risk,

3. perceived business opportunities in the coun-
try, and

4. the desire to support the international busi-
ness needs of domestic customers.

Country-exposure limits should be approved by
the board of directors, or a committee thereof,
and communicated to all affected departments
and staff. Exposure limits should be reviewed
and approved at least annually—and more fre-
quently when concerns about a particular coun-
try arise.

A bank holding company’s board of directors
and senior management should consider whether
its international operations are such that it should
supplement its aggregate exposure limits with
more discrete controls. Such controls might take
the form of limits on the different lines of busi-
ness in the country, limits by type of counter-
party, or limits by type or tenor of exposure. A
bank holding company might also limit its expo-
sure to local currencies. Bank holding compa-
nies that have both substantial capital-market
exposures and credit-related exposures typically
set separate aggregate exposure limits for each
because exposures to the two lines of business
are usually measured differently.

Although country-by-country exposure limits
are customary, bank holding companies should
also consider limiting (or at least monitoring)
exposures on a broader (for example, regional)
basis. A troubled country’s problems often affect
its neighbors, and the adverse effects may also
extend to geographically distant countries with
close ties through trade or investment. By moni-
toring and controlling exposures on a regional
basis, bank holding companies are in a better
position to respond if the adverse effects of a
country’s problems begin to spread.

For bank holding companies that are engaged
primarily in direct lending activities, monthly
monitoring of compliance with country-
exposure limits is adequate. However, bank
holding companies with more volatile port-
folios, including those with significant trading
accounts, should monitor compliance with
approved limits more frequently. Exceptions to
approved country-exposure limits should be
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reported to an appropriate level of management
or the board of directors so that it can consider
corrective measures.

4090.0.2.7 Monitoring Country
Conditions

The bank holding company should have a sys-
tem in place to monitor current conditions in
each of the countries where it is significantly
exposed. The level of resources devoted to
monitoring conditions within a country should
be proportionate to the bank holding company’s
level of exposure and the perceived level of risk.
If the bank holding company maintains an in-
country office, reports from the local staff are an
obviously valuable resource for monitoring coun-
try conditions. In addition, periodic country vis-
its by the regional or country manager are
important to properly monitor individual expo-
sures and conditions in a country. The bank
holding company may also draw on information
from rating agencies and other external sources.

Communication between senior management
and the responsible country managers should be
regular and ongoing. The bank holding com-
pany should not rely solely on informal lines of
communication and ad hoc decision making in
times of crisis. Established procedures should
be in place for dealing with exposures in troubled
countries, including contingency plans for
reducing risk and, if necessary, exiting the
country.

4090.0.2.8 Stress Testing

Bank holding companies should periodically
stress-test their foreign exposures and report the
results to the board of directors and senior man-
agement. As used here, stress testing does not
necessarily refer to the use of sophisticated
financial modeling tools, but rather to the need
for all bank holding companies to evaluate in
some way the potential impact different sce-
narios may have on their country-risk profiles.
The level of resources devoted to this effort
should be commensurate with the significance
of foreign exposures in the bank holding compa-
ny’s overall operations.

4090.0.2.9 Internal Controls and Audit

Bank holding companies should ensure that
their country-risk management process includes
adequate internal controls and that an audit



Country Risk

4090.0

mechanism ensures the integrity of the informa-
tion used by senior management and the board
to monitor compliance with country-risk poli-
cies and exposure limits. The system of internal
controls should, for example, ensure that the
responsibilities of marketing and lending per-
sonnel are properly segregated from the respon-
sibilities of personnel who analyze country risk,
rate country risk, and set country limits.

4090.0.3 REPORTING
REQUIREMENTS

4090.0.3.1 Country Exposure Report
(FFIEC 009)

Banks and bank holding companies required to
file the Country Exposure Report (Form FFIEC
009, formerly Form FR 2036) when the bank or
banks have a foreign branch, a foreign subsidi-
ary, or an Edge corporation, and when they
have, on a consolidated basis, total outstanding
claims onresidents of foreign countries of $30 mil-
lion or more. The report is to be filed quarterly
within 45 days of the end of March, June, Sep-
tember, and December.

The report measures lending to residents of
foreign countries by U.S. banking organizations.
It is used to provide information on the distribu-
tion, by country, of foreign claims held by such
banking organizations to (1) determine the degree
of risk in bank portfolios and how adverse
developments in particular countries affect the
U.S. banking system; (2) assess country risk for
supervisory purposes, and (3) assist the Bank
for International Settlements in compiling world-
wide data on cross-border claims. The report
also includes information on revaluation gains
for off-balance-sheet items and for securities
held in trading accounts.

4090.0.3.2 Country Exposure Information
Report (FFIEC 009a)

The County Exposure Information Report (Form
FFIEC 009a) supplements the Country Exposure
Report. The purpose of FFIEC 009a is to pro-
vide public disclosure of significant country
exposures of U.S. banking institutions. Every
institution that submits the FFIEC 009 and that
has exposures to a country that exceed 1 percent
of total assets or 20 percent of capital of the
reporting institution submits the FFIEC 009a.
FFIEC 009a respondents also furnish a list of
countries in which exposures were between

¥4 of 1 percent and 1 percent of total assets or
between 15 and 20 percent of capital. Filing of
the report is required.

4090.0.3.3 Country Exposure Report for
U.S. Branches and Agencies of Foreign
Banks (FFIEC 019)

The Country Exposure Report for U.S. Branches
and Agencies of Foreign Banks (Form FFIEC
019) is similar to the FFIEC 009 report that is
filed by U.S. banks. The FFIEC 019 report col-
lects information, by country, on the direct
claims, indirect claims, and total adjusted claims
on foreign residents; information on direct claims
on related non—U.S. offices domiciled in coun-
tries other than the home country of the parent
bank that are ultimately guaranteed in the home
country that are included in total adjusted claims
on the home country; and information on the
breakdown of adjusted claims on unrelated for-
eign residents. The data are used by the super-
visory agencies to monitor significant foreign-
country exposures of U.S. branches and agencies
of foreign banks. The reports are also used to
evaluate the financial condition of these branches
and agencies.

The FFIEC 019 is collected quarterly from
those branches and agencies of foreign banks
that have, as of the quarterly report date, more
than $30 million in total direct claims on resi-
dents of foreign countries. The FFIEC 019 pro-
vides data on the foreign-risk exposure of each
reporting branch and agency.

Respondents to the FFIEC 019 must prepare
the data as of the close of each calendar quarter
and submit the forms to the appropriate Reserve
Bank no later than 45 days following the report
date. Data are due at the Board 60 days follow-
ing the report date. Bank holding companies
should obtain, from the management of their
respective foreign bank subsidiaries, written
confirmation that the FFIEC 019 and all other
Federal Reserve and FFIEC reports have been
filed, as required.

4090.0.4 INSPECTION OBJECTIVES

1. If the bank holding company is internation-
ally active, to determine the nature and
extent of its direct and indirect country-risk
exposures.

2. If the bank holding company has significant
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direct or indirect international exposure, to
evaluate and determine whether it has in
place an effective country-risk management
process that is commensurate with the vol-
ume and complexity of its international
activities.

3. To review and determine if the bank hold-
ing company’s system of policies, proce-
dures, internal controls, rating system, and
stress testing for county-risk management
are adequate and reliable.

4. To determine if the bank holding compa-
ny’s board of directors oversees and regu-
larly reviews its country-risk management
process, approves limits on country expo-
sure, provides for adequate capital that is
commensurate with its direct and indirect
country-risk exposures, and ensures that
management is effectively controlling the
risk.

5. To determine if management clearly com-
municates the bank holding company’s
country-risk management policies, stan-
dards, and practices to the affected offices
and staff.

6. To (1) determine if the scope of the bank
holding company’s audit function is ade-
quate and if the function is sufficiently com-
prehensive to ensure the integrity of the
information senior management and the board
use to monitor the bank holding company’s
country-risk management process, and
(2) ensure that the board of directors or its
audit committee has provided for adequate
audit coverage of country-risk management
functions.

7. To recommend corrective action if a bank
holding company’s country-risk manage-
ment process and controls are deficient
in relation to the level of country-risk
exposure.

8. To determine if the bank holding company
is properly preparing the Country Exposure
Report, FFIEC 009, and the supplemental
Country Exposure Information Report,
FFIEC 009a, both of which are required to
be filed quarterly with the respective Reserve
Banks, as applicable.

9. To identify and report individual exposures
considered significant in relation to the bank
holding company’s capital and the eco-
nomic performance of the country.

10. To prepare a report on the bank holding
company’s country-exposure management
system and on any noted deficiencies.
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4090.0.5 INSPECTION PROCEDURES

When performing and updating the bank hold-
ing company’s risk assessment, the central point
of contact for the bank holding company should
include an analysis of its direct and indirect
country-risk exposures (including any signifi-
cant country-risk concentrations) and of the
adequacy and reliability of its country-risk man-
agement. The analysis of the bank holding com-
pany’s country-risk management systems should
consist of three important components.

One component is the provision for evalua-
tion of economic trends, political developments,
and the social fabric within countries where the
bank holding company’s funds are at risk. These
so-called country studies are derived from eco-
nomic data supplied by the borrower or pub-
lished by institutional lenders; sociopolitical
commentaries; on-site reports from bank
branches, subsidiaries, or affiliates; or bank-
officer visits to the country.

In the second component, the board of direc-
tors and senior management define the level of
country exposure the bank is willing to assume.
This undertaking normally includes the estab-
lishment of limits on aggregate outstandings,
maturities, and categories of risk exposures by
country, which serve as a guide to operating
management in the development and servicing
of the bank holding company’s international
credit portfolio.

The third component is the bank holding
company’s internal reporting system, which
should be designed to monitor and control coun-
try exposure. A comprehensive reporting sys-
tem is required to accurately assign risk expo-
sures to the country of risk, ensure adherence to
the directives of the board of directors, provide
for at least an annual review of portfolio compo-
sition in individual countries, and establish a
clear-cut methodology for reporting exceptions
to established limits.

A summary of the country-risk management
system should be prepared. Set forth below are
guidelines and procedures for examiners to use
in evaluating the systems banks use to monitor
and control country-risk elements in their inter-
national loan portfolios. In assessing the quality
of the country-risk management system, exam-
iners should, as a matter of course, spot-check
the accuracy of the data submitted on the Coun-
try Exposure Report, FFIEC 009, and the supple-
mental Country Exposure Information Report,
FFIEC 009a, as applicable. The review should
include a review of the exposures for at least
several countries. The report page, Examiners’
Comments and Matters Requiring Special Board
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Attention, should be used to comment on mate-
rial exceptions.

1. Obtain any written policies, procedures, or
summaries of the bank holding company’s
country-risk management system. Determine
whether the bank holding company’s country-
risk management system includes—

a. effective oversight by the board of
directors,

b. adequate risk-management policies and
procedures,

c. an accurate country-exposure reporting

system,

. an effective country-risk analysis process,

. a country-risk rating system,

country-exposure limits,

. ongoing monitoring of country conditions,

. periodic stress testing of foreign expo-

sures, and
adequate internal controls and an audit
function. (See SR-02-05.)

2. Review international-lending policies and
determine—

a. if the board of directors regularly reviews
and gives final approval to the limits on
country exposure at least annually (or
quarterly, if the foreign exposures are high
risk or the concentrations are significant);

b. who initiates the country ratings and coun-
try limits;

c. how frequently and by whom country rat-
ings and limits are reviewed and changed;

d. how the bank holding company defines
the ratings assigned to the various
countries;

e. how country limits are determined;

f. who is responsible for monitoring compli-
ance with country limits;

g. if country-risk limits consider—

(1) the overall strategy guiding the insti-
tution’s international activities,

(2) the country’s risk rating and the insti-
tution’s appetite for risk,

(3) perceived business opportunities in
the country, and

(4) the desire to support the interna-
tional business needs of domestic
customers;

h. to what extent country limits are viewed
as guidelines that may be exceeded;

i. if the bank holding company has different
sublimits for private- and public-sector
credits;

j. if separate limits are established for private-
and public-sector credits;

k. if the board of directors or a committee
thereof periodically reviews country rat-

50 Mh o oo

—-

ings and limits, and evaluates the bank
holding company’s performance against
those standards;

[. to what extent comments or classifica-
tions of bank supervisors are considered
in establishing, increasing, or decreasing
country limits;

m. how the system has been changed since
the last examination;

n. if the bank holding company has a reli-
able system for capturing and categoriz-
ing the volume and nature of foreign
exposures;

0. whether the bank holding company has a
system to monitor current conditions in
each of the countries where it is signifi-
cantly exposed;

p. if there is regular, ongoing communica-
tion between senior management and the
responsible country managers;

q. if established procedures are in place for
dealing with exposures in troubled coun-
tries, including contingency plans for
reducing risk and, if necessary, exiting the
country; and

r. whether the bank holding company peri-
odically conducts stress tests (financial
modeling or measuring the impact of vari-
ous scenarios on its country-risk profiles)
of its foreign exposures, and if the results
are reported to senior management and
the board of directors.

. Review reports furnished to the board or the

appropriate committee to ensure that compre-
hensive and accurate information is being
submitted on a timely basis.

. Obtain the bank holding company’s report

on the general distribution and characteris-
tics of the international loan portfolio and
compare loan-category distributions for
adherence to guidelines.

. During a discussion with senior manage-

ment, direct inquiries to—

a. gain insight into general management’s
international-lending philosophy, and

b. elicit management’s responses for correc-
tion of deficiencies.

. When reporting on the bank holding compa-

ny’s country-risk management system, con-

sider factors such as—

a. the quality of internal policies, practices,
procedures, and controls over the
international-lending functions;

b. the scope and adequacy of the internal
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[¢]

loan-review system as it pertains to coun-
try risk;

. causes of existing problems;
. commitments from management for cor-

rection of deficiencies;

. expectations for continued sound interna-

tional lending or correction of existing
deficiencies;
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. the ability of management to monitor and

control transfer risk;

. the general level of adherence to internal

policies, practices, procedures, and con-
trols; and

. the scope and adequacy of the bank hold-

ing company’s analysis of country
conditions.
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